Requisition Certification Checklist (CL-500)
Do not use this checklist for requisitions to release POs against OCA’s Technology Marketplace Contracts.

	Requisition Checklist for RQ #:
	

	Description of requested commodities and/or services:
	

	Requestor Name, Email, and Phone #:
	

	Subject Matter Expert(s) Name, Email, and Phone #:
	

	Department Contact Name, Email, and Phone #:
	

	Requesting Department:
	

	Purpose of Submitting a Requisition to OCA: A Requisition (RQ) submitted in PeopleSoft (PS) serves as the basis for requesting that OCA issue a stand-alone, one time Purchase Order (PO) for a finite set of goods and services with a duration of one year or less. It is used when the department is not permitted to make the purchase using its delegated Prop Q Purchasing Authority.
Checklist Fields: It is pertinent that you fill out this form completely and accurately.  If information is incomplete or unclear, it will result in delays or the rejection of your RQ. 
Attachments: Once you have completed this checklist, upload it along with all attachments in the RQ header's "Add/Edit Comments." Do not attach these documents at the RQ line level. 
Processing Time: If OCA is provided with complete information from the department, the average processing time for an RQ is about 4-12 weeks, depending on the solicitation requirements for your request. Please plan accordingly. 
Construction Services: OCA’s purview is under San Francisco Administrative Code Chapter 21 pertaining to commodities, general services and professional services. If there are services in this purchase that require a Contractor’s license (e.g., General A/B, C-10, C-27, etc.), they will fall under the authority of Chapter 6 and cannot be completed through OCA. Please verify with OCA if unsure.
Technology Purchases: Technology purchases include IT commodities or services such as computers, hardware, on-premise and cloud software, servers, hardware/software maintenance, telecommunications or digital technology products, surveillance technology, or any system that transfers or transmits data and/or interacts with the City's networks. Technology purchases pose additional risks for which the terms and conditions of a standard PO through this RQ process are generally not adequate. As such, they often require a negotiated contract reviewed and approved by the City Attorney using one of the three options below. 
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Under very limited circumstances and with the approval of your City Attorney and OCA, you may use this RQ process to purchase low risk technologies such as hardware that does not require additional license agreements or pose any major cyber threats to the City. Before completing this checklist, contact OCA to determine if your technology purchase can be processed using this RQ-to-PO process.
***********
For any questions you may have about City purchasing procedures, or about this checklist, please contact your assigned OCA Supervising Purchaser.




	Topic 
	Question
	Response

	Grant Funding
	Funding Source. Will this request involve the use of any grant, state, or federal funds?
	☐ Yes       
☐ No    

	
	Grant Terms. If this is being paid by grant funds, did you upload a copy of the grant terms to PS?
	☐ N/A. This transaction is not grant funded. 
☐ Yes. Supporting grant documents are uploaded in PS.

	
	City Attorney Review. If this is being paid by grant funds, did you consult with your City Attorney to ensure City’s standard PO terms do not conflict with the grant terms? 
Click on each icon below for City’s standard PO terms based on what is being procured. If unsure which template is applicable, contact OCA or your City Attorney. If your City Attorney determines City’s standard PO terms conflict with the grant terms, please ask them to revise the PO accordingly, using track changes so that OCA can see what changes were made.



[bookmark: _MON_1709360553]
	☐ N/A. This transaction is not grant funded. 
☐ The City Attorney has reviewed the applicable PO terms and confirmed they do not conflict with the grant terms. The City Attorney’s email is attached to this checklist and included in my email to OCA.
☐ The City Attorney has reviewed the applicable PO terms and confirmed they conflict with the grant terms. The City Attorney’s revisions to the standard PO terms have been uploaded to PS. 

	OCA Term Contracts
	OCA Term Contracts. Can your purchase be completed using one of City's Term Contracts? 
Departments are encouraged to use Citywide Term Contracts for their purchases to the extent possible. Many of OCA’s Term Contracts are catalogue contracts that allow you to purchase virtually any item in a certain product category. 
OCA’s Term Contracts can be found at:
https://sfgov.org/oca/citywide-term-contracts.
Using OCA’s Term Contracts for Federal and State Funded Transactions: 
Most OCA Term Contracts include “local preferences” during the solicitation process. Local preferences include: LBE Bid Discounts which gives certified local SF businesses an advantage over non certified SF businesses; LBE Subcontracting Participation Program which requires that a portion of the work be subcontracted to certified SF businesses; First Source Hiring Program which requires a supplier with an SF location advertise its entry level positions through OEWD; and the City’s ban on working with companies headquartered in a 12X State. Before using grant funds, check with your grantor to see if any of these local preferences prohibit you from using OCA’s Term Contracts.  
	☐ No. I reviewed the list of Term Contracts and there are no available Term Contracts for this purchase.
☐ No. This is a Federal or State funded transaction and the Grantor will not agree to using City’s Term Contracts because they were issued using local preferences.
☐ Yes. There are available OCA Term Contracts for this purchase but we cannot use them because: [GIVE REASON] 



	
	Recurring Transactions. Is this a non-recurring, one-time purchase appropriate for the use of an RQ, or an ongoing need (monthly, annually, etc.)?  
If this is recurring, OCA may determine that a multi-year Term Contract is more appropriate.
	☐ This is a one-time transaction.        
☐ This is a recurring transaction. We generally require it [enter frequency] and the estimated annual value is [enter value].

	Civil Service Commission & CMD Review
	CSC Approval. If this purchase requires the supplier to provide labor, have you begun to obtain the appropriate Civil Service Commission approval or Prop J approval for the labor portion of the transaction?  
· CSC or Prop J approval must be obtained prior to PO award. 
· The PO must be awarded within 1 year of the CSC approval date. 
· The PO amount and duration cannot exceed the CSC approved amount and duration. 
	☐ N/A. There are no services.        
☐ Yes. My dept has completed the CSC or Prop J approval process. The approved amount is [enter value] and the approved duration is [enter value]. A copy of the approved PSC or Prop J is uploaded to PS.
☐ Yes. My dept has begun the CSC or Prop J approval process, and we expect it to be completed by [enter estimated date]. The approved amount is [enter value] and the approved duration is [enter value]. A copy of the draft PSC or Prop J is uploaded to PS.

	
	CMD LBE Participation Requirements. If this purchase requires the supplier to provide labor and the amount of the labor will exceed ½ of the Minimum Competitive Amounts shown below, have you contacted CMD to determine if LBE Participation Requirements apply? 
· If CMD has waived LBE Participation Requirements, you must upload the approved waiver to PS. 
· The PO amount and duration cannot exceed the CMD 14B waiver amount and duration.
· LBE Participation Requirements do not apply to transactions that are primarily for commodities or where the transaction is funded by Federal or State funds and Local Preferences are not permitted.
	Minimum Competitive Amount (MCA)
for General Services

	Effective
1/1/2020
	Effective
7/1/2022

	$709,000
	$1,000,000



	☐ N/A. This is a contract primarily for commodities. Therefore, LBE participation requirements do not apply.
☐ N/A. Although this transaction is for General Services, it will not exceed ½ of the Minimum Competitive Amount for General Services. Therefore, LBE Participation Requirements do not apply.
☐ N/A. Although this transaction is for General Services, it is funded by State and/or Federal funds and the Grantor will not allow local preferences. 
☐ Yes. As per CMD, the LBE Participation Requirement for this transaction is: [enter %]
☐ Yes. Although this transaction will exceed ½ of the Minimum Competitive Amount for General Services, CMD has waived the LBE Participation Requirement for this transaction. A copy of the CMD LBE Participation Requirement waiver is uploaded to PS.

	Sole Source & No Substitutes
	Sole Source: Is this a "Sole Source" such that only one supplier can provide the goods or services you are buying? 
If yes, you must obtain OCA’s approval prior to submitting your request. To request a "Sole Source" waiver, click here.
	☐ No. This is not a Sole Source contract.    
☐ Yes. Approved OCA Sole Source waiver is uploaded to PS.    


	
	No Substitute (Products Only): Is this a "No Substitute" purchase for a product, such that only one product can meet your business requirements but there are multiple suppliers offering the product? 
If yes, you must obtain OCA’s approval prior to submitting your request. To request a "No Substitute" waiver, click  here.
	☐ N/A. This is not a purchase for products. 
☐ No.  This is a purchase for products but we will allow for substitutes. 
☐ Yes. This is a No Substitute contract. An approved OCA “No Substitute” waiver is uploaded to PS.     

	Product Attributes 


	Specifications: Did you provide a detailed list of product specifications, regulatory requirements, and other requirements pertaining to lead times, delivery, packaging, quality assurance, product safety, etc.? 
If possible, avoid specific brand names and/or manufacturer/model numbers and, instead, provide the minimum essential characteristics and key features/standards. Do not use features which unfairly restrict competition.  
Skip this section if this is a Sole Source, No Substitute, or you are not buying goods.
	☐ Yes. A complete list of detailed product specifications and requirements have been uploaded as a separate attachment to PS.   
☐ No. [Explain why]

	
	Substitutes. If you have identified specific brand names and models, identify at least 3 other equal substitutes.
Skip this section if this is a Sole Source, No Substitute, or you are not buying goods.
	☐ N/A. We have not identified specific brand names and models. 
☐ Below are other acceptable substitutes for the brand and model I have identified: [enter brands and models below]
1.
2.
3.   
The common crucial characteristics of these substitutes are: [enter characteristics below]
1.
2.
3.   

	
	Samples. Are samples required? 
If you are allowing substitutes, OCA strongly recommends you require samples where practical and feasible.
Skip this section if this is a Sole Source, No Substitute, or you are not buying goods.
	☐ N/A. This is a Sole Source or No Substitute.   
☐ No.  
☐ Yes. Samples will be evaluated by: [enter full contact information]

	Service Attributes 

	Scope of Work. Did you provide a detailed scope of work along with a list of regulatory requirements and other requirements pertaining to deliverables, project schedule, quality assurance, etc.? 
Skip this section if this is a Sole Source or you are not buying services.
	☐ Yes. A complete and detailed scope of work and a list of requirements have been uploaded as a separate attachment to PS.   
☐ No. [Explain why]

	Supplier Attributes
	Minimum Qualifications. Are there any Minimum Qualifications (MQs) the Bidders must meet (e.g., past contracts to evidence ability to provide the goods or services, licenses, certifications, etc.) to qualify to bid on this solicitation?
Skip this section if this is a Sole Source.
	☐ N/A.  There are no MQs the Bidders must meet.  
☐ The MQs are: [enter MQs below]
1.
2.
3.   

	
	Authorized Suppliers. Are the goods or services being requested limited to authorized resellers, distributors or suppliers? 
If yes, submit verification by the manufacturer on their letterhead listing the authorized reseller, distributor or supplier. 
Skip this section if this is a Sole Source.
	☐ No. The goods or services are not limited to authorized resellers, distributors or suppliers.   
☐ Yes, the goods or services are limited to the following authorized resellers, distributors or suppliers and I have uploaded verification from the manufacturer(s): [enter resellers below]
1.
2.
3.   

	
	Potential Bidders. You must provide contact information and emails for a minimum of 3 potential bidders. OCA encourages Depts to list as many potential suppliers as possible to increase the likelihood of a successful bid. UNLESS GRANT FUNDED, ENSURE YOU HAVE REVIEWED THE LBE DIRECTORY FOR POTENTIAL LBE BIDDERS.
Skip this section if this is a Sole Source.
	☐ The 3 potential bidders and their emails are: [enter information below]
1.
2.
3.

	Insurance 
	Additional Insurance. Are there any particular additional risks associated with this purchase that would require insurance beyond City’s standard insurance requirements? 
The City's standard insurance requirements are for General Liability, Auto Liability, and Workers Compensation. These cover most common risks. Examples of purchases that pose additional risk are: chemicals, fuel, transport hazardous waste, heavy equipment, marine-related work, and any commodity or service that can cause significant property damage or bodily injury. 
	☐ No. There are no additional risks. 
☐ Yes. The additional risks include:
☐ Transport or handling of chemicals, fuel, hazardous waste, etc.
☐ Heavy equipment procurement or maintenance/repair 
☐ Marine-related work
☐ Other commodity or service that can cause significant property damage or bodily injury
If you checked any box above, explain why. [enter reason]

	Cyber-security Review
	DT Cyber Risk Review. If this purchase involves (A) the transfer of sensitive or confidential data from City to the contractor, (B) gives non-City employees access to City systems, including building systems, and/or (C) involves cloud-based software, did you obtain Cybersecurity Risk Assessment (CRA) review from DT or upload a Risk Acceptance Form (request form from DT)? 
DT Cybersecurity Risk Assessment Policy

	☐ N/A. This transaction does not involve any of the three named categories for which CRA is triggered.
☐Although this transaction involves one or more of the named categories for which CRA is triggered, we will obtain CRA review after the awarded bidder is selected.
☐ Although this transaction involves one or more of the named categories for which CRA is triggered, the department has agreed to assume the risk without CRA review. A Risk Acceptance Form is uploaded to PS.
☐ This transaction involves one or more of the named categories for which CRA is triggered and DT’s CRA certificate for this transaction is attached to this checklist.

	Purchases with a Technology Component
	[bookmark: _GoBack]City Attorney Review. If this is a technology purchase, did you upload City Attorney approval to use the standard PO terms and conditions? 
Reminder, the requisition process can only be used for low risk technology purchases on a limited basis with City Attorney and OCA approval.




	☐ N/A. This is not a technology purchase.
☐ Yes. The City Attorney’s approval to use City’s standard PO terms and conditions is uploaded to PS.



	
	DT CIO Review. If this purchase has a technology component, did you obtain DT CIO approval? 
DT CIO Review Policy
	☐ N/A. This purchase does not have a technology component.
☐ N/A. This purchase has a technology component but does not fall into scope for CIO review.
☐ Although this purchase has a technology component, we will obtain DT CIO review after the awarded bidder is selected.
☐ This purchase has a technology component and DT’s CIO approval is uploaded to PS.

	
	Chapter 19B Surveillance Review. If this purchase includes any surveillance-related items per Chapter 19B, have you complied with the requirements of 19B? 
Chapter 19B requires Departments seeking to procure surveillance technology obtain BOS approval by ordinance of a Surveillance Technology Policy under which the Department will acquire and use Surveillance Technology.  Chapter 19B also forbids most City Departments from obtaining, accessing or using Face Recognition Technology or information obtained from Face Recognition Technology.  Requisitions initiated by Departments for the purchase of surveillance-related items must upload the Department’s Surveillance Technology Policy approved by COIT and BOS or must demonstrate that the item is exempt from the Code (19.B.1 Definitions – “Surveillance Technology”).
Chapter 19B Surveillance Technology Review Policy
	☐ N/A. This purchase does not have a surveillance component.
☐ N/A. This purchase does have a surveillance component but it is exempt under 19B. The exemption category is: [enter exemption category from 19B].
☐ Yes. This purchase does have a surveillance component and an approved 19B Policy has been uploaded to PS.

	Requisition Details
	Sales Tax: Are any RQ lines taxable? 
Taxes are not always disclosed on vendors' quotes.  You must provide tax information.
	☐ Yes. The taxable RQ line numbers are: [enter line numbers]
☐ No. There are no taxable RQ lines.

	1. 
	Freight Charges. Should freight be included in the unit price? 
City's standard terms have freight paid by the supplier and included into the pricing of the items.
	☐ N/A. This transaction does not involve shipping of goods. 
☐ Yes. Unit cost must include freight charges. 
☐ No. Unit cost should not include freight charges. Explain why. [enter reason]

	
	Billing and Shipping Details. Have you provided COMPLETE billing and shipping addresses and instructions in the RQ header comments? 
You must include names, addresses, emails and any special instructions.
	☐ Yes. I have provided COMPLETE billing and shipping addresses and instructions in the RQ header comments. 

	
	Final Review. Have you uploaded to PS this completed checklist and all supporting documents based on your responses to questions on this checklist? 
	☐ Yes. I have uploaded this completed checklist and all attachments in the RQ header's "Add/Edit Comments."
☐ No. Explain why. [enter reason]
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Sourcing Event [XXXXXXXXXX]

P-696c (7-21): Attachment 1	1		[SE Release Date]

City’s Purchase Order Terms

B. Commercial Terms

1. Cash Discounts—Terms of Payment. The discount period will start upon date of completion of delivery of all items on any Purchase Order or other authorization certified by the City’s Controller, or upon date of receipt of properly prepared invoices covering such deliveries, whichever is later. Payment is deemed to be made, for the purpose of earning the discount, on the date of mailing the City’s check. No additional charge shall accrue against City in the event City does not make payment within any time specified by bidder.



2. Place of Manufacture. No article furnished hereunder shall have been made in prison or by convict labor, except articles purchased for use by City’s detention facilities.



3. Electrical Products. Goods must comply with all applicable laws, ordinances and other legal requirements, including (among others) the Cal-OSHA regulations in Title 8 of the Code of Regulations and, for electrical products, Sections 110.2 and 110.3 (B) of the S.F. Electrical Code.



4. Condition of Articles. Articles offered and furnished must be new and previously unused, and of manufacturer’s latest model, unless otherwise specified herein.



5. Inspection. All articles supplied shall be subject to inspection and acceptance or rejection by Purchasing or any department official responsible for inspection. Non-conforming or rejected goods may be subject to reasonable storage fees.



6. F.O.B. Point. F.O.B destination in San Francisco, freight prepaid and allowed, unless otherwise specified.



7. Failure to Deliver. If Contractor fails to deliver an article and/or service of the quality, in the manner or within the time called for by this contract, such article and/or service may be bought from any source by Purchasing and if a greater price than the contract price be paid, the excess price will be charged to and collected from Contractor or sureties on its bond if bond has been required; or, the City may terminate the contract for default; or, the City may return deliveries already made and receive a refund.



8. Material Safety Data Sheets. Where required by law, contractor will include Material Safety Data Sheets (MSDSs) with delivery for applicable items. Failure to include the MSDSs for such items will constitute a material breach of contract and may result in refusal to accept delivery.



9. Taxes. City is exempt from federal taxes except on articles for resale. Contractor will enter state and local sales or use tax, and excise tax if applicable, on invoices.

C. [bookmark: B.__General_Contract_Conditions]General Contract Conditions

10. Budget and Fiscal Provisions. This contract is subject to the budget and fiscal provisions of the City’s Charter. Charges will accrue only after prior written authorization certified by the Controller, and the amount of City’s obligation hereunder shall not at any time exceed the amount certified for the purpose and period stated in such advance authorization. This section controls against any and all other provisions of this contract.



11. Guaranteed Maximum Costs. The City's payment obligation to Contractor cannot at any time exceed the amount certified by the Controller for the purpose and period stated in such certification. Absent an authorized Emergency per the City’s Charter or applicable Code, no City representative is authorized to offer or promise, nor is the City required to honor, any offered or promised payments to Contractor under this Purchase Order in excess of the certified maximum amount without the Controller having first certified the additional promised amount and the Contractor and City having modified this Purchase Order as authorized by amendment and approved as required by law. The Controller is not authorized to make payments on any contract for which funds have not been certified as available in the budget or by supplemental appropriation.



12. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco Administrative Code §21.35, any contractor, subcontractor or consultant who submits a false claim shall be liable to the City for the statutory penalties set forth in that section. A contractor, subcontractor or consultant will be deemed to have submitted a false claim to the City if the contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an officer or employee of the City a false claim or request for payment or approval; (b) knowingly makes, uses, or causes to be made or used a false record or statement to get a false claim paid or approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid by the City; (d) knowingly makes, uses, or causes to be made or used a false record or statement to conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or (e) is a beneficiary of an inadvertent submission of a false claim to the City, subsequently discovers the falsity of the claim, and fails to disclose the false claim to the City within a reasonable time after discovery of the false claim



13. Hold Harmless and Indemnification. Contractor shall indemnify and save harmless City and its officers, agents and employees from, and, if requested, shall defend them from and against any and all claims, demands, losses, damages, costs, expenses, and liability (legal, contractual, or otherwise) arising from or in any way connected with any: (i) injury to or death of a person, including employees of City or Contractor; (ii) loss of or damage to property; (iii) violation of local, state, or federal common law, statute or regulation, including but not limited to privacy or personally identifiable information, health information, disability and labor laws or regulations; (iv)


strict liability imposed by any law or regulation; or (v) losses arising from Contractor's execution of subcontracts not in accordance with the requirements of this Purchase Order applicable to subcontractors; so long as such injury, violation, loss, or strict liability (as set forth in subsections

(i) – (v) above) arises directly or indirectly from Contractor’s performance of this Purchase Order, including, but not limited to, Contractor’s use of facilities or equipment provided by City or others, regardless of the negligence of, and regardless of whether liability without fault is imposed or sought to be imposed on City, except to the extent that such indemnity is void or otherwise unenforceable under applicable law, and except where such loss, damage, injury, liability or claim is the result of the active negligence or willful misconduct of City and is not contributed to by any act of, or by any omission to perform some duty imposed by law or agreement on Contractor, its subcontractors or either’s agent or employee. The foregoing indemnity shall include, without limitation, reasonable fees of attorneys, consultants and experts and related costs and City’s costs of investigating any claims against the City. In addition to Contractor’s obligation to indemnify City, Contractor specifically acknowledges and agrees that it has an immediate and independent obligation to defend City from any claim which actually or potentially falls within this indemnification provision, even if the allegations are or may be groundless, false or fraudulent, which obligation arises at the time such claim is tendered to Contractor by City and continues at all times thereafter. Contractor shall indemnify and hold City harmless from all loss and liability, including attorneys’ fees, court costs and all other litigation expenses for any infringement of the patent rights, copyright, trade secret or any other proprietary right or trademark, and all other intellectual property claims of any person or persons arising directly or indirectly from the receipt by City, or any of its officers or agents, of articles or services to be supplied in the performance of this Purchase Order.



14. Liability of City. CITY'S PAYMENT OBLIGATIONS UNDER THE PURCHASE ORDER SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED UNDER THIS CONTRACT. NOTWITHSTANDING ANY OTHER PROVISION OF THIS PURCHASE ORDER, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF WHETHER ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL, CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOST PROFITS, ARISING OUT OF OR IN CONNECTION WITH THIS PURCHASE ORDER OR THE SERVICES PERFORMED IN CONNECTION WITH THIS PURCHASE ORDER.



15. Termination and Termination for Convenience. In the event Contractor fails to perform any of its obligations under this contract, in addition to any other remedies available to City, this contract may be terminated and all of Contractor's rights hereunder ended. Termination will be effective after ten days’ written notice to Contractor. No new work will be undertaken, and no new deliveries will be made, after the date of receipt of any notice of termination, or five days after the date of the notice, whichever is earlier. In the event of such termination, Contractor will be paid for those goods delivered and services performed, or deliveries made, under this contract to the satisfaction of the City, up to the date of termination. However, City may offset from any such amounts due Contractor any liquidated damages or other costs City has or will incur due to Contractor’s nonperformance. Any such offset by City will not constitute a waiver of any other remedies City may have against Contractor for financial injury or otherwise. City shall have the option, in its sole discretion, to terminate this Purchase Order, at any time during the term hereof, for convenience and without cause. City shall exercise this option by giving Contractor written notice of termination. The notice shall specify the date on which termination shall become effective. In the event of such termination, Contractor will be paid for those services performed, or deliveries made, pursuant to this Purchase Order to the satisfaction of the City up to the date of termination. In no event shall City be liable for costs incurred by Contractor or any of its subcontractors after the termination date specified by City. Such non-recoverable costs include, but are not limited to, anticipated profits on this contract, post-termination employee salaries, post-termination administrative expenses, or any other cost which is not reasonable or authorized under this section. This section shall not prevent Contractor from recovering costs necessarily incurred in discontinuing further work, or canceling further deliveries, under the contract after receipt of the termination notice.

16. [bookmark: 16._Nondisclosure_of_Private,_Proprietar]Nondisclosure of Private, Proprietary or Confidential Information. If this Purchase Order requires City to disclose "Private Information" to Contractor within the meaning of San Francisco Administrative Code Chapter 12M, Contractor and subcontractor shall use such information only in accordance with the restrictions stated in Chapter 12M and in this Purchase Order and only as necessary in performing the services. Contractor is subject to the enforcement and penalty provisions in Chapter 12M. In the performance of services, Contractor may have access to City's proprietary or confidential information, the disclosure of which to third parties may damage City. If City discloses proprietary or confidential information to Contractor, such information must be held by Contractor in confidence and used only in performing the Purchase Order. Contractor shall exercise the same standard of care to protect such information as a reasonably prudent contractor would use to protect its own proprietary or confidential information.



17. [bookmark: 17._Consideration_of_Criminal_History_in][bookmark: a._Contractor_agrees_to_comply_fully_wit]Consideration of Criminal History in Hiring and Employment Decisions.

a. Contractor agrees to comply fully with and be bound by all of the provisions of Chapter 12T, “City Contractor/Subcontractor Consideration of Criminal History in Hiring and Employment Decisions,” of the San Francisco Administrative Code (“Chapter 12T”), including the remedies provided, and implementing regulations, as may be amended from time to time. The provisions of Chapter 12T are incorporated by reference and made a part of this Purchase Order as though fully set forth herein. The text of the Chapter 12T is available on the web at http://sfgov.org/olse/fco. Contractor is required to comply with all of the applicable provisions of 12T, irrespective of the listing of obligations in this Section. Capitalized terms used in this Section and not defined in this Purchase Order shall have the meanings assigned to such terms in Chapter 12T.



b. The requirements of Chapter 12T shall only apply to a Contractor’s or Subcontractor’s operations to the extent those operations are in furtherance of the performance of this Purchase Order, shall apply only to applicants and employees who would be or are performing work in furtherance of this Purchase Order, and shall apply when the physical location of the employment or prospective employment of an individual is wholly or substantially within the City of San Francisco. Chapter 12T shall not apply when the application in a particular context would conflict with federal or state law or with a requirement of a government agency implementing federal or state law.



18. Local Business Enterprise and Non-Discrimination in Contracting Ordinance. Contractor, shall comply with all the requirements of the Local Business Enterprise and Non- Discrimination in Contracting Ordinance set forth in Chapter 14B of the San Francisco Administrative Code as it now exists or as it may be amended in the future (collectively the “LBE Ordinance”). Contractor is subject to the enforcement and penalty provisions in Chapter 14B.

19. [bookmark: 19._Nondiscrimination_Requirements.]Nondiscrimination Requirements.

a. [bookmark: a._Non_Discrimination_in_Contracts.__Con]Non Discrimination in Contracts. Contractor shall comply with the provisions of Chapters 12B and 12C of the San Francisco Administrative Code. Contractor shall incorporate by reference in all subcontracts the provisions of Sections 12B.2(a), 12B.2(c)-(k), and 12C.3 of the San Francisco Administrative Code and shall require all subcontractors to comply with such provisions. Contractor is subject to the enforcement and penalty provisions in Chapters 12B and 12C.



b. Nondiscrimination in the Provision of Employee Benefits. San Francisco Administrative Code 12B.2. Contractor does not as of the date of this Agreement, and will not during the term of this Agreement, in any of its operations in San Francisco, on real property owned by San Francisco, or where work is being performed for the City elsewhere in the United States, discriminate in the provision of employee benefits between employees with domestic partners and employees with spouses and/or between the domestic partners and spouses of such employees, subject to the conditions set forth in San Francisco Administrative Code Section12B.2.



20. MacBride Principles--Northern Ireland. The provisions of San Francisco Administrative Code §12F are incorporated herein by this reference and made part of this Agreement. By accepting this Agreement, Contractor confirms that Contractor has read and understood that the City urges companies doing business in Northern Ireland to resolve employment inequities and to abide by the MacBride Principles, and urges San Francisco companies to do business with corporations that abide by the MacBride Principles.



21. Tropical Hardwood and Virgin Redwood Ban. Pursuant to San Francisco Environment Code Section 804(b), the City urges Contractor not to import, purchase, obtain, or use for any purpose, any tropical hardwood, tropical hardwood wood product, virgin redwood or virgin redwood wood product. Contractor shall comply with San Francisco Environment Code Chapter 8, which provides that except as expressly permitted by the application of Sections 802(b) and 803(b) of the San Francisco Environment Code, Contractor shall not provide any items to the City in performance of this contract which are tropical hardwoods, tropical hardwood wood products, virgin redwood or virgin redwood wood products. Contractor is subject to the penalty and enforcement provisions of Chapter 8.



22. Resource Conservation. Contractor agrees to comply fully with the provisions of Chapter 5 of the San Francisco Environment Code (“Resource Conservation”), as amended from time to time. Said provisions are incorporated herein by reference.



23. Alcohol and Drug-Free Workplace Policy. City reserves the right to deny access to, or require Contractor to remove from, City facilities personnel of any Contractor or subcontractor who City has reasonable grounds to believe has engaged in alcohol abuse or illegal drug activity which in any way impairs City's ability to maintain safe work facilities or to protect the health and well-being of City employees and the general public. City shall have the right of final approval for the entry or re-entry of any such person previously denied access to, or removed from, City facilities. Illegal drug activity means possessing, furnishing, selling, offering, purchasing, using or being under the influence of illegal drugs or other controlled substances for which the individual lacks a valid prescription. Alcohol abuse means possessing, furnishing, selling, offering, or using alcoholic beverages, or being under the influence of alcohol.



24. Compliance with Americans with Disabilities Act. Contractor acknowledges that, pursuant to the Americans with Disabilities Act (ADA), programs, services and other activities provided by a public entity to the public, whether directly or through a contractor, must be accessible to the disabled public. Contractor shall provide the Services in a manner that complies with the Americans with Disabilities Act (ADA), including but not limited to Title II's program access requirements, and all other applicable federal, state and local disability rights legislation.



25. Sunshine Ordinance. Contractor acknowledges that this Agreement and all records related to its formation, Contractor's performance under this Agreement, and City's payment are subject to the California Public Records Act, (California Government Code §6250 et. seq.), and the San Francisco Sunshine Ordinance, (San Francisco Administrative Code Chapter 67). Such records are subject to public inspection and copying unless exempt from disclosure under federal, state or local law.



26. Limitations on Contributions. By executing this Agreement, Contractor acknowledges that it is familiar with section 1.126 of the City’s Campaign and Governmental Conduct Code, which prohibits any person who contracts with the City for the rendition of personal services, for the furnishing of any material, supplies or equipment, for the sale or lease of any land or building, or for a grant, loan or loan guarantee, from making any campaign contribution to (1) an individual holding a City elective office if the contract must be approved by the individual, a board on which that individual serves, or the board of a state agency on which an appointee of that individual serves, (2) a candidate for the office held by such individual, or (3) a committee controlled by such individual, at any time from the commencement of negotiations for the contract until the later of either the termination of negotiations for such contract or six months after the date the contract is approved. The prohibition on contributions applies to each prospective party to the contract; each member of Contractor’s board of directors; Contractor’s chairperson, chief executive officer, chief financial officer and chief operating officer; any person with an ownership interest of more than 20 percent in Contractor; any subcontractor listed in the bid or contract; and any committee that is sponsored or controlled by Contractor. Contractor must inform each such person of the limitation on contributions imposed by Section 1.126 and provide the names of the persons required to be informed to City.

[bookmark: 26._Limitations_on_Contributions.__By_ex]

27. Minimum Compensation Ordinance ("MCO”) -- Service Contracts only. Contractor shall pay covered employees no less than the minimum compensation required by San Francisco Administrative Code Chapter 12P. Contractor is subject to the enforcement and penalty provisions in Chapter 12P. By signing and executing this Agreement, Contractor certifies that it is in compliance with Chapter 12P.

28. Health Care Accountability Ordinance (HCAO) [Service contracts including agreements between a Tenant or Subtenant lasting 1 year or more only]. Contractor shall comply with San Francisco Administrative Code Chapter 12Q. Contractor shall choose and perform one of the Health Care Accountability options set forth in San Francisco Administrative Code Chapter 12Q.3. Contractor is subject to the enforcement and penalty provisions in Chapter 12Q



29. First Source Hiring Program [if contract is greater than $50,000 and if Contractor has an office in Alameda, San Francisco or San Mateo counties] Contractor must comply with all of the provisions of the First Source Hiring Program, Chapter 83 of the San Francisco Administrative Code, that apply to this Agreement, and Contractor is subject to the enforcement and penalty provisions in Chapter 83.



30. Prohibition on Use of Public Funds for Political Activity. In performing the Services, Contractor shall comply with San Francisco Administrative Code Chapter 12G, which prohibits funds appropriated by the City for this Agreement from being expended to participate in, support, or attempt to influence any political campaign for a candidate or for a ballot measure. Contractor is subject to the enforcement and penalty provisions in Chapter 12G.



31. [bookmark: 31._Preservative-Treated_Wood_Products._]Preservative-Treated Wood Products. Contractor shall comply with the provisions of San Francisco Environment Code Chapter 13, which requires that each Contractor purchasing preservative-treated wood products on behalf of the City, shall only purchase such products from the list of alternatives adopted by the Department of the Environment pursuant to Section 1302 of Chapter 13, unless otherwise granted an exemption by the terms of that Chapter.



32. [bookmark: 32._Use_of_City_Opinion.__Contractor_sha]Use of City Opinion. Contractor shall not quote, paraphrase, or otherwise refer to or use any opinion of City, its officers of agents, regarding Contractor or Contractor’s performance under this contract without prior written permission of Purchasing.



33. Contract Interpretation; Choice of Law/Venue; Assignment. Should any questions arise as to the meaning and intent of the contract, the matter shall be referred to Purchasing, who shall decide the true meaning and intent of the contract. The formation, interpretation and performance of this Agreement shall be governed by the laws of the State of California. Venue for all litigation relative to the formation, interpretation and performance of this Agreement shall be in San Francisco. This Agreement may be assigned only with the written approval of Purchasing by written instrument executed and approved in the same manner as this Agreement.



34. Proposal, Quotation and Attachments. This contract incorporates by reference the provisions of any related bid request issued by City, any bid submitted by contractor, or both. This contract incorporates by reference the provision of any attachments.



35. Provisions Controlling. Contractor agrees that in the event of conflicting language between this contract and Contractor's printed form, the provisions of this contract shall take precedence. This section shall supersede any language in the contractor’s terms and conditions attempting to nullify City terms and conditions or to resolve language conflicts in favor of the contractor’s terms and conditions.



36. Food Service Waste Reduction Requirements. Contractor shall comply with the Food Service Waste Reduction Ordinance, as set forth in San Francisco Environment Code Chapter 16, including but not limited to the remedies for noncompliance provided therein.



37. Slavery Era Disclosure. [This paragraph applies if this contract is for financial services, insurance, or textiles.] Contractor shall comply with San Francisco Administrative Code Chapter 12Y, San Francisco Slavery Era Disclosure Ordinance, including but not limited to Contractor's affirmative duty to research and disclose evidence of Contractor, its parent or subsidiary entity, or its Predecessor Company's Participation in the Slave Trade or receipt of Profits from the Slave Trade. Contractor is subject to the enforcement and penalty provisions in Chapter 12Y.





38. Sugar-Sweetened Beverage Prohibition. Contractor agrees that it will not sell, provide, or otherwise distribute Sugar-Sweetened Beverages, as defined by San Francisco Administrative Code Chapter 101, as part of its performance of this Agreement.

P-250c

PO Terms	                                                    1

City and County of San Francisco P-250 Purchase Order Supplemental Terms for Commodities

1. [bookmark: _Hlk57724242][bookmark: _Hlk57724306]Delivery. Contractor must comply with the following delivery requirements.

Modify Section 1 below to reflect bid terms and City’s requirements related to Delivery. Add or remove sections as needed.   

A. Notice of Delivery: Prior to all deliveries, Contractor shall provide scheduled delivery dates to the ordering department.  Any deliveries made without prior scheduling will be rejected by the department with no additional costs incurred.

B. Hours of Delivery All deliveries shall be made and accepted at the City location indicated by the ordering department between the hours of 8:00 A.M. and 2:00 P.M. (adjust hours if needed)

C. Substitutions: No substitutions will be allowed unless approved in advance in writing by City.

D. Emergency Deliveries: Emergency deliveries shall be delivered by best means possible. Should the emergency delivery cause City to incur additional costs not contemplated by this Agreement, Contractor shall obtain City’s prior approval. Contractor shall notify City of the estimated time of delivery.

E. Back Orders: Contractor shall notify the ordering department immediately if it is unable to deliver the items and/or quantity ordered.  Contractor must notify and obtain approval from the ordering department prior to delivery of any back-ordered items.  Department may reject back-ordered items at no additional costs incurred to the City. In the event that back-ordered items are delayed in excess of five (5) working days, the City reserves the right to reject partial shipment or cancel the item(s) ordered from the Agreement, at no additional cost incurred to the City.

F. Packing Slips: All deliveries must include a packing slip and must provide the following information:

1. Complete description including manufacturer’s name and part number

2. Quantity ordered

3. Agreement number and contract item numbers

4. Back-ordered items and amount back-ordered

5. Date back-ordered items will be delivered

6. Purchase Order Number



2. Price. Only prices that appear on the Purchase Order will be considered. No other pages with prices or attached price lists and/or catalog prices will be considered. Prices shall be exclusive of any Federal, State, local sales or use tax. In the event of a discrepancy between the unit price and the extended price, the unit price will prevail.



3. Additional Goods. If, in the satisfaction of governmental interests it is necessary to purchase additional goods and services from Contractor in accordance with the Purchase Order, additional goods and services may be added to this Agreement by mutual agreement of the Parties in accordance with Chapter 21 of the San Francisco Administrative Code.  



· Include the following if applicable. If this section is not used, delete and enter “Reserved (Regulatory Requirements)”

4. Regulatory Requirements

A. [XXXX]

B. [XXXX]



[bookmark: _Hlk95497091]Include the following sections as needed. Delete those not used. 

5. Other Requirements. 

A. Hours of Operation: Contractor must maintain normal business hours of at least 7:00 A.M. to 5:00 P.M., Monday through Friday throughout the term of the Agreement, and be open at all times during that period.

B. Stock Levels: Contractor shall have and maintain, throughout the Agreement term, and any extension thereof, stocking levels of (___%) on all products and articles required by the (__________) Department.  Failure to maintain adequate stock may result in the Purchaser invoking the Contractor’s Default clause of the Agreement.

C. Support: Contractor shall be responsible for providing technical support and assistance to the City through Contractor’s own personnel, equipment and facilities as well as through manufacturer’s technical representatives.  As part of this technical support and assistance, the Contractor shall provide personnel with in-depth technical knowledge of the products the Contractor is providing under this Agreement, to answer questions and offer any assistance required by City personnel, during City business hours (7:00 A.M. – 5:00 P.M.).

D. Measurements: Contractor shall provide qualified personnel at one or more reasonable and convenient locations in San Francisco to make measurements, fit and make proper alterations and distribute uniforms and uniform accessories. The Contractor’s changing/fitting areas must not be viewed from the public portion of the retail outlet and must provide a secure environment for the officers and their equipment at no additional cost to the City or City Employees.

E. Warehouse Locations: Contractor shall have a storage warehouse, distribution facility, parking area and will-call counter located within San Francisco. (option – add: and/or San Mateo Counties, or other locations as needed) 

F. Infectious Disease Terms: Contractors required to perform physical activities on City property that places Contractor or its employees in proximity to medical patients, including but not limited to San Francisco Department of Public Health facilities where patient care or counseling is performed, shall be subject to the following requirements, as applicable:

1. Infection Control, Health and Safety:

a. Contractor must have a Bloodborne Pathogen (BBP) Exposure Control plan for its employees, agents and subcontractors as defined in the California Code of Regulations, Title 8, Section 5193, Bloodborne Pathogens (http://www.dir.ca.gov/title8/5193.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, training, immunization, use of personal protective equipment and safe needle devices, maintenance of a sharps injury log, post-exposure medical evaluations, and recordkeeping.

b. Contractor must demonstrate personnel policies/procedures for protection of its employees, agents, subcontractors and clients from other communicable diseases prevalent in the population served. Such policies and procedures shall include, but not be limited to, work practices, personal protective equipment, staff/client Tuberculosis (TB) surveillance, training, etc.

c. Contractor must demonstrate personnel policies/procedures for Tuberculosis (TB) exposure control consistent with the Centers for Disease Control and Prevention (CDC) recommendations for health care facilities and based on the Francis J. Curry National Tuberculosis Center: Template for Clinic Settings, as appropriate.

d. Contractor must demonstrate personnel policies/procedures for COVID-19 exposure control consistent with CDC recommendations, Cal/OSHA regulations, SF DPH Health Orders, Directives, and Guidance. The Contractor’s attention is directed to Cal/OSHA’s new 8 CCR 3205 COVID-19 Prevention Emergency Temporary Standard and/or any successor regulations.

e. Contractor is responsible for site conditions, equipment, health and safety of their employees, and all other persons who work or visit the job site.

f. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as BBP and TB and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

g. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

h. Contractor assumes responsibility for procuring all medical equipment and supplies for use by its employees, agents and subcontractors, including safe needle devices, and provides and documents all appropriate training.

i. Contractor shall demonstrate compliance with all state and local regulations with regard to handling and disposing of medical waste.



2. Aerosol Transmissible Disease Program, Health and Safety:

a. Contractor must have an Aerosol Transmissible Disease (ATD) Program as defined in the California Code of Regulations, Title 8, Section 5199, Aerosol Transmissible Diseases (http://www.dir.ca.gov/Title8/5199.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, screening procedures, source control measures, use of personal protective equipment, referral procedures, training, immunization, post-exposure medical evaluations/follow-up, and recordkeeping.

b. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as Aerosol Transmissible Disease and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

c. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

d. Contractor assumes responsibility for procuring all medical equipment and supplies for use by their employees, agents, subcontractors including Personnel Protective Equipment such as respirators, and provides and documents all appropriate training.

e. If/when Contractor determines that they do not fall under the requirements of 8 CCR 5199 Contractor is directed to Cal/OSHA’s Emergency Temporary Standard for COVID-19, 8 CCR 3205, which applies to all employers who do not fall under 8 CCR 5199 but for who’s employees have potential for exposure to COVID-19.



· [bookmark: _Toc56855676]The following section is required only if the purchase orders issued under this Agreement can be funded by the State or Federal governments. If the solicitation included LBE discounts or participation, delete the following section and enter “Reserved. (Federal and/or State Funded Contracts)”.

6. [bookmark: _Hlk57815769]Federal and/or State Funded Contracts

A. Disallowance. If Contractor requests or receives payment from City for goods and services, reimbursement for which is later disallowed by the State of California or United States Government, Contractor shall promptly refund the disallowed amount to City upon City’s request. At its option, City may offset the amount disallowed from any payment due or to become due to Contractor under this Purchase Order or any other agreement between Contractor and City. This section survives the termination of the Purchase Order.

B. Grant Terms. If the funding for this Purchase Order is provided in full or in part by a Federal or State Grant to the City, as part of the terms of receiving the funds, the City is required to incorporate some of the Federal or State Grant terms (“Grant Terms”) into this Purchase Order. The incorporated terms, if any, shall be found as part of this Purchase Order. To the extent that any Grant Term is inconsistent with any other provisions of this Purchase Order such that Contractor is unable to comply with both the Grant Term and the other provision(s), the Grant Term shall apply. Contractor shall insert each Grant Term into each lower tier subcontract. Contractor is responsible for compliance with the Grant Terms by any subcontractor, lower-tier subcontractor or service provider. This section survives the termination of the Purchase Order.



· Liquidated Damages are optional: it may be deleted if there are no time-sensitive milestones for the Contractor’s performance, or if the department concludes that liquidated damages are not required under the particular circumstances of the Purchase Order. If this section is not deleted, add the liquidated damages amount and make sure Purchase Order includes measurable deadlines for submission of Deliverables to allow City to impose liquidated damages.

7. Liquidated Damages. By entering into this Purchase Order, Contractor agrees that in the event the delivery of the goods and services are delayed beyond the scheduled milestones and timelines as provided in this Purchase Order, City will suffer actual damages that will be impractical or extremely difficult to determine. Contractor agrees that the sum of [insert whole dollar amount in words and numbers -- no pennies and no “.00”] per calendar day for each day of delay beyond scheduled milestones and timelines is not a penalty, but is a reasonable estimate of the loss that City will incur based on the delay, established in light of the circumstances existing at the time this Purchase Order was awarded. City may deduct a sum representing the liquidated damages from any money due to Contractor under this Purchase Order or any other contract or Purchase Order between City and Contractor. Such deductions shall not be considered a penalty, but rather agreed upon monetary damages sustained by City because of Contractor’s failure to furnish deliverables to City within the time fixed or such extensions of time permitted in writing by City.



8. [bookmark: _Toc56855687]Liability for Incidental and Consequential Damages. Contractor shall be responsible for incidental and consequential damages resulting in whole or in part from Contractor’s acts or omission. This section survives the termination of the Purchase Order.



· Performance Bond and Fidelity Bond are optional: They may be included if the nature of the Purchase Order includes some uncertainty, a Purchase Order may require labor, materials or fidelity bonds, or a corporate surety bond conditioned for the faithful performance of any Purchase Order for the purchase of services. Consult with your assigned Deputy City Attorney to assist you in drafting this language.  Otherwise, delete and replace with “Reserved (Performance Bond)” and “Reserved (Fidelity Bond)”, as applicable. 

9. [bookmark: _Toc56855677][bookmark: _Toc56855678]Performance Bond.   The Contractor is required to furnish a performance bond on the form in a form acceptable to the City, in a sum of not less than [insert bonding level] of the annual amount of the Purchase Order to guarantee the faithful performance of this Purchase Order.  The bond must be approved as to sufficiency and qualifications of the surety by the Controller.



10. Reserved (Fidelity Bond).



· The following types and amounts of insurance are those most commonly required in City Purchase Orders. However, departments should tailor the types and amounts of insurance to the particular risks associated with each Purchase Order. Examples of what will trigger higher policy limits and additional types of coverage include: chemicals, fuel, transport hazardous waste, heavy equipment, aircraft, and any commodity or service that can cause significant property damage or bodily injury.  In addition, the Risk Manager must approve any reduction in the amount of insurance coverage required or waiver of these coverages. Such approval must be documented when submitting the Purchase Order for approval. Removals should be indicated with a “Reserved.” and the subject of the omitted section.

11. Insurance 

A. Required Coverages. Without in any way limiting Contractor’s liability pursuant to the “Indemnification” section of this Purchase Order, Contractor must maintain in force, during the full term of the Purchase Order, insurance in the following amounts and coverages. This section shall survive termination of the Purchase Order. 

· General Liability is always required. Add “Policy must include Abuse and Molestation coverage.” where Contractor will provide services for vulnerable clients such as minors and/or the elderly.

1. Commercial General Liability Insurance with limits not less than $1,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual Liability, Personal Injury, Products and Completed Operations. Policy must include Abuse and Molestation coverage. 

· Auto Liability coverage is required unless the contractor submits a written statement that it will not use personal or company vehicles to perform its contractual obligations. If not applicable, delete and enter “Reserved (Auto Liability Coverage).

2. Commercial Automobile Liability Insurance with limits not less than $1,000,000 each occurrence, “Combined Single Limit” for Bodily Injury and Property Damage, including Owned, Non-Owned and Hired auto coverage, as applicable. 

· Workers Compensation is required for any company with employees. If Workers Compensation insurance is not applicable, delete and enter “Reserved (Workers Compensation Coverage).

3. Workers’ Compensation, in statutory amounts, with Employers’ Liability Limits not less than $1,000,000 each accident, injury, or illness.

4. Reserved (Professional Liability Insurance). 

5. Reserved (Technology Errors and Omissions Liability Insurance)

· Purchase Orders that create or increase the risk of loss of confidential data must include a requirement for Cyber and Privacy Insurance. If the Contractor does not provide such services, then delete the body text of subsection (6) and replace with “Reserved. (Cyber and Privacy Coverage).” NOTE: Limits of insurance may be increased in accordance with the number of records potentially at risk.

6. Cyber and Privacy Insurance with limits of not less than $1,000,000 per claim. Such insurance shall include coverage for liability arising from theft, dissemination, and/or use of confidential information, including but not limited to, bank and credit card account information or personal information, such as name, address, social security numbers, protected health information or other personally identifying information, stored or transmitted in electronic form.

· Pollution Liability Insurance is required if the Contractor is required to perform abatement or disposal of contaminated materials. If the Contractor does not provide such services, then delete the body text of subsection (7) and replace with “Reserved. (Pollution Liability Insurance)”.  

7. Pollution Liability Insurance  applicable to contractor’s activities and responsibilities under this Purchase Order with limits not less than $X,000,000 each occurrence combined single limit, including coverage for on-site third party claims for bodily injury and property damage.

B. Additional Insured Endorsements

1. The Commercial General Liability policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Additional Insured Endorsement).” 

2. The Commercial Automobile Liability Insurance policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· Include (3) if the contractor is responsible for removing pollutants from a City site in the performance of this Purchase Order. Otherwise, delete (3) below and enter “Reserved (Pollution Auto Liability Insurance Additional Insured Endorsement).”

3. The Commercial Automobile Liability Insurance policy must be endorsed to include (i) Auto Pollution Additional Insured Endorsement naming as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees; and (ii) Form MCS-90 for Motor Carrier Policies of Insurance for Public Liability under Sections 29 and 30 of the Motor Carrier Act of 1980. 

C. Waiver of Subrogation Endorsements

· If Worker Compensation Insurance is not applicable or if Contractor is NOT performing the Services on City property and/or premises, delete (1) below and enter “Reserved (Workers Compensation Insurance Waiver of Subrogation Endorsement).” Seek City Risk Manager approval if Contractor is expected to enter City premises but is not willing to provide the waiver of subrogation endorsement

1. The Workers’ Compensation policy(ies) shall be endorsed with a waiver of subrogation in favor of the City for all work performed by the Contractor, its employees, agents and subcontractors.

D. Primary Insurance Endorsements

1. The Commercial General Liability policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought.

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Primary Insurance Endorsement).”

2. The Commercial Automobile Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

· If Pollution Liability Insurance is not required, delete (3) below and enter “Reserved (Pollution Liability Insurance Primary Insurance Endorsement).”

3. The Pollution Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

E. Other Insurance Requirements

1. Thirty (30) days’ advance written notice shall be provided to the City of cancellation, intended non-renewal, or reduction in coverages, except for non-payment for which no less than ten (10) days’ notice shall be provided to City. Notices shall be sent to the City address set forth in Section 11.1 entitled “Notices to the Parties.” 

2. Should any of the required insurance be provided under a claims-made form, Contractor shall maintain such coverage continuously throughout the term of this Purchase Order and, without lapse, for a period of three years beyond the expiration of this Purchase Order, to the effect that, should occurrences during the Purchase Order term give rise to claims made after expiration of the Purchase Order, such claims shall be covered by such claims-made policies. 

3. Should any of the required insurance be provided under a form of coverage that includes a general annual aggregate limit or provides that claims investigation or legal defense costs be included in such general annual aggregate limit, such general annual aggregate limit shall be double the occurrence or claims limits specified above.

4. Should any required insurance lapse during the term of this Purchase Order, requests for payments originating after such lapse shall not be processed until the City receives satisfactory evidence of reinstated coverage as required by this Purchase Order, effective as of the lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this Purchase Order effective on the date of such lapse of insurance. 

5. Before commencing any Services, Contractor shall furnish to City certificates of insurance and additional insured policy endorsements with insurers with ratings comparable to A-, VIII or higher, that are authorized to do business in the State of California, and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of the insurance by City shall not relieve or decrease Contractor’s liability hereunder. 

6. If Contractor will use any subcontractor(s) to provide Services, Contractor shall require the subcontractor(s) to provide all necessary insurance and to name the City and County of San Francisco, its officers, agents and employees and the Contractor as additional insureds.   

[bookmark: _Hlk45720933]

12. Reserved (LBE Payment and Utilization Tracking System).  



13. Reserved (Payment of Prevailing Wages). 



14. [bookmark: _Toc56855713]Reserved (Working with Minors). 



15. [bookmark: _Toc56855715]Reserved (Public Access to Nonprofit Records and Meetings).



· If the scope of services in this Purchase Order includes sale, provision, or distribution of water, include the following section. If those services are not included, mark section as “Reserved. (Packaged Water Prohibition)”.

16. Packaged Water Prohibition. Contractor agrees that it shall not sell, provide, or otherwise distribute Packaged Water, as defined by San Francisco Environment Code Chapter 24, as part of its performance of this Purchase Order.



17. [bookmark: _Toc56855720]Reserved (Sweat Free Procurement)      



18. [bookmark: _Toc56855722][bookmark: _Toc56855724]Reserved (Prop J Approval).



19. Reserved (Displaced Worker Protection Act). 

[bookmark: _Toc56855745]

20. Reserved (Payment Card Industry (“PCI”) Requirements). 

 

21. Contractor Vaccination Policy.

A. Contractor acknowledges that it has read the requirements of the 38th Supplement to Mayoral Proclamation Declaring the Existence of a Local Emergency (“Emergency Declaration”), dated February 25, 2020, and the Contractor Vaccination Policy for City Contractors issued by the City Administrator (“Contractor Vaccination Policy”), as those documents may be amended from time to time. A copy of the Contractor Vaccination Policy can be found at: https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors. 

B. A Contract subject to the Emergency Declaration is an agreement between the City and any other entity or individual and any subcontract under such agreement, where Covered Employees of the Contractor or Subcontractor work in-person with City employees at a City owned, leased, or controlled facility. Such agreements include, but are not limited to, professional services contracts, general services contracts, public works contracts, and grants. Contract includes such agreements currently in place or entered into during the term of the Emergency Declaration. Contract does not include an agreement with a state or federal governmental entity or agreements that do not involve the City paying or receiving funds. A Contract includes Purchase Orders.

C. In accordance with the Contractor Vaccination Policy, Contractor agrees that: 

1. Where applicable, Contractor shall ensure it complies with the requirements of the Contractor Vaccination Policy pertaining to Covered Employees, as they are defined under the Emergency Declaration and the Contractor Vaccination Policy, and insure such Covered Employees are either fully vaccinated for COVID-19 or obtain from Contractor an exemption based on medical or religious grounds; and 

2. If Contractor grants Covered Employees an exemption based on medical or religious grounds, Contractor will promptly notify City by completing and submitting the Covered Employees Granted Exemptions Form (“Exemptions Form”), which can be found at https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors (navigate to “Exemptions” to download the form).

       Choose between Option 1 and 2 below. 

· If Option 1 is selected: Use the attached BAA. 

· If Option 2 is selected: Delete the attached BAA. 

22. [bookmark: _Toc56855746]Business Associate Agreement. The Parties acknowledge that CITY is a Covered Entity as defined in the Healthcare Insurance Portability and Accountability Act of 1996 (“HIPAA”) and is required to comply with the HIPAA Privacy Rule governing the access, use, disclosure, transmission, and storage of protected health information (PHI) and the Security Rule under the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”). The Parties acknowledge that CONTRACTOR will:

[bookmark: Check2]|_| Do at least one or more of the following:

A. Create, receive, maintain, or transmit PHI for or on behalf of CITY/SFDPH (including storage of PHI, digital or hard copy, even if Contractor does not view the PHI or only does so on a random or infrequent basis); or

B. Receive PHI, or access to PHI, from CITY/SFDPH or another Business Associate of City, as part of providing a service to or for CITY/SFDPH, including legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial; or

C. Transmit PHI data for CITY/SFDPH and require access on a regular basis to such PHI. (Such as health information exchanges (HIEs), e-prescribing gateways, or electronic health record vendors)

|_| NOT do any of the activities listed above in subsection 1;

	Contractor is not a Business Associate of CITY/SFDPH. F Business Associate Agreement and SF Attestations are not required for the purposes of this Purchase Order. 




· Delete this BAA Supplement if not applicable. 

Business Associate Agreement Supplement

This Business Associate Agreement (“BAA”) supplements and is made a part of the Purchase Order by and between the City and County of San Francisco, the Covered Entity (“CE”), and Contractor, the Business Associate (“BA”) (the “Agreement”). To the extent that the terms of the Agreement are inconsistent with the terms of this BAA, the terms of this BAA shall control. This BAA shall survive termination of the Purchase Order.

RECITALS

A. CE, by and through the City and County of San Francisco Department wishes to disclose certain information to BA pursuant to the terms of the Agreement, some of which may constitute Protected Health Information (“PHI”) (defined below).

B. For purposes of the Agreement, CE requires Contractor, even if Contractor is also a covered entity under HIPAA, to comply with the terms and conditions of this BAA as a BA of CE.

C. CE and BA intend to protect the privacy and provide for the security of PHI disclosed to BA pursuant to the Agreement in compliance with the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”), and regulations promulgated there under by the U.S. Department of Health and Human Services (the “HIPAA Regulations”) and other applicable laws, including, but not limited to, California Civil Code §§ 56, et seq., California Health and Safety Code § 1280.15, California Civil Code §§ 1798, et seq., California Welfare & Institutions Code §§5328, et seq., and the regulations promulgated there under (the “California Regulations”).  

D. As part of the HIPAA Regulations, the Privacy Rule and the Security Rule (defined below) require CE to enter into a Purchase Order containing specific requirements with BA prior to the disclosure of PHI, as set forth in, but not limited to, Title 45, Sections 164.314(a), 164.502(a) and (e) and 164.504(e) of the Code of Federal Regulations (“C.F.R.”) and contained in this BAA.

E. BA enters into agreements with CE that require the CE to disclose certain identifiable health information to BA.  The Parties desire to enter into this BAA to permit BA to have access to such information and comply with the BA requirements of HIPAA, the HITECH Act, and the corresponding Regulations. 

In consideration of the mutual promises below and the exchange of information pursuant to this BAA, the Parties agree as follows:

1. Definitions.

a. Breach means the unauthorized acquisition, access, use, or disclosure of PHI that compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information, and shall have the meaning given to such term under the HITECH Act and HIPAA Regulations [42 U.S.C. Section 17921 and 45 C.F.R. Section 164.402], as well as California Civil Code Sections 1798.29 and 1798.82.

b. Breach Notification Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and D.

c. Business Associate is a person or entity that performs certain functions or activities that involve the use or disclosure of protected health information received from a covered entity, but other than in the capacity of a member of the workforce of such covered entity or arrangement, and shall have the meaning given to such term under the Privacy Rule, the Security Rule, and the HITECH Act, including, but not limited to, 42 U.S.C. Section 17938 and 45 C.F.R. Section 160.103.

d. Covered Entity means a health plan, a health care clearinghouse, or a health care provider who transmits any information in electronic form in connection with a transaction covered under HIPAA Regulations, and shall have the meaning given to such term under the Privacy Rule and the Security Rule, including, but not limited to, 45 C.F.R. Section 160.103.

e. Data Aggregation means the combining of Protected Information by the BA with the Protected Information received by the BA in its capacity as a BA of another CE, to permit data analyses that relate to the health care operations of the respective covered entities, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

f. Designated Record Set means a group of records maintained by or for a CE, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

g. Electronic Protected Health Information means Protected Health Information that is maintained in or transmitted by electronic media and shall have the meaning given to such term under HIPAA and the HIPAA Regulations, including, but not limited to, 45 C.F.R. Section 160.103.  For the purposes of this BAA, Electronic PHI includes all computerized data, as defined in California Civil Code Sections 1798.29 and 1798.82.

h. Electronic Health Record means an electronic record of health-related information on an individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff, and shall have the meaning given to such term under the HITECH Act, including, but not limited to, 42 U.S.C. Section 17921.

i. Health Care Operations shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

j. Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and E.

k. Protected Health Information or PHI means any information, including electronic PHI, whether oral or recorded in any form or medium: (i) that relates to the past, present or future physical or mental condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (ii) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Sections 160.103 and 164.501.  For the purposes of this BAA, PHI includes all medical information and health insurance information as defined in California Civil Code Sections 56.05 and 1798.82.

l. Protected Information shall mean PHI provided by CE to BA or created, maintained, received or transmitted by BA on CE’s behalf.  

m. Security Incident means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system, and shall have the meaning given to such term under the Security Rule, including, but not limited to, 45 C.F.R. Section 164.304.

n. Security Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and C.

o. Unsecured PHI means PHI that is not secured by a technology standard that renders PHI unusable, unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by a standard developing organization that is accredited by the American National Standards Institute, and shall have the meaning given to such term under the HITECH Act and any guidance issued pursuant to such Act including, but not limited to, 42 U.S.C. Section 17932(h) and 45 C.F.R. Section 164.402.

2. Obligations of Business Associate.

a. Attestations. Except when CE’s data privacy officer exempts BA in writing, the BA shall complete the following forms, attached and incorporated by reference as though fully set forth herein, CITY/SFDPH Attestations for Privacy (Attachment 1) and Data Security (Attachment 2) within sixty (60) calendar days from the execution of the Agreement.  If CE makes substantial changes to any of these forms during the term of the Agreement, the BA will be required to complete CE’s updated forms within sixty (60) calendar days from the date that CE provides BA with written notice of such changes.  BA shall retain such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

b. User Training.  The BA shall provide, and shall ensure that BA subcontractors, provide, training on PHI privacy and security, including HIPAA and HITECH and its regulations, to each employee or agent that will access, use or disclose Protected Information, upon hire and/or prior to accessing, using or disclosing Protected Information for the first time, and at least annually thereafter during the term of the Agreement.  BA shall maintain, and shall ensure that BA subcontractors maintain, records indicating the name of each employee or agent and date on which the PHI privacy and security trainings were completed.  BA shall retain, and ensure that BA subcontractors retain, such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

c. Permitted Uses.  BA may use, access, and/or disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  Further, BA shall not use Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so used by CE.  However, BA may use Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE [45 C.F.R. Sections 164.502, 164.504(e)(2). and 164.504(e)(4)(i)].

d. Permitted Disclosures.  BA shall disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  BA shall not disclose Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so disclosed by CE.  However, BA may disclose Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE.  If BA discloses Protected Information to a third party, BA must obtain, prior to making any such disclosure, (i) reasonable written assurances from such third party that such Protected Information will be held confidential as provided pursuant to this BAA and used or disclosed only as required by law or for the purposes for which it was disclosed to such third party, and (ii) a written agreement from such third party to immediately notify BA of any breaches, security incidents, or unauthorized uses or disclosures of the Protected Information in accordance with paragraph 2 (n) of this BAA, to the extent it has obtained knowledge of such occurrences [42 U.S.C. Section 17932; 45 C.F.R. Section 164.504(e)].  BA may disclose PHI to a BA that is a subcontractor and may allow the subcontractor to create, receive, maintain, or transmit Protected Information on its behalf, if the BA obtains satisfactory assurances, in accordance with 45 C.F.R. Section 164.504(e)(1), that the subcontractor will appropriately safeguard the information [45 C.F.R. Section 164.502(e)(1)(ii)].  

e. Prohibited Uses and Disclosures.  BA shall not use or disclose Protected Information other than as permitted or required by the Agreement and BAA, or as required by law.  BA shall not use or disclose Protected Information for fundraising or marketing purposes.  BA shall not disclose Protected Information to a health plan for payment or health care operations purposes if the patient has requested this special restriction, and has paid out of pocket in full for the health care item or service to which the Protected Information solely relates [42 U.S.C. Section 17935(a) and 45 C.F.R. Section 164.522(a)(1)(vi)].  BA shall not directly or indirectly receive remuneration in exchange for Protected Information, except with the prior written consent of CE and as permitted by the HITECH Act, 42 U.S.C. Section 17935(d)(2), and the HIPAA regulations, 45 C.F.R. Section 164.502(a)(5)(ii); however, this prohibition shall not affect payment by CE to BA for goods and services provided pursuant to the Agreement.   

f. Appropriate Safeguards.  BA shall take the appropriate security measures to protect the confidentiality, integrity and availability of PHI that it creates, receives, maintains, or transmits on behalf of the CE, and shall prevent any use or disclosure of PHI other than as permitted by the Agreement or this BAA, including, but not limited to, administrative, physical and technical safeguards in accordance with the Security Rule, including, but not limited to, 45 C.F.R. Sections 164.306, 164.308, 164.310, 164.312, 164.314 164.316, and 164.504(e)(2)(ii)(B).  BA shall comply with the policies and procedures and documentation requirements of the Security Rule, including, but not limited to, 45 C.F.R. Section 164.316, and 42 U.S.C. Section 17931.  BA is responsible for any civil penalties assessed due to an audit or investigation of BA, in accordance with 42 U.S.C. Section 17934(c).

g. Business Associate’s Subcontractors and Agents.  BA shall ensure that any agents and subcontractors that create, receive, maintain or transmit Protected Information on behalf of BA, agree in writing to the same restrictions and conditions that apply to BA with respect to such PHI and implement the safeguards required by paragraph 2.f. above with respect to Electronic PHI [45 C.F.R. Section 164.504(e)(2) through (e)(5); 45 C.F.R. Section 164.308(b)].  BA shall mitigate the effects of any such violation. 

h. Accounting of Disclosures.  Within ten (10) calendar days of a request by CE for an accounting of disclosures of Protected Information or upon any disclosure of Protected Information for which CE is required to account to an individual, BA and its agents and subcontractors shall make available to CE the information required to provide an accounting of disclosures to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.528, and the HITECH Act, including but not limited to 42 U.S.C. Section 17935 (c), as determined by CE.  BA agrees to implement a process that allows for an accounting to be collected and maintained by BA and its agents and subcontractors for at least seven (7) years prior to the request.  However, accounting of disclosures from an Electronic Health Record for treatment, payment or health care operations purposes are required to be collected and maintained for only three (3) years prior to the request, and only to the extent that BA maintains an Electronic Health Record.  At a minimum, the information collected and maintained shall include: (i) the date of disclosure; (ii) the name of the entity or person who received Protected Information and, if known, the address of the entity or person; (iii) a brief description of Protected Information disclosed; and (iv) a brief statement of purpose of the disclosure that reasonably informs the individual of the basis for the disclosure, or a copy of the individual’s authorization, or a copy of the written request for disclosure [45 C.F.R. 164.528(b)(2)].  If an individual or an individual’s representative submits a request for an accounting directly to BA or its agents or subcontractors, BA shall forward the request to CE in writing within five (5) calendar days.

i. Access to Protected Information.  BA shall make Protected Information maintained by BA or its agents or subcontractors in Designated Record Sets available to CE for inspection and copying within (5) days of request by CE to enable CE to fulfill its obligations under state law [Health and Safety Code Section 123110] and the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.524 [45 C.F.R. Section 164.504(e)(2)(ii)(E)].  If BA maintains Protected Information in electronic format, BA shall provide such information in electronic format as necessary to enable CE to fulfill its obligations under the HITECH Act and HIPAA Regulations, including, but not limited to, 42 U.S.C. Section 17935(e) and 45 C.F.R. 164.524.

j. Amendment of Protected Information.  Within ten (10) days of a request by CE for an amendment of Protected Information or a record about an individual contained in a Designated Record Set, BA and its agents and subcontractors shall make such Protected Information available to CE for amendment and incorporate any such amendment or other documentation to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.526.  If an individual request an amendment of Protected Information directly from BA or its agents or subcontractors, BA must notify CE in writing within five (5) days of the request and of any approval or denial of amendment of Protected Information maintained by BA or its agents or subcontractors [45 C.F.R. Section 164.504(e)(2)(ii)(F)].  

k. Governmental Access to Records.   BA shall make its internal practices, books and records relating to the use and disclosure of Protected Information available to CE and to the Secretary of the U.S. Department of Health and Human Services (the “Secretary”) for purposes of determining BA’s compliance with HIPAA [45 C.F.R. Section 164.504(e)(2)(ii)(I)].  BA shall provide CE a copy of any Protected Information and other documents and records that BA provides to the Secretary concurrently with providing such Protected Information to the Secretary. 

l. Minimum Necessary.  BA, its agents and subcontractors shall request, use and disclose only the minimum amount of Protected Information necessary to accomplish the intended purpose of such use, disclosure, or request. [42 U.S.C. Section 17935(b); 45 C.F.R. Section 164.514(d)].  BA understands and agrees that the definition of “minimum necessary” is in flux and shall keep itself informed of guidance issued by the Secretary with respect to what constitutes “minimum necessary” to accomplish the intended purpose in accordance with HIPAA and HIPAA Regulations. 

m. Data Ownership.   BA acknowledges that BA has no ownership rights with respect to the Protected Information.

n. Notification of Breach.  BA shall notify CE within 5 calendar days of any breach of Protected Information; any use or disclosure of Protected Information not permitted by the BAA; any Security Incident (except as otherwise provided below) related to Protected Information, and any use or disclosure of data in violation of any applicable federal or state laws by BA or its agents or subcontractors.  The notification shall include, to the extent possible, the identification of each individual whose unsecured Protected Information has been, or is reasonably believed by the BA to have been, accessed, acquired, used, or disclosed, as well as any other available information that CE is required to include in notification to the individual, the media, the Secretary, and any other entity under the Breach Notification Rule and any other applicable state or federal laws, including, but not limited, to 45 C.F.R. Section 164.404 through 45 C.F.R. Section 164.408, at the time of the notification required by this paragraph or promptly thereafter as information becomes available.  BA shall take (i) prompt corrective action to cure any deficiencies and (ii) any action pertaining to unauthorized uses or disclosures required by applicable federal and state laws.  [42 U.S.C. Section 17921; 42 U.S.C. Section 17932; 45 C.F.R. 164.410; 45 C.F.R. Section 164.504(e)(2)(ii)(C); 45 C.F.R. Section 164.308(b)]

o. Breach Pattern or Practice by Business Associate’s Subcontractors and Agents.  Pursuant to 42 U.S.C. Section 17934(b) and 45 C.F.R. Section 164.504(e)(1)(iii), if the BA knows of a pattern of activity or practice of a subcontractor or agent that constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA, the BA must take reasonable steps to cure the breach or end the violation.  If the steps are unsuccessful, the BA must terminate the contractual arrangement with its subcontractor or agent, if feasible.  BA shall provide written notice to CE of any pattern of activity or practice of a subcontractor or agent that BA believes constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA within five (5) calendar days of discovery and shall meet with CE to discuss and attempt to resolve the problem as one of the reasonable steps to cure the breach or end the violation.

3. Termination.

a. Material Breach.  A breach by BA of any provision of this BAA, as determined by CE, shall constitute a material breach of the Agreement and this BAA and shall provide grounds for immediate termination of the Agreement and this BAA, any provision in the Agreement to the contrary notwithstanding. [45 C.F.R. Section 164.504(e)(2)(iii).]

b. Judicial or Administrative Proceedings.  CE may terminate the Agreement and this BAA, effective immediately, if (i) BA is named as defendant in a criminal proceeding for a violation of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws or (ii) a finding or stipulation that the BA has violated any standard or requirement of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws is made in any administrative or civil proceeding in which the party has been joined.

c. Effect of Termination.   Upon termination of the Agreement and this BAA for any reason, BA shall, at the option of CE, return or destroy all Protected Information that BA and its agents and subcontractors still maintain in any form, and shall retain no copies of such Protected Information.  If return or destruction is not feasible, as determined by CE, BA shall continue to extend the protections and satisfy the obligations of Section 2 of this BAA to such information, and limit further use and disclosure of such PHI to those purposes that make the return or destruction of the information infeasible [45 C.F.R. Section 164.504(e)(2)(ii)(J)].  If CE elects destruction of the PHI, BA shall certify in writing to CE that such PHI has been destroyed in accordance with the Secretary’s guidance regarding proper destruction of PHI.

d. Civil and Criminal Penalties.  BA understands and agrees that it is subject to civil or criminal penalties applicable to BA for unauthorized use, access or disclosure or Protected Information in accordance with the HIPAA Regulations and the HITECH Act including, but not limited to, 42 U.S.C. 17934 (c).  

e. Disclaimer.  CE makes no warranty or representation that compliance by BA with this BAA, HIPAA, the HITECH Act, or the HIPAA Regulations or corresponding California law provisions will be adequate or satisfactory for BA’s own purposes.  BA is solely responsible for all decisions made by BA regarding the safeguarding of PHI.  

4. Amendment to Comply with Law.

The parties acknowledge that state and federal laws relating to data security and privacy are rapidly evolving and that amendment of the Agreement or this BAA may be required to provide for procedures to ensure compliance with such developments.  The parties specifically agree to take such action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations and other applicable state or federal laws relating to the security or confidentiality of PHI.  The parties understand and agree that CE must receive satisfactory written assurance from BA that BA will adequately safeguard all Protected Information.  Upon the request of either party, the other party agrees to promptly enter into negotiations concerning the terms of an amendment to this BAA embodying written assurances consistent with the updated standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable state or federal laws.  CE may terminate the Agreement upon thirty (30) days written notice in the event (i) BA does not promptly enter into negotiations to amend the Agreement or this BAA when requested by CE pursuant to this section or (ii) BA does not enter into an amendment to the Agreement or this BAA providing assurances regarding the safeguarding of PHI that CE, in its sole discretion, deems sufficient to satisfy the standards and requirements of applicable laws.  

5. Reimbursement for Fines or Penalties.

In the event that CE pays a fine to a state or federal regulatory agency, and/or is assessed civil penalties or damages through private rights of action, based on an impermissible access, use or disclosure of PHI by BA or its subcontractors or agents, then BA shall reimburse CE in the amount of such fine or penalties or damages within thirty (30) calendar days from City’s written notice to BA of such fines, penalties or damages.  
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City’s Purchase Order Terms

B. Commercial Terms

1. Cash Discounts—Terms of Payment. The discount period will start upon date of completion of delivery of all items on any Purchase Order or other authorization certified by the City’s Controller, or upon date of receipt of properly prepared invoices covering such deliveries, whichever is later. Payment is deemed to be made, for the purpose of earning the discount, on the date of mailing the City’s check. No additional charge shall accrue against City in the event City does not make payment within any time specified by bidder.



2. Place of Manufacture. No article furnished hereunder shall have been made in prison or by convict labor, except articles purchased for use by City’s detention facilities.



3. Electrical Products. Goods must comply with all applicable laws, ordinances and other legal requirements, including (among others) the Cal-OSHA regulations in Title 8 of the Code of Regulations and, for electrical products, Sections 110.2 and 110.3 (B) of the S.F. Electrical Code.



4. Condition of Articles. Articles offered and furnished must be new and previously unused, and of manufacturer’s latest model, unless otherwise specified herein.



5. Inspection. All articles supplied shall be subject to inspection and acceptance or rejection by Purchasing or any department official responsible for inspection. Non-conforming or rejected goods may be subject to reasonable storage fees.



6. F.O.B. Point. F.O.B destination in San Francisco, freight prepaid and allowed, unless otherwise specified.



7. Failure to Deliver. If Contractor fails to deliver an article and/or service of the quality, in the manner or within the time called for by this contract, such article and/or service may be bought from any source by Purchasing and if a greater price than the contract price be paid, the excess price will be charged to and collected from Contractor or sureties on its bond if bond has been required; or, the City may terminate the contract for default; or, the City may return deliveries already made and receive a refund.



8. Material Safety Data Sheets. Where required by law, contractor will include Material Safety Data Sheets (MSDSs) with delivery for applicable items. Failure to include the MSDSs for such items will constitute a material breach of contract and may result in refusal to accept delivery.



9. Taxes. City is exempt from federal taxes except on articles for resale. Contractor will enter state and local sales or use tax, and excise tax if applicable, on invoices.

C. [bookmark: B.__General_Contract_Conditions]General Contract Conditions

10. Budget and Fiscal Provisions. This contract is subject to the budget and fiscal provisions of the City’s Charter. Charges will accrue only after prior written authorization certified by the Controller, and the amount of City’s obligation hereunder shall not at any time exceed the amount certified for the purpose and period stated in such advance authorization. This section controls against any and all other provisions of this contract.



11. Guaranteed Maximum Costs. The City's payment obligation to Contractor cannot at any time exceed the amount certified by the Controller for the purpose and period stated in such certification. Absent an authorized Emergency per the City’s Charter or applicable Code, no City representative is authorized to offer or promise, nor is the City required to honor, any offered or promised payments to Contractor under this Purchase Order in excess of the certified maximum amount without the Controller having first certified the additional promised amount and the Contractor and City having modified this Purchase Order as authorized by amendment and approved as required by law. The Controller is not authorized to make payments on any contract for which funds have not been certified as available in the budget or by supplemental appropriation.



12. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco Administrative Code §21.35, any contractor, subcontractor or consultant who submits a false claim shall be liable to the City for the statutory penalties set forth in that section. A contractor, subcontractor or consultant will be deemed to have submitted a false claim to the City if the contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an officer or employee of the City a false claim or request for payment or approval; (b) knowingly makes, uses, or causes to be made or used a false record or statement to get a false claim paid or approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid by the City; (d) knowingly makes, uses, or causes to be made or used a false record or statement to conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or (e) is a beneficiary of an inadvertent submission of a false claim to the City, subsequently discovers the falsity of the claim, and fails to disclose the false claim to the City within a reasonable time after discovery of the false claim



13. Hold Harmless and Indemnification. Contractor shall indemnify and save harmless City and its officers, agents and employees from, and, if requested, shall defend them from and against any and all claims, demands, losses, damages, costs, expenses, and liability (legal, contractual, or otherwise) arising from or in any way connected with any: (i) injury to or death of a person, including employees of City or Contractor; (ii) loss of or damage to property; (iii) violation of local, state, or federal common law, statute or regulation, including but not limited to privacy or personally identifiable information, health information, disability and labor laws or regulations; (iv)


strict liability imposed by any law or regulation; or (v) losses arising from Contractor's execution of subcontracts not in accordance with the requirements of this Purchase Order applicable to subcontractors; so long as such injury, violation, loss, or strict liability (as set forth in subsections

(i) – (v) above) arises directly or indirectly from Contractor’s performance of this Purchase Order, including, but not limited to, Contractor’s use of facilities or equipment provided by City or others, regardless of the negligence of, and regardless of whether liability without fault is imposed or sought to be imposed on City, except to the extent that such indemnity is void or otherwise unenforceable under applicable law, and except where such loss, damage, injury, liability or claim is the result of the active negligence or willful misconduct of City and is not contributed to by any act of, or by any omission to perform some duty imposed by law or agreement on Contractor, its subcontractors or either’s agent or employee. The foregoing indemnity shall include, without limitation, reasonable fees of attorneys, consultants and experts and related costs and City’s costs of investigating any claims against the City. In addition to Contractor’s obligation to indemnify City, Contractor specifically acknowledges and agrees that it has an immediate and independent obligation to defend City from any claim which actually or potentially falls within this indemnification provision, even if the allegations are or may be groundless, false or fraudulent, which obligation arises at the time such claim is tendered to Contractor by City and continues at all times thereafter. Contractor shall indemnify and hold City harmless from all loss and liability, including attorneys’ fees, court costs and all other litigation expenses for any infringement of the patent rights, copyright, trade secret or any other proprietary right or trademark, and all other intellectual property claims of any person or persons arising directly or indirectly from the receipt by City, or any of its officers or agents, of articles or services to be supplied in the performance of this Purchase Order.



14. Liability of City. CITY'S PAYMENT OBLIGATIONS UNDER THE PURCHASE ORDER SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED UNDER THIS CONTRACT. NOTWITHSTANDING ANY OTHER PROVISION OF THIS PURCHASE ORDER, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF WHETHER ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL, CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOST PROFITS, ARISING OUT OF OR IN CONNECTION WITH THIS PURCHASE ORDER OR THE SERVICES PERFORMED IN CONNECTION WITH THIS PURCHASE ORDER.



15. Termination and Termination for Convenience. In the event Contractor fails to perform any of its obligations under this contract, in addition to any other remedies available to City, this contract may be terminated and all of Contractor's rights hereunder ended. Termination will be effective after ten days’ written notice to Contractor. No new work will be undertaken, and no new deliveries will be made, after the date of receipt of any notice of termination, or five days after the date of the notice, whichever is earlier. In the event of such termination, Contractor will be paid for those goods delivered and services performed, or deliveries made, under this contract to the satisfaction of the City, up to the date of termination. However, City may offset from any such amounts due Contractor any liquidated damages or other costs City has or will incur due to Contractor’s nonperformance. Any such offset by City will not constitute a waiver of any other remedies City may have against Contractor for financial injury or otherwise. City shall have the option, in its sole discretion, to terminate this Purchase Order, at any time during the term hereof, for convenience and without cause. City shall exercise this option by giving Contractor written notice of termination. The notice shall specify the date on which termination shall become effective. In the event of such termination, Contractor will be paid for those services performed, or deliveries made, pursuant to this Purchase Order to the satisfaction of the City up to the date of termination. In no event shall City be liable for costs incurred by Contractor or any of its subcontractors after the termination date specified by City. Such non-recoverable costs include, but are not limited to, anticipated profits on this contract, post-termination employee salaries, post-termination administrative expenses, or any other cost which is not reasonable or authorized under this section. This section shall not prevent Contractor from recovering costs necessarily incurred in discontinuing further work, or canceling further deliveries, under the contract after receipt of the termination notice.

16. [bookmark: 16._Nondisclosure_of_Private,_Proprietar]Nondisclosure of Private, Proprietary or Confidential Information. If this Purchase Order requires City to disclose "Private Information" to Contractor within the meaning of San Francisco Administrative Code Chapter 12M, Contractor and subcontractor shall use such information only in accordance with the restrictions stated in Chapter 12M and in this Purchase Order and only as necessary in performing the services. Contractor is subject to the enforcement and penalty provisions in Chapter 12M. In the performance of services, Contractor may have access to City's proprietary or confidential information, the disclosure of which to third parties may damage City. If City discloses proprietary or confidential information to Contractor, such information must be held by Contractor in confidence and used only in performing the Purchase Order. Contractor shall exercise the same standard of care to protect such information as a reasonably prudent contractor would use to protect its own proprietary or confidential information.



17. [bookmark: 17._Consideration_of_Criminal_History_in][bookmark: a._Contractor_agrees_to_comply_fully_wit]Consideration of Criminal History in Hiring and Employment Decisions.

a. Contractor agrees to comply fully with and be bound by all of the provisions of Chapter 12T, “City Contractor/Subcontractor Consideration of Criminal History in Hiring and Employment Decisions,” of the San Francisco Administrative Code (“Chapter 12T”), including the remedies provided, and implementing regulations, as may be amended from time to time. The provisions of Chapter 12T are incorporated by reference and made a part of this Purchase Order as though fully set forth herein. The text of the Chapter 12T is available on the web at http://sfgov.org/olse/fco. Contractor is required to comply with all of the applicable provisions of 12T, irrespective of the listing of obligations in this Section. Capitalized terms used in this Section and not defined in this Purchase Order shall have the meanings assigned to such terms in Chapter 12T.



b. The requirements of Chapter 12T shall only apply to a Contractor’s or Subcontractor’s operations to the extent those operations are in furtherance of the performance of this Purchase Order, shall apply only to applicants and employees who would be or are performing work in furtherance of this Purchase Order, and shall apply when the physical location of the employment or prospective employment of an individual is wholly or substantially within the City of San Francisco. Chapter 12T shall not apply when the application in a particular context would conflict with federal or state law or with a requirement of a government agency implementing federal or state law.



18. Local Business Enterprise and Non-Discrimination in Contracting Ordinance. Contractor, shall comply with all the requirements of the Local Business Enterprise and Non- Discrimination in Contracting Ordinance set forth in Chapter 14B of the San Francisco Administrative Code as it now exists or as it may be amended in the future (collectively the “LBE Ordinance”). Contractor is subject to the enforcement and penalty provisions in Chapter 14B.

19. [bookmark: 19._Nondiscrimination_Requirements.]Nondiscrimination Requirements.

a. [bookmark: a._Non_Discrimination_in_Contracts.__Con]Non Discrimination in Contracts. Contractor shall comply with the provisions of Chapters 12B and 12C of the San Francisco Administrative Code. Contractor shall incorporate by reference in all subcontracts the provisions of Sections 12B.2(a), 12B.2(c)-(k), and 12C.3 of the San Francisco Administrative Code and shall require all subcontractors to comply with such provisions. Contractor is subject to the enforcement and penalty provisions in Chapters 12B and 12C.



b. Nondiscrimination in the Provision of Employee Benefits. San Francisco Administrative Code 12B.2. Contractor does not as of the date of this Agreement, and will not during the term of this Agreement, in any of its operations in San Francisco, on real property owned by San Francisco, or where work is being performed for the City elsewhere in the United States, discriminate in the provision of employee benefits between employees with domestic partners and employees with spouses and/or between the domestic partners and spouses of such employees, subject to the conditions set forth in San Francisco Administrative Code Section12B.2.



20. MacBride Principles--Northern Ireland. The provisions of San Francisco Administrative Code §12F are incorporated herein by this reference and made part of this Agreement. By accepting this Agreement, Contractor confirms that Contractor has read and understood that the City urges companies doing business in Northern Ireland to resolve employment inequities and to abide by the MacBride Principles, and urges San Francisco companies to do business with corporations that abide by the MacBride Principles.



21. Tropical Hardwood and Virgin Redwood Ban. Pursuant to San Francisco Environment Code Section 804(b), the City urges Contractor not to import, purchase, obtain, or use for any purpose, any tropical hardwood, tropical hardwood wood product, virgin redwood or virgin redwood wood product. Contractor shall comply with San Francisco Environment Code Chapter 8, which provides that except as expressly permitted by the application of Sections 802(b) and 803(b) of the San Francisco Environment Code, Contractor shall not provide any items to the City in performance of this contract which are tropical hardwoods, tropical hardwood wood products, virgin redwood or virgin redwood wood products. Contractor is subject to the penalty and enforcement provisions of Chapter 8.



22. Resource Conservation. Contractor agrees to comply fully with the provisions of Chapter 5 of the San Francisco Environment Code (“Resource Conservation”), as amended from time to time. Said provisions are incorporated herein by reference.



23. Alcohol and Drug-Free Workplace Policy. City reserves the right to deny access to, or require Contractor to remove from, City facilities personnel of any Contractor or subcontractor who City has reasonable grounds to believe has engaged in alcohol abuse or illegal drug activity which in any way impairs City's ability to maintain safe work facilities or to protect the health and well-being of City employees and the general public. City shall have the right of final approval for the entry or re-entry of any such person previously denied access to, or removed from, City facilities. Illegal drug activity means possessing, furnishing, selling, offering, purchasing, using or being under the influence of illegal drugs or other controlled substances for which the individual lacks a valid prescription. Alcohol abuse means possessing, furnishing, selling, offering, or using alcoholic beverages, or being under the influence of alcohol.



24. Compliance with Americans with Disabilities Act. Contractor acknowledges that, pursuant to the Americans with Disabilities Act (ADA), programs, services and other activities provided by a public entity to the public, whether directly or through a contractor, must be accessible to the disabled public. Contractor shall provide the Services in a manner that complies with the Americans with Disabilities Act (ADA), including but not limited to Title II's program access requirements, and all other applicable federal, state and local disability rights legislation.



25. Sunshine Ordinance. Contractor acknowledges that this Agreement and all records related to its formation, Contractor's performance under this Agreement, and City's payment are subject to the California Public Records Act, (California Government Code §6250 et. seq.), and the San Francisco Sunshine Ordinance, (San Francisco Administrative Code Chapter 67). Such records are subject to public inspection and copying unless exempt from disclosure under federal, state or local law.



26. Limitations on Contributions. By executing this Agreement, Contractor acknowledges that it is familiar with section 1.126 of the City’s Campaign and Governmental Conduct Code, which prohibits any person who contracts with the City for the rendition of personal services, for the furnishing of any material, supplies or equipment, for the sale or lease of any land or building, or for a grant, loan or loan guarantee, from making any campaign contribution to (1) an individual holding a City elective office if the contract must be approved by the individual, a board on which that individual serves, or the board of a state agency on which an appointee of that individual serves, (2) a candidate for the office held by such individual, or (3) a committee controlled by such individual, at any time from the commencement of negotiations for the contract until the later of either the termination of negotiations for such contract or six months after the date the contract is approved. The prohibition on contributions applies to each prospective party to the contract; each member of Contractor’s board of directors; Contractor’s chairperson, chief executive officer, chief financial officer and chief operating officer; any person with an ownership interest of more than 20 percent in Contractor; any subcontractor listed in the bid or contract; and any committee that is sponsored or controlled by Contractor. Contractor must inform each such person of the limitation on contributions imposed by Section 1.126 and provide the names of the persons required to be informed to City.

[bookmark: 26._Limitations_on_Contributions.__By_ex]

27. Minimum Compensation Ordinance ("MCO”) -- Service Contracts only. Contractor shall pay covered employees no less than the minimum compensation required by San Francisco Administrative Code Chapter 12P. Contractor is subject to the enforcement and penalty provisions in Chapter 12P. By signing and executing this Agreement, Contractor certifies that it is in compliance with Chapter 12P.

28. Health Care Accountability Ordinance (HCAO) [Service contracts including agreements between a Tenant or Subtenant lasting 1 year or more only]. Contractor shall comply with San Francisco Administrative Code Chapter 12Q. Contractor shall choose and perform one of the Health Care Accountability options set forth in San Francisco Administrative Code Chapter 12Q.3. Contractor is subject to the enforcement and penalty provisions in Chapter 12Q



29. First Source Hiring Program [if contract is greater than $50,000 and if Contractor has an office in Alameda, San Francisco or San Mateo counties] Contractor must comply with all of the provisions of the First Source Hiring Program, Chapter 83 of the San Francisco Administrative Code, that apply to this Agreement, and Contractor is subject to the enforcement and penalty provisions in Chapter 83.



30. Prohibition on Use of Public Funds for Political Activity. In performing the Services, Contractor shall comply with San Francisco Administrative Code Chapter 12G, which prohibits funds appropriated by the City for this Agreement from being expended to participate in, support, or attempt to influence any political campaign for a candidate or for a ballot measure. Contractor is subject to the enforcement and penalty provisions in Chapter 12G.



31. [bookmark: 31._Preservative-Treated_Wood_Products._]Preservative-Treated Wood Products. Contractor shall comply with the provisions of San Francisco Environment Code Chapter 13, which requires that each Contractor purchasing preservative-treated wood products on behalf of the City, shall only purchase such products from the list of alternatives adopted by the Department of the Environment pursuant to Section 1302 of Chapter 13, unless otherwise granted an exemption by the terms of that Chapter.



32. [bookmark: 32._Use_of_City_Opinion.__Contractor_sha]Use of City Opinion. Contractor shall not quote, paraphrase, or otherwise refer to or use any opinion of City, its officers of agents, regarding Contractor or Contractor’s performance under this contract without prior written permission of Purchasing.



33. Contract Interpretation; Choice of Law/Venue; Assignment. Should any questions arise as to the meaning and intent of the contract, the matter shall be referred to Purchasing, who shall decide the true meaning and intent of the contract. The formation, interpretation and performance of this Agreement shall be governed by the laws of the State of California. Venue for all litigation relative to the formation, interpretation and performance of this Agreement shall be in San Francisco. This Agreement may be assigned only with the written approval of Purchasing by written instrument executed and approved in the same manner as this Agreement.



34. Proposal, Quotation and Attachments. This contract incorporates by reference the provisions of any related bid request issued by City, any bid submitted by contractor, or both. This contract incorporates by reference the provision of any attachments.



35. Provisions Controlling. Contractor agrees that in the event of conflicting language between this contract and Contractor's printed form, the provisions of this contract shall take precedence. This section shall supersede any language in the contractor’s terms and conditions attempting to nullify City terms and conditions or to resolve language conflicts in favor of the contractor’s terms and conditions.



36. Food Service Waste Reduction Requirements. Contractor shall comply with the Food Service Waste Reduction Ordinance, as set forth in San Francisco Environment Code Chapter 16, including but not limited to the remedies for noncompliance provided therein.



37. Slavery Era Disclosure. [This paragraph applies if this contract is for financial services, insurance, or textiles.] Contractor shall comply with San Francisco Administrative Code Chapter 12Y, San Francisco Slavery Era Disclosure Ordinance, including but not limited to Contractor's affirmative duty to research and disclose evidence of Contractor, its parent or subsidiary entity, or its Predecessor Company's Participation in the Slave Trade or receipt of Profits from the Slave Trade. Contractor is subject to the enforcement and penalty provisions in Chapter 12Y.





38. Sugar-Sweetened Beverage Prohibition. Contractor agrees that it will not sell, provide, or otherwise distribute Sugar-Sweetened Beverages, as defined by San Francisco Administrative Code Chapter 101, as part of its performance of this Agreement.

P-250cg

PO Terms	                                                    1

City and County of San Francisco P-250 Purchase Order Supplemental Terms for Commodities and General Services

1. [bookmark: _Hlk57724242][bookmark: _Hlk57724306]Delivery. Contractor must comply with the following delivery requirements.

Modify Section 1 below to reflect bid terms and City’s requirements related to Delivery. Add or remove sections as needed.   

A. Notice of Delivery: Prior to all deliveries, Contractor shall provide scheduled delivery dates to the ordering department.  Any deliveries made without prior scheduling will be rejected by the department with no additional costs incurred.

B. Hours of Delivery All deliveries shall be made and accepted at the City location indicated by the ordering department between the hours of 8:00 A.M. and 2:00 P.M. (adjust hours if needed)

C. Substitutions: No substitutions will be allowed unless approved in advance in writing by City.

D. Emergency Deliveries: Emergency deliveries shall be delivered by best means possible. Should the emergency delivery cause City to incur additional costs not contemplated by this Agreement, Contractor shall obtain City’s prior approval. Contractor shall notify City of the estimated time of delivery.

E. Back Orders: Contractor shall notify the ordering department immediately if it is unable to deliver the items and/or quantity ordered.  Contractor must notify and obtain approval from the ordering department prior to delivery of any back-ordered items.  Department may reject back-ordered items at no additional costs incurred to the City. In the event that back-ordered items are delayed in excess of five (5) working days, the City reserves the right to reject partial shipment or cancel the item(s) ordered from the Agreement, at no additional cost incurred to the City.

F. Packing Slips: All deliveries must include a packing slip and must provide the following information:

1. Complete description including manufacturer’s name and part number

2. Quantity ordered

3. Agreement number and contract item numbers

4. Back-ordered items and amount back-ordered

5. Date back-ordered items will be delivered

6. Purchase Order Number



2. Price. Only prices that appear on the Purchase Order will be considered. No other pages with prices or attached price lists and/or catalog prices will be considered. Prices shall be exclusive of any Federal, State, local sales or use tax. In the event of a discrepancy between the unit price and the extended price, the unit price will prevail.



3. Additional Goods and Services. If, in the satisfaction of governmental interests it is necessary to purchase additional goods and services from Contractor in accordance with the Purchase Order, additional goods and services may be added to this Agreement by mutual agreement of the Parties in accordance with Chapter 21 of the San Francisco Administrative Code.  



· Include the following if applicable. If this section is not used, delete and enter “Reserved (Regulatory Requirements)”

4. Regulatory Requirements

A. [XXXX]

B. [XXXX]



[bookmark: _Hlk95497091]Include the following sections as needed. Delete those not used. 

5. Other Requirements. 

A. Hours of Operation: Contractor must maintain normal business hours of at least 7:00 A.M. to 5:00 P.M., Monday through Friday throughout the term of the Agreement, and be open at all times during that period.

B. Stock Levels: Contractor shall have and maintain, throughout the Agreement term, and any extension thereof, stocking levels of (___%) on all products and articles required by the (__________) Department.  Failure to maintain adequate stock may result in the Purchaser invoking the Contractor’s Default clause of the Agreement.

C. Support: Contractor shall be responsible for providing technical support and assistance to the City through Contractor’s own personnel, equipment and facilities as well as through manufacturer’s technical representatives.  As part of this technical support and assistance, the Contractor shall provide personnel with in-depth technical knowledge of the products the Contractor is providing under this Agreement, to answer questions and offer any assistance required by City personnel, during City business hours (7:00 A.M. – 5:00 P.M.).

D. Measurements: Contractor shall provide qualified personnel at one or more reasonable and convenient locations in San Francisco to make measurements, fit and make proper alterations and distribute uniforms and uniform accessories. The Contractor’s changing/fitting areas must not be viewed from the public portion of the retail outlet and must provide a secure environment for the officers and their equipment at no additional cost to the City or City Employees.

E. Warehouse Locations: Contractor shall have a storage warehouse, distribution facility, parking area and will-call counter located within San Francisco. (option – add: and/or San Mateo Counties, or other locations as needed) 

F. Infectious Disease Terms: Contractors required to perform physical activities on City property that places Contractor or its employees in proximity to medical patients, including but not limited to San Francisco Department of Public Health facilities where patient care or counseling is performed, shall be subject to the following requirements, as applicable:

1. Infection Control, Health and Safety:

a. Contractor must have a Bloodborne Pathogen (BBP) Exposure Control plan for its employees, agents and subcontractors as defined in the California Code of Regulations, Title 8, Section 5193, Bloodborne Pathogens (http://www.dir.ca.gov/title8/5193.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, training, immunization, use of personal protective equipment and safe needle devices, maintenance of a sharps injury log, post-exposure medical evaluations, and recordkeeping.

b. Contractor must demonstrate personnel policies/procedures for protection of its employees, agents, subcontractors and clients from other communicable diseases prevalent in the population served. Such policies and procedures shall include, but not be limited to, work practices, personal protective equipment, staff/client Tuberculosis (TB) surveillance, training, etc.

c. Contractor must demonstrate personnel policies/procedures for Tuberculosis (TB) exposure control consistent with the Centers for Disease Control and Prevention (CDC) recommendations for health care facilities and based on the Francis J. Curry National Tuberculosis Center: Template for Clinic Settings, as appropriate.

d. Contractor must demonstrate personnel policies/procedures for COVID-19 exposure control consistent with CDC recommendations, Cal/OSHA regulations, SF DPH Health Orders, Directives, and Guidance. The Contractor’s attention is directed to Cal/OSHA’s new 8 CCR 3205 COVID-19 Prevention Emergency Temporary Standard and/or any successor regulations.

e. Contractor is responsible for site conditions, equipment, health and safety of their employees, and all other persons who work or visit the job site.

f. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as BBP and TB and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

g. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

h. Contractor assumes responsibility for procuring all medical equipment and supplies for use by its employees, agents and subcontractors, including safe needle devices, and provides and documents all appropriate training.

i. Contractor shall demonstrate compliance with all state and local regulations with regard to handling and disposing of medical waste.



2. Aerosol Transmissible Disease Program, Health and Safety:

a. Contractor must have an Aerosol Transmissible Disease (ATD) Program as defined in the California Code of Regulations, Title 8, Section 5199, Aerosol Transmissible Diseases (http://www.dir.ca.gov/Title8/5199.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, screening procedures, source control measures, use of personal protective equipment, referral procedures, training, immunization, post-exposure medical evaluations/follow-up, and recordkeeping.

b. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as Aerosol Transmissible Disease and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

c. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

d. Contractor assumes responsibility for procuring all medical equipment and supplies for use by their employees, agents, subcontractors including Personnel Protective Equipment such as respirators, and provides and documents all appropriate training.

e. If/when Contractor determines that they do not fall under the requirements of 8 CCR 5199 Contractor is directed to Cal/OSHA’s Emergency Temporary Standard for COVID-19, 8 CCR 3205, which applies to all employers who do not fall under 8 CCR 5199 but for who’s employees have potential for exposure to COVID-19.



· [bookmark: _Toc56855676]The following section is required only if the purchase orders issued under this Agreement can be funded by the State or Federal governments. If the solicitation included LBE discounts or participation, delete the following section and enter “Reserved. (Federal and/or State Funded Contracts)”.

6. [bookmark: _Hlk57815769]Federal and/or State Funded Contracts

A. Disallowance. If Contractor requests or receives payment from City for goods and services, reimbursement for which is later disallowed by the State of California or United States Government, Contractor shall promptly refund the disallowed amount to City upon City’s request. At its option, City may offset the amount disallowed from any payment due or to become due to Contractor under this Purchase Order or any other agreement between Contractor and City. This section survives the termination of the Purchase Order.

B. Grant Terms. If the funding for this Purchase Order is provided in full or in part by a Federal or State Grant to the City, as part of the terms of receiving the funds, the City is required to incorporate some of the Federal or State Grant terms (“Grant Terms”) into this Purchase Order. The incorporated terms, if any, shall be found as part of this Purchase Order. To the extent that any Grant Term is inconsistent with any other provisions of this Purchase Order such that Contractor is unable to comply with both the Grant Term and the other provision(s), the Grant Term shall apply. Contractor shall insert each Grant Term into each lower tier subcontract. Contractor is responsible for compliance with the Grant Terms by any subcontractor, lower-tier subcontractor or service provider. This section survives the termination of the Purchase Order.



· Liquidated Damages are optional: it may be deleted if there are no time-sensitive milestones for the Contractor’s performance, or if the department concludes that liquidated damages are not required under the particular circumstances of the Purchase Order. If this section is not deleted, add the liquidated damages amount and make sure Purchase Order includes measurable deadlines for submission of Deliverables to allow City to impose liquidated damages.

7. Liquidated Damages. By entering into this Purchase Order, Contractor agrees that in the event the delivery of the goods and services are delayed beyond the scheduled milestones and timelines as provided in this Purchase Order, City will suffer actual damages that will be impractical or extremely difficult to determine. Contractor agrees that the sum of [insert whole dollar amount in words and numbers -- no pennies and no “.00”] per calendar day for each day of delay beyond scheduled milestones and timelines is not a penalty, but is a reasonable estimate of the loss that City will incur based on the delay, established in light of the circumstances existing at the time this Purchase Order was awarded. City may deduct a sum representing the liquidated damages from any money due to Contractor under this Purchase Order or any other contract or Purchase Order between City and Contractor. Such deductions shall not be considered a penalty, but rather agreed upon monetary damages sustained by City because of Contractor’s failure to furnish deliverables to City within the time fixed or such extensions of time permitted in writing by City.



8. [bookmark: _Toc56855687]Liability for Incidental and Consequential Damages. Contractor shall be responsible for incidental and consequential damages resulting in whole or in part from Contractor’s acts or omission. This section survives the termination of the Purchase Order.



· Performance Bond and Fidelity Bond are optional: They may be included if the nature of the Purchase Order includes some uncertainty, a Purchase Order may require labor, materials or fidelity bonds, or a corporate surety bond conditioned for the faithful performance of any Purchase Order for the purchase of services. Consult with your assigned Deputy City Attorney to assist you in drafting this language.  Otherwise, delete and replace with “Reserved (Performance Bond)” and “Reserved (Fidelity Bond)”, as applicable. 

9. [bookmark: _Toc56855677][bookmark: _Toc56855678]Performance Bond.   The Contractor is required to furnish a performance bond on the form in a form acceptable to the City, in a sum of not less than [insert bonding level] of the annual amount of the Purchase Order to guarantee the faithful performance of this Purchase Order.  The bond must be approved as to sufficiency and qualifications of the surety by the Controller.



10. Fidelity Bond. Contractor shall maintain throughout the term of this Purchase Order, at no expense to City, a blanket fidelity bond or a Blanket Crime Policy (Employee Dishonesty Coverage) covering all officers and employees in an amount of not less than $50,000 with any deductible not to exceed $5,000 and including City as additional obligee or loss payee as its interest may appear.



· The following types and amounts of insurance are those most commonly required in City Purchase Orders. However, departments should tailor the types and amounts of insurance to the particular risks associated with each Purchase Order. Examples of what will trigger higher policy limits and additional types of coverage include: chemicals, fuel, transport hazardous waste, heavy equipment, aircraft, and any commodity or service that can cause significant property damage or bodily injury.  In addition, the Risk Manager must approve any reduction in the amount of insurance coverage required or waiver of these coverages. Such approval must be documented when submitting the Purchase Order for approval. Removals should be indicated with a “Reserved.” and the subject of the omitted section.

11. Insurance 

A. Required Coverages. Without in any way limiting Contractor’s liability pursuant to the “Indemnification” section of this Purchase Order, Contractor must maintain in force, during the full term of the Purchase Order, insurance in the following amounts and coverages. This section shall survive termination of the Purchase Order. 

· General Liability is always required. Add “Policy must include Abuse and Molestation coverage.” where Contractor will provide services for vulnerable clients such as minors and/or the elderly.

1. Commercial General Liability Insurance with limits not less than $1,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual Liability, Personal Injury, Products and Completed Operations. Policy must include Abuse and Molestation coverage. 

· Auto Liability coverage is required unless the contractor submits a written statement that it will not use personal or company vehicles to perform its contractual obligations. If not applicable, delete and enter “Reserved (Auto Liability Coverage).

2. Commercial Automobile Liability Insurance with limits not less than $1,000,000 each occurrence, “Combined Single Limit” for Bodily Injury and Property Damage, including Owned, Non-Owned and Hired auto coverage, as applicable. 

· Workers Compensation is required for any company with employees. If Workers Compensation insurance is not applicable, delete and enter “Reserved (Workers Compensation Coverage).

3. Workers’ Compensation, in statutory amounts, with Employers’ Liability Limits not less than $1,000,000 each accident, injury, or illness.

4. Reserved (Professional Liability Insurance). 

5. Reserved (Technology Errors and Omissions Liability Insurance)

· Purchase Orders that create or increase the risk of loss of confidential data must include a requirement for Cyber and Privacy Insurance. If the Contractor does not provide such services, then delete the body text of subsection (6) and replace with “Reserved. (Cyber and Privacy Coverage).” NOTE: Limits of insurance may be increased in accordance with the number of records potentially at risk.

6. Cyber and Privacy Insurance with limits of not less than $1,000,000 per claim. Such insurance shall include coverage for liability arising from theft, dissemination, and/or use of confidential information, including but not limited to, bank and credit card account information or personal information, such as name, address, social security numbers, protected health information or other personally identifying information, stored or transmitted in electronic form.

· Pollution Liability Insurance is required if the Contractor is required to perform abatement or disposal of contaminated materials. If the Contractor does not provide such services, then delete the body text of subsection (7) and replace with “Reserved. (Pollution Liability Insurance)”.  

7. Pollution Liability Insurance  applicable to contractor’s activities and responsibilities under this Purchase Order with limits not less than $X,000,000 each occurrence combined single limit, including coverage for on-site third party claims for bodily injury and property damage.

B. Additional Insured Endorsements

1. The Commercial General Liability policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Additional Insured Endorsement).” 

2. The Commercial Automobile Liability Insurance policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· Include (3) if the contractor is responsible for removing pollutants from a City site in the performance of this Purchase Order. Otherwise, delete (3) below and enter “Reserved (Pollution Auto Liability Insurance Additional Insured Endorsement).”

3. The Commercial Automobile Liability Insurance policy must be endorsed to include (i) Auto Pollution Additional Insured Endorsement naming as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees; and (ii) Form MCS-90 for Motor Carrier Policies of Insurance for Public Liability under Sections 29 and 30 of the Motor Carrier Act of 1980. 

C. Waiver of Subrogation Endorsements

· If Worker Compensation Insurance is not applicable or if Contractor is NOT performing the Services on City property and/or premises, delete (1) below and enter “Reserved (Workers Compensation Insurance Waiver of Subrogation Endorsement).” Seek City Risk Manager approval if Contractor is expected to enter City premises but is not willing to provide the waiver of subrogation endorsement

1. The Workers’ Compensation policy(ies) shall be endorsed with a waiver of subrogation in favor of the City for all work performed by the Contractor, its employees, agents and subcontractors.

D. Primary Insurance Endorsements

1. The Commercial General Liability policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought.

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Primary Insurance Endorsement).”

2. The Commercial Automobile Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

· If Pollution Liability Insurance is not required, delete (3) below and enter “Reserved (Pollution Liability Insurance Primary Insurance Endorsement).”

3. The Pollution Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

E. Other Insurance Requirements

1. Thirty (30) days’ advance written notice shall be provided to the City of cancellation, intended non-renewal, or reduction in coverages, except for non-payment for which no less than ten (10) days’ notice shall be provided to City. Notices shall be sent to the City address set forth in Section 11.1 entitled “Notices to the Parties.” 

2. Should any of the required insurance be provided under a claims-made form, Contractor shall maintain such coverage continuously throughout the term of this Purchase Order and, without lapse, for a period of three years beyond the expiration of this Purchase Order, to the effect that, should occurrences during the Purchase Order term give rise to claims made after expiration of the Purchase Order, such claims shall be covered by such claims-made policies. 

3. Should any of the required insurance be provided under a form of coverage that includes a general annual aggregate limit or provides that claims investigation or legal defense costs be included in such general annual aggregate limit, such general annual aggregate limit shall be double the occurrence or claims limits specified above.

4. Should any required insurance lapse during the term of this Purchase Order, requests for payments originating after such lapse shall not be processed until the City receives satisfactory evidence of reinstated coverage as required by this Purchase Order, effective as of the lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this Purchase Order effective on the date of such lapse of insurance. 

5. Before commencing any Services, Contractor shall furnish to City certificates of insurance and additional insured policy endorsements with insurers with ratings comparable to A-, VIII or higher, that are authorized to do business in the State of California, and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of the insurance by City shall not relieve or decrease Contractor’s liability hereunder. 

6. If Contractor will use any subcontractor(s) to provide Services, Contractor shall require the subcontractor(s) to provide all necessary insurance and to name the City and County of San Francisco, its officers, agents and employees and the Contractor as additional insureds.   

1. If there are no Services in this Purchase Order and/or LBE requirements are waived, delete the following section and replace with “Reserved. (LBE Payment and Utilization Tracking System)”.

12. [bookmark: _Hlk45720933]LBE Payment and Utilization Tracking System. Contractor shall pay LBE subcontractors within three business days as provided under Chapter 14B.7(H)(9). Within ten business days of City’s payment of an invoice, Contractor shall confirm that all subcontractors have been paid in the Payment Module of the City’s Supplier Portal unless instructed otherwise by CMD. Failure to submit all required payment information to the City’s Financial System with each payment request may result in the withholding of 20% of the payment due. Self-Service Training is located at this link: https://sfcitypartnersfgov.org/pages/training.aspx.  

1. Prevailing Wages Ordinance may be required for: (a) Chapter 6 maintenance services (See Admin Code Section 6.22(e)); (b) certain Chapter 21 equipment and building systems maintenance services; (c) installation services based on the State of California’s definition of Public Works (contact your city attorney for guidance) and/or (d) services covered by Admin Code Section 21C which are as follows: 

· Motor Bus Services (Admin Code Section 21C1)

· Janitorial Services (Admin Code Section 21C.2)

· Operation of Public Off-Street Parking Lots, Garages, or Storage Facilities for Automobiles (Admin Code Section 21C.3)

· Theatrical Services (Admin Code Section 21C.4) 

· Engaging in Hauling of Solid Waste Generated By The City In Course of City Operations (Admin Code Section 21C.5)

· Moving Services (Admin Code Section 21C.6)

· Trade Show and Special Event Work (Admin Code Section 21C.8)

· Broadcast Services (Admin Code 21C.9)

· Loading, Unloading, and Driving of Commercial Vehicles (Admin Code Section 21C.10)

· Security Guard Services (Admin Code Section 21C.11). 

· If some or all of the services are subject to the Prevailing Wage Ordinance, aspects of Chapters 12P (MCO, discussed below) and 12Q (HCAO, discussed below) may not apply  and those sections should be edited accordingly. Consult OLSE or your Deputy City Attorney with questions. 

1. If Prevailing Wage is not applicable to this contract, delete and replace with “Reserved (Payment of Prevailing Wages).” 

13. Payment of Prevailing Wages. 

A. Covered Services. Services to be performed by Contractor under this Purchase Order may involve the performance of trade work covered by the provisions of Section 6.22(e) [Prevailing Wages] of the Administrative Code or Section 21C [Miscellaneous Prevailing Wage Requirements] (collectively, “Covered Services”).  The provisions of Section 6.22(e) and 21C of the Administrative Code are incorporated as provisions of this Purchase Order as if fully set forth herein and will apply to any Covered Services performed by Contractor and its subcontractors.

B. Wage Rates. The latest prevailing wage rates for private employment on public contracts as determined by the San Francisco Board of Supervisors and the Director of the California Department of Industrial Relations, as such prevailing wage rates may be changed during the term of this Purchase Order, are hereby incorporated as provisions of this Purchase Order.  Copies of the prevailing wage rates as fixed and determined by the Board of Supervisors are available from the Office of Labor Standards and Enforcement (“OLSE”) and on the Internet at http://www.dir.ca.gov/DLSR/PWD and http://sfgov.org/olse/prevailing-wage.  Contractor agrees that it shall pay not less than the prevailing wage rates, as fixed and determined by the Board, to all workers employed by Contractor who perform Covered Services under this Purchase Order.  

C. Subcontract Requirements. As required by Section 6.22(e)(5) of the Administrative Code, Contractor shall insert in every subcontract or other arrangement, which it may make for the performance of Covered Services under this Purchase Order, a provision that said subcontractor shall pay to all persons performing labor in connection with Covered Services under said subcontract or other arrangement not less than the highest general prevailing rate of wages as fixed and determined by the Board of Supervisors for such labor or services.

D. Posted Notices. As required by Section 1771.4 of the California Labor Code, Contractor shall post job site notices prescribed by the California Department of Industrial Relations (“DIR”) at all job sites where services covered by Chapter 6.22 are to be performed.

E. Payroll Records. As required by Section 6.22(e)(6) of the Administrative Code and Section 1776 of the California Labor Code, Contractor shall keep or cause to be kept complete and accurate payroll records for all trade workers performing Covered Services.  Such records shall include the name, address and social security number of each worker who provided Covered Services on the project, including apprentices, his or her classification, a general description of the services each worker performed each day, the rate of pay (including rates of contributions for, or costs assumed to provide fringe benefits), daily and weekly number of hours worked, deductions made and actual wages paid.  Every subcontractor who shall undertake the performance of any part of Covered Services shall keep a like record of each person engaged in the execution of Covered Services under the subcontract. All such records shall at all times be available for inspection of and examination by the City and its authorized representatives and the DIR. 

F. Certified Payrolls. Certified payrolls shall be prepared pursuant to Administrative Code Section 6.22(e)(6) and California Labor Code Section 1776 for the period involved for all employees, including those of subcontractors, who performed labor in connection with Covered Services.  Contractor and each subcontractor performing Covered Services shall submit certified payrolls to the City and to the DIR electronically.  Contractor shall submit payrolls to the City via the reporting system selected by the City.  The DIR will specify how to submit certified payrolls to it.  The City will provide basic training in the use of the reporting system at a scheduled training session.  Contractor and all subcontractors that will perform Covered Services must attend the training session. Contractor and applicable subcontractors shall comply with electronic certified payroll requirements (including training) at no additional cost to the City.

G. Compliance Monitoring. Covered Services to be performed under this Purchase Order are subject to compliance monitoring and enforcement of prevailing wage requirements by the DIR and /or the OLSE. Contractor and any subcontractors performing Covered Services will cooperate fully with the DIR and/or the OLSE and other City employees and agents authorized to assist in the administration and enforcement of the prevailing wage requirements, and agrees to take the specific steps and actions as required by Section 6.22(e)(7) of the Administrative Code. Steps and actions include but are not limited to requirements that: (i) the Contractor will cooperate fully with the Labor Standards Enforcement Officer and other City employees and agents authorized to assist in the administration and enforcement of the Prevailing Wage requirements and other labor standards imposed on Public Works Contractor by the Charter and Chapter 6 of the San Francisco Administrative Code; (ii) the Contractor agrees that the Labor Standards Enforcement Officer and his or her designees, in the performance of their duties, shall have the right to engage in random inspections of job sites and to have access to the employees of the Contractor, employee time sheets, inspection logs, payroll records and employee paychecks; (iii) the Contractor shall maintain a sign-in and sign-out sheet showing which employees are present on the job site; (iv) the Contractor shall prominently post at each job-site a sign informing employees that the project is subject to the City’s Prevailing Wage requirements and that these requirements are enforced by the Labor Standards Enforcement Officer; and (v) that the Labor Standards Enforcement Officer may audit such records of the Contractor as he or she reasonably deems necessary to determine compliance with the Prevailing Wage and other labor standards imposed by the Charter and this Chapter on Public Works Contractors. Failure to comply with these requirements may result in penalties and forfeitures consistent with analogous provisions of the California Labor Code, including Section 1776(g), as amended from time to time.

H. Remedies. Should Contractor, or any subcontractor who shall undertake the performance of any Covered Services, fail or neglect to pay to the persons who perform Covered Services under this Purchase Order, subcontract or other arrangement for the Covered Services, the general prevailing rate of wages as herein specified, Contractor shall forfeit, and in the case of any subcontractor so failing or neglecting to pay said wage, Contractor and the subcontractor shall jointly and severally forfeit, back wages due plus the penalties set forth in Administrative Code Section 6.22(e) and/or California Labor Code Section 1775. The City, when certifying any payment which may become due under the terms of this Purchase Order, shall deduct from the amount that would otherwise be due on such payment the amount of said forfeiture.



· If the Purchase Order will involve the Contractor or Subcontractors providing services involving direct supervision of minors or will be working with minors in an unaccompanied setting on more than an incidental or occasional basis, insert section below. Supervision includes oversight responsibilities at City parks, playgrounds, recreational centers or beaches. Otherwise, delete the text and replace with “Reserved. (Working with Minors)”.

14. [bookmark: _Toc56855713]Working with Minors. In accordance with California Public Resources Code Section 5164, if Contractor, or any subcontractor, is providing services at a City park, playground, recreational center or beach, Contractor shall not hire, and shall prevent its subcontractors from hiring, any person for employment or a volunteer position in a position having supervisory or disciplinary authority over a minor if that person has been convicted of any offense listed in Public Resources Code Section 5164. In addition, if Contractor, or any subcontractor, is providing services to the City involving the supervision or discipline of minors or where Contractor, or any subcontractor, will be working with minors in an unaccompanied setting on more than an incidental or occasional basis, Contractor and any subcontractor shall comply with any and all applicable requirements under federal or state law mandating criminal history screening for such positions and/or prohibiting employment of certain persons including but not limited to California Penal Code Section 290.95.  In the event of a conflict between this section and Section 17, “Consideration of Criminal History in Hiring and Employment Decisions,” of this Purchase Order, this section shall control.



15. [bookmark: _Toc56855715][bookmark: _Hlk97883367][bookmark: _GoBack]Public Access to Nonprofit Records and Meetings. If Contractor is a non-profit organization; provides Services that do not include services or benefits to City employees (and/or to their family members, dependents, or their other designated beneficiaries); and receives a cumulative total per year of at least $250,000 in City funds or City-administered funds, Contractor must comply with the City’s Public Access to Nonprofit Records and Meetings requirements, as set forth in Chapter 12L of the San Francisco Administrative Code, including the remedies provided therein; and receives a cumulative total per year of at least $250,000 in City or City-administered funds and as defined in Chapter 12L of the San Francisco Administrative Code, Contractor must comply with the City’s Public Access to Nonprofit Records and Meetings requirements, as set forth in Chapter 12L of the San Francisco Administrative Code, including the remedies provided therein.



· If the scope of services in this Purchase Order includes sale, provision, or distribution of water, include the following section. If those services are not included, mark section as “Reserved. (Packaged Water Prohibition)”.

16. Packaged Water Prohibition. Contractor agrees that it shall not sell, provide, or otherwise distribute Packaged Water, as defined by San Francisco Environment Code Chapter 24, as part of its performance of this Purchase Order.



17. [bookmark: _Toc56855720]Reserved (Sweat Free Procurement)      



· For any Purchase Order where a contractor can provide services at a lesser cost than can be provided by utilizing City employees, i.e. Security Guard and Janitorial services – check previous Purchase Order. If not applicable, delete and enter “Prop J. (Reserved)”

18. [bookmark: _Toc56855722][bookmark: _Toc56855724]Prop J Approval. This Purchase Order is subject to the requirements of City Charter Section 10.104-15. Approval by the Controller and the Board of Supervisors will be required for each year through the term of this Purchase Order. Should the Controller determine that the requirements of City Charter Section 10.104-15 (that contractual services can be performed at a lower cost than if services were performed by City employees) have not been met, City reserves the right to terminate this Purchase Order. 



· The following section applies to security, janitorial, and building maintenance services contracts greater than $25,000 and 3 months or longer, where the entity performing the work has 25 or more employees. If not applicable, delete and enter “Reserved. (Displaced Worker Protection Act)”.

19. Displaced Worker Protection Act. This Purchase Order is for building maintenance services, more than $25,000 and for at least a 3-month term, and employees must work at least 15 hours per week. Contractors are hereby notified of the requirements to comply with the Displaced Worker Protection Act (DWPA, Article 33C of the San Francisco Police Code).  The DWPA applies to any Purchase Order (services Purchase Order) to be performed with the City and County of San Francisco (City), entered into between City and any individual, proprietorship, partnership, joint venture, corporation, Limited Liability Company, trust, association or other entity with 25 or more employees.  Employee for the purpose of the DWPA includes any service employee of the contractor or its subcontractor(s) who works at least 15 hours per week and whose primary place of employment is in the City but does not include: 1) managerial, supervisory or confidential employees as defined by the Fair Labor Standards Act; or 2) employees who do not possess or have not maintained a required occupational license.

A. Transition Employment Period

1. Where the contracting City department has given notice that a service Purchase Order has been terminated or ended, or where a service contractor has given notice of such termination, upon giving or receiving such notice, as the case may be, the terminated or ending contractor shall, within ten days thereafter, provide to the successor contractor, the name, date of hire, and employment occupation classification of each employee employed at the site or sites covered by the prospective contractor at the time of Purchase Order termination (employment information).  This provision shall also apply to the subcontractors of the terminated contractor.  If the terminated contractor does not know the identity of the successor contractor, if any, by the time of the Purchase Order termination notice, the terminated contractor shall obtain such information from the contracting City department at such time.  Where a subcontractor of a service contractor has been terminated prior to the termination of the service Purchase Order, the terminated subcontractor shall be deemed a terminated contractor for purposes of the DWPA.

2. A successor contractor shall retain, for a 90-day transition employment period, employees who have been employed by the terminated contractor or its subcontractors, if any, for the preceding eight months or longer at the site or sites covered by the Purchase Order. 

3. If at any time a successor contractor determines that fewer employees are required to perform the new service Purchase Order than were required by the terminated contractor (and subcontractors, if any), the successor contractor shall retain employees by seniority within job classifications. 

4. During such 90-day period, the successor contractor (or subcontractor, where applicable) shall maintain a preferential hiring list of eligible covered employees not retained by the successor contractor (or subcontractor) from which the successor contractor (or subcontractor) shall hire additional employees. 

5. Except as provided in subsection C of this section, during such 90-day period, the successor contractor (or subcontractor, where applicable) shall not discharge without cause an employee retained pursuant to the DWPA.  Cause for this purpose shall include, but not be limited to, the employee’s conduct while in the employ of the terminated contractor or subcontractor that contributed to any decision to terminate the Purchase Order or subcontract for fraud or poor performance, excluding permissible union-related activity. 

6. At the end of such 90-day period, a successor public sector contractor (or subcontractor, where applicable) shall perform a written performance evaluation for each employee retained pursuant to the DWPA.  If the employee’s performance during such 90-day period is satisfactory, the successor public sector contractor (or subcontractor) shall offer the employee continued employment under the terms and conditions established by the public sector successor contractor (or subcontractor) or as required by law. 

7. Contractors must include a provision in all subcontracts requiring subcontractors to comply with the obligations imposed by the DWPA. 

B. Enforcement

1. An employee who has been discharged in violation of the DWPA by a successor contractor or its subcontractor may bring an action in the Municipal Court or Superior Court of the State of California, as appropriate, against the successor contractor and, where applicable, its subcontractor, and may be awarded back pay, including the value of benefits, for each day during which the violation continues, which shall be calculated at a rate of compensation not less than the higher of: 

i. The average regular rate of pay received by the employee during the last three years of the employee’s employment in the same occupation classification; or

ii. The final regular rate received by the employee.

2. If the employee is the prevailing party in any such legal action, the Court shall award reasonable attorney’s fees and costs as part of the costs recoverable. 

C. Successor’s Prior Employees. A successor contractor or subcontractor may replace an employee retained pursuant to the DWPA with a person employed by the contractor or subcontractor continuously for eight months prior to the commencement of the successor service Purchase Order or subcontract in a capacity similar to that proposed under the successor service Purchase Order or subcontract, but only if the existing employee of the successor contractor or subcontractor would otherwise be laid off work as a result of the award of the successor Purchase Order.

[bookmark: _Toc56855745]

20. Reserved (Payment Card Industry (“PCI”) Requirements). 

 

21. Contractor Vaccination Policy.

A. Contractor acknowledges that it has read the requirements of the 38th Supplement to Mayoral Proclamation Declaring the Existence of a Local Emergency (“Emergency Declaration”), dated February 25, 2020, and the Contractor Vaccination Policy for City Contractors issued by the City Administrator (“Contractor Vaccination Policy”), as those documents may be amended from time to time. A copy of the Contractor Vaccination Policy can be found at: https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors. 

B. A Contract subject to the Emergency Declaration is an agreement between the City and any other entity or individual and any subcontract under such agreement, where Covered Employees of the Contractor or Subcontractor work in-person with City employees at a City owned, leased, or controlled facility. Such agreements include, but are not limited to, professional services contracts, general services contracts, public works contracts, and grants. Contract includes such agreements currently in place or entered into during the term of the Emergency Declaration. Contract does not include an agreement with a state or federal governmental entity or agreements that do not involve the City paying or receiving funds. A Contract includes Purchase Orders.

C. In accordance with the Contractor Vaccination Policy, Contractor agrees that: 

1. Where applicable, Contractor shall ensure it complies with the requirements of the Contractor Vaccination Policy pertaining to Covered Employees, as they are defined under the Emergency Declaration and the Contractor Vaccination Policy, and insure such Covered Employees are either fully vaccinated for COVID-19 or obtain from Contractor an exemption based on medical or religious grounds; and 

2. If Contractor grants Covered Employees an exemption based on medical or religious grounds, Contractor will promptly notify City by completing and submitting the Covered Employees Granted Exemptions Form (“Exemptions Form”), which can be found at https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors (navigate to “Exemptions” to download the form).

       Choose between Option 1 and 2 below. 

· If Option 1 is selected: Use the attached BAA. 

· If Option 2 is selected: Delete the attached BAA. 

22. [bookmark: _Toc56855746]Business Associate Agreement. The Parties acknowledge that CITY is a Covered Entity as defined in the Healthcare Insurance Portability and Accountability Act of 1996 (“HIPAA”) and is required to comply with the HIPAA Privacy Rule governing the access, use, disclosure, transmission, and storage of protected health information (PHI) and the Security Rule under the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”). The Parties acknowledge that CONTRACTOR will:

[bookmark: Check2]|_| Do at least one or more of the following:

A. Create, receive, maintain, or transmit PHI for or on behalf of CITY/SFDPH (including storage of PHI, digital or hard copy, even if Contractor does not view the PHI or only does so on a random or infrequent basis); or

B. Receive PHI, or access to PHI, from CITY/SFDPH or another Business Associate of City, as part of providing a service to or for CITY/SFDPH, including legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial; or

C. Transmit PHI data for CITY/SFDPH and require access on a regular basis to such PHI. (Such as health information exchanges (HIEs), e-prescribing gateways, or electronic health record vendors)

|_| NOT do any of the activities listed above in subsection 1;

	Contractor is not a Business Associate of CITY/SFDPH. F Business Associate Agreement and SF Attestations are not required for the purposes of this Purchase Order. 




· Delete this BAA Supplement if not applicable. 

Business Associate Agreement Supplement

This Business Associate Agreement (“BAA”) supplements and is made a part of the Purchase Order by and between the City and County of San Francisco, the Covered Entity (“CE”), and Contractor, the Business Associate (“BA”) (the “Agreement”). To the extent that the terms of the Agreement are inconsistent with the terms of this BAA, the terms of this BAA shall control. This BAA shall survive termination of the Purchase Order.

RECITALS

A. CE, by and through the City and County of San Francisco Department wishes to disclose certain information to BA pursuant to the terms of the Agreement, some of which may constitute Protected Health Information (“PHI”) (defined below).

B. For purposes of the Agreement, CE requires Contractor, even if Contractor is also a covered entity under HIPAA, to comply with the terms and conditions of this BAA as a BA of CE.

C. CE and BA intend to protect the privacy and provide for the security of PHI disclosed to BA pursuant to the Agreement in compliance with the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”), and regulations promulgated there under by the U.S. Department of Health and Human Services (the “HIPAA Regulations”) and other applicable laws, including, but not limited to, California Civil Code §§ 56, et seq., California Health and Safety Code § 1280.15, California Civil Code §§ 1798, et seq., California Welfare & Institutions Code §§5328, et seq., and the regulations promulgated there under (the “California Regulations”).  

D. As part of the HIPAA Regulations, the Privacy Rule and the Security Rule (defined below) require CE to enter into a Purchase Order containing specific requirements with BA prior to the disclosure of PHI, as set forth in, but not limited to, Title 45, Sections 164.314(a), 164.502(a) and (e) and 164.504(e) of the Code of Federal Regulations (“C.F.R.”) and contained in this BAA.

E. BA enters into agreements with CE that require the CE to disclose certain identifiable health information to BA.  The Parties desire to enter into this BAA to permit BA to have access to such information and comply with the BA requirements of HIPAA, the HITECH Act, and the corresponding Regulations. 

In consideration of the mutual promises below and the exchange of information pursuant to this BAA, the Parties agree as follows:

1. Definitions.

a. Breach means the unauthorized acquisition, access, use, or disclosure of PHI that compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information, and shall have the meaning given to such term under the HITECH Act and HIPAA Regulations [42 U.S.C. Section 17921 and 45 C.F.R. Section 164.402], as well as California Civil Code Sections 1798.29 and 1798.82.

b. Breach Notification Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and D.

c. Business Associate is a person or entity that performs certain functions or activities that involve the use or disclosure of protected health information received from a covered entity, but other than in the capacity of a member of the workforce of such covered entity or arrangement, and shall have the meaning given to such term under the Privacy Rule, the Security Rule, and the HITECH Act, including, but not limited to, 42 U.S.C. Section 17938 and 45 C.F.R. Section 160.103.

d. Covered Entity means a health plan, a health care clearinghouse, or a health care provider who transmits any information in electronic form in connection with a transaction covered under HIPAA Regulations, and shall have the meaning given to such term under the Privacy Rule and the Security Rule, including, but not limited to, 45 C.F.R. Section 160.103.

e. Data Aggregation means the combining of Protected Information by the BA with the Protected Information received by the BA in its capacity as a BA of another CE, to permit data analyses that relate to the health care operations of the respective covered entities, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

f. Designated Record Set means a group of records maintained by or for a CE, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

g. Electronic Protected Health Information means Protected Health Information that is maintained in or transmitted by electronic media and shall have the meaning given to such term under HIPAA and the HIPAA Regulations, including, but not limited to, 45 C.F.R. Section 160.103.  For the purposes of this BAA, Electronic PHI includes all computerized data, as defined in California Civil Code Sections 1798.29 and 1798.82.

h. Electronic Health Record means an electronic record of health-related information on an individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff, and shall have the meaning given to such term under the HITECH Act, including, but not limited to, 42 U.S.C. Section 17921.

i. Health Care Operations shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

j. Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and E.

k. Protected Health Information or PHI means any information, including electronic PHI, whether oral or recorded in any form or medium: (i) that relates to the past, present or future physical or mental condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (ii) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Sections 160.103 and 164.501.  For the purposes of this BAA, PHI includes all medical information and health insurance information as defined in California Civil Code Sections 56.05 and 1798.82.

l. Protected Information shall mean PHI provided by CE to BA or created, maintained, received or transmitted by BA on CE’s behalf.  

m. Security Incident means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system, and shall have the meaning given to such term under the Security Rule, including, but not limited to, 45 C.F.R. Section 164.304.

n. Security Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and C.

o. Unsecured PHI means PHI that is not secured by a technology standard that renders PHI unusable, unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by a standard developing organization that is accredited by the American National Standards Institute, and shall have the meaning given to such term under the HITECH Act and any guidance issued pursuant to such Act including, but not limited to, 42 U.S.C. Section 17932(h) and 45 C.F.R. Section 164.402.

2. Obligations of Business Associate.

a. Attestations. Except when CE’s data privacy officer exempts BA in writing, the BA shall complete the following forms, attached and incorporated by reference as though fully set forth herein, CITY/SFDPH Attestations for Privacy (Attachment 1) and Data Security (Attachment 2) within sixty (60) calendar days from the execution of the Agreement.  If CE makes substantial changes to any of these forms during the term of the Agreement, the BA will be required to complete CE’s updated forms within sixty (60) calendar days from the date that CE provides BA with written notice of such changes.  BA shall retain such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

b. User Training.  The BA shall provide, and shall ensure that BA subcontractors, provide, training on PHI privacy and security, including HIPAA and HITECH and its regulations, to each employee or agent that will access, use or disclose Protected Information, upon hire and/or prior to accessing, using or disclosing Protected Information for the first time, and at least annually thereafter during the term of the Agreement.  BA shall maintain, and shall ensure that BA subcontractors maintain, records indicating the name of each employee or agent and date on which the PHI privacy and security trainings were completed.  BA shall retain, and ensure that BA subcontractors retain, such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

c. Permitted Uses.  BA may use, access, and/or disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  Further, BA shall not use Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so used by CE.  However, BA may use Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE [45 C.F.R. Sections 164.502, 164.504(e)(2). and 164.504(e)(4)(i)].

d. Permitted Disclosures.  BA shall disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  BA shall not disclose Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so disclosed by CE.  However, BA may disclose Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE.  If BA discloses Protected Information to a third party, BA must obtain, prior to making any such disclosure, (i) reasonable written assurances from such third party that such Protected Information will be held confidential as provided pursuant to this BAA and used or disclosed only as required by law or for the purposes for which it was disclosed to such third party, and (ii) a written agreement from such third party to immediately notify BA of any breaches, security incidents, or unauthorized uses or disclosures of the Protected Information in accordance with paragraph 2 (n) of this BAA, to the extent it has obtained knowledge of such occurrences [42 U.S.C. Section 17932; 45 C.F.R. Section 164.504(e)].  BA may disclose PHI to a BA that is a subcontractor and may allow the subcontractor to create, receive, maintain, or transmit Protected Information on its behalf, if the BA obtains satisfactory assurances, in accordance with 45 C.F.R. Section 164.504(e)(1), that the subcontractor will appropriately safeguard the information [45 C.F.R. Section 164.502(e)(1)(ii)].  

e. Prohibited Uses and Disclosures.  BA shall not use or disclose Protected Information other than as permitted or required by the Agreement and BAA, or as required by law.  BA shall not use or disclose Protected Information for fundraising or marketing purposes.  BA shall not disclose Protected Information to a health plan for payment or health care operations purposes if the patient has requested this special restriction, and has paid out of pocket in full for the health care item or service to which the Protected Information solely relates [42 U.S.C. Section 17935(a) and 45 C.F.R. Section 164.522(a)(1)(vi)].  BA shall not directly or indirectly receive remuneration in exchange for Protected Information, except with the prior written consent of CE and as permitted by the HITECH Act, 42 U.S.C. Section 17935(d)(2), and the HIPAA regulations, 45 C.F.R. Section 164.502(a)(5)(ii); however, this prohibition shall not affect payment by CE to BA for goods and services provided pursuant to the Agreement.   

f. Appropriate Safeguards.  BA shall take the appropriate security measures to protect the confidentiality, integrity and availability of PHI that it creates, receives, maintains, or transmits on behalf of the CE, and shall prevent any use or disclosure of PHI other than as permitted by the Agreement or this BAA, including, but not limited to, administrative, physical and technical safeguards in accordance with the Security Rule, including, but not limited to, 45 C.F.R. Sections 164.306, 164.308, 164.310, 164.312, 164.314 164.316, and 164.504(e)(2)(ii)(B).  BA shall comply with the policies and procedures and documentation requirements of the Security Rule, including, but not limited to, 45 C.F.R. Section 164.316, and 42 U.S.C. Section 17931.  BA is responsible for any civil penalties assessed due to an audit or investigation of BA, in accordance with 42 U.S.C. Section 17934(c).

g. Business Associate’s Subcontractors and Agents.  BA shall ensure that any agents and subcontractors that create, receive, maintain or transmit Protected Information on behalf of BA, agree in writing to the same restrictions and conditions that apply to BA with respect to such PHI and implement the safeguards required by paragraph 2.f. above with respect to Electronic PHI [45 C.F.R. Section 164.504(e)(2) through (e)(5); 45 C.F.R. Section 164.308(b)].  BA shall mitigate the effects of any such violation. 

h. Accounting of Disclosures.  Within ten (10) calendar days of a request by CE for an accounting of disclosures of Protected Information or upon any disclosure of Protected Information for which CE is required to account to an individual, BA and its agents and subcontractors shall make available to CE the information required to provide an accounting of disclosures to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.528, and the HITECH Act, including but not limited to 42 U.S.C. Section 17935 (c), as determined by CE.  BA agrees to implement a process that allows for an accounting to be collected and maintained by BA and its agents and subcontractors for at least seven (7) years prior to the request.  However, accounting of disclosures from an Electronic Health Record for treatment, payment or health care operations purposes are required to be collected and maintained for only three (3) years prior to the request, and only to the extent that BA maintains an Electronic Health Record.  At a minimum, the information collected and maintained shall include: (i) the date of disclosure; (ii) the name of the entity or person who received Protected Information and, if known, the address of the entity or person; (iii) a brief description of Protected Information disclosed; and (iv) a brief statement of purpose of the disclosure that reasonably informs the individual of the basis for the disclosure, or a copy of the individual’s authorization, or a copy of the written request for disclosure [45 C.F.R. 164.528(b)(2)].  If an individual or an individual’s representative submits a request for an accounting directly to BA or its agents or subcontractors, BA shall forward the request to CE in writing within five (5) calendar days.

i. Access to Protected Information.  BA shall make Protected Information maintained by BA or its agents or subcontractors in Designated Record Sets available to CE for inspection and copying within (5) days of request by CE to enable CE to fulfill its obligations under state law [Health and Safety Code Section 123110] and the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.524 [45 C.F.R. Section 164.504(e)(2)(ii)(E)].  If BA maintains Protected Information in electronic format, BA shall provide such information in electronic format as necessary to enable CE to fulfill its obligations under the HITECH Act and HIPAA Regulations, including, but not limited to, 42 U.S.C. Section 17935(e) and 45 C.F.R. 164.524.

j. Amendment of Protected Information.  Within ten (10) days of a request by CE for an amendment of Protected Information or a record about an individual contained in a Designated Record Set, BA and its agents and subcontractors shall make such Protected Information available to CE for amendment and incorporate any such amendment or other documentation to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.526.  If an individual request an amendment of Protected Information directly from BA or its agents or subcontractors, BA must notify CE in writing within five (5) days of the request and of any approval or denial of amendment of Protected Information maintained by BA or its agents or subcontractors [45 C.F.R. Section 164.504(e)(2)(ii)(F)].  

k. Governmental Access to Records.   BA shall make its internal practices, books and records relating to the use and disclosure of Protected Information available to CE and to the Secretary of the U.S. Department of Health and Human Services (the “Secretary”) for purposes of determining BA’s compliance with HIPAA [45 C.F.R. Section 164.504(e)(2)(ii)(I)].  BA shall provide CE a copy of any Protected Information and other documents and records that BA provides to the Secretary concurrently with providing such Protected Information to the Secretary. 

l. Minimum Necessary.  BA, its agents and subcontractors shall request, use and disclose only the minimum amount of Protected Information necessary to accomplish the intended purpose of such use, disclosure, or request. [42 U.S.C. Section 17935(b); 45 C.F.R. Section 164.514(d)].  BA understands and agrees that the definition of “minimum necessary” is in flux and shall keep itself informed of guidance issued by the Secretary with respect to what constitutes “minimum necessary” to accomplish the intended purpose in accordance with HIPAA and HIPAA Regulations. 

m. Data Ownership.   BA acknowledges that BA has no ownership rights with respect to the Protected Information.

n. Notification of Breach.  BA shall notify CE within 5 calendar days of any breach of Protected Information; any use or disclosure of Protected Information not permitted by the BAA; any Security Incident (except as otherwise provided below) related to Protected Information, and any use or disclosure of data in violation of any applicable federal or state laws by BA or its agents or subcontractors.  The notification shall include, to the extent possible, the identification of each individual whose unsecured Protected Information has been, or is reasonably believed by the BA to have been, accessed, acquired, used, or disclosed, as well as any other available information that CE is required to include in notification to the individual, the media, the Secretary, and any other entity under the Breach Notification Rule and any other applicable state or federal laws, including, but not limited, to 45 C.F.R. Section 164.404 through 45 C.F.R. Section 164.408, at the time of the notification required by this paragraph or promptly thereafter as information becomes available.  BA shall take (i) prompt corrective action to cure any deficiencies and (ii) any action pertaining to unauthorized uses or disclosures required by applicable federal and state laws.  [42 U.S.C. Section 17921; 42 U.S.C. Section 17932; 45 C.F.R. 164.410; 45 C.F.R. Section 164.504(e)(2)(ii)(C); 45 C.F.R. Section 164.308(b)]

o. Breach Pattern or Practice by Business Associate’s Subcontractors and Agents.  Pursuant to 42 U.S.C. Section 17934(b) and 45 C.F.R. Section 164.504(e)(1)(iii), if the BA knows of a pattern of activity or practice of a subcontractor or agent that constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA, the BA must take reasonable steps to cure the breach or end the violation.  If the steps are unsuccessful, the BA must terminate the contractual arrangement with its subcontractor or agent, if feasible.  BA shall provide written notice to CE of any pattern of activity or practice of a subcontractor or agent that BA believes constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA within five (5) calendar days of discovery and shall meet with CE to discuss and attempt to resolve the problem as one of the reasonable steps to cure the breach or end the violation.

3. Termination.

a. Material Breach.  A breach by BA of any provision of this BAA, as determined by CE, shall constitute a material breach of the Agreement and this BAA and shall provide grounds for immediate termination of the Agreement and this BAA, any provision in the Agreement to the contrary notwithstanding. [45 C.F.R. Section 164.504(e)(2)(iii).]

b. Judicial or Administrative Proceedings.  CE may terminate the Agreement and this BAA, effective immediately, if (i) BA is named as defendant in a criminal proceeding for a violation of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws or (ii) a finding or stipulation that the BA has violated any standard or requirement of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws is made in any administrative or civil proceeding in which the party has been joined.

c. Effect of Termination.   Upon termination of the Agreement and this BAA for any reason, BA shall, at the option of CE, return or destroy all Protected Information that BA and its agents and subcontractors still maintain in any form, and shall retain no copies of such Protected Information.  If return or destruction is not feasible, as determined by CE, BA shall continue to extend the protections and satisfy the obligations of Section 2 of this BAA to such information, and limit further use and disclosure of such PHI to those purposes that make the return or destruction of the information infeasible [45 C.F.R. Section 164.504(e)(2)(ii)(J)].  If CE elects destruction of the PHI, BA shall certify in writing to CE that such PHI has been destroyed in accordance with the Secretary’s guidance regarding proper destruction of PHI.

d. Civil and Criminal Penalties.  BA understands and agrees that it is subject to civil or criminal penalties applicable to BA for unauthorized use, access or disclosure or Protected Information in accordance with the HIPAA Regulations and the HITECH Act including, but not limited to, 42 U.S.C. 17934 (c).  

e. Disclaimer.  CE makes no warranty or representation that compliance by BA with this BAA, HIPAA, the HITECH Act, or the HIPAA Regulations or corresponding California law provisions will be adequate or satisfactory for BA’s own purposes.  BA is solely responsible for all decisions made by BA regarding the safeguarding of PHI.  

4. Amendment to Comply with Law.

The parties acknowledge that state and federal laws relating to data security and privacy are rapidly evolving and that amendment of the Agreement or this BAA may be required to provide for procedures to ensure compliance with such developments.  The parties specifically agree to take such action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations and other applicable state or federal laws relating to the security or confidentiality of PHI.  The parties understand and agree that CE must receive satisfactory written assurance from BA that BA will adequately safeguard all Protected Information.  Upon the request of either party, the other party agrees to promptly enter into negotiations concerning the terms of an amendment to this BAA embodying written assurances consistent with the updated standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable state or federal laws.  CE may terminate the Agreement upon thirty (30) days written notice in the event (i) BA does not promptly enter into negotiations to amend the Agreement or this BAA when requested by CE pursuant to this section or (ii) BA does not enter into an amendment to the Agreement or this BAA providing assurances regarding the safeguarding of PHI that CE, in its sole discretion, deems sufficient to satisfy the standards and requirements of applicable laws.  

5. Reimbursement for Fines or Penalties.

In the event that CE pays a fine to a state or federal regulatory agency, and/or is assessed civil penalties or damages through private rights of action, based on an impermissible access, use or disclosure of PHI by BA or its subcontractors or agents, then BA shall reimburse CE in the amount of such fine or penalties or damages within thirty (30) calendar days from City’s written notice to BA of such fines, penalties or damages.  
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City’s Purchase Order Terms

B. Commercial Terms

1. Cash Discounts—Terms of Payment. The discount period will start upon date of completion of delivery of all items on any Purchase Order or other authorization certified by the City’s Controller, or upon date of receipt of properly prepared invoices covering such deliveries, whichever is later. Payment is deemed to be made, for the purpose of earning the discount, on the date of mailing the City’s check. No additional charge shall accrue against City in the event City does not make payment within any time specified by bidder.



2. Place of Manufacture. No article furnished hereunder shall have been made in prison or by convict labor, except articles purchased for use by City’s detention facilities.



3. Electrical Products. Goods must comply with all applicable laws, ordinances and other legal requirements, including (among others) the Cal-OSHA regulations in Title 8 of the Code of Regulations and, for electrical products, Sections 110.2 and 110.3 (B) of the S.F. Electrical Code.



4. Condition of Articles. Articles offered and furnished must be new and previously unused, and of manufacturer’s latest model, unless otherwise specified herein.



5. Inspection. All articles supplied shall be subject to inspection and acceptance or rejection by Purchasing or any department official responsible for inspection. Non-conforming or rejected goods may be subject to reasonable storage fees.



6. F.O.B. Point. F.O.B destination in San Francisco, freight prepaid and allowed, unless otherwise specified.



7. Failure to Deliver. If Contractor fails to deliver an article and/or service of the quality, in the manner or within the time called for by this contract, such article and/or service may be bought from any source by Purchasing and if a greater price than the contract price be paid, the excess price will be charged to and collected from Contractor or sureties on its bond if bond has been required; or, the City may terminate the contract for default; or, the City may return deliveries already made and receive a refund.



8. Material Safety Data Sheets. Where required by law, contractor will include Material Safety Data Sheets (MSDSs) with delivery for applicable items. Failure to include the MSDSs for such items will constitute a material breach of contract and may result in refusal to accept delivery.



9. Taxes. City is exempt from federal taxes except on articles for resale. Contractor will enter state and local sales or use tax, and excise tax if applicable, on invoices.

C. [bookmark: B.__General_Contract_Conditions]General Contract Conditions

10. Budget and Fiscal Provisions. This contract is subject to the budget and fiscal provisions of the City’s Charter. Charges will accrue only after prior written authorization certified by the Controller, and the amount of City’s obligation hereunder shall not at any time exceed the amount certified for the purpose and period stated in such advance authorization. This section controls against any and all other provisions of this contract.



11. Guaranteed Maximum Costs. The City's payment obligation to Contractor cannot at any time exceed the amount certified by the Controller for the purpose and period stated in such certification. Absent an authorized Emergency per the City’s Charter or applicable Code, no City representative is authorized to offer or promise, nor is the City required to honor, any offered or promised payments to Contractor under this Purchase Order in excess of the certified maximum amount without the Controller having first certified the additional promised amount and the Contractor and City having modified this Purchase Order as authorized by amendment and approved as required by law. The Controller is not authorized to make payments on any contract for which funds have not been certified as available in the budget or by supplemental appropriation.



12. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco Administrative Code §21.35, any contractor, subcontractor or consultant who submits a false claim shall be liable to the City for the statutory penalties set forth in that section. A contractor, subcontractor or consultant will be deemed to have submitted a false claim to the City if the contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an officer or employee of the City a false claim or request for payment or approval; (b) knowingly makes, uses, or causes to be made or used a false record or statement to get a false claim paid or approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid by the City; (d) knowingly makes, uses, or causes to be made or used a false record or statement to conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or (e) is a beneficiary of an inadvertent submission of a false claim to the City, subsequently discovers the falsity of the claim, and fails to disclose the false claim to the City within a reasonable time after discovery of the false claim



13. Hold Harmless and Indemnification. Contractor shall indemnify and save harmless City and its officers, agents and employees from, and, if requested, shall defend them from and against any and all claims, demands, losses, damages, costs, expenses, and liability (legal, contractual, or otherwise) arising from or in any way connected with any: (i) injury to or death of a person, including employees of City or Contractor; (ii) loss of or damage to property; (iii) violation of local, state, or federal common law, statute or regulation, including but not limited to privacy or personally identifiable information, health information, disability and labor laws or regulations; (iv)


strict liability imposed by any law or regulation; or (v) losses arising from Contractor's execution of subcontracts not in accordance with the requirements of this Purchase Order applicable to subcontractors; so long as such injury, violation, loss, or strict liability (as set forth in subsections

(i) – (v) above) arises directly or indirectly from Contractor’s performance of this Purchase Order, including, but not limited to, Contractor’s use of facilities or equipment provided by City or others, regardless of the negligence of, and regardless of whether liability without fault is imposed or sought to be imposed on City, except to the extent that such indemnity is void or otherwise unenforceable under applicable law, and except where such loss, damage, injury, liability or claim is the result of the active negligence or willful misconduct of City and is not contributed to by any act of, or by any omission to perform some duty imposed by law or agreement on Contractor, its subcontractors or either’s agent or employee. The foregoing indemnity shall include, without limitation, reasonable fees of attorneys, consultants and experts and related costs and City’s costs of investigating any claims against the City. In addition to Contractor’s obligation to indemnify City, Contractor specifically acknowledges and agrees that it has an immediate and independent obligation to defend City from any claim which actually or potentially falls within this indemnification provision, even if the allegations are or may be groundless, false or fraudulent, which obligation arises at the time such claim is tendered to Contractor by City and continues at all times thereafter. Contractor shall indemnify and hold City harmless from all loss and liability, including attorneys’ fees, court costs and all other litigation expenses for any infringement of the patent rights, copyright, trade secret or any other proprietary right or trademark, and all other intellectual property claims of any person or persons arising directly or indirectly from the receipt by City, or any of its officers or agents, of articles or services to be supplied in the performance of this Purchase Order.



14. Liability of City. CITY'S PAYMENT OBLIGATIONS UNDER THE PURCHASE ORDER SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED UNDER THIS CONTRACT. NOTWITHSTANDING ANY OTHER PROVISION OF THIS PURCHASE ORDER, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF WHETHER ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL, CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOST PROFITS, ARISING OUT OF OR IN CONNECTION WITH THIS PURCHASE ORDER OR THE SERVICES PERFORMED IN CONNECTION WITH THIS PURCHASE ORDER.



15. Termination and Termination for Convenience. In the event Contractor fails to perform any of its obligations under this contract, in addition to any other remedies available to City, this contract may be terminated and all of Contractor's rights hereunder ended. Termination will be effective after ten days’ written notice to Contractor. No new work will be undertaken, and no new deliveries will be made, after the date of receipt of any notice of termination, or five days after the date of the notice, whichever is earlier. In the event of such termination, Contractor will be paid for those goods delivered and services performed, or deliveries made, under this contract to the satisfaction of the City, up to the date of termination. However, City may offset from any such amounts due Contractor any liquidated damages or other costs City has or will incur due to Contractor’s nonperformance. Any such offset by City will not constitute a waiver of any other remedies City may have against Contractor for financial injury or otherwise. City shall have the option, in its sole discretion, to terminate this Purchase Order, at any time during the term hereof, for convenience and without cause. City shall exercise this option by giving Contractor written notice of termination. The notice shall specify the date on which termination shall become effective. In the event of such termination, Contractor will be paid for those services performed, or deliveries made, pursuant to this Purchase Order to the satisfaction of the City up to the date of termination. In no event shall City be liable for costs incurred by Contractor or any of its subcontractors after the termination date specified by City. Such non-recoverable costs include, but are not limited to, anticipated profits on this contract, post-termination employee salaries, post-termination administrative expenses, or any other cost which is not reasonable or authorized under this section. This section shall not prevent Contractor from recovering costs necessarily incurred in discontinuing further work, or canceling further deliveries, under the contract after receipt of the termination notice.

16. [bookmark: 16._Nondisclosure_of_Private,_Proprietar]Nondisclosure of Private, Proprietary or Confidential Information. If this Purchase Order requires City to disclose "Private Information" to Contractor within the meaning of San Francisco Administrative Code Chapter 12M, Contractor and subcontractor shall use such information only in accordance with the restrictions stated in Chapter 12M and in this Purchase Order and only as necessary in performing the services. Contractor is subject to the enforcement and penalty provisions in Chapter 12M. In the performance of services, Contractor may have access to City's proprietary or confidential information, the disclosure of which to third parties may damage City. If City discloses proprietary or confidential information to Contractor, such information must be held by Contractor in confidence and used only in performing the Purchase Order. Contractor shall exercise the same standard of care to protect such information as a reasonably prudent contractor would use to protect its own proprietary or confidential information.



17. [bookmark: 17._Consideration_of_Criminal_History_in][bookmark: a._Contractor_agrees_to_comply_fully_wit]Consideration of Criminal History in Hiring and Employment Decisions.

a. Contractor agrees to comply fully with and be bound by all of the provisions of Chapter 12T, “City Contractor/Subcontractor Consideration of Criminal History in Hiring and Employment Decisions,” of the San Francisco Administrative Code (“Chapter 12T”), including the remedies provided, and implementing regulations, as may be amended from time to time. The provisions of Chapter 12T are incorporated by reference and made a part of this Purchase Order as though fully set forth herein. The text of the Chapter 12T is available on the web at http://sfgov.org/olse/fco. Contractor is required to comply with all of the applicable provisions of 12T, irrespective of the listing of obligations in this Section. Capitalized terms used in this Section and not defined in this Purchase Order shall have the meanings assigned to such terms in Chapter 12T.



b. The requirements of Chapter 12T shall only apply to a Contractor’s or Subcontractor’s operations to the extent those operations are in furtherance of the performance of this Purchase Order, shall apply only to applicants and employees who would be or are performing work in furtherance of this Purchase Order, and shall apply when the physical location of the employment or prospective employment of an individual is wholly or substantially within the City of San Francisco. Chapter 12T shall not apply when the application in a particular context would conflict with federal or state law or with a requirement of a government agency implementing federal or state law.



18. Local Business Enterprise and Non-Discrimination in Contracting Ordinance. Contractor, shall comply with all the requirements of the Local Business Enterprise and Non- Discrimination in Contracting Ordinance set forth in Chapter 14B of the San Francisco Administrative Code as it now exists or as it may be amended in the future (collectively the “LBE Ordinance”). Contractor is subject to the enforcement and penalty provisions in Chapter 14B.

19. [bookmark: 19._Nondiscrimination_Requirements.]Nondiscrimination Requirements.

a. [bookmark: a._Non_Discrimination_in_Contracts.__Con]Non Discrimination in Contracts. Contractor shall comply with the provisions of Chapters 12B and 12C of the San Francisco Administrative Code. Contractor shall incorporate by reference in all subcontracts the provisions of Sections 12B.2(a), 12B.2(c)-(k), and 12C.3 of the San Francisco Administrative Code and shall require all subcontractors to comply with such provisions. Contractor is subject to the enforcement and penalty provisions in Chapters 12B and 12C.



b. Nondiscrimination in the Provision of Employee Benefits. San Francisco Administrative Code 12B.2. Contractor does not as of the date of this Agreement, and will not during the term of this Agreement, in any of its operations in San Francisco, on real property owned by San Francisco, or where work is being performed for the City elsewhere in the United States, discriminate in the provision of employee benefits between employees with domestic partners and employees with spouses and/or between the domestic partners and spouses of such employees, subject to the conditions set forth in San Francisco Administrative Code Section12B.2.



20. MacBride Principles--Northern Ireland. The provisions of San Francisco Administrative Code §12F are incorporated herein by this reference and made part of this Agreement. By accepting this Agreement, Contractor confirms that Contractor has read and understood that the City urges companies doing business in Northern Ireland to resolve employment inequities and to abide by the MacBride Principles, and urges San Francisco companies to do business with corporations that abide by the MacBride Principles.



21. Tropical Hardwood and Virgin Redwood Ban. Pursuant to San Francisco Environment Code Section 804(b), the City urges Contractor not to import, purchase, obtain, or use for any purpose, any tropical hardwood, tropical hardwood wood product, virgin redwood or virgin redwood wood product. Contractor shall comply with San Francisco Environment Code Chapter 8, which provides that except as expressly permitted by the application of Sections 802(b) and 803(b) of the San Francisco Environment Code, Contractor shall not provide any items to the City in performance of this contract which are tropical hardwoods, tropical hardwood wood products, virgin redwood or virgin redwood wood products. Contractor is subject to the penalty and enforcement provisions of Chapter 8.



22. Resource Conservation. Contractor agrees to comply fully with the provisions of Chapter 5 of the San Francisco Environment Code (“Resource Conservation”), as amended from time to time. Said provisions are incorporated herein by reference.



23. Alcohol and Drug-Free Workplace Policy. City reserves the right to deny access to, or require Contractor to remove from, City facilities personnel of any Contractor or subcontractor who City has reasonable grounds to believe has engaged in alcohol abuse or illegal drug activity which in any way impairs City's ability to maintain safe work facilities or to protect the health and well-being of City employees and the general public. City shall have the right of final approval for the entry or re-entry of any such person previously denied access to, or removed from, City facilities. Illegal drug activity means possessing, furnishing, selling, offering, purchasing, using or being under the influence of illegal drugs or other controlled substances for which the individual lacks a valid prescription. Alcohol abuse means possessing, furnishing, selling, offering, or using alcoholic beverages, or being under the influence of alcohol.



24. Compliance with Americans with Disabilities Act. Contractor acknowledges that, pursuant to the Americans with Disabilities Act (ADA), programs, services and other activities provided by a public entity to the public, whether directly or through a contractor, must be accessible to the disabled public. Contractor shall provide the Services in a manner that complies with the Americans with Disabilities Act (ADA), including but not limited to Title II's program access requirements, and all other applicable federal, state and local disability rights legislation.



25. Sunshine Ordinance. Contractor acknowledges that this Agreement and all records related to its formation, Contractor's performance under this Agreement, and City's payment are subject to the California Public Records Act, (California Government Code §6250 et. seq.), and the San Francisco Sunshine Ordinance, (San Francisco Administrative Code Chapter 67). Such records are subject to public inspection and copying unless exempt from disclosure under federal, state or local law.



26. Limitations on Contributions. By executing this Agreement, Contractor acknowledges that it is familiar with section 1.126 of the City’s Campaign and Governmental Conduct Code, which prohibits any person who contracts with the City for the rendition of personal services, for the furnishing of any material, supplies or equipment, for the sale or lease of any land or building, or for a grant, loan or loan guarantee, from making any campaign contribution to (1) an individual holding a City elective office if the contract must be approved by the individual, a board on which that individual serves, or the board of a state agency on which an appointee of that individual serves, (2) a candidate for the office held by such individual, or (3) a committee controlled by such individual, at any time from the commencement of negotiations for the contract until the later of either the termination of negotiations for such contract or six months after the date the contract is approved. The prohibition on contributions applies to each prospective party to the contract; each member of Contractor’s board of directors; Contractor’s chairperson, chief executive officer, chief financial officer and chief operating officer; any person with an ownership interest of more than 20 percent in Contractor; any subcontractor listed in the bid or contract; and any committee that is sponsored or controlled by Contractor. Contractor must inform each such person of the limitation on contributions imposed by Section 1.126 and provide the names of the persons required to be informed to City.

[bookmark: 26._Limitations_on_Contributions.__By_ex]

27. Minimum Compensation Ordinance ("MCO”) -- Service Contracts only. Contractor shall pay covered employees no less than the minimum compensation required by San Francisco Administrative Code Chapter 12P. Contractor is subject to the enforcement and penalty provisions in Chapter 12P. By signing and executing this Agreement, Contractor certifies that it is in compliance with Chapter 12P.

28. Health Care Accountability Ordinance (HCAO) [Service contracts including agreements between a Tenant or Subtenant lasting 1 year or more only]. Contractor shall comply with San Francisco Administrative Code Chapter 12Q. Contractor shall choose and perform one of the Health Care Accountability options set forth in San Francisco Administrative Code Chapter 12Q.3. Contractor is subject to the enforcement and penalty provisions in Chapter 12Q



29. First Source Hiring Program [if contract is greater than $50,000 and if Contractor has an office in Alameda, San Francisco or San Mateo counties] Contractor must comply with all of the provisions of the First Source Hiring Program, Chapter 83 of the San Francisco Administrative Code, that apply to this Agreement, and Contractor is subject to the enforcement and penalty provisions in Chapter 83.



30. Prohibition on Use of Public Funds for Political Activity. In performing the Services, Contractor shall comply with San Francisco Administrative Code Chapter 12G, which prohibits funds appropriated by the City for this Agreement from being expended to participate in, support, or attempt to influence any political campaign for a candidate or for a ballot measure. Contractor is subject to the enforcement and penalty provisions in Chapter 12G.



31. [bookmark: 31._Preservative-Treated_Wood_Products._]Preservative-Treated Wood Products. Contractor shall comply with the provisions of San Francisco Environment Code Chapter 13, which requires that each Contractor purchasing preservative-treated wood products on behalf of the City, shall only purchase such products from the list of alternatives adopted by the Department of the Environment pursuant to Section 1302 of Chapter 13, unless otherwise granted an exemption by the terms of that Chapter.



32. [bookmark: 32._Use_of_City_Opinion.__Contractor_sha]Use of City Opinion. Contractor shall not quote, paraphrase, or otherwise refer to or use any opinion of City, its officers of agents, regarding Contractor or Contractor’s performance under this contract without prior written permission of Purchasing.



33. Contract Interpretation; Choice of Law/Venue; Assignment. Should any questions arise as to the meaning and intent of the contract, the matter shall be referred to Purchasing, who shall decide the true meaning and intent of the contract. The formation, interpretation and performance of this Agreement shall be governed by the laws of the State of California. Venue for all litigation relative to the formation, interpretation and performance of this Agreement shall be in San Francisco. This Agreement may be assigned only with the written approval of Purchasing by written instrument executed and approved in the same manner as this Agreement.



34. Proposal, Quotation and Attachments. This contract incorporates by reference the provisions of any related bid request issued by City, any bid submitted by contractor, or both. This contract incorporates by reference the provision of any attachments.



35. Provisions Controlling. Contractor agrees that in the event of conflicting language between this contract and Contractor's printed form, the provisions of this contract shall take precedence. This section shall supersede any language in the contractor’s terms and conditions attempting to nullify City terms and conditions or to resolve language conflicts in favor of the contractor’s terms and conditions.



36. Food Service Waste Reduction Requirements. Contractor shall comply with the Food Service Waste Reduction Ordinance, as set forth in San Francisco Environment Code Chapter 16, including but not limited to the remedies for noncompliance provided therein.



37. Slavery Era Disclosure. [This paragraph applies if this contract is for financial services, insurance, or textiles.] Contractor shall comply with San Francisco Administrative Code Chapter 12Y, San Francisco Slavery Era Disclosure Ordinance, including but not limited to Contractor's affirmative duty to research and disclose evidence of Contractor, its parent or subsidiary entity, or its Predecessor Company's Participation in the Slave Trade or receipt of Profits from the Slave Trade. Contractor is subject to the enforcement and penalty provisions in Chapter 12Y.





38. Sugar-Sweetened Beverage Prohibition. Contractor agrees that it will not sell, provide, or otherwise distribute Sugar-Sweetened Beverages, as defined by San Francisco Administrative Code Chapter 101, as part of its performance of this Agreement.
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1. [bookmark: _Hlk57724242][bookmark: _Hlk57724306]Reserved (Delivery)



2. Price. Only prices that appear on the Purchase Order will be considered. No other pages with prices or attached price lists and/or catalog prices will be considered. Prices shall be exclusive of any Federal, State, local sales or use tax. In the event of a discrepancy between the unit price and the extended price, the unit price will prevail.



3. Additional Services. If, in the satisfaction of governmental interests it is necessary to purchase additional services from Contractor in accordance with the Purchase Order, additional services may be added to this Agreement by mutual agreement of the Parties in accordance with Chapter 21 of the San Francisco Administrative Code.  



· Include the following if applicable. If this section is not used, delete and enter “Reserved (Regulatory Requirements)”

4. Regulatory Requirements

A. [XXXX]

B. [XXXX]

[bookmark: _Hlk95497091]Include the following sections as needed. Delete those not used. Add new ones as needed. 

5. Other Requirements. 

A. Hours of Operation: Contractor must maintain normal business hours of at least 7:00 A.M. to 5:00 P.M., Monday through Friday throughout the term of the Agreement, and be open at all times during that period.

B. Infectious Disease Terms: Contractors required to perform physical activities on City property that places Contractor or its employees in proximity to medical patients, including but not limited to San Francisco Department of Public Health facilities where patient care or counseling is performed, shall be subject to the following requirements, as applicable:

1. Infection Control, Health and Safety:

a. Contractor must have a Bloodborne Pathogen (BBP) Exposure Control plan for its employees, agents and subcontractors as defined in the California Code of Regulations, Title 8, Section 5193, Bloodborne Pathogens (http://www.dir.ca.gov/title8/5193.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, training, immunization, use of personal protective equipment and safe needle devices, maintenance of a sharps injury log, post-exposure medical evaluations, and recordkeeping.

b. Contractor must demonstrate personnel policies/procedures for protection of its employees, agents, subcontractors and clients from other communicable diseases prevalent in the population served. Such policies and procedures shall include, but not be limited to, work practices, personal protective equipment, staff/client Tuberculosis (TB) surveillance, training, etc.

c. Contractor must demonstrate personnel policies/procedures for Tuberculosis (TB) exposure control consistent with the Centers for Disease Control and Prevention (CDC) recommendations for health care facilities and based on the Francis J. Curry National Tuberculosis Center: Template for Clinic Settings, as appropriate.

d. Contractor must demonstrate personnel policies/procedures for COVID-19 exposure control consistent with CDC recommendations, Cal/OSHA regulations, SF DPH Health Orders, Directives, and Guidance. The Contractor’s attention is directed to Cal/OSHA’s new 8 CCR 3205 COVID-19 Prevention Emergency Temporary Standard and/or any successor regulations.

e. Contractor is responsible for site conditions, equipment, health and safety of their employees, and all other persons who work or visit the job site.

f. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as BBP and TB and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

g. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

h. Contractor assumes responsibility for procuring all medical equipment and supplies for use by its employees, agents and subcontractors, including safe needle devices, and provides and documents all appropriate training.

i. Contractor shall demonstrate compliance with all state and local regulations with regard to handling and disposing of medical waste.



2. Aerosol Transmissible Disease Program, Health and Safety:

a. Contractor must have an Aerosol Transmissible Disease (ATD) Program as defined in the California Code of Regulations, Title 8, Section 5199, Aerosol Transmissible Diseases (http://www.dir.ca.gov/Title8/5199.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, screening procedures, source control measures, use of personal protective equipment, referral procedures, training, immunization, post-exposure medical evaluations/follow-up, and recordkeeping.

b. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as Aerosol Transmissible Disease and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

c. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

d. Contractor assumes responsibility for procuring all medical equipment and supplies for use by their employees, agents, subcontractors including Personnel Protective Equipment such as respirators, and provides and documents all appropriate training.

e. If/when Contractor determines that they do not fall under the requirements of 8 CCR 5199 Contractor is directed to Cal/OSHA’s Emergency Temporary Standard for COVID-19, 8 CCR 3205, which applies to all employers who do not fall under 8 CCR 5199 but for who’s employees have potential for exposure to COVID-19.



· [bookmark: _Toc56855676]The following section is required only if the purchase orders issued under this Agreement can be funded by the State or Federal governments. If the solicitation included LBE discounts or participation, delete the following section and enter “Reserved. (Federal and/or State Funded Contracts)”.

6. [bookmark: _Hlk57815769]Federal and/or State Funded Contracts

A. Disallowance. If Contractor requests or receives payment from City for services, reimbursement for which is later disallowed by the State of California or United States Government, Contractor shall promptly refund the disallowed amount to City upon City’s request. At its option, City may offset the amount disallowed from any payment due or to become due to Contractor under this Purchase Order or any other agreement between Contractor and City. This section survives the termination of the Purchase Order.

B. Grant Terms. If the funding for this Purchase Order is provided in full or in part by a Federal or State Grant to the City, as part of the terms of receiving the funds, the City is required to incorporate some of the Federal or State Grant terms (“Grant Terms”) into this Purchase Order. The incorporated terms, if any, shall be found as part of this Purchase Order. To the extent that any Grant Term is inconsistent with any other provisions of this Purchase Order such that Contractor is unable to comply with both the Grant Term and the other provision(s), the Grant Term shall apply. Contractor shall insert each Grant Term into each lower tier subcontract. Contractor is responsible for compliance with the Grant Terms by any subcontractor, lower-tier subcontractor or service provider. This section survives the termination of the Purchase Order.



· Liquidated Damages are optional: it may be deleted if there are no time-sensitive milestones for the Contractor’s performance, or if the department concludes that liquidated damages are not required under the particular circumstances of the Purchase Order. If this section is not deleted, add the liquidated damages amount and make sure Purchase Order includes measurable deadlines for submission of Deliverables to allow City to impose liquidated damages.

7. Liquidated Damages. By entering into this Purchase Order, Contractor agrees that in the event the delivery of the services are delayed beyond the scheduled milestones and timelines as provided in this Purchase Order, City will suffer actual damages that will be impractical or extremely difficult to determine. Contractor agrees that the sum of [insert whole dollar amount in words and numbers -- no pennies and no “.00”] per calendar day for each day of delay beyond scheduled milestones and timelines is not a penalty, but is a reasonable estimate of the loss that City will incur based on the delay, established in light of the circumstances existing at the time this Purchase Order was awarded. City may deduct a sum representing the liquidated damages from any money due to Contractor under this Purchase Order or any other contract or Purchase Order between City and Contractor. Such deductions shall not be considered a penalty, but rather agreed upon monetary damages sustained by City because of Contractor’s failure to furnish deliverables to City within the time fixed or such extensions of time permitted in writing by City.



8. [bookmark: _Toc56855687]Liability for Incidental and Consequential Damages. Contractor shall be responsible for incidental and consequential damages resulting in whole or in part from Contractor’s acts or omission. This section survives the termination of the Purchase Order.



· Performance Bond and Fidelity Bond are optional: They may be included if the nature of the Purchase Order includes some uncertainty, a Purchase Order may require labor, materials or fidelity bonds, or a corporate surety bond conditioned for the faithful performance of any Purchase Order for the purchase of services. Consult with your assigned Deputy City Attorney to assist you in drafting this language.  Otherwise, delete and replace with “Reserved (Performance Bond)” and “Reserved (Fidelity Bond)”, as applicable. 

9. [bookmark: _Toc56855677][bookmark: _Toc56855678]Performance Bond.   The Contractor is required to furnish a performance bond on the form in a form acceptable to the City, in a sum of not less than [insert bonding level] of the annual amount of the Purchase Order to guarantee the faithful performance of this Purchase Order.  The bond must be approved as to sufficiency and qualifications of the surety by the Controller.



10. Fidelity Bond. Contractor shall maintain throughout the term of this Purchase Order, at no expense to City, a blanket fidelity bond or a Blanket Crime Policy (Employee Dishonesty Coverage) covering all officers and employees in an amount of not less than $50,000 with any deductible not to exceed $5,000 and including City as additional obligee or loss payee as its interest may appear.



· The following types and amounts of insurance are those most commonly required in City Purchase Orders. However, departments should tailor the types and amounts of insurance to the particular risks associated with each Purchase Order. Examples of what will trigger higher policy limits and additional types of coverage include: chemicals, fuel, transport hazardous waste, heavy equipment, aircraft, and any commodity or service that can cause significant property damage or bodily injury.  In addition, the Risk Manager must approve any reduction in the amount of insurance coverage required or waiver of these coverages. Such approval must be documented when submitting the Purchase Order for approval. Removals should be indicated with a “Reserved.” and the subject of the omitted section.

11. Insurance 

A. Required Coverages. Without in any way limiting Contractor’s liability pursuant to the “Indemnification” section of this Purchase Order, Contractor must maintain in force, during the full term of the Purchase Order, insurance in the following amounts and coverages. This section shall survive termination of the Purchase Order. 

· General Liability is always required. Add “Policy must include Abuse and Molestation coverage.” where Contractor will provide services for vulnerable clients such as minors and/or the elderly.

1. Commercial General Liability Insurance with limits not less than $1,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual Liability, Personal Injury, Products and Completed Operations. Policy must include Abuse and Molestation coverage. 

· Auto Liability coverage is required unless the contractor submits a written statement that it will not use personal or company vehicles to perform its contractual obligations. If not applicable, delete and enter “Reserved (Auto Liability Coverage).

2. Commercial Automobile Liability Insurance with limits not less than $1,000,000 each occurrence, “Combined Single Limit” for Bodily Injury and Property Damage, including Owned, Non-Owned and Hired auto coverage, as applicable. 

· Workers Compensation is required for any company with employees. If Workers Compensation insurance is not applicable, delete and enter “Reserved (Workers Compensation Coverage).

3. Workers’ Compensation, in statutory amounts, with Employers’ Liability Limits not less than $1,000,000 each accident, injury, or illness.

4. Reserved (Professional Liability Insurance). 

5. Reserved (Technology Errors and Omissions Liability Insurance)

· Purchase Orders that create or increase the risk of loss of confidential data must include a requirement for Cyber and Privacy Insurance. If the Contractor does not provide such services, then delete the body text of subsection (6) and replace with “Reserved. (Cyber and Privacy Coverage).” NOTE: Limits of insurance may be increased in accordance with the number of records potentially at risk.

6. Cyber and Privacy Insurance with limits of not less than $1,000,000 per claim. Such insurance shall include coverage for liability arising from theft, dissemination, and/or use of confidential information, including but not limited to, bank and credit card account information or personal information, such as name, address, social security numbers, protected health information or other personally identifying information, stored or transmitted in electronic form.

· Pollution Liability Insurance is required if the Contractor is required to perform abatement or disposal of contaminated materials. If the Contractor does not provide such services, then delete the body text of subsection (7) and replace with “Reserved. (Pollution Liability Insurance)”.  

7. Pollution Liability Insurance  applicable to contractor’s activities and responsibilities under this Purchase Order with limits not less than $X,000,000 each occurrence combined single limit, including coverage for on-site third party claims for bodily injury and property damage.

B. Additional Insured Endorsements

1. The Commercial General Liability policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Additional Insured Endorsement).” 

2. The Commercial Automobile Liability Insurance policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· Include (3) if the contractor is responsible for removing pollutants from a City site in the performance of this Purchase Order. Otherwise, delete (3) below and enter “Reserved (Pollution Auto Liability Insurance Additional Insured Endorsement).”

3. The Commercial Automobile Liability Insurance policy must be endorsed to include (i) Auto Pollution Additional Insured Endorsement naming as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees; and (ii) Form MCS-90 for Motor Carrier Policies of Insurance for Public Liability under Sections 29 and 30 of the Motor Carrier Act of 1980. 

C. Waiver of Subrogation Endorsements

· If Worker Compensation Insurance is not applicable or if Contractor is NOT performing the Services on City property and/or premises, delete (1) below and enter “Reserved (Workers Compensation Insurance Waiver of Subrogation Endorsement).” Seek City Risk Manager approval if Contractor is expected to enter City premises but is not willing to provide the waiver of subrogation endorsement

1. The Workers’ Compensation policy(ies) shall be endorsed with a waiver of subrogation in favor of the City for all work performed by the Contractor, its employees, agents and subcontractors.

D. Primary Insurance Endorsements

1. The Commercial General Liability policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought.

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Primary Insurance Endorsement).”

2. The Commercial Automobile Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

· If Pollution Liability Insurance is not required, delete (3) below and enter “Reserved (Pollution Liability Insurance Primary Insurance Endorsement).”

3. The Pollution Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

E. Other Insurance Requirements

1. Thirty (30) days’ advance written notice shall be provided to the City of cancellation, intended non-renewal, or reduction in coverages, except for non-payment for which no less than ten (10) days’ notice shall be provided to City. Notices shall be sent to the City address set forth in Section 11.1 entitled “Notices to the Parties.” 

2. Should any of the required insurance be provided under a claims-made form, Contractor shall maintain such coverage continuously throughout the term of this Purchase Order and, without lapse, for a period of three years beyond the expiration of this Purchase Order, to the effect that, should occurrences during the Purchase Order term give rise to claims made after expiration of the Purchase Order, such claims shall be covered by such claims-made policies. 

3. Should any of the required insurance be provided under a form of coverage that includes a general annual aggregate limit or provides that claims investigation or legal defense costs be included in such general annual aggregate limit, such general annual aggregate limit shall be double the occurrence or claims limits specified above.

4. Should any required insurance lapse during the term of this Purchase Order, requests for payments originating after such lapse shall not be processed until the City receives satisfactory evidence of reinstated coverage as required by this Purchase Order, effective as of the lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this Purchase Order effective on the date of such lapse of insurance. 

5. Before commencing any Services, Contractor shall furnish to City certificates of insurance and additional insured policy endorsements with insurers with ratings comparable to A-, VIII or higher, that are authorized to do business in the State of California, and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of the insurance by City shall not relieve or decrease Contractor’s liability hereunder. 

6. If Contractor will use any subcontractor(s) to provide Services, Contractor shall require the subcontractor(s) to provide all necessary insurance and to name the City and County of San Francisco, its officers, agents and employees and the Contractor as additional insureds.   

· If there are no Services in this Purchase Order and/or LBE requirements are waived, delete the following section and replace with “Reserved. (LBE Payment and Utilization Tracking System)”.

12. [bookmark: _Hlk45720933]LBE Payment and Utilization Tracking System. Contractor shall pay LBE subcontractors within three business days as provided under Chapter 14B.7(H)(9). Within ten business days of City’s payment of an invoice, Contractor shall confirm that all subcontractors have been paid in the Payment Module of the City’s Supplier Portal unless instructed otherwise by CMD. Failure to submit all required payment information to the City’s Financial System with each payment request may result in the withholding of 20% of the payment due. Self-Service Training is located at this link: https://sfcitypartnersfgov.org/pages/training.aspx.  

1. Prevailing Wages Ordinance may be required for: (a) Chapter 6 maintenance services (See Admin Code Section 6.22(e)); (b) certain Chapter 21 equipment and building systems maintenance services; (c) installation services based on the State of California’s definition of Public Works (contact your city attorney for guidance) and/or (d) services covered by Admin Code Section 21C which are as follows: 

· Motor Bus Services (Admin Code Section 21C1)

· Janitorial Services (Admin Code Section 21C.2)

· Operation of Public Off-Street Parking Lots, Garages, or Storage Facilities for Automobiles (Admin Code Section 21C.3)

· Theatrical Services (Admin Code Section 21C.4) 

· Engaging in Hauling of Solid Waste Generated By The City In Course of City Operations (Admin Code Section 21C.5)

· Moving Services (Admin Code Section 21C.6)

· Trade Show and Special Event Work (Admin Code Section 21C.8)

· Broadcast Services (Admin Code 21C.9)

· Loading, Unloading, and Driving of Commercial Vehicles (Admin Code Section 21C.10)

· Security Guard Services (Admin Code Section 21C.11). 

· If some or all of the services are subject to the Prevailing Wage Ordinance, aspects of Chapters 12P (MCO, discussed below) and 12Q (HCAO, discussed below) may not apply  and those sections should be edited accordingly. Consult OLSE or your Deputy City Attorney with questions. 

1. If Prevailing Wage is not applicable to this contract, delete and replace with “Reserved (Payment of Prevailing Wages).” 

13. Payment of Prevailing Wages. 

A. Covered Services. Services to be performed by Contractor under this Purchase Order may involve the performance of trade work covered by the provisions of Section 6.22(e) [Prevailing Wages] of the Administrative Code or Section 21C [Miscellaneous Prevailing Wage Requirements] (collectively, “Covered Services”).  The provisions of Section 6.22(e) and 21C of the Administrative Code are incorporated as provisions of this Purchase Order as if fully set forth herein and will apply to any Covered Services performed by Contractor and its subcontractors.

B. Wage Rates. The latest prevailing wage rates for private employment on public contracts as determined by the San Francisco Board of Supervisors and the Director of the California Department of Industrial Relations, as such prevailing wage rates may be changed during the term of this Purchase Order, are hereby incorporated as provisions of this Purchase Order.  Copies of the prevailing wage rates as fixed and determined by the Board of Supervisors are available from the Office of Labor Standards and Enforcement (“OLSE”) and on the Internet at http://www.dir.ca.gov/DLSR/PWD and http://sfgov.org/olse/prevailing-wage.  Contractor agrees that it shall pay not less than the prevailing wage rates, as fixed and determined by the Board, to all workers employed by Contractor who perform Covered Services under this Purchase Order.  

C. Subcontract Requirements. As required by Section 6.22(e)(5) of the Administrative Code, Contractor shall insert in every subcontract or other arrangement, which it may make for the performance of Covered Services under this Purchase Order, a provision that said subcontractor shall pay to all persons performing labor in connection with Covered Services under said subcontract or other arrangement not less than the highest general prevailing rate of wages as fixed and determined by the Board of Supervisors for such labor or services.

D. Posted Notices. As required by Section 1771.4 of the California Labor Code, Contractor shall post job site notices prescribed by the California Department of Industrial Relations (“DIR”) at all job sites where services covered by Chapter 6.22 are to be performed.

E. Payroll Records. As required by Section 6.22(e)(6) of the Administrative Code and Section 1776 of the California Labor Code, Contractor shall keep or cause to be kept complete and accurate payroll records for all trade workers performing Covered Services.  Such records shall include the name, address and social security number of each worker who provided Covered Services on the project, including apprentices, his or her classification, a general description of the services each worker performed each day, the rate of pay (including rates of contributions for, or costs assumed to provide fringe benefits), daily and weekly number of hours worked, deductions made and actual wages paid.  Every subcontractor who shall undertake the performance of any part of Covered Services shall keep a like record of each person engaged in the execution of Covered Services under the subcontract. All such records shall at all times be available for inspection of and examination by the City and its authorized representatives and the DIR. 

F. Certified Payrolls. Certified payrolls shall be prepared pursuant to Administrative Code Section 6.22(e)(6) and California Labor Code Section 1776 for the period involved for all employees, including those of subcontractors, who performed labor in connection with Covered Services.  Contractor and each subcontractor performing Covered Services shall submit certified payrolls to the City and to the DIR electronically.  Contractor shall submit payrolls to the City via the reporting system selected by the City.  The DIR will specify how to submit certified payrolls to it.  The City will provide basic training in the use of the reporting system at a scheduled training session.  Contractor and all subcontractors that will perform Covered Services must attend the training session. Contractor and applicable subcontractors shall comply with electronic certified payroll requirements (including training) at no additional cost to the City.

G. Compliance Monitoring. Covered Services to be performed under this Purchase Order are subject to compliance monitoring and enforcement of prevailing wage requirements by the DIR and /or the OLSE. Contractor and any subcontractors performing Covered Services will cooperate fully with the DIR and/or the OLSE and other City employees and agents authorized to assist in the administration and enforcement of the prevailing wage requirements, and agrees to take the specific steps and actions as required by Section 6.22(e)(7) of the Administrative Code. Steps and actions include but are not limited to requirements that: (i) the Contractor will cooperate fully with the Labor Standards Enforcement Officer and other City employees and agents authorized to assist in the administration and enforcement of the Prevailing Wage requirements and other labor standards imposed on Public Works Contractor by the Charter and Chapter 6 of the San Francisco Administrative Code; (ii) the Contractor agrees that the Labor Standards Enforcement Officer and his or her designees, in the performance of their duties, shall have the right to engage in random inspections of job sites and to have access to the employees of the Contractor, employee time sheets, inspection logs, payroll records and employee paychecks; (iii) the Contractor shall maintain a sign-in and sign-out sheet showing which employees are present on the job site; (iv) the Contractor shall prominently post at each job-site a sign informing employees that the project is subject to the City’s Prevailing Wage requirements and that these requirements are enforced by the Labor Standards Enforcement Officer; and (v) that the Labor Standards Enforcement Officer may audit such records of the Contractor as he or she reasonably deems necessary to determine compliance with the Prevailing Wage and other labor standards imposed by the Charter and this Chapter on Public Works Contractors. Failure to comply with these requirements may result in penalties and forfeitures consistent with analogous provisions of the California Labor Code, including Section 1776(g), as amended from time to time.

H. Remedies. Should Contractor, or any subcontractor who shall undertake the performance of any Covered Services, fail or neglect to pay to the persons who perform Covered Services under this Purchase Order, subcontract or other arrangement for the Covered Services, the general prevailing rate of wages as herein specified, Contractor shall forfeit, and in the case of any subcontractor so failing or neglecting to pay said wage, Contractor and the subcontractor shall jointly and severally forfeit, back wages due plus the penalties set forth in Administrative Code Section 6.22(e) and/or California Labor Code Section 1775. The City, when certifying any payment which may become due under the terms of this Purchase Order, shall deduct from the amount that would otherwise be due on such payment the amount of said forfeiture.



· If the Purchase Order will involve the Contractor or Subcontractors providing services involving direct supervision of minors or will be working with minors in an unaccompanied setting on more than an incidental or occasional basis, insert section below. Supervision includes oversight responsibilities at City parks, playgrounds, recreational centers or beaches. Otherwise, delete the text and replace with “Reserved. (Working with Minors)”.

14. [bookmark: _Toc56855713]Working with Minors. In accordance with California Public Resources Code Section 5164, if Contractor, or any subcontractor, is providing services at a City park, playground, recreational center or beach, Contractor shall not hire, and shall prevent its subcontractors from hiring, any person for employment or a volunteer position in a position having supervisory or disciplinary authority over a minor if that person has been convicted of any offense listed in Public Resources Code Section 5164. In addition, if Contractor, or any subcontractor, is providing services to the City involving the supervision or discipline of minors or where Contractor, or any subcontractor, will be working with minors in an unaccompanied setting on more than an incidental or occasional basis, Contractor and any subcontractor shall comply with any and all applicable requirements under federal or state law mandating criminal history screening for such positions and/or prohibiting employment of certain persons including but not limited to California Penal Code Section 290.95.  In the event of a conflict between this section and Section 17, “Consideration of Criminal History in Hiring and Employment Decisions,” of this Purchase Order, this section shall control.



15. [bookmark: _Toc56855715][bookmark: _Hlk97883367]Public Access to Nonprofit Records and Meetings. If Contractor is a non-profit organization; provides Services that do not include services or benefits to City employees (and/or to their family members, dependents, or their other designated beneficiaries); and receives a cumulative total per year of at least $250,000 in City funds or City-administered funds, Contractor must comply with the City’s Public Access to Nonprofit Records and Meetings requirements, as set forth in Chapter 12L of the San Francisco Administrative Code, including the remedies provided therein; and receives a cumulative total per year of at least $250,000 in City or City-administered funds and as defined in Chapter 12L of the San Francisco Administrative Code, Contractor must comply with the City’s Public Access to Nonprofit Records and Meetings requirements, as set forth in Chapter 12L of the San Francisco Administrative Code, including the remedies provided therein.



16. Reserved (Packaged Water Prohibition). 



17. [bookmark: _Toc56855720]Reserved (Sweat Free Procurement).      



· For any Purchase Order where a contractor can provide services at a lesser cost than can be provided by utilizing City employees, i.e. Security Guard and Janitorial services – check previous Purchase Order. If not applicable, delete and enter “Prop J. (Reserved)”

18. [bookmark: _Toc56855722][bookmark: _Toc56855724]Prop J Approval. This Purchase Order is subject to the requirements of City Charter Section 10.104-15. Approval by the Controller and the Board of Supervisors will be required for each year through the term of this Purchase Order. Should the Controller determine that the requirements of City Charter Section 10.104-15 (that contractual services can be performed at a lower cost than if services were performed by City employees) have not been met, City reserves the right to terminate this Purchase Order. 



· The following section applies to security, janitorial, and building maintenance services contracts greater than $25,000 and 3 months or longer, where the entity performing the work has 25 or more employees. If not applicable, delete and enter “Reserved. (Displaced Worker Protection Act)”.

19. Displaced Worker Protection Act. This Purchase Order is for building maintenance services, more than $25,000 and for at least a 3-month term, and employees must work at least 15 hours per week. Contractors are hereby notified of the requirements to comply with the Displaced Worker Protection Act (DWPA, Article 33C of the San Francisco Police Code).  The DWPA applies to any Purchase Order (services Purchase Order) to be performed with the City and County of San Francisco (City), entered into between City and any individual, proprietorship, partnership, joint venture, corporation, Limited Liability Company, trust, association or other entity with 25 or more employees.  Employee for the purpose of the DWPA includes any service employee of the contractor or its subcontractor(s) who works at least 15 hours per week and whose primary place of employment is in the City but does not include: 1) managerial, supervisory or confidential employees as defined by the Fair Labor Standards Act; or 2) employees who do not possess or have not maintained a required occupational license.

A. Transition Employment Period

1. Where the contracting City department has given notice that a service Purchase Order has been terminated or ended, or where a service contractor has given notice of such termination, upon giving or receiving such notice, as the case may be, the terminated or ending contractor shall, within ten days thereafter, provide to the successor contractor, the name, date of hire, and employment occupation classification of each employee employed at the site or sites covered by the prospective contractor at the time of Purchase Order termination (employment information).  This provision shall also apply to the subcontractors of the terminated contractor.  If the terminated contractor does not know the identity of the successor contractor, if any, by the time of the Purchase Order termination notice, the terminated contractor shall obtain such information from the contracting City department at such time.  Where a subcontractor of a service contractor has been terminated prior to the termination of the service Purchase Order, the terminated subcontractor shall be deemed a terminated contractor for purposes of the DWPA.

2. A successor contractor shall retain, for a 90-day transition employment period, employees who have been employed by the terminated contractor or its subcontractors, if any, for the preceding eight months or longer at the site or sites covered by the Purchase Order. 

3. If at any time a successor contractor determines that fewer employees are required to perform the new service Purchase Order than were required by the terminated contractor (and subcontractors, if any), the successor contractor shall retain employees by seniority within job classifications. 

4. During such 90-day period, the successor contractor (or subcontractor, where applicable) shall maintain a preferential hiring list of eligible covered employees not retained by the successor contractor (or subcontractor) from which the successor contractor (or subcontractor) shall hire additional employees. 

5. Except as provided in subsection C of this section, during such 90-day period, the successor contractor (or subcontractor, where applicable) shall not discharge without cause an employee retained pursuant to the DWPA.  Cause for this purpose shall include, but not be limited to, the employee’s conduct while in the employ of the terminated contractor or subcontractor that contributed to any decision to terminate the Purchase Order or subcontract for fraud or poor performance, excluding permissible union-related activity. 

6. At the end of such 90-day period, a successor public sector contractor (or subcontractor, where applicable) shall perform a written performance evaluation for each employee retained pursuant to the DWPA.  If the employee’s performance during such 90-day period is satisfactory, the successor public sector contractor (or subcontractor) shall offer the employee continued employment under the terms and conditions established by the public sector successor contractor (or subcontractor) or as required by law. 

7. Contractors must include a provision in all subcontracts requiring subcontractors to comply with the obligations imposed by the DWPA. 

B. Enforcement

1. An employee who has been discharged in violation of the DWPA by a successor contractor or its subcontractor may bring an action in the Municipal Court or Superior Court of the State of California, as appropriate, against the successor contractor and, where applicable, its subcontractor, and may be awarded back pay, including the value of benefits, for each day during which the violation continues, which shall be calculated at a rate of compensation not less than the higher of: 

i. The average regular rate of pay received by the employee during the last three years of the employee’s employment in the same occupation classification; or

ii. The final regular rate received by the employee.

2. If the employee is the prevailing party in any such legal action, the Court shall award reasonable attorney’s fees and costs as part of the costs recoverable. 

C. Successor’s Prior Employees. A successor contractor or subcontractor may replace an employee retained pursuant to the DWPA with a person employed by the contractor or subcontractor continuously for eight months prior to the commencement of the successor service Purchase Order or subcontract in a capacity similar to that proposed under the successor service Purchase Order or subcontract, but only if the existing employee of the successor contractor or subcontractor would otherwise be laid off work as a result of the award of the successor Purchase Order.
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20. Reserved (Payment Card Industry (“PCI”) Requirements). 

 

21. Contractor Vaccination Policy.

A. Contractor acknowledges that it has read the requirements of the 38th Supplement to Mayoral Proclamation Declaring the Existence of a Local Emergency (“Emergency Declaration”), dated February 25, 2020, and the Contractor Vaccination Policy for City Contractors issued by the City Administrator (“Contractor Vaccination Policy”), as those documents may be amended from time to time. A copy of the Contractor Vaccination Policy can be found at: https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors. 

B. A Contract subject to the Emergency Declaration is an agreement between the City and any other entity or individual and any subcontract under such agreement, where Covered Employees of the Contractor or Subcontractor work in-person with City employees at a City owned, leased, or controlled facility. Such agreements include, but are not limited to, professional services contracts, general services contracts, public works contracts, and grants. Contract includes such agreements currently in place or entered into during the term of the Emergency Declaration. Contract does not include an agreement with a state or federal governmental entity or agreements that do not involve the City paying or receiving funds. A Contract includes Purchase Orders.

C. In accordance with the Contractor Vaccination Policy, Contractor agrees that: 

1. Where applicable, Contractor shall ensure it complies with the requirements of the Contractor Vaccination Policy pertaining to Covered Employees, as they are defined under the Emergency Declaration and the Contractor Vaccination Policy, and insure such Covered Employees are either fully vaccinated for COVID-19 or obtain from Contractor an exemption based on medical or religious grounds; and 

2. If Contractor grants Covered Employees an exemption based on medical or religious grounds, Contractor will promptly notify City by completing and submitting the Covered Employees Granted Exemptions Form (“Exemptions Form”), which can be found at https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors (navigate to “Exemptions” to download the form).

       Choose between Option 1 and 2 below. 

· If Option 1 is selected: Use the attached BAA. 

· If Option 2 is selected: Delete the attached BAA. 

22. [bookmark: _Toc56855746]Business Associate Agreement. The Parties acknowledge that CITY is a Covered Entity as defined in the Healthcare Insurance Portability and Accountability Act of 1996 (“HIPAA”) and is required to comply with the HIPAA Privacy Rule governing the access, use, disclosure, transmission, and storage of protected health information (PHI) and the Security Rule under the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”). The Parties acknowledge that CONTRACTOR will:

[bookmark: Check2]|_| Do at least one or more of the following:

A. Create, receive, maintain, or transmit PHI for or on behalf of CITY/SFDPH (including storage of PHI, digital or hard copy, even if Contractor does not view the PHI or only does so on a random or infrequent basis); or

B. Receive PHI, or access to PHI, from CITY/SFDPH or another Business Associate of City, as part of providing a service to or for CITY/SFDPH, including legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial; or

C. Transmit PHI data for CITY/SFDPH and require access on a regular basis to such PHI. (Such as health information exchanges (HIEs), e-prescribing gateways, or electronic health record vendors)

|_| NOT do any of the activities listed above in subsection 1;

	Contractor is not a Business Associate of CITY/SFDPH. F Business Associate Agreement and SF Attestations are not required for the purposes of this Purchase Order. 




· Delete this BAA Supplement if not applicable. 

Business Associate Agreement Supplement

This Business Associate Agreement (“BAA”) supplements and is made a part of the Purchase Order by and between the City and County of San Francisco, the Covered Entity (“CE”), and Contractor, the Business Associate (“BA”) (the “Agreement”). To the extent that the terms of the Agreement are inconsistent with the terms of this BAA, the terms of this BAA shall control. This BAA shall survive termination of the Purchase Order.

RECITALS

A. CE, by and through the City and County of San Francisco Department wishes to disclose certain information to BA pursuant to the terms of the Agreement, some of which may constitute Protected Health Information (“PHI”) (defined below).

B. For purposes of the Agreement, CE requires Contractor, even if Contractor is also a covered entity under HIPAA, to comply with the terms and conditions of this BAA as a BA of CE.

C. CE and BA intend to protect the privacy and provide for the security of PHI disclosed to BA pursuant to the Agreement in compliance with the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”), and regulations promulgated there under by the U.S. Department of Health and Human Services (the “HIPAA Regulations”) and other applicable laws, including, but not limited to, California Civil Code §§ 56, et seq., California Health and Safety Code § 1280.15, California Civil Code §§ 1798, et seq., California Welfare & Institutions Code §§5328, et seq., and the regulations promulgated there under (the “California Regulations”).  

D. As part of the HIPAA Regulations, the Privacy Rule and the Security Rule (defined below) require CE to enter into a Purchase Order containing specific requirements with BA prior to the disclosure of PHI, as set forth in, but not limited to, Title 45, Sections 164.314(a), 164.502(a) and (e) and 164.504(e) of the Code of Federal Regulations (“C.F.R.”) and contained in this BAA.

E. BA enters into agreements with CE that require the CE to disclose certain identifiable health information to BA.  The Parties desire to enter into this BAA to permit BA to have access to such information and comply with the BA requirements of HIPAA, the HITECH Act, and the corresponding Regulations. 

In consideration of the mutual promises below and the exchange of information pursuant to this BAA, the Parties agree as follows:

1. Definitions.

a. Breach means the unauthorized acquisition, access, use, or disclosure of PHI that compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information, and shall have the meaning given to such term under the HITECH Act and HIPAA Regulations [42 U.S.C. Section 17921 and 45 C.F.R. Section 164.402], as well as California Civil Code Sections 1798.29 and 1798.82.

b. Breach Notification Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and D.

c. Business Associate is a person or entity that performs certain functions or activities that involve the use or disclosure of protected health information received from a covered entity, but other than in the capacity of a member of the workforce of such covered entity or arrangement, and shall have the meaning given to such term under the Privacy Rule, the Security Rule, and the HITECH Act, including, but not limited to, 42 U.S.C. Section 17938 and 45 C.F.R. Section 160.103.

d. Covered Entity means a health plan, a health care clearinghouse, or a health care provider who transmits any information in electronic form in connection with a transaction covered under HIPAA Regulations, and shall have the meaning given to such term under the Privacy Rule and the Security Rule, including, but not limited to, 45 C.F.R. Section 160.103.

e. Data Aggregation means the combining of Protected Information by the BA with the Protected Information received by the BA in its capacity as a BA of another CE, to permit data analyses that relate to the health care operations of the respective covered entities, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

f. Designated Record Set means a group of records maintained by or for a CE, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

g. Electronic Protected Health Information means Protected Health Information that is maintained in or transmitted by electronic media and shall have the meaning given to such term under HIPAA and the HIPAA Regulations, including, but not limited to, 45 C.F.R. Section 160.103.  For the purposes of this BAA, Electronic PHI includes all computerized data, as defined in California Civil Code Sections 1798.29 and 1798.82.

h. Electronic Health Record means an electronic record of health-related information on an individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff, and shall have the meaning given to such term under the HITECH Act, including, but not limited to, 42 U.S.C. Section 17921.

i. Health Care Operations shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

j. Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and E.

k. Protected Health Information or PHI means any information, including electronic PHI, whether oral or recorded in any form or medium: (i) that relates to the past, present or future physical or mental condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (ii) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Sections 160.103 and 164.501.  For the purposes of this BAA, PHI includes all medical information and health insurance information as defined in California Civil Code Sections 56.05 and 1798.82.

l. Protected Information shall mean PHI provided by CE to BA or created, maintained, received or transmitted by BA on CE’s behalf.  

m. Security Incident means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system, and shall have the meaning given to such term under the Security Rule, including, but not limited to, 45 C.F.R. Section 164.304.

n. Security Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and C.

o. Unsecured PHI means PHI that is not secured by a technology standard that renders PHI unusable, unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by a standard developing organization that is accredited by the American National Standards Institute, and shall have the meaning given to such term under the HITECH Act and any guidance issued pursuant to such Act including, but not limited to, 42 U.S.C. Section 17932(h) and 45 C.F.R. Section 164.402.

2. Obligations of Business Associate.

a. Attestations. Except when CE’s data privacy officer exempts BA in writing, the BA shall complete the following forms, attached and incorporated by reference as though fully set forth herein, CITY/SFDPH Attestations for Privacy (Attachment 1) and Data Security (Attachment 2) within sixty (60) calendar days from the execution of the Agreement.  If CE makes substantial changes to any of these forms during the term of the Agreement, the BA will be required to complete CE’s updated forms within sixty (60) calendar days from the date that CE provides BA with written notice of such changes.  BA shall retain such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

b. User Training.  The BA shall provide, and shall ensure that BA subcontractors, provide, training on PHI privacy and security, including HIPAA and HITECH and its regulations, to each employee or agent that will access, use or disclose Protected Information, upon hire and/or prior to accessing, using or disclosing Protected Information for the first time, and at least annually thereafter during the term of the Agreement.  BA shall maintain, and shall ensure that BA subcontractors maintain, records indicating the name of each employee or agent and date on which the PHI privacy and security trainings were completed.  BA shall retain, and ensure that BA subcontractors retain, such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

c. Permitted Uses.  BA may use, access, and/or disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  Further, BA shall not use Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so used by CE.  However, BA may use Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE [45 C.F.R. Sections 164.502, 164.504(e)(2). and 164.504(e)(4)(i)].

d. Permitted Disclosures.  BA shall disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  BA shall not disclose Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so disclosed by CE.  However, BA may disclose Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE.  If BA discloses Protected Information to a third party, BA must obtain, prior to making any such disclosure, (i) reasonable written assurances from such third party that such Protected Information will be held confidential as provided pursuant to this BAA and used or disclosed only as required by law or for the purposes for which it was disclosed to such third party, and (ii) a written agreement from such third party to immediately notify BA of any breaches, security incidents, or unauthorized uses or disclosures of the Protected Information in accordance with paragraph 2 (n) of this BAA, to the extent it has obtained knowledge of such occurrences [42 U.S.C. Section 17932; 45 C.F.R. Section 164.504(e)].  BA may disclose PHI to a BA that is a subcontractor and may allow the subcontractor to create, receive, maintain, or transmit Protected Information on its behalf, if the BA obtains satisfactory assurances, in accordance with 45 C.F.R. Section 164.504(e)(1), that the subcontractor will appropriately safeguard the information [45 C.F.R. Section 164.502(e)(1)(ii)].  

e. Prohibited Uses and Disclosures.  BA shall not use or disclose Protected Information other than as permitted or required by the Agreement and BAA, or as required by law.  BA shall not use or disclose Protected Information for fundraising or marketing purposes.  BA shall not disclose Protected Information to a health plan for payment or health care operations purposes if the patient has requested this special restriction, and has paid out of pocket in full for the health care item or service to which the Protected Information solely relates [42 U.S.C. Section 17935(a) and 45 C.F.R. Section 164.522(a)(1)(vi)].  BA shall not directly or indirectly receive remuneration in exchange for Protected Information, except with the prior written consent of CE and as permitted by the HITECH Act, 42 U.S.C. Section 17935(d)(2), and the HIPAA regulations, 45 C.F.R. Section 164.502(a)(5)(ii); however, this prohibition shall not affect payment by CE to BA for services provided pursuant to the Agreement.   

f. Appropriate Safeguards.  BA shall take the appropriate security measures to protect the confidentiality, integrity and availability of PHI that it creates, receives, maintains, or transmits on behalf of the CE, and shall prevent any use or disclosure of PHI other than as permitted by the Agreement or this BAA, including, but not limited to, administrative, physical and technical safeguards in accordance with the Security Rule, including, but not limited to, 45 C.F.R. Sections 164.306, 164.308, 164.310, 164.312, 164.314 164.316, and 164.504(e)(2)(ii)(B).  BA shall comply with the policies and procedures and documentation requirements of the Security Rule, including, but not limited to, 45 C.F.R. Section 164.316, and 42 U.S.C. Section 17931.  BA is responsible for any civil penalties assessed due to an audit or investigation of BA, in accordance with 42 U.S.C. Section 17934(c).

g. Business Associate’s Subcontractors and Agents.  BA shall ensure that any agents and subcontractors that create, receive, maintain or transmit Protected Information on behalf of BA, agree in writing to the same restrictions and conditions that apply to BA with respect to such PHI and implement the safeguards required by paragraph 2.f. above with respect to Electronic PHI [45 C.F.R. Section 164.504(e)(2) through (e)(5); 45 C.F.R. Section 164.308(b)].  BA shall mitigate the effects of any such violation. 

h. Accounting of Disclosures.  Within ten (10) calendar days of a request by CE for an accounting of disclosures of Protected Information or upon any disclosure of Protected Information for which CE is required to account to an individual, BA and its agents and subcontractors shall make available to CE the information required to provide an accounting of disclosures to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.528, and the HITECH Act, including but not limited to 42 U.S.C. Section 17935 (c), as determined by CE.  BA agrees to implement a process that allows for an accounting to be collected and maintained by BA and its agents and subcontractors for at least seven (7) years prior to the request.  However, accounting of disclosures from an Electronic Health Record for treatment, payment or health care operations purposes are required to be collected and maintained for only three (3) years prior to the request, and only to the extent that BA maintains an Electronic Health Record.  At a minimum, the information collected and maintained shall include: (i) the date of disclosure; (ii) the name of the entity or person who received Protected Information and, if known, the address of the entity or person; (iii) a brief description of Protected Information disclosed; and (iv) a brief statement of purpose of the disclosure that reasonably informs the individual of the basis for the disclosure, or a copy of the individual’s authorization, or a copy of the written request for disclosure [45 C.F.R. 164.528(b)(2)].  If an individual or an individual’s representative submits a request for an accounting directly to BA or its agents or subcontractors, BA shall forward the request to CE in writing within five (5) calendar days.

i. Access to Protected Information.  BA shall make Protected Information maintained by BA or its agents or subcontractors in Designated Record Sets available to CE for inspection and copying within (5) days of request by CE to enable CE to fulfill its obligations under state law [Health and Safety Code Section 123110] and the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.524 [45 C.F.R. Section 164.504(e)(2)(ii)(E)].  If BA maintains Protected Information in electronic format, BA shall provide such information in electronic format as necessary to enable CE to fulfill its obligations under the HITECH Act and HIPAA Regulations, including, but not limited to, 42 U.S.C. Section 17935(e) and 45 C.F.R. 164.524.

j. Amendment of Protected Information.  Within ten (10) days of a request by CE for an amendment of Protected Information or a record about an individual contained in a Designated Record Set, BA and its agents and subcontractors shall make such Protected Information available to CE for amendment and incorporate any such amendment or other documentation to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.526.  If an individual request an amendment of Protected Information directly from BA or its agents or subcontractors, BA must notify CE in writing within five (5) days of the request and of any approval or denial of amendment of Protected Information maintained by BA or its agents or subcontractors [45 C.F.R. Section 164.504(e)(2)(ii)(F)].  

k. Governmental Access to Records.   BA shall make its internal practices, books and records relating to the use and disclosure of Protected Information available to CE and to the Secretary of the U.S. Department of Health and Human Services (the “Secretary”) for purposes of determining BA’s compliance with HIPAA [45 C.F.R. Section 164.504(e)(2)(ii)(I)].  BA shall provide CE a copy of any Protected Information and other documents and records that BA provides to the Secretary concurrently with providing such Protected Information to the Secretary. 

l. Minimum Necessary.  BA, its agents and subcontractors shall request, use and disclose only the minimum amount of Protected Information necessary to accomplish the intended purpose of such use, disclosure, or request. [42 U.S.C. Section 17935(b); 45 C.F.R. Section 164.514(d)].  BA understands and agrees that the definition of “minimum necessary” is in flux and shall keep itself informed of guidance issued by the Secretary with respect to what constitutes “minimum necessary” to accomplish the intended purpose in accordance with HIPAA and HIPAA Regulations. 

m. Data Ownership.   BA acknowledges that BA has no ownership rights with respect to the Protected Information.

n. Notification of Breach.  BA shall notify CE within 5 calendar days of any breach of Protected Information; any use or disclosure of Protected Information not permitted by the BAA; any Security Incident (except as otherwise provided below) related to Protected Information, and any use or disclosure of data in violation of any applicable federal or state laws by BA or its agents or subcontractors.  The notification shall include, to the extent possible, the identification of each individual whose unsecured Protected Information has been, or is reasonably believed by the BA to have been, accessed, acquired, used, or disclosed, as well as any other available information that CE is required to include in notification to the individual, the media, the Secretary, and any other entity under the Breach Notification Rule and any other applicable state or federal laws, including, but not limited, to 45 C.F.R. Section 164.404 through 45 C.F.R. Section 164.408, at the time of the notification required by this paragraph or promptly thereafter as information becomes available.  BA shall take (i) prompt corrective action to cure any deficiencies and (ii) any action pertaining to unauthorized uses or disclosures required by applicable federal and state laws.  [42 U.S.C. Section 17921; 42 U.S.C. Section 17932; 45 C.F.R. 164.410; 45 C.F.R. Section 164.504(e)(2)(ii)(C); 45 C.F.R. Section 164.308(b)]

o. Breach Pattern or Practice by Business Associate’s Subcontractors and Agents.  Pursuant to 42 U.S.C. Section 17934(b) and 45 C.F.R. Section 164.504(e)(1)(iii), if the BA knows of a pattern of activity or practice of a subcontractor or agent that constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA, the BA must take reasonable steps to cure the breach or end the violation.  If the steps are unsuccessful, the BA must terminate the contractual arrangement with its subcontractor or agent, if feasible.  BA shall provide written notice to CE of any pattern of activity or practice of a subcontractor or agent that BA believes constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA within five (5) calendar days of discovery and shall meet with CE to discuss and attempt to resolve the problem as one of the reasonable steps to cure the breach or end the violation.

3. Termination.

a. Material Breach.  A breach by BA of any provision of this BAA, as determined by CE, shall constitute a material breach of the Agreement and this BAA and shall provide grounds for immediate termination of the Agreement and this BAA, any provision in the Agreement to the contrary notwithstanding. [45 C.F.R. Section 164.504(e)(2)(iii).]

b. Judicial or Administrative Proceedings.  CE may terminate the Agreement and this BAA, effective immediately, if (i) BA is named as defendant in a criminal proceeding for a violation of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws or (ii) a finding or stipulation that the BA has violated any standard or requirement of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws is made in any administrative or civil proceeding in which the party has been joined.

c. Effect of Termination.   Upon termination of the Agreement and this BAA for any reason, BA shall, at the option of CE, return or destroy all Protected Information that BA and its agents and subcontractors still maintain in any form, and shall retain no copies of such Protected Information.  If return or destruction is not feasible, as determined by CE, BA shall continue to extend the protections and satisfy the obligations of Section 2 of this BAA to such information, and limit further use and disclosure of such PHI to those purposes that make the return or destruction of the information infeasible [45 C.F.R. Section 164.504(e)(2)(ii)(J)].  If CE elects destruction of the PHI, BA shall certify in writing to CE that such PHI has been destroyed in accordance with the Secretary’s guidance regarding proper destruction of PHI.

d. Civil and Criminal Penalties.  BA understands and agrees that it is subject to civil or criminal penalties applicable to BA for unauthorized use, access or disclosure or Protected Information in accordance with the HIPAA Regulations and the HITECH Act including, but not limited to, 42 U.S.C. 17934 (c).  

e. Disclaimer.  CE makes no warranty or representation that compliance by BA with this BAA, HIPAA, the HITECH Act, or the HIPAA Regulations or corresponding California law provisions will be adequate or satisfactory for BA’s own purposes.  BA is solely responsible for all decisions made by BA regarding the safeguarding of PHI.  

4. Amendment to Comply with Law.

The parties acknowledge that state and federal laws relating to data security and privacy are rapidly evolving and that amendment of the Agreement or this BAA may be required to provide for procedures to ensure compliance with such developments.  The parties specifically agree to take such action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations and other applicable state or federal laws relating to the security or confidentiality of PHI.  The parties understand and agree that CE must receive satisfactory written assurance from BA that BA will adequately safeguard all Protected Information.  Upon the request of either party, the other party agrees to promptly enter into negotiations concerning the terms of an amendment to this BAA embodying written assurances consistent with the updated standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable state or federal laws.  CE may terminate the Agreement upon thirty (30) days written notice in the event (i) BA does not promptly enter into negotiations to amend the Agreement or this BAA when requested by CE pursuant to this section or (ii) BA does not enter into an amendment to the Agreement or this BAA providing assurances regarding the safeguarding of PHI that CE, in its sole discretion, deems sufficient to satisfy the standards and requirements of applicable laws.  

5. Reimbursement for Fines or Penalties.

In the event that CE pays a fine to a state or federal regulatory agency, and/or is assessed civil penalties or damages through private rights of action, based on an impermissible access, use or disclosure of PHI by BA or its subcontractors or agents, then BA shall reimburse CE in the amount of such fine or penalties or damages within thirty (30) calendar days from City’s written notice to BA of such fines, penalties or damages.  
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City’s Purchase Order Terms

B. Commercial Terms

1. Cash Discounts—Terms of Payment. The discount period will start upon date of completion of delivery of all items on any Purchase Order or other authorization certified by the City’s Controller, or upon date of receipt of properly prepared invoices covering such deliveries, whichever is later. Payment is deemed to be made, for the purpose of earning the discount, on the date of mailing the City’s check. No additional charge shall accrue against City in the event City does not make payment within any time specified by bidder.



2. Place of Manufacture. No article furnished hereunder shall have been made in prison or by convict labor, except articles purchased for use by City’s detention facilities.



3. Electrical Products. Goods must comply with all applicable laws, ordinances and other legal requirements, including (among others) the Cal-OSHA regulations in Title 8 of the Code of Regulations and, for electrical products, Sections 110.2 and 110.3 (B) of the S.F. Electrical Code.



4. Condition of Articles. Articles offered and furnished must be new and previously unused, and of manufacturer’s latest model, unless otherwise specified herein.



5. Inspection. All articles supplied shall be subject to inspection and acceptance or rejection by Purchasing or any department official responsible for inspection. Non-conforming or rejected goods may be subject to reasonable storage fees.



6. F.O.B. Point. F.O.B destination in San Francisco, freight prepaid and allowed, unless otherwise specified.



7. Failure to Deliver. If Contractor fails to deliver an article and/or service of the quality, in the manner or within the time called for by this contract, such article and/or service may be bought from any source by Purchasing and if a greater price than the contract price be paid, the excess price will be charged to and collected from Contractor or sureties on its bond if bond has been required; or, the City may terminate the contract for default; or, the City may return deliveries already made and receive a refund.



8. Material Safety Data Sheets. Where required by law, contractor will include Material Safety Data Sheets (MSDSs) with delivery for applicable items. Failure to include the MSDSs for such items will constitute a material breach of contract and may result in refusal to accept delivery.



9. Taxes. City is exempt from federal taxes except on articles for resale. Contractor will enter state and local sales or use tax, and excise tax if applicable, on invoices.

C. [bookmark: B.__General_Contract_Conditions]General Contract Conditions

10. Budget and Fiscal Provisions. This contract is subject to the budget and fiscal provisions of the City’s Charter. Charges will accrue only after prior written authorization certified by the Controller, and the amount of City’s obligation hereunder shall not at any time exceed the amount certified for the purpose and period stated in such advance authorization. This section controls against any and all other provisions of this contract.



11. Guaranteed Maximum Costs. The City's payment obligation to Contractor cannot at any time exceed the amount certified by the Controller for the purpose and period stated in such certification. Absent an authorized Emergency per the City’s Charter or applicable Code, no City representative is authorized to offer or promise, nor is the City required to honor, any offered or promised payments to Contractor under this Purchase Order in excess of the certified maximum amount without the Controller having first certified the additional promised amount and the Contractor and City having modified this Purchase Order as authorized by amendment and approved as required by law. The Controller is not authorized to make payments on any contract for which funds have not been certified as available in the budget or by supplemental appropriation.



12. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco Administrative Code §21.35, any contractor, subcontractor or consultant who submits a false claim shall be liable to the City for the statutory penalties set forth in that section. A contractor, subcontractor or consultant will be deemed to have submitted a false claim to the City if the contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an officer or employee of the City a false claim or request for payment or approval; (b) knowingly makes, uses, or causes to be made or used a false record or statement to get a false claim paid or approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid by the City; (d) knowingly makes, uses, or causes to be made or used a false record or statement to conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or (e) is a beneficiary of an inadvertent submission of a false claim to the City, subsequently discovers the falsity of the claim, and fails to disclose the false claim to the City within a reasonable time after discovery of the false claim



13. Hold Harmless and Indemnification. Contractor shall indemnify and save harmless City and its officers, agents and employees from, and, if requested, shall defend them from and against any and all claims, demands, losses, damages, costs, expenses, and liability (legal, contractual, or otherwise) arising from or in any way connected with any: (i) injury to or death of a person, including employees of City or Contractor; (ii) loss of or damage to property; (iii) violation of local, state, or federal common law, statute or regulation, including but not limited to privacy or personally identifiable information, health information, disability and labor laws or regulations; (iv)


strict liability imposed by any law or regulation; or (v) losses arising from Contractor's execution of subcontracts not in accordance with the requirements of this Purchase Order applicable to subcontractors; so long as such injury, violation, loss, or strict liability (as set forth in subsections

(i) – (v) above) arises directly or indirectly from Contractor’s performance of this Purchase Order, including, but not limited to, Contractor’s use of facilities or equipment provided by City or others, regardless of the negligence of, and regardless of whether liability without fault is imposed or sought to be imposed on City, except to the extent that such indemnity is void or otherwise unenforceable under applicable law, and except where such loss, damage, injury, liability or claim is the result of the active negligence or willful misconduct of City and is not contributed to by any act of, or by any omission to perform some duty imposed by law or agreement on Contractor, its subcontractors or either’s agent or employee. The foregoing indemnity shall include, without limitation, reasonable fees of attorneys, consultants and experts and related costs and City’s costs of investigating any claims against the City. In addition to Contractor’s obligation to indemnify City, Contractor specifically acknowledges and agrees that it has an immediate and independent obligation to defend City from any claim which actually or potentially falls within this indemnification provision, even if the allegations are or may be groundless, false or fraudulent, which obligation arises at the time such claim is tendered to Contractor by City and continues at all times thereafter. Contractor shall indemnify and hold City harmless from all loss and liability, including attorneys’ fees, court costs and all other litigation expenses for any infringement of the patent rights, copyright, trade secret or any other proprietary right or trademark, and all other intellectual property claims of any person or persons arising directly or indirectly from the receipt by City, or any of its officers or agents, of articles or services to be supplied in the performance of this Purchase Order.



14. Liability of City. CITY'S PAYMENT OBLIGATIONS UNDER THE PURCHASE ORDER SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED UNDER THIS CONTRACT. NOTWITHSTANDING ANY OTHER PROVISION OF THIS PURCHASE ORDER, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF WHETHER ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL, CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOST PROFITS, ARISING OUT OF OR IN CONNECTION WITH THIS PURCHASE ORDER OR THE SERVICES PERFORMED IN CONNECTION WITH THIS PURCHASE ORDER.



15. Termination and Termination for Convenience. In the event Contractor fails to perform any of its obligations under this contract, in addition to any other remedies available to City, this contract may be terminated and all of Contractor's rights hereunder ended. Termination will be effective after ten days’ written notice to Contractor. No new work will be undertaken, and no new deliveries will be made, after the date of receipt of any notice of termination, or five days after the date of the notice, whichever is earlier. In the event of such termination, Contractor will be paid for those goods delivered and services performed, or deliveries made, under this contract to the satisfaction of the City, up to the date of termination. However, City may offset from any such amounts due Contractor any liquidated damages or other costs City has or will incur due to Contractor’s nonperformance. Any such offset by City will not constitute a waiver of any other remedies City may have against Contractor for financial injury or otherwise. City shall have the option, in its sole discretion, to terminate this Purchase Order, at any time during the term hereof, for convenience and without cause. City shall exercise this option by giving Contractor written notice of termination. The notice shall specify the date on which termination shall become effective. In the event of such termination, Contractor will be paid for those services performed, or deliveries made, pursuant to this Purchase Order to the satisfaction of the City up to the date of termination. In no event shall City be liable for costs incurred by Contractor or any of its subcontractors after the termination date specified by City. Such non-recoverable costs include, but are not limited to, anticipated profits on this contract, post-termination employee salaries, post-termination administrative expenses, or any other cost which is not reasonable or authorized under this section. This section shall not prevent Contractor from recovering costs necessarily incurred in discontinuing further work, or canceling further deliveries, under the contract after receipt of the termination notice.

16. [bookmark: 16._Nondisclosure_of_Private,_Proprietar]Nondisclosure of Private, Proprietary or Confidential Information. If this Purchase Order requires City to disclose "Private Information" to Contractor within the meaning of San Francisco Administrative Code Chapter 12M, Contractor and subcontractor shall use such information only in accordance with the restrictions stated in Chapter 12M and in this Purchase Order and only as necessary in performing the services. Contractor is subject to the enforcement and penalty provisions in Chapter 12M. In the performance of services, Contractor may have access to City's proprietary or confidential information, the disclosure of which to third parties may damage City. If City discloses proprietary or confidential information to Contractor, such information must be held by Contractor in confidence and used only in performing the Purchase Order. Contractor shall exercise the same standard of care to protect such information as a reasonably prudent contractor would use to protect its own proprietary or confidential information.



17. [bookmark: 17._Consideration_of_Criminal_History_in][bookmark: a._Contractor_agrees_to_comply_fully_wit]Consideration of Criminal History in Hiring and Employment Decisions.

a. Contractor agrees to comply fully with and be bound by all of the provisions of Chapter 12T, “City Contractor/Subcontractor Consideration of Criminal History in Hiring and Employment Decisions,” of the San Francisco Administrative Code (“Chapter 12T”), including the remedies provided, and implementing regulations, as may be amended from time to time. The provisions of Chapter 12T are incorporated by reference and made a part of this Purchase Order as though fully set forth herein. The text of the Chapter 12T is available on the web at http://sfgov.org/olse/fco. Contractor is required to comply with all of the applicable provisions of 12T, irrespective of the listing of obligations in this Section. Capitalized terms used in this Section and not defined in this Purchase Order shall have the meanings assigned to such terms in Chapter 12T.



b. The requirements of Chapter 12T shall only apply to a Contractor’s or Subcontractor’s operations to the extent those operations are in furtherance of the performance of this Purchase Order, shall apply only to applicants and employees who would be or are performing work in furtherance of this Purchase Order, and shall apply when the physical location of the employment or prospective employment of an individual is wholly or substantially within the City of San Francisco. Chapter 12T shall not apply when the application in a particular context would conflict with federal or state law or with a requirement of a government agency implementing federal or state law.



18. Local Business Enterprise and Non-Discrimination in Contracting Ordinance. Contractor, shall comply with all the requirements of the Local Business Enterprise and Non- Discrimination in Contracting Ordinance set forth in Chapter 14B of the San Francisco Administrative Code as it now exists or as it may be amended in the future (collectively the “LBE Ordinance”). Contractor is subject to the enforcement and penalty provisions in Chapter 14B.

19. [bookmark: 19._Nondiscrimination_Requirements.]Nondiscrimination Requirements.

a. [bookmark: a._Non_Discrimination_in_Contracts.__Con]Non Discrimination in Contracts. Contractor shall comply with the provisions of Chapters 12B and 12C of the San Francisco Administrative Code. Contractor shall incorporate by reference in all subcontracts the provisions of Sections 12B.2(a), 12B.2(c)-(k), and 12C.3 of the San Francisco Administrative Code and shall require all subcontractors to comply with such provisions. Contractor is subject to the enforcement and penalty provisions in Chapters 12B and 12C.



b. Nondiscrimination in the Provision of Employee Benefits. San Francisco Administrative Code 12B.2. Contractor does not as of the date of this Agreement, and will not during the term of this Agreement, in any of its operations in San Francisco, on real property owned by San Francisco, or where work is being performed for the City elsewhere in the United States, discriminate in the provision of employee benefits between employees with domestic partners and employees with spouses and/or between the domestic partners and spouses of such employees, subject to the conditions set forth in San Francisco Administrative Code Section12B.2.



20. MacBride Principles--Northern Ireland. The provisions of San Francisco Administrative Code §12F are incorporated herein by this reference and made part of this Agreement. By accepting this Agreement, Contractor confirms that Contractor has read and understood that the City urges companies doing business in Northern Ireland to resolve employment inequities and to abide by the MacBride Principles, and urges San Francisco companies to do business with corporations that abide by the MacBride Principles.



21. Tropical Hardwood and Virgin Redwood Ban. Pursuant to San Francisco Environment Code Section 804(b), the City urges Contractor not to import, purchase, obtain, or use for any purpose, any tropical hardwood, tropical hardwood wood product, virgin redwood or virgin redwood wood product. Contractor shall comply with San Francisco Environment Code Chapter 8, which provides that except as expressly permitted by the application of Sections 802(b) and 803(b) of the San Francisco Environment Code, Contractor shall not provide any items to the City in performance of this contract which are tropical hardwoods, tropical hardwood wood products, virgin redwood or virgin redwood wood products. Contractor is subject to the penalty and enforcement provisions of Chapter 8.



22. Resource Conservation. Contractor agrees to comply fully with the provisions of Chapter 5 of the San Francisco Environment Code (“Resource Conservation”), as amended from time to time. Said provisions are incorporated herein by reference.



23. Alcohol and Drug-Free Workplace Policy. City reserves the right to deny access to, or require Contractor to remove from, City facilities personnel of any Contractor or subcontractor who City has reasonable grounds to believe has engaged in alcohol abuse or illegal drug activity which in any way impairs City's ability to maintain safe work facilities or to protect the health and well-being of City employees and the general public. City shall have the right of final approval for the entry or re-entry of any such person previously denied access to, or removed from, City facilities. Illegal drug activity means possessing, furnishing, selling, offering, purchasing, using or being under the influence of illegal drugs or other controlled substances for which the individual lacks a valid prescription. Alcohol abuse means possessing, furnishing, selling, offering, or using alcoholic beverages, or being under the influence of alcohol.



24. Compliance with Americans with Disabilities Act. Contractor acknowledges that, pursuant to the Americans with Disabilities Act (ADA), programs, services and other activities provided by a public entity to the public, whether directly or through a contractor, must be accessible to the disabled public. Contractor shall provide the Services in a manner that complies with the Americans with Disabilities Act (ADA), including but not limited to Title II's program access requirements, and all other applicable federal, state and local disability rights legislation.



25. Sunshine Ordinance. Contractor acknowledges that this Agreement and all records related to its formation, Contractor's performance under this Agreement, and City's payment are subject to the California Public Records Act, (California Government Code §6250 et. seq.), and the San Francisco Sunshine Ordinance, (San Francisco Administrative Code Chapter 67). Such records are subject to public inspection and copying unless exempt from disclosure under federal, state or local law.



26. Limitations on Contributions. By executing this Agreement, Contractor acknowledges that it is familiar with section 1.126 of the City’s Campaign and Governmental Conduct Code, which prohibits any person who contracts with the City for the rendition of personal services, for the furnishing of any material, supplies or equipment, for the sale or lease of any land or building, or for a grant, loan or loan guarantee, from making any campaign contribution to (1) an individual holding a City elective office if the contract must be approved by the individual, a board on which that individual serves, or the board of a state agency on which an appointee of that individual serves, (2) a candidate for the office held by such individual, or (3) a committee controlled by such individual, at any time from the commencement of negotiations for the contract until the later of either the termination of negotiations for such contract or six months after the date the contract is approved. The prohibition on contributions applies to each prospective party to the contract; each member of Contractor’s board of directors; Contractor’s chairperson, chief executive officer, chief financial officer and chief operating officer; any person with an ownership interest of more than 20 percent in Contractor; any subcontractor listed in the bid or contract; and any committee that is sponsored or controlled by Contractor. Contractor must inform each such person of the limitation on contributions imposed by Section 1.126 and provide the names of the persons required to be informed to City.

[bookmark: 26._Limitations_on_Contributions.__By_ex]

27. Minimum Compensation Ordinance ("MCO”) -- Service Contracts only. Contractor shall pay covered employees no less than the minimum compensation required by San Francisco Administrative Code Chapter 12P. Contractor is subject to the enforcement and penalty provisions in Chapter 12P. By signing and executing this Agreement, Contractor certifies that it is in compliance with Chapter 12P.

28. Health Care Accountability Ordinance (HCAO) [Service contracts including agreements between a Tenant or Subtenant lasting 1 year or more only]. Contractor shall comply with San Francisco Administrative Code Chapter 12Q. Contractor shall choose and perform one of the Health Care Accountability options set forth in San Francisco Administrative Code Chapter 12Q.3. Contractor is subject to the enforcement and penalty provisions in Chapter 12Q



29. First Source Hiring Program [if contract is greater than $50,000 and if Contractor has an office in Alameda, San Francisco or San Mateo counties] Contractor must comply with all of the provisions of the First Source Hiring Program, Chapter 83 of the San Francisco Administrative Code, that apply to this Agreement, and Contractor is subject to the enforcement and penalty provisions in Chapter 83.



30. Prohibition on Use of Public Funds for Political Activity. In performing the Services, Contractor shall comply with San Francisco Administrative Code Chapter 12G, which prohibits funds appropriated by the City for this Agreement from being expended to participate in, support, or attempt to influence any political campaign for a candidate or for a ballot measure. Contractor is subject to the enforcement and penalty provisions in Chapter 12G.



31. [bookmark: 31._Preservative-Treated_Wood_Products._]Preservative-Treated Wood Products. Contractor shall comply with the provisions of San Francisco Environment Code Chapter 13, which requires that each Contractor purchasing preservative-treated wood products on behalf of the City, shall only purchase such products from the list of alternatives adopted by the Department of the Environment pursuant to Section 1302 of Chapter 13, unless otherwise granted an exemption by the terms of that Chapter.



32. [bookmark: 32._Use_of_City_Opinion.__Contractor_sha]Use of City Opinion. Contractor shall not quote, paraphrase, or otherwise refer to or use any opinion of City, its officers of agents, regarding Contractor or Contractor’s performance under this contract without prior written permission of Purchasing.



33. Contract Interpretation; Choice of Law/Venue; Assignment. Should any questions arise as to the meaning and intent of the contract, the matter shall be referred to Purchasing, who shall decide the true meaning and intent of the contract. The formation, interpretation and performance of this Agreement shall be governed by the laws of the State of California. Venue for all litigation relative to the formation, interpretation and performance of this Agreement shall be in San Francisco. This Agreement may be assigned only with the written approval of Purchasing by written instrument executed and approved in the same manner as this Agreement.



34. Proposal, Quotation and Attachments. This contract incorporates by reference the provisions of any related bid request issued by City, any bid submitted by contractor, or both. This contract incorporates by reference the provision of any attachments.



35. Provisions Controlling. Contractor agrees that in the event of conflicting language between this contract and Contractor's printed form, the provisions of this contract shall take precedence. This section shall supersede any language in the contractor’s terms and conditions attempting to nullify City terms and conditions or to resolve language conflicts in favor of the contractor’s terms and conditions.



36. Food Service Waste Reduction Requirements. Contractor shall comply with the Food Service Waste Reduction Ordinance, as set forth in San Francisco Environment Code Chapter 16, including but not limited to the remedies for noncompliance provided therein.



37. Slavery Era Disclosure. [This paragraph applies if this contract is for financial services, insurance, or textiles.] Contractor shall comply with San Francisco Administrative Code Chapter 12Y, San Francisco Slavery Era Disclosure Ordinance, including but not limited to Contractor's affirmative duty to research and disclose evidence of Contractor, its parent or subsidiary entity, or its Predecessor Company's Participation in the Slave Trade or receipt of Profits from the Slave Trade. Contractor is subject to the enforcement and penalty provisions in Chapter 12Y.





38. Sugar-Sweetened Beverage Prohibition. Contractor agrees that it will not sell, provide, or otherwise distribute Sugar-Sweetened Beverages, as defined by San Francisco Administrative Code Chapter 101, as part of its performance of this Agreement.

P-250c

PO Terms	                                                    1

City and County of San Francisco P-250 Purchase Order Supplemental Terms for Commodities

1. [bookmark: _Hlk57724242][bookmark: _Hlk57724306]Delivery. Contractor must comply with the following delivery requirements.

Modify Section 1 below to reflect bid terms and City’s requirements related to Delivery. Add or remove sections as needed.   

A. Notice of Delivery: Prior to all deliveries, Contractor shall provide scheduled delivery dates to the ordering department.  Any deliveries made without prior scheduling will be rejected by the department with no additional costs incurred.

B. Hours of Delivery All deliveries shall be made and accepted at the City location indicated by the ordering department between the hours of 8:00 A.M. and 2:00 P.M. (adjust hours if needed)

C. Substitutions: No substitutions will be allowed unless approved in advance in writing by City.

D. Emergency Deliveries: Emergency deliveries shall be delivered by best means possible. Should the emergency delivery cause City to incur additional costs not contemplated by this Agreement, Contractor shall obtain City’s prior approval. Contractor shall notify City of the estimated time of delivery.

E. Back Orders: Contractor shall notify the ordering department immediately if it is unable to deliver the items and/or quantity ordered.  Contractor must notify and obtain approval from the ordering department prior to delivery of any back-ordered items.  Department may reject back-ordered items at no additional costs incurred to the City. In the event that back-ordered items are delayed in excess of five (5) working days, the City reserves the right to reject partial shipment or cancel the item(s) ordered from the Agreement, at no additional cost incurred to the City.

F. Packing Slips: All deliveries must include a packing slip and must provide the following information:

1. Complete description including manufacturer’s name and part number

2. Quantity ordered

3. Agreement number and contract item numbers

4. Back-ordered items and amount back-ordered

5. Date back-ordered items will be delivered

6. Purchase Order Number



2. Price. Only prices that appear on the Purchase Order will be considered. No other pages with prices or attached price lists and/or catalog prices will be considered. Prices shall be exclusive of any Federal, State, local sales or use tax. In the event of a discrepancy between the unit price and the extended price, the unit price will prevail.



3. Additional Goods. If, in the satisfaction of governmental interests it is necessary to purchase additional goods and services from Contractor in accordance with the Purchase Order, additional goods and services may be added to this Agreement by mutual agreement of the Parties in accordance with Chapter 21 of the San Francisco Administrative Code.  



· Include the following if applicable. If this section is not used, delete and enter “Reserved (Regulatory Requirements)”

4. Regulatory Requirements

A. [XXXX]

B. [XXXX]



[bookmark: _Hlk95497091]Include the following sections as needed. Delete those not used. 

5. Other Requirements. 

A. Hours of Operation: Contractor must maintain normal business hours of at least 7:00 A.M. to 5:00 P.M., Monday through Friday throughout the term of the Agreement, and be open at all times during that period.

B. Stock Levels: Contractor shall have and maintain, throughout the Agreement term, and any extension thereof, stocking levels of (___%) on all products and articles required by the (__________) Department.  Failure to maintain adequate stock may result in the Purchaser invoking the Contractor’s Default clause of the Agreement.

C. Support: Contractor shall be responsible for providing technical support and assistance to the City through Contractor’s own personnel, equipment and facilities as well as through manufacturer’s technical representatives.  As part of this technical support and assistance, the Contractor shall provide personnel with in-depth technical knowledge of the products the Contractor is providing under this Agreement, to answer questions and offer any assistance required by City personnel, during City business hours (7:00 A.M. – 5:00 P.M.).

D. Measurements: Contractor shall provide qualified personnel at one or more reasonable and convenient locations in San Francisco to make measurements, fit and make proper alterations and distribute uniforms and uniform accessories. The Contractor’s changing/fitting areas must not be viewed from the public portion of the retail outlet and must provide a secure environment for the officers and their equipment at no additional cost to the City or City Employees.

E. Warehouse Locations: Contractor shall have a storage warehouse, distribution facility, parking area and will-call counter located within San Francisco. (option – add: and/or San Mateo Counties, or other locations as needed) 

F. Infectious Disease Terms: Contractors required to perform physical activities on City property that places Contractor or its employees in proximity to medical patients, including but not limited to San Francisco Department of Public Health facilities where patient care or counseling is performed, shall be subject to the following requirements, as applicable:

1. Infection Control, Health and Safety:

a. Contractor must have a Bloodborne Pathogen (BBP) Exposure Control plan for its employees, agents and subcontractors as defined in the California Code of Regulations, Title 8, Section 5193, Bloodborne Pathogens (http://www.dir.ca.gov/title8/5193.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, training, immunization, use of personal protective equipment and safe needle devices, maintenance of a sharps injury log, post-exposure medical evaluations, and recordkeeping.

b. Contractor must demonstrate personnel policies/procedures for protection of its employees, agents, subcontractors and clients from other communicable diseases prevalent in the population served. Such policies and procedures shall include, but not be limited to, work practices, personal protective equipment, staff/client Tuberculosis (TB) surveillance, training, etc.

c. Contractor must demonstrate personnel policies/procedures for Tuberculosis (TB) exposure control consistent with the Centers for Disease Control and Prevention (CDC) recommendations for health care facilities and based on the Francis J. Curry National Tuberculosis Center: Template for Clinic Settings, as appropriate.

d. Contractor must demonstrate personnel policies/procedures for COVID-19 exposure control consistent with CDC recommendations, Cal/OSHA regulations, SF DPH Health Orders, Directives, and Guidance. The Contractor’s attention is directed to Cal/OSHA’s new 8 CCR 3205 COVID-19 Prevention Emergency Temporary Standard and/or any successor regulations.

e. Contractor is responsible for site conditions, equipment, health and safety of their employees, and all other persons who work or visit the job site.

f. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as BBP and TB and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

g. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

h. Contractor assumes responsibility for procuring all medical equipment and supplies for use by its employees, agents and subcontractors, including safe needle devices, and provides and documents all appropriate training.

i. Contractor shall demonstrate compliance with all state and local regulations with regard to handling and disposing of medical waste.



2. Aerosol Transmissible Disease Program, Health and Safety:

a. Contractor must have an Aerosol Transmissible Disease (ATD) Program as defined in the California Code of Regulations, Title 8, Section 5199, Aerosol Transmissible Diseases (http://www.dir.ca.gov/Title8/5199.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, screening procedures, source control measures, use of personal protective equipment, referral procedures, training, immunization, post-exposure medical evaluations/follow-up, and recordkeeping.

b. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as Aerosol Transmissible Disease and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

c. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

d. Contractor assumes responsibility for procuring all medical equipment and supplies for use by their employees, agents, subcontractors including Personnel Protective Equipment such as respirators, and provides and documents all appropriate training.

e. If/when Contractor determines that they do not fall under the requirements of 8 CCR 5199 Contractor is directed to Cal/OSHA’s Emergency Temporary Standard for COVID-19, 8 CCR 3205, which applies to all employers who do not fall under 8 CCR 5199 but for who’s employees have potential for exposure to COVID-19.



· [bookmark: _Toc56855676]The following section is required only if the purchase orders issued under this Agreement can be funded by the State or Federal governments. If the solicitation included LBE discounts or participation, delete the following section and enter “Reserved. (Federal and/or State Funded Contracts)”.

6. [bookmark: _Hlk57815769]Federal and/or State Funded Contracts

A. Disallowance. If Contractor requests or receives payment from City for goods and services, reimbursement for which is later disallowed by the State of California or United States Government, Contractor shall promptly refund the disallowed amount to City upon City’s request. At its option, City may offset the amount disallowed from any payment due or to become due to Contractor under this Purchase Order or any other agreement between Contractor and City. This section survives the termination of the Purchase Order.

B. Grant Terms. If the funding for this Purchase Order is provided in full or in part by a Federal or State Grant to the City, as part of the terms of receiving the funds, the City is required to incorporate some of the Federal or State Grant terms (“Grant Terms”) into this Purchase Order. The incorporated terms, if any, shall be found as part of this Purchase Order. To the extent that any Grant Term is inconsistent with any other provisions of this Purchase Order such that Contractor is unable to comply with both the Grant Term and the other provision(s), the Grant Term shall apply. Contractor shall insert each Grant Term into each lower tier subcontract. Contractor is responsible for compliance with the Grant Terms by any subcontractor, lower-tier subcontractor or service provider. This section survives the termination of the Purchase Order.



· Liquidated Damages are optional: it may be deleted if there are no time-sensitive milestones for the Contractor’s performance, or if the department concludes that liquidated damages are not required under the particular circumstances of the Purchase Order. If this section is not deleted, add the liquidated damages amount and make sure Purchase Order includes measurable deadlines for submission of Deliverables to allow City to impose liquidated damages.

7. Liquidated Damages. By entering into this Purchase Order, Contractor agrees that in the event the delivery of the goods and services are delayed beyond the scheduled milestones and timelines as provided in this Purchase Order, City will suffer actual damages that will be impractical or extremely difficult to determine. Contractor agrees that the sum of [insert whole dollar amount in words and numbers -- no pennies and no “.00”] per calendar day for each day of delay beyond scheduled milestones and timelines is not a penalty, but is a reasonable estimate of the loss that City will incur based on the delay, established in light of the circumstances existing at the time this Purchase Order was awarded. City may deduct a sum representing the liquidated damages from any money due to Contractor under this Purchase Order or any other contract or Purchase Order between City and Contractor. Such deductions shall not be considered a penalty, but rather agreed upon monetary damages sustained by City because of Contractor’s failure to furnish deliverables to City within the time fixed or such extensions of time permitted in writing by City.



8. [bookmark: _Toc56855687]Liability for Incidental and Consequential Damages. Contractor shall be responsible for incidental and consequential damages resulting in whole or in part from Contractor’s acts or omission. This section survives the termination of the Purchase Order.



· Performance Bond and Fidelity Bond are optional: They may be included if the nature of the Purchase Order includes some uncertainty, a Purchase Order may require labor, materials or fidelity bonds, or a corporate surety bond conditioned for the faithful performance of any Purchase Order for the purchase of services. Consult with your assigned Deputy City Attorney to assist you in drafting this language.  Otherwise, delete and replace with “Reserved (Performance Bond)” and “Reserved (Fidelity Bond)”, as applicable. 

9. [bookmark: _Toc56855677][bookmark: _Toc56855678]Performance Bond.   The Contractor is required to furnish a performance bond on the form in a form acceptable to the City, in a sum of not less than [insert bonding level] of the annual amount of the Purchase Order to guarantee the faithful performance of this Purchase Order.  The bond must be approved as to sufficiency and qualifications of the surety by the Controller.



10. Reserved (Fidelity Bond).



· The following types and amounts of insurance are those most commonly required in City Purchase Orders. However, departments should tailor the types and amounts of insurance to the particular risks associated with each Purchase Order. Examples of what will trigger higher policy limits and additional types of coverage include: chemicals, fuel, transport hazardous waste, heavy equipment, aircraft, and any commodity or service that can cause significant property damage or bodily injury.  In addition, the Risk Manager must approve any reduction in the amount of insurance coverage required or waiver of these coverages. Such approval must be documented when submitting the Purchase Order for approval. Removals should be indicated with a “Reserved.” and the subject of the omitted section.

11. Insurance 

A. Required Coverages. Without in any way limiting Contractor’s liability pursuant to the “Indemnification” section of this Purchase Order, Contractor must maintain in force, during the full term of the Purchase Order, insurance in the following amounts and coverages. This section shall survive termination of the Purchase Order. 

· General Liability is always required. Add “Policy must include Abuse and Molestation coverage.” where Contractor will provide services for vulnerable clients such as minors and/or the elderly.

1. Commercial General Liability Insurance with limits not less than $1,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual Liability, Personal Injury, Products and Completed Operations. Policy must include Abuse and Molestation coverage. 

· Auto Liability coverage is required unless the contractor submits a written statement that it will not use personal or company vehicles to perform its contractual obligations. If not applicable, delete and enter “Reserved (Auto Liability Coverage).

2. Commercial Automobile Liability Insurance with limits not less than $1,000,000 each occurrence, “Combined Single Limit” for Bodily Injury and Property Damage, including Owned, Non-Owned and Hired auto coverage, as applicable. 

· Workers Compensation is required for any company with employees. If Workers Compensation insurance is not applicable, delete and enter “Reserved (Workers Compensation Coverage).

3. Workers’ Compensation, in statutory amounts, with Employers’ Liability Limits not less than $1,000,000 each accident, injury, or illness.

4. Reserved (Professional Liability Insurance). 

5. Reserved (Technology Errors and Omissions Liability Insurance)

· Purchase Orders that create or increase the risk of loss of confidential data must include a requirement for Cyber and Privacy Insurance. If the Contractor does not provide such services, then delete the body text of subsection (6) and replace with “Reserved. (Cyber and Privacy Coverage).” NOTE: Limits of insurance may be increased in accordance with the number of records potentially at risk.

6. Cyber and Privacy Insurance with limits of not less than $1,000,000 per claim. Such insurance shall include coverage for liability arising from theft, dissemination, and/or use of confidential information, including but not limited to, bank and credit card account information or personal information, such as name, address, social security numbers, protected health information or other personally identifying information, stored or transmitted in electronic form.

· Pollution Liability Insurance is required if the Contractor is required to perform abatement or disposal of contaminated materials. If the Contractor does not provide such services, then delete the body text of subsection (7) and replace with “Reserved. (Pollution Liability Insurance)”.  

7. Pollution Liability Insurance  applicable to contractor’s activities and responsibilities under this Purchase Order with limits not less than $X,000,000 each occurrence combined single limit, including coverage for on-site third party claims for bodily injury and property damage.

B. Additional Insured Endorsements

1. The Commercial General Liability policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Additional Insured Endorsement).” 

2. The Commercial Automobile Liability Insurance policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· Include (3) if the contractor is responsible for removing pollutants from a City site in the performance of this Purchase Order. Otherwise, delete (3) below and enter “Reserved (Pollution Auto Liability Insurance Additional Insured Endorsement).”

3. The Commercial Automobile Liability Insurance policy must be endorsed to include (i) Auto Pollution Additional Insured Endorsement naming as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees; and (ii) Form MCS-90 for Motor Carrier Policies of Insurance for Public Liability under Sections 29 and 30 of the Motor Carrier Act of 1980. 

C. Waiver of Subrogation Endorsements

· If Worker Compensation Insurance is not applicable or if Contractor is NOT performing the Services on City property and/or premises, delete (1) below and enter “Reserved (Workers Compensation Insurance Waiver of Subrogation Endorsement).” Seek City Risk Manager approval if Contractor is expected to enter City premises but is not willing to provide the waiver of subrogation endorsement

1. The Workers’ Compensation policy(ies) shall be endorsed with a waiver of subrogation in favor of the City for all work performed by the Contractor, its employees, agents and subcontractors.

D. Primary Insurance Endorsements

1. The Commercial General Liability policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought.

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Primary Insurance Endorsement).”

2. The Commercial Automobile Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

· If Pollution Liability Insurance is not required, delete (3) below and enter “Reserved (Pollution Liability Insurance Primary Insurance Endorsement).”

3. The Pollution Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

E. Other Insurance Requirements

1. Thirty (30) days’ advance written notice shall be provided to the City of cancellation, intended non-renewal, or reduction in coverages, except for non-payment for which no less than ten (10) days’ notice shall be provided to City. Notices shall be sent to the City address set forth in Section 11.1 entitled “Notices to the Parties.” 

2. Should any of the required insurance be provided under a claims-made form, Contractor shall maintain such coverage continuously throughout the term of this Purchase Order and, without lapse, for a period of three years beyond the expiration of this Purchase Order, to the effect that, should occurrences during the Purchase Order term give rise to claims made after expiration of the Purchase Order, such claims shall be covered by such claims-made policies. 

3. Should any of the required insurance be provided under a form of coverage that includes a general annual aggregate limit or provides that claims investigation or legal defense costs be included in such general annual aggregate limit, such general annual aggregate limit shall be double the occurrence or claims limits specified above.

4. Should any required insurance lapse during the term of this Purchase Order, requests for payments originating after such lapse shall not be processed until the City receives satisfactory evidence of reinstated coverage as required by this Purchase Order, effective as of the lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this Purchase Order effective on the date of such lapse of insurance. 

5. Before commencing any Services, Contractor shall furnish to City certificates of insurance and additional insured policy endorsements with insurers with ratings comparable to A-, VIII or higher, that are authorized to do business in the State of California, and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of the insurance by City shall not relieve or decrease Contractor’s liability hereunder. 

6. If Contractor will use any subcontractor(s) to provide Services, Contractor shall require the subcontractor(s) to provide all necessary insurance and to name the City and County of San Francisco, its officers, agents and employees and the Contractor as additional insureds.   

[bookmark: _Hlk45720933]

12. Reserved (LBE Payment and Utilization Tracking System).  



13. Reserved (Payment of Prevailing Wages). 



14. [bookmark: _Toc56855713]Reserved (Working with Minors). 



15. [bookmark: _Toc56855715]Reserved (Public Access to Nonprofit Records and Meetings).



· If the scope of services in this Purchase Order includes sale, provision, or distribution of water, include the following section. If those services are not included, mark section as “Reserved. (Packaged Water Prohibition)”.

16. Packaged Water Prohibition. Contractor agrees that it shall not sell, provide, or otherwise distribute Packaged Water, as defined by San Francisco Environment Code Chapter 24, as part of its performance of this Purchase Order.



17. [bookmark: _Toc56855720]Reserved (Sweat Free Procurement)      



18. [bookmark: _Toc56855722][bookmark: _Toc56855724]Reserved (Prop J Approval).



19. Reserved (Displaced Worker Protection Act). 

[bookmark: _Toc56855745]

20. Reserved (Payment Card Industry (“PCI”) Requirements). 

 

21. Contractor Vaccination Policy.

A. Contractor acknowledges that it has read the requirements of the 38th Supplement to Mayoral Proclamation Declaring the Existence of a Local Emergency (“Emergency Declaration”), dated February 25, 2020, and the Contractor Vaccination Policy for City Contractors issued by the City Administrator (“Contractor Vaccination Policy”), as those documents may be amended from time to time. A copy of the Contractor Vaccination Policy can be found at: https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors. 

B. A Contract subject to the Emergency Declaration is an agreement between the City and any other entity or individual and any subcontract under such agreement, where Covered Employees of the Contractor or Subcontractor work in-person with City employees at a City owned, leased, or controlled facility. Such agreements include, but are not limited to, professional services contracts, general services contracts, public works contracts, and grants. Contract includes such agreements currently in place or entered into during the term of the Emergency Declaration. Contract does not include an agreement with a state or federal governmental entity or agreements that do not involve the City paying or receiving funds. A Contract includes Purchase Orders.

C. In accordance with the Contractor Vaccination Policy, Contractor agrees that: 

1. Where applicable, Contractor shall ensure it complies with the requirements of the Contractor Vaccination Policy pertaining to Covered Employees, as they are defined under the Emergency Declaration and the Contractor Vaccination Policy, and insure such Covered Employees are either fully vaccinated for COVID-19 or obtain from Contractor an exemption based on medical or religious grounds; and 

2. If Contractor grants Covered Employees an exemption based on medical or religious grounds, Contractor will promptly notify City by completing and submitting the Covered Employees Granted Exemptions Form (“Exemptions Form”), which can be found at https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors (navigate to “Exemptions” to download the form).

       Choose between Option 1 and 2 below. 

· If Option 1 is selected: Use the attached BAA. 

· If Option 2 is selected: Delete the attached BAA. 

22. [bookmark: _Toc56855746]Business Associate Agreement. The Parties acknowledge that CITY is a Covered Entity as defined in the Healthcare Insurance Portability and Accountability Act of 1996 (“HIPAA”) and is required to comply with the HIPAA Privacy Rule governing the access, use, disclosure, transmission, and storage of protected health information (PHI) and the Security Rule under the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”). The Parties acknowledge that CONTRACTOR will:

[bookmark: Check2]|_| Do at least one or more of the following:

A. Create, receive, maintain, or transmit PHI for or on behalf of CITY/SFDPH (including storage of PHI, digital or hard copy, even if Contractor does not view the PHI or only does so on a random or infrequent basis); or

B. Receive PHI, or access to PHI, from CITY/SFDPH or another Business Associate of City, as part of providing a service to or for CITY/SFDPH, including legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial; or

C. Transmit PHI data for CITY/SFDPH and require access on a regular basis to such PHI. (Such as health information exchanges (HIEs), e-prescribing gateways, or electronic health record vendors)

|_| NOT do any of the activities listed above in subsection 1;

	Contractor is not a Business Associate of CITY/SFDPH. F Business Associate Agreement and SF Attestations are not required for the purposes of this Purchase Order. 




· Delete this BAA Supplement if not applicable. 

Business Associate Agreement Supplement

This Business Associate Agreement (“BAA”) supplements and is made a part of the Purchase Order by and between the City and County of San Francisco, the Covered Entity (“CE”), and Contractor, the Business Associate (“BA”) (the “Agreement”). To the extent that the terms of the Agreement are inconsistent with the terms of this BAA, the terms of this BAA shall control. This BAA shall survive termination of the Purchase Order.

RECITALS

A. CE, by and through the City and County of San Francisco Department wishes to disclose certain information to BA pursuant to the terms of the Agreement, some of which may constitute Protected Health Information (“PHI”) (defined below).

B. For purposes of the Agreement, CE requires Contractor, even if Contractor is also a covered entity under HIPAA, to comply with the terms and conditions of this BAA as a BA of CE.

C. CE and BA intend to protect the privacy and provide for the security of PHI disclosed to BA pursuant to the Agreement in compliance with the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”), and regulations promulgated there under by the U.S. Department of Health and Human Services (the “HIPAA Regulations”) and other applicable laws, including, but not limited to, California Civil Code §§ 56, et seq., California Health and Safety Code § 1280.15, California Civil Code §§ 1798, et seq., California Welfare & Institutions Code §§5328, et seq., and the regulations promulgated there under (the “California Regulations”).  

D. As part of the HIPAA Regulations, the Privacy Rule and the Security Rule (defined below) require CE to enter into a Purchase Order containing specific requirements with BA prior to the disclosure of PHI, as set forth in, but not limited to, Title 45, Sections 164.314(a), 164.502(a) and (e) and 164.504(e) of the Code of Federal Regulations (“C.F.R.”) and contained in this BAA.

E. BA enters into agreements with CE that require the CE to disclose certain identifiable health information to BA.  The Parties desire to enter into this BAA to permit BA to have access to such information and comply with the BA requirements of HIPAA, the HITECH Act, and the corresponding Regulations. 

In consideration of the mutual promises below and the exchange of information pursuant to this BAA, the Parties agree as follows:

1. Definitions.

a. Breach means the unauthorized acquisition, access, use, or disclosure of PHI that compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information, and shall have the meaning given to such term under the HITECH Act and HIPAA Regulations [42 U.S.C. Section 17921 and 45 C.F.R. Section 164.402], as well as California Civil Code Sections 1798.29 and 1798.82.

b. Breach Notification Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and D.

c. Business Associate is a person or entity that performs certain functions or activities that involve the use or disclosure of protected health information received from a covered entity, but other than in the capacity of a member of the workforce of such covered entity or arrangement, and shall have the meaning given to such term under the Privacy Rule, the Security Rule, and the HITECH Act, including, but not limited to, 42 U.S.C. Section 17938 and 45 C.F.R. Section 160.103.

d. Covered Entity means a health plan, a health care clearinghouse, or a health care provider who transmits any information in electronic form in connection with a transaction covered under HIPAA Regulations, and shall have the meaning given to such term under the Privacy Rule and the Security Rule, including, but not limited to, 45 C.F.R. Section 160.103.

e. Data Aggregation means the combining of Protected Information by the BA with the Protected Information received by the BA in its capacity as a BA of another CE, to permit data analyses that relate to the health care operations of the respective covered entities, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

f. Designated Record Set means a group of records maintained by or for a CE, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

g. Electronic Protected Health Information means Protected Health Information that is maintained in or transmitted by electronic media and shall have the meaning given to such term under HIPAA and the HIPAA Regulations, including, but not limited to, 45 C.F.R. Section 160.103.  For the purposes of this BAA, Electronic PHI includes all computerized data, as defined in California Civil Code Sections 1798.29 and 1798.82.

h. Electronic Health Record means an electronic record of health-related information on an individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff, and shall have the meaning given to such term under the HITECH Act, including, but not limited to, 42 U.S.C. Section 17921.

i. Health Care Operations shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

j. Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and E.

k. Protected Health Information or PHI means any information, including electronic PHI, whether oral or recorded in any form or medium: (i) that relates to the past, present or future physical or mental condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (ii) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Sections 160.103 and 164.501.  For the purposes of this BAA, PHI includes all medical information and health insurance information as defined in California Civil Code Sections 56.05 and 1798.82.

l. Protected Information shall mean PHI provided by CE to BA or created, maintained, received or transmitted by BA on CE’s behalf.  

m. Security Incident means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system, and shall have the meaning given to such term under the Security Rule, including, but not limited to, 45 C.F.R. Section 164.304.

n. Security Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and C.

o. Unsecured PHI means PHI that is not secured by a technology standard that renders PHI unusable, unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by a standard developing organization that is accredited by the American National Standards Institute, and shall have the meaning given to such term under the HITECH Act and any guidance issued pursuant to such Act including, but not limited to, 42 U.S.C. Section 17932(h) and 45 C.F.R. Section 164.402.

2. Obligations of Business Associate.

a. Attestations. Except when CE’s data privacy officer exempts BA in writing, the BA shall complete the following forms, attached and incorporated by reference as though fully set forth herein, CITY/SFDPH Attestations for Privacy (Attachment 1) and Data Security (Attachment 2) within sixty (60) calendar days from the execution of the Agreement.  If CE makes substantial changes to any of these forms during the term of the Agreement, the BA will be required to complete CE’s updated forms within sixty (60) calendar days from the date that CE provides BA with written notice of such changes.  BA shall retain such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

b. User Training.  The BA shall provide, and shall ensure that BA subcontractors, provide, training on PHI privacy and security, including HIPAA and HITECH and its regulations, to each employee or agent that will access, use or disclose Protected Information, upon hire and/or prior to accessing, using or disclosing Protected Information for the first time, and at least annually thereafter during the term of the Agreement.  BA shall maintain, and shall ensure that BA subcontractors maintain, records indicating the name of each employee or agent and date on which the PHI privacy and security trainings were completed.  BA shall retain, and ensure that BA subcontractors retain, such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

c. Permitted Uses.  BA may use, access, and/or disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  Further, BA shall not use Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so used by CE.  However, BA may use Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE [45 C.F.R. Sections 164.502, 164.504(e)(2). and 164.504(e)(4)(i)].

d. Permitted Disclosures.  BA shall disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  BA shall not disclose Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so disclosed by CE.  However, BA may disclose Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE.  If BA discloses Protected Information to a third party, BA must obtain, prior to making any such disclosure, (i) reasonable written assurances from such third party that such Protected Information will be held confidential as provided pursuant to this BAA and used or disclosed only as required by law or for the purposes for which it was disclosed to such third party, and (ii) a written agreement from such third party to immediately notify BA of any breaches, security incidents, or unauthorized uses or disclosures of the Protected Information in accordance with paragraph 2 (n) of this BAA, to the extent it has obtained knowledge of such occurrences [42 U.S.C. Section 17932; 45 C.F.R. Section 164.504(e)].  BA may disclose PHI to a BA that is a subcontractor and may allow the subcontractor to create, receive, maintain, or transmit Protected Information on its behalf, if the BA obtains satisfactory assurances, in accordance with 45 C.F.R. Section 164.504(e)(1), that the subcontractor will appropriately safeguard the information [45 C.F.R. Section 164.502(e)(1)(ii)].  

e. Prohibited Uses and Disclosures.  BA shall not use or disclose Protected Information other than as permitted or required by the Agreement and BAA, or as required by law.  BA shall not use or disclose Protected Information for fundraising or marketing purposes.  BA shall not disclose Protected Information to a health plan for payment or health care operations purposes if the patient has requested this special restriction, and has paid out of pocket in full for the health care item or service to which the Protected Information solely relates [42 U.S.C. Section 17935(a) and 45 C.F.R. Section 164.522(a)(1)(vi)].  BA shall not directly or indirectly receive remuneration in exchange for Protected Information, except with the prior written consent of CE and as permitted by the HITECH Act, 42 U.S.C. Section 17935(d)(2), and the HIPAA regulations, 45 C.F.R. Section 164.502(a)(5)(ii); however, this prohibition shall not affect payment by CE to BA for goods and services provided pursuant to the Agreement.   

f. Appropriate Safeguards.  BA shall take the appropriate security measures to protect the confidentiality, integrity and availability of PHI that it creates, receives, maintains, or transmits on behalf of the CE, and shall prevent any use or disclosure of PHI other than as permitted by the Agreement or this BAA, including, but not limited to, administrative, physical and technical safeguards in accordance with the Security Rule, including, but not limited to, 45 C.F.R. Sections 164.306, 164.308, 164.310, 164.312, 164.314 164.316, and 164.504(e)(2)(ii)(B).  BA shall comply with the policies and procedures and documentation requirements of the Security Rule, including, but not limited to, 45 C.F.R. Section 164.316, and 42 U.S.C. Section 17931.  BA is responsible for any civil penalties assessed due to an audit or investigation of BA, in accordance with 42 U.S.C. Section 17934(c).

g. Business Associate’s Subcontractors and Agents.  BA shall ensure that any agents and subcontractors that create, receive, maintain or transmit Protected Information on behalf of BA, agree in writing to the same restrictions and conditions that apply to BA with respect to such PHI and implement the safeguards required by paragraph 2.f. above with respect to Electronic PHI [45 C.F.R. Section 164.504(e)(2) through (e)(5); 45 C.F.R. Section 164.308(b)].  BA shall mitigate the effects of any such violation. 

h. Accounting of Disclosures.  Within ten (10) calendar days of a request by CE for an accounting of disclosures of Protected Information or upon any disclosure of Protected Information for which CE is required to account to an individual, BA and its agents and subcontractors shall make available to CE the information required to provide an accounting of disclosures to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.528, and the HITECH Act, including but not limited to 42 U.S.C. Section 17935 (c), as determined by CE.  BA agrees to implement a process that allows for an accounting to be collected and maintained by BA and its agents and subcontractors for at least seven (7) years prior to the request.  However, accounting of disclosures from an Electronic Health Record for treatment, payment or health care operations purposes are required to be collected and maintained for only three (3) years prior to the request, and only to the extent that BA maintains an Electronic Health Record.  At a minimum, the information collected and maintained shall include: (i) the date of disclosure; (ii) the name of the entity or person who received Protected Information and, if known, the address of the entity or person; (iii) a brief description of Protected Information disclosed; and (iv) a brief statement of purpose of the disclosure that reasonably informs the individual of the basis for the disclosure, or a copy of the individual’s authorization, or a copy of the written request for disclosure [45 C.F.R. 164.528(b)(2)].  If an individual or an individual’s representative submits a request for an accounting directly to BA or its agents or subcontractors, BA shall forward the request to CE in writing within five (5) calendar days.

i. Access to Protected Information.  BA shall make Protected Information maintained by BA or its agents or subcontractors in Designated Record Sets available to CE for inspection and copying within (5) days of request by CE to enable CE to fulfill its obligations under state law [Health and Safety Code Section 123110] and the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.524 [45 C.F.R. Section 164.504(e)(2)(ii)(E)].  If BA maintains Protected Information in electronic format, BA shall provide such information in electronic format as necessary to enable CE to fulfill its obligations under the HITECH Act and HIPAA Regulations, including, but not limited to, 42 U.S.C. Section 17935(e) and 45 C.F.R. 164.524.

j. Amendment of Protected Information.  Within ten (10) days of a request by CE for an amendment of Protected Information or a record about an individual contained in a Designated Record Set, BA and its agents and subcontractors shall make such Protected Information available to CE for amendment and incorporate any such amendment or other documentation to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.526.  If an individual request an amendment of Protected Information directly from BA or its agents or subcontractors, BA must notify CE in writing within five (5) days of the request and of any approval or denial of amendment of Protected Information maintained by BA or its agents or subcontractors [45 C.F.R. Section 164.504(e)(2)(ii)(F)].  

k. Governmental Access to Records.   BA shall make its internal practices, books and records relating to the use and disclosure of Protected Information available to CE and to the Secretary of the U.S. Department of Health and Human Services (the “Secretary”) for purposes of determining BA’s compliance with HIPAA [45 C.F.R. Section 164.504(e)(2)(ii)(I)].  BA shall provide CE a copy of any Protected Information and other documents and records that BA provides to the Secretary concurrently with providing such Protected Information to the Secretary. 

l. Minimum Necessary.  BA, its agents and subcontractors shall request, use and disclose only the minimum amount of Protected Information necessary to accomplish the intended purpose of such use, disclosure, or request. [42 U.S.C. Section 17935(b); 45 C.F.R. Section 164.514(d)].  BA understands and agrees that the definition of “minimum necessary” is in flux and shall keep itself informed of guidance issued by the Secretary with respect to what constitutes “minimum necessary” to accomplish the intended purpose in accordance with HIPAA and HIPAA Regulations. 

m. Data Ownership.   BA acknowledges that BA has no ownership rights with respect to the Protected Information.

n. Notification of Breach.  BA shall notify CE within 5 calendar days of any breach of Protected Information; any use or disclosure of Protected Information not permitted by the BAA; any Security Incident (except as otherwise provided below) related to Protected Information, and any use or disclosure of data in violation of any applicable federal or state laws by BA or its agents or subcontractors.  The notification shall include, to the extent possible, the identification of each individual whose unsecured Protected Information has been, or is reasonably believed by the BA to have been, accessed, acquired, used, or disclosed, as well as any other available information that CE is required to include in notification to the individual, the media, the Secretary, and any other entity under the Breach Notification Rule and any other applicable state or federal laws, including, but not limited, to 45 C.F.R. Section 164.404 through 45 C.F.R. Section 164.408, at the time of the notification required by this paragraph or promptly thereafter as information becomes available.  BA shall take (i) prompt corrective action to cure any deficiencies and (ii) any action pertaining to unauthorized uses or disclosures required by applicable federal and state laws.  [42 U.S.C. Section 17921; 42 U.S.C. Section 17932; 45 C.F.R. 164.410; 45 C.F.R. Section 164.504(e)(2)(ii)(C); 45 C.F.R. Section 164.308(b)]

o. Breach Pattern or Practice by Business Associate’s Subcontractors and Agents.  Pursuant to 42 U.S.C. Section 17934(b) and 45 C.F.R. Section 164.504(e)(1)(iii), if the BA knows of a pattern of activity or practice of a subcontractor or agent that constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA, the BA must take reasonable steps to cure the breach or end the violation.  If the steps are unsuccessful, the BA must terminate the contractual arrangement with its subcontractor or agent, if feasible.  BA shall provide written notice to CE of any pattern of activity or practice of a subcontractor or agent that BA believes constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA within five (5) calendar days of discovery and shall meet with CE to discuss and attempt to resolve the problem as one of the reasonable steps to cure the breach or end the violation.

3. Termination.

a. Material Breach.  A breach by BA of any provision of this BAA, as determined by CE, shall constitute a material breach of the Agreement and this BAA and shall provide grounds for immediate termination of the Agreement and this BAA, any provision in the Agreement to the contrary notwithstanding. [45 C.F.R. Section 164.504(e)(2)(iii).]

b. Judicial or Administrative Proceedings.  CE may terminate the Agreement and this BAA, effective immediately, if (i) BA is named as defendant in a criminal proceeding for a violation of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws or (ii) a finding or stipulation that the BA has violated any standard or requirement of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws is made in any administrative or civil proceeding in which the party has been joined.

c. Effect of Termination.   Upon termination of the Agreement and this BAA for any reason, BA shall, at the option of CE, return or destroy all Protected Information that BA and its agents and subcontractors still maintain in any form, and shall retain no copies of such Protected Information.  If return or destruction is not feasible, as determined by CE, BA shall continue to extend the protections and satisfy the obligations of Section 2 of this BAA to such information, and limit further use and disclosure of such PHI to those purposes that make the return or destruction of the information infeasible [45 C.F.R. Section 164.504(e)(2)(ii)(J)].  If CE elects destruction of the PHI, BA shall certify in writing to CE that such PHI has been destroyed in accordance with the Secretary’s guidance regarding proper destruction of PHI.

d. Civil and Criminal Penalties.  BA understands and agrees that it is subject to civil or criminal penalties applicable to BA for unauthorized use, access or disclosure or Protected Information in accordance with the HIPAA Regulations and the HITECH Act including, but not limited to, 42 U.S.C. 17934 (c).  

e. Disclaimer.  CE makes no warranty or representation that compliance by BA with this BAA, HIPAA, the HITECH Act, or the HIPAA Regulations or corresponding California law provisions will be adequate or satisfactory for BA’s own purposes.  BA is solely responsible for all decisions made by BA regarding the safeguarding of PHI.  

4. Amendment to Comply with Law.

The parties acknowledge that state and federal laws relating to data security and privacy are rapidly evolving and that amendment of the Agreement or this BAA may be required to provide for procedures to ensure compliance with such developments.  The parties specifically agree to take such action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations and other applicable state or federal laws relating to the security or confidentiality of PHI.  The parties understand and agree that CE must receive satisfactory written assurance from BA that BA will adequately safeguard all Protected Information.  Upon the request of either party, the other party agrees to promptly enter into negotiations concerning the terms of an amendment to this BAA embodying written assurances consistent with the updated standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable state or federal laws.  CE may terminate the Agreement upon thirty (30) days written notice in the event (i) BA does not promptly enter into negotiations to amend the Agreement or this BAA when requested by CE pursuant to this section or (ii) BA does not enter into an amendment to the Agreement or this BAA providing assurances regarding the safeguarding of PHI that CE, in its sole discretion, deems sufficient to satisfy the standards and requirements of applicable laws.  

5. Reimbursement for Fines or Penalties.

In the event that CE pays a fine to a state or federal regulatory agency, and/or is assessed civil penalties or damages through private rights of action, based on an impermissible access, use or disclosure of PHI by BA or its subcontractors or agents, then BA shall reimburse CE in the amount of such fine or penalties or damages within thirty (30) calendar days from City’s written notice to BA of such fines, penalties or damages.  
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City’s Purchase Order Terms

B. Commercial Terms

1. Cash Discounts—Terms of Payment. The discount period will start upon date of completion of delivery of all items on any Purchase Order or other authorization certified by the City’s Controller, or upon date of receipt of properly prepared invoices covering such deliveries, whichever is later. Payment is deemed to be made, for the purpose of earning the discount, on the date of mailing the City’s check. No additional charge shall accrue against City in the event City does not make payment within any time specified by bidder.



2. Place of Manufacture. No article furnished hereunder shall have been made in prison or by convict labor, except articles purchased for use by City’s detention facilities.



3. Electrical Products. Goods must comply with all applicable laws, ordinances and other legal requirements, including (among others) the Cal-OSHA regulations in Title 8 of the Code of Regulations and, for electrical products, Sections 110.2 and 110.3 (B) of the S.F. Electrical Code.



4. Condition of Articles. Articles offered and furnished must be new and previously unused, and of manufacturer’s latest model, unless otherwise specified herein.



5. Inspection. All articles supplied shall be subject to inspection and acceptance or rejection by Purchasing or any department official responsible for inspection. Non-conforming or rejected goods may be subject to reasonable storage fees.



6. F.O.B. Point. F.O.B destination in San Francisco, freight prepaid and allowed, unless otherwise specified.



7. Failure to Deliver. If Contractor fails to deliver an article and/or service of the quality, in the manner or within the time called for by this contract, such article and/or service may be bought from any source by Purchasing and if a greater price than the contract price be paid, the excess price will be charged to and collected from Contractor or sureties on its bond if bond has been required; or, the City may terminate the contract for default; or, the City may return deliveries already made and receive a refund.



8. Material Safety Data Sheets. Where required by law, contractor will include Material Safety Data Sheets (MSDSs) with delivery for applicable items. Failure to include the MSDSs for such items will constitute a material breach of contract and may result in refusal to accept delivery.



9. Taxes. City is exempt from federal taxes except on articles for resale. Contractor will enter state and local sales or use tax, and excise tax if applicable, on invoices.

C. [bookmark: B.__General_Contract_Conditions]General Contract Conditions

10. Budget and Fiscal Provisions. This contract is subject to the budget and fiscal provisions of the City’s Charter. Charges will accrue only after prior written authorization certified by the Controller, and the amount of City’s obligation hereunder shall not at any time exceed the amount certified for the purpose and period stated in such advance authorization. This section controls against any and all other provisions of this contract.



11. Guaranteed Maximum Costs. The City's payment obligation to Contractor cannot at any time exceed the amount certified by the Controller for the purpose and period stated in such certification. Absent an authorized Emergency per the City’s Charter or applicable Code, no City representative is authorized to offer or promise, nor is the City required to honor, any offered or promised payments to Contractor under this Purchase Order in excess of the certified maximum amount without the Controller having first certified the additional promised amount and the Contractor and City having modified this Purchase Order as authorized by amendment and approved as required by law. The Controller is not authorized to make payments on any contract for which funds have not been certified as available in the budget or by supplemental appropriation.



12. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco Administrative Code §21.35, any contractor, subcontractor or consultant who submits a false claim shall be liable to the City for the statutory penalties set forth in that section. A contractor, subcontractor or consultant will be deemed to have submitted a false claim to the City if the contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an officer or employee of the City a false claim or request for payment or approval; (b) knowingly makes, uses, or causes to be made or used a false record or statement to get a false claim paid or approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid by the City; (d) knowingly makes, uses, or causes to be made or used a false record or statement to conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or (e) is a beneficiary of an inadvertent submission of a false claim to the City, subsequently discovers the falsity of the claim, and fails to disclose the false claim to the City within a reasonable time after discovery of the false claim



13. Hold Harmless and Indemnification. Contractor shall indemnify and save harmless City and its officers, agents and employees from, and, if requested, shall defend them from and against any and all claims, demands, losses, damages, costs, expenses, and liability (legal, contractual, or otherwise) arising from or in any way connected with any: (i) injury to or death of a person, including employees of City or Contractor; (ii) loss of or damage to property; (iii) violation of local, state, or federal common law, statute or regulation, including but not limited to privacy or personally identifiable information, health information, disability and labor laws or regulations; (iv)


strict liability imposed by any law or regulation; or (v) losses arising from Contractor's execution of subcontracts not in accordance with the requirements of this Purchase Order applicable to subcontractors; so long as such injury, violation, loss, or strict liability (as set forth in subsections

(i) – (v) above) arises directly or indirectly from Contractor’s performance of this Purchase Order, including, but not limited to, Contractor’s use of facilities or equipment provided by City or others, regardless of the negligence of, and regardless of whether liability without fault is imposed or sought to be imposed on City, except to the extent that such indemnity is void or otherwise unenforceable under applicable law, and except where such loss, damage, injury, liability or claim is the result of the active negligence or willful misconduct of City and is not contributed to by any act of, or by any omission to perform some duty imposed by law or agreement on Contractor, its subcontractors or either’s agent or employee. The foregoing indemnity shall include, without limitation, reasonable fees of attorneys, consultants and experts and related costs and City’s costs of investigating any claims against the City. In addition to Contractor’s obligation to indemnify City, Contractor specifically acknowledges and agrees that it has an immediate and independent obligation to defend City from any claim which actually or potentially falls within this indemnification provision, even if the allegations are or may be groundless, false or fraudulent, which obligation arises at the time such claim is tendered to Contractor by City and continues at all times thereafter. Contractor shall indemnify and hold City harmless from all loss and liability, including attorneys’ fees, court costs and all other litigation expenses for any infringement of the patent rights, copyright, trade secret or any other proprietary right or trademark, and all other intellectual property claims of any person or persons arising directly or indirectly from the receipt by City, or any of its officers or agents, of articles or services to be supplied in the performance of this Purchase Order.



14. Liability of City. CITY'S PAYMENT OBLIGATIONS UNDER THE PURCHASE ORDER SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED UNDER THIS CONTRACT. NOTWITHSTANDING ANY OTHER PROVISION OF THIS PURCHASE ORDER, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF WHETHER ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL, CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOST PROFITS, ARISING OUT OF OR IN CONNECTION WITH THIS PURCHASE ORDER OR THE SERVICES PERFORMED IN CONNECTION WITH THIS PURCHASE ORDER.



15. Termination and Termination for Convenience. In the event Contractor fails to perform any of its obligations under this contract, in addition to any other remedies available to City, this contract may be terminated and all of Contractor's rights hereunder ended. Termination will be effective after ten days’ written notice to Contractor. No new work will be undertaken, and no new deliveries will be made, after the date of receipt of any notice of termination, or five days after the date of the notice, whichever is earlier. In the event of such termination, Contractor will be paid for those goods delivered and services performed, or deliveries made, under this contract to the satisfaction of the City, up to the date of termination. However, City may offset from any such amounts due Contractor any liquidated damages or other costs City has or will incur due to Contractor’s nonperformance. Any such offset by City will not constitute a waiver of any other remedies City may have against Contractor for financial injury or otherwise. City shall have the option, in its sole discretion, to terminate this Purchase Order, at any time during the term hereof, for convenience and without cause. City shall exercise this option by giving Contractor written notice of termination. The notice shall specify the date on which termination shall become effective. In the event of such termination, Contractor will be paid for those services performed, or deliveries made, pursuant to this Purchase Order to the satisfaction of the City up to the date of termination. In no event shall City be liable for costs incurred by Contractor or any of its subcontractors after the termination date specified by City. Such non-recoverable costs include, but are not limited to, anticipated profits on this contract, post-termination employee salaries, post-termination administrative expenses, or any other cost which is not reasonable or authorized under this section. This section shall not prevent Contractor from recovering costs necessarily incurred in discontinuing further work, or canceling further deliveries, under the contract after receipt of the termination notice.

16. [bookmark: 16._Nondisclosure_of_Private,_Proprietar]Nondisclosure of Private, Proprietary or Confidential Information. If this Purchase Order requires City to disclose "Private Information" to Contractor within the meaning of San Francisco Administrative Code Chapter 12M, Contractor and subcontractor shall use such information only in accordance with the restrictions stated in Chapter 12M and in this Purchase Order and only as necessary in performing the services. Contractor is subject to the enforcement and penalty provisions in Chapter 12M. In the performance of services, Contractor may have access to City's proprietary or confidential information, the disclosure of which to third parties may damage City. If City discloses proprietary or confidential information to Contractor, such information must be held by Contractor in confidence and used only in performing the Purchase Order. Contractor shall exercise the same standard of care to protect such information as a reasonably prudent contractor would use to protect its own proprietary or confidential information.



17. [bookmark: 17._Consideration_of_Criminal_History_in][bookmark: a._Contractor_agrees_to_comply_fully_wit]Consideration of Criminal History in Hiring and Employment Decisions.

a. Contractor agrees to comply fully with and be bound by all of the provisions of Chapter 12T, “City Contractor/Subcontractor Consideration of Criminal History in Hiring and Employment Decisions,” of the San Francisco Administrative Code (“Chapter 12T”), including the remedies provided, and implementing regulations, as may be amended from time to time. The provisions of Chapter 12T are incorporated by reference and made a part of this Purchase Order as though fully set forth herein. The text of the Chapter 12T is available on the web at http://sfgov.org/olse/fco. Contractor is required to comply with all of the applicable provisions of 12T, irrespective of the listing of obligations in this Section. Capitalized terms used in this Section and not defined in this Purchase Order shall have the meanings assigned to such terms in Chapter 12T.



b. The requirements of Chapter 12T shall only apply to a Contractor’s or Subcontractor’s operations to the extent those operations are in furtherance of the performance of this Purchase Order, shall apply only to applicants and employees who would be or are performing work in furtherance of this Purchase Order, and shall apply when the physical location of the employment or prospective employment of an individual is wholly or substantially within the City of San Francisco. Chapter 12T shall not apply when the application in a particular context would conflict with federal or state law or with a requirement of a government agency implementing federal or state law.



18. Local Business Enterprise and Non-Discrimination in Contracting Ordinance. Contractor, shall comply with all the requirements of the Local Business Enterprise and Non- Discrimination in Contracting Ordinance set forth in Chapter 14B of the San Francisco Administrative Code as it now exists or as it may be amended in the future (collectively the “LBE Ordinance”). Contractor is subject to the enforcement and penalty provisions in Chapter 14B.

19. [bookmark: 19._Nondiscrimination_Requirements.]Nondiscrimination Requirements.

a. [bookmark: a._Non_Discrimination_in_Contracts.__Con]Non Discrimination in Contracts. Contractor shall comply with the provisions of Chapters 12B and 12C of the San Francisco Administrative Code. Contractor shall incorporate by reference in all subcontracts the provisions of Sections 12B.2(a), 12B.2(c)-(k), and 12C.3 of the San Francisco Administrative Code and shall require all subcontractors to comply with such provisions. Contractor is subject to the enforcement and penalty provisions in Chapters 12B and 12C.



b. Nondiscrimination in the Provision of Employee Benefits. San Francisco Administrative Code 12B.2. Contractor does not as of the date of this Agreement, and will not during the term of this Agreement, in any of its operations in San Francisco, on real property owned by San Francisco, or where work is being performed for the City elsewhere in the United States, discriminate in the provision of employee benefits between employees with domestic partners and employees with spouses and/or between the domestic partners and spouses of such employees, subject to the conditions set forth in San Francisco Administrative Code Section12B.2.



20. MacBride Principles--Northern Ireland. The provisions of San Francisco Administrative Code §12F are incorporated herein by this reference and made part of this Agreement. By accepting this Agreement, Contractor confirms that Contractor has read and understood that the City urges companies doing business in Northern Ireland to resolve employment inequities and to abide by the MacBride Principles, and urges San Francisco companies to do business with corporations that abide by the MacBride Principles.



21. Tropical Hardwood and Virgin Redwood Ban. Pursuant to San Francisco Environment Code Section 804(b), the City urges Contractor not to import, purchase, obtain, or use for any purpose, any tropical hardwood, tropical hardwood wood product, virgin redwood or virgin redwood wood product. Contractor shall comply with San Francisco Environment Code Chapter 8, which provides that except as expressly permitted by the application of Sections 802(b) and 803(b) of the San Francisco Environment Code, Contractor shall not provide any items to the City in performance of this contract which are tropical hardwoods, tropical hardwood wood products, virgin redwood or virgin redwood wood products. Contractor is subject to the penalty and enforcement provisions of Chapter 8.



22. Resource Conservation. Contractor agrees to comply fully with the provisions of Chapter 5 of the San Francisco Environment Code (“Resource Conservation”), as amended from time to time. Said provisions are incorporated herein by reference.



23. Alcohol and Drug-Free Workplace Policy. City reserves the right to deny access to, or require Contractor to remove from, City facilities personnel of any Contractor or subcontractor who City has reasonable grounds to believe has engaged in alcohol abuse or illegal drug activity which in any way impairs City's ability to maintain safe work facilities or to protect the health and well-being of City employees and the general public. City shall have the right of final approval for the entry or re-entry of any such person previously denied access to, or removed from, City facilities. Illegal drug activity means possessing, furnishing, selling, offering, purchasing, using or being under the influence of illegal drugs or other controlled substances for which the individual lacks a valid prescription. Alcohol abuse means possessing, furnishing, selling, offering, or using alcoholic beverages, or being under the influence of alcohol.



24. Compliance with Americans with Disabilities Act. Contractor acknowledges that, pursuant to the Americans with Disabilities Act (ADA), programs, services and other activities provided by a public entity to the public, whether directly or through a contractor, must be accessible to the disabled public. Contractor shall provide the Services in a manner that complies with the Americans with Disabilities Act (ADA), including but not limited to Title II's program access requirements, and all other applicable federal, state and local disability rights legislation.



25. Sunshine Ordinance. Contractor acknowledges that this Agreement and all records related to its formation, Contractor's performance under this Agreement, and City's payment are subject to the California Public Records Act, (California Government Code §6250 et. seq.), and the San Francisco Sunshine Ordinance, (San Francisco Administrative Code Chapter 67). Such records are subject to public inspection and copying unless exempt from disclosure under federal, state or local law.



26. Limitations on Contributions. By executing this Agreement, Contractor acknowledges that it is familiar with section 1.126 of the City’s Campaign and Governmental Conduct Code, which prohibits any person who contracts with the City for the rendition of personal services, for the furnishing of any material, supplies or equipment, for the sale or lease of any land or building, or for a grant, loan or loan guarantee, from making any campaign contribution to (1) an individual holding a City elective office if the contract must be approved by the individual, a board on which that individual serves, or the board of a state agency on which an appointee of that individual serves, (2) a candidate for the office held by such individual, or (3) a committee controlled by such individual, at any time from the commencement of negotiations for the contract until the later of either the termination of negotiations for such contract or six months after the date the contract is approved. The prohibition on contributions applies to each prospective party to the contract; each member of Contractor’s board of directors; Contractor’s chairperson, chief executive officer, chief financial officer and chief operating officer; any person with an ownership interest of more than 20 percent in Contractor; any subcontractor listed in the bid or contract; and any committee that is sponsored or controlled by Contractor. Contractor must inform each such person of the limitation on contributions imposed by Section 1.126 and provide the names of the persons required to be informed to City.

[bookmark: 26._Limitations_on_Contributions.__By_ex]

27. Minimum Compensation Ordinance ("MCO”) -- Service Contracts only. Contractor shall pay covered employees no less than the minimum compensation required by San Francisco Administrative Code Chapter 12P. Contractor is subject to the enforcement and penalty provisions in Chapter 12P. By signing and executing this Agreement, Contractor certifies that it is in compliance with Chapter 12P.

28. Health Care Accountability Ordinance (HCAO) [Service contracts including agreements between a Tenant or Subtenant lasting 1 year or more only]. Contractor shall comply with San Francisco Administrative Code Chapter 12Q. Contractor shall choose and perform one of the Health Care Accountability options set forth in San Francisco Administrative Code Chapter 12Q.3. Contractor is subject to the enforcement and penalty provisions in Chapter 12Q



29. First Source Hiring Program [if contract is greater than $50,000 and if Contractor has an office in Alameda, San Francisco or San Mateo counties] Contractor must comply with all of the provisions of the First Source Hiring Program, Chapter 83 of the San Francisco Administrative Code, that apply to this Agreement, and Contractor is subject to the enforcement and penalty provisions in Chapter 83.



30. Prohibition on Use of Public Funds for Political Activity. In performing the Services, Contractor shall comply with San Francisco Administrative Code Chapter 12G, which prohibits funds appropriated by the City for this Agreement from being expended to participate in, support, or attempt to influence any political campaign for a candidate or for a ballot measure. Contractor is subject to the enforcement and penalty provisions in Chapter 12G.



31. [bookmark: 31._Preservative-Treated_Wood_Products._]Preservative-Treated Wood Products. Contractor shall comply with the provisions of San Francisco Environment Code Chapter 13, which requires that each Contractor purchasing preservative-treated wood products on behalf of the City, shall only purchase such products from the list of alternatives adopted by the Department of the Environment pursuant to Section 1302 of Chapter 13, unless otherwise granted an exemption by the terms of that Chapter.



32. [bookmark: 32._Use_of_City_Opinion.__Contractor_sha]Use of City Opinion. Contractor shall not quote, paraphrase, or otherwise refer to or use any opinion of City, its officers of agents, regarding Contractor or Contractor’s performance under this contract without prior written permission of Purchasing.



33. Contract Interpretation; Choice of Law/Venue; Assignment. Should any questions arise as to the meaning and intent of the contract, the matter shall be referred to Purchasing, who shall decide the true meaning and intent of the contract. The formation, interpretation and performance of this Agreement shall be governed by the laws of the State of California. Venue for all litigation relative to the formation, interpretation and performance of this Agreement shall be in San Francisco. This Agreement may be assigned only with the written approval of Purchasing by written instrument executed and approved in the same manner as this Agreement.



34. Proposal, Quotation and Attachments. This contract incorporates by reference the provisions of any related bid request issued by City, any bid submitted by contractor, or both. This contract incorporates by reference the provision of any attachments.



35. Provisions Controlling. Contractor agrees that in the event of conflicting language between this contract and Contractor's printed form, the provisions of this contract shall take precedence. This section shall supersede any language in the contractor’s terms and conditions attempting to nullify City terms and conditions or to resolve language conflicts in favor of the contractor’s terms and conditions.



36. Food Service Waste Reduction Requirements. Contractor shall comply with the Food Service Waste Reduction Ordinance, as set forth in San Francisco Environment Code Chapter 16, including but not limited to the remedies for noncompliance provided therein.



37. Slavery Era Disclosure. [This paragraph applies if this contract is for financial services, insurance, or textiles.] Contractor shall comply with San Francisco Administrative Code Chapter 12Y, San Francisco Slavery Era Disclosure Ordinance, including but not limited to Contractor's affirmative duty to research and disclose evidence of Contractor, its parent or subsidiary entity, or its Predecessor Company's Participation in the Slave Trade or receipt of Profits from the Slave Trade. Contractor is subject to the enforcement and penalty provisions in Chapter 12Y.





38. Sugar-Sweetened Beverage Prohibition. Contractor agrees that it will not sell, provide, or otherwise distribute Sugar-Sweetened Beverages, as defined by San Francisco Administrative Code Chapter 101, as part of its performance of this Agreement.
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City and County of San Francisco P-250 Purchase Order Supplemental Terms for Commodities and General Services

1. [bookmark: _Hlk57724242][bookmark: _Hlk57724306]Delivery. Contractor must comply with the following delivery requirements.

Modify Section 1 below to reflect bid terms and City’s requirements related to Delivery. Add or remove sections as needed.   

A. Notice of Delivery: Prior to all deliveries, Contractor shall provide scheduled delivery dates to the ordering department.  Any deliveries made without prior scheduling will be rejected by the department with no additional costs incurred.

B. Hours of Delivery All deliveries shall be made and accepted at the City location indicated by the ordering department between the hours of 8:00 A.M. and 2:00 P.M. (adjust hours if needed)

C. Substitutions: No substitutions will be allowed unless approved in advance in writing by City.

D. Emergency Deliveries: Emergency deliveries shall be delivered by best means possible. Should the emergency delivery cause City to incur additional costs not contemplated by this Agreement, Contractor shall obtain City’s prior approval. Contractor shall notify City of the estimated time of delivery.

E. Back Orders: Contractor shall notify the ordering department immediately if it is unable to deliver the items and/or quantity ordered.  Contractor must notify and obtain approval from the ordering department prior to delivery of any back-ordered items.  Department may reject back-ordered items at no additional costs incurred to the City. In the event that back-ordered items are delayed in excess of five (5) working days, the City reserves the right to reject partial shipment or cancel the item(s) ordered from the Agreement, at no additional cost incurred to the City.

F. Packing Slips: All deliveries must include a packing slip and must provide the following information:

1. Complete description including manufacturer’s name and part number

2. Quantity ordered

3. Agreement number and contract item numbers

4. Back-ordered items and amount back-ordered

5. Date back-ordered items will be delivered

6. Purchase Order Number



2. Price. Only prices that appear on the Purchase Order will be considered. No other pages with prices or attached price lists and/or catalog prices will be considered. Prices shall be exclusive of any Federal, State, local sales or use tax. In the event of a discrepancy between the unit price and the extended price, the unit price will prevail.



3. Additional Goods and Services. If, in the satisfaction of governmental interests it is necessary to purchase additional goods and services from Contractor in accordance with the Purchase Order, additional goods and services may be added to this Agreement by mutual agreement of the Parties in accordance with Chapter 21 of the San Francisco Administrative Code.  



· Include the following if applicable. If this section is not used, delete and enter “Reserved (Regulatory Requirements)”

4. Regulatory Requirements

A. [XXXX]

B. [XXXX]



[bookmark: _Hlk95497091]Include the following sections as needed. Delete those not used. 

5. Other Requirements. 

A. Hours of Operation: Contractor must maintain normal business hours of at least 7:00 A.M. to 5:00 P.M., Monday through Friday throughout the term of the Agreement, and be open at all times during that period.

B. Stock Levels: Contractor shall have and maintain, throughout the Agreement term, and any extension thereof, stocking levels of (___%) on all products and articles required by the (__________) Department.  Failure to maintain adequate stock may result in the Purchaser invoking the Contractor’s Default clause of the Agreement.

C. Support: Contractor shall be responsible for providing technical support and assistance to the City through Contractor’s own personnel, equipment and facilities as well as through manufacturer’s technical representatives.  As part of this technical support and assistance, the Contractor shall provide personnel with in-depth technical knowledge of the products the Contractor is providing under this Agreement, to answer questions and offer any assistance required by City personnel, during City business hours (7:00 A.M. – 5:00 P.M.).

D. Measurements: Contractor shall provide qualified personnel at one or more reasonable and convenient locations in San Francisco to make measurements, fit and make proper alterations and distribute uniforms and uniform accessories. The Contractor’s changing/fitting areas must not be viewed from the public portion of the retail outlet and must provide a secure environment for the officers and their equipment at no additional cost to the City or City Employees.

E. Warehouse Locations: Contractor shall have a storage warehouse, distribution facility, parking area and will-call counter located within San Francisco. (option – add: and/or San Mateo Counties, or other locations as needed) 

F. Infectious Disease Terms: Contractors required to perform physical activities on City property that places Contractor or its employees in proximity to medical patients, including but not limited to San Francisco Department of Public Health facilities where patient care or counseling is performed, shall be subject to the following requirements, as applicable:

1. Infection Control, Health and Safety:

a. Contractor must have a Bloodborne Pathogen (BBP) Exposure Control plan for its employees, agents and subcontractors as defined in the California Code of Regulations, Title 8, Section 5193, Bloodborne Pathogens (http://www.dir.ca.gov/title8/5193.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, training, immunization, use of personal protective equipment and safe needle devices, maintenance of a sharps injury log, post-exposure medical evaluations, and recordkeeping.

b. Contractor must demonstrate personnel policies/procedures for protection of its employees, agents, subcontractors and clients from other communicable diseases prevalent in the population served. Such policies and procedures shall include, but not be limited to, work practices, personal protective equipment, staff/client Tuberculosis (TB) surveillance, training, etc.

c. Contractor must demonstrate personnel policies/procedures for Tuberculosis (TB) exposure control consistent with the Centers for Disease Control and Prevention (CDC) recommendations for health care facilities and based on the Francis J. Curry National Tuberculosis Center: Template for Clinic Settings, as appropriate.

d. Contractor must demonstrate personnel policies/procedures for COVID-19 exposure control consistent with CDC recommendations, Cal/OSHA regulations, SF DPH Health Orders, Directives, and Guidance. The Contractor’s attention is directed to Cal/OSHA’s new 8 CCR 3205 COVID-19 Prevention Emergency Temporary Standard and/or any successor regulations.

e. Contractor is responsible for site conditions, equipment, health and safety of their employees, and all other persons who work or visit the job site.

f. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as BBP and TB and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

g. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

h. Contractor assumes responsibility for procuring all medical equipment and supplies for use by its employees, agents and subcontractors, including safe needle devices, and provides and documents all appropriate training.

i. Contractor shall demonstrate compliance with all state and local regulations with regard to handling and disposing of medical waste.



2. Aerosol Transmissible Disease Program, Health and Safety:

a. Contractor must have an Aerosol Transmissible Disease (ATD) Program as defined in the California Code of Regulations, Title 8, Section 5199, Aerosol Transmissible Diseases (http://www.dir.ca.gov/Title8/5199.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, screening procedures, source control measures, use of personal protective equipment, referral procedures, training, immunization, post-exposure medical evaluations/follow-up, and recordkeeping.

b. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as Aerosol Transmissible Disease and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

c. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

d. Contractor assumes responsibility for procuring all medical equipment and supplies for use by their employees, agents, subcontractors including Personnel Protective Equipment such as respirators, and provides and documents all appropriate training.

e. If/when Contractor determines that they do not fall under the requirements of 8 CCR 5199 Contractor is directed to Cal/OSHA’s Emergency Temporary Standard for COVID-19, 8 CCR 3205, which applies to all employers who do not fall under 8 CCR 5199 but for who’s employees have potential for exposure to COVID-19.



· [bookmark: _Toc56855676]The following section is required only if the purchase orders issued under this Agreement can be funded by the State or Federal governments. If the solicitation included LBE discounts or participation, delete the following section and enter “Reserved. (Federal and/or State Funded Contracts)”.

6. [bookmark: _Hlk57815769]Federal and/or State Funded Contracts

A. Disallowance. If Contractor requests or receives payment from City for goods and services, reimbursement for which is later disallowed by the State of California or United States Government, Contractor shall promptly refund the disallowed amount to City upon City’s request. At its option, City may offset the amount disallowed from any payment due or to become due to Contractor under this Purchase Order or any other agreement between Contractor and City. This section survives the termination of the Purchase Order.

B. Grant Terms. If the funding for this Purchase Order is provided in full or in part by a Federal or State Grant to the City, as part of the terms of receiving the funds, the City is required to incorporate some of the Federal or State Grant terms (“Grant Terms”) into this Purchase Order. The incorporated terms, if any, shall be found as part of this Purchase Order. To the extent that any Grant Term is inconsistent with any other provisions of this Purchase Order such that Contractor is unable to comply with both the Grant Term and the other provision(s), the Grant Term shall apply. Contractor shall insert each Grant Term into each lower tier subcontract. Contractor is responsible for compliance with the Grant Terms by any subcontractor, lower-tier subcontractor or service provider. This section survives the termination of the Purchase Order.



· Liquidated Damages are optional: it may be deleted if there are no time-sensitive milestones for the Contractor’s performance, or if the department concludes that liquidated damages are not required under the particular circumstances of the Purchase Order. If this section is not deleted, add the liquidated damages amount and make sure Purchase Order includes measurable deadlines for submission of Deliverables to allow City to impose liquidated damages.

7. Liquidated Damages. By entering into this Purchase Order, Contractor agrees that in the event the delivery of the goods and services are delayed beyond the scheduled milestones and timelines as provided in this Purchase Order, City will suffer actual damages that will be impractical or extremely difficult to determine. Contractor agrees that the sum of [insert whole dollar amount in words and numbers -- no pennies and no “.00”] per calendar day for each day of delay beyond scheduled milestones and timelines is not a penalty, but is a reasonable estimate of the loss that City will incur based on the delay, established in light of the circumstances existing at the time this Purchase Order was awarded. City may deduct a sum representing the liquidated damages from any money due to Contractor under this Purchase Order or any other contract or Purchase Order between City and Contractor. Such deductions shall not be considered a penalty, but rather agreed upon monetary damages sustained by City because of Contractor’s failure to furnish deliverables to City within the time fixed or such extensions of time permitted in writing by City.



8. [bookmark: _Toc56855687]Liability for Incidental and Consequential Damages. Contractor shall be responsible for incidental and consequential damages resulting in whole or in part from Contractor’s acts or omission. This section survives the termination of the Purchase Order.



· Performance Bond and Fidelity Bond are optional: They may be included if the nature of the Purchase Order includes some uncertainty, a Purchase Order may require labor, materials or fidelity bonds, or a corporate surety bond conditioned for the faithful performance of any Purchase Order for the purchase of services. Consult with your assigned Deputy City Attorney to assist you in drafting this language.  Otherwise, delete and replace with “Reserved (Performance Bond)” and “Reserved (Fidelity Bond)”, as applicable. 

9. [bookmark: _Toc56855677][bookmark: _Toc56855678]Performance Bond.   The Contractor is required to furnish a performance bond on the form in a form acceptable to the City, in a sum of not less than [insert bonding level] of the annual amount of the Purchase Order to guarantee the faithful performance of this Purchase Order.  The bond must be approved as to sufficiency and qualifications of the surety by the Controller.



10. Fidelity Bond. Contractor shall maintain throughout the term of this Purchase Order, at no expense to City, a blanket fidelity bond or a Blanket Crime Policy (Employee Dishonesty Coverage) covering all officers and employees in an amount of not less than $50,000 with any deductible not to exceed $5,000 and including City as additional obligee or loss payee as its interest may appear.



· The following types and amounts of insurance are those most commonly required in City Purchase Orders. However, departments should tailor the types and amounts of insurance to the particular risks associated with each Purchase Order. Examples of what will trigger higher policy limits and additional types of coverage include: chemicals, fuel, transport hazardous waste, heavy equipment, aircraft, and any commodity or service that can cause significant property damage or bodily injury.  In addition, the Risk Manager must approve any reduction in the amount of insurance coverage required or waiver of these coverages. Such approval must be documented when submitting the Purchase Order for approval. Removals should be indicated with a “Reserved.” and the subject of the omitted section.

11. Insurance 

A. Required Coverages. Without in any way limiting Contractor’s liability pursuant to the “Indemnification” section of this Purchase Order, Contractor must maintain in force, during the full term of the Purchase Order, insurance in the following amounts and coverages. This section shall survive termination of the Purchase Order. 

· General Liability is always required. Add “Policy must include Abuse and Molestation coverage.” where Contractor will provide services for vulnerable clients such as minors and/or the elderly.

1. Commercial General Liability Insurance with limits not less than $1,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual Liability, Personal Injury, Products and Completed Operations. Policy must include Abuse and Molestation coverage. 

· Auto Liability coverage is required unless the contractor submits a written statement that it will not use personal or company vehicles to perform its contractual obligations. If not applicable, delete and enter “Reserved (Auto Liability Coverage).

2. Commercial Automobile Liability Insurance with limits not less than $1,000,000 each occurrence, “Combined Single Limit” for Bodily Injury and Property Damage, including Owned, Non-Owned and Hired auto coverage, as applicable. 

· Workers Compensation is required for any company with employees. If Workers Compensation insurance is not applicable, delete and enter “Reserved (Workers Compensation Coverage).

3. Workers’ Compensation, in statutory amounts, with Employers’ Liability Limits not less than $1,000,000 each accident, injury, or illness.

4. Reserved (Professional Liability Insurance). 

5. Reserved (Technology Errors and Omissions Liability Insurance)

· Purchase Orders that create or increase the risk of loss of confidential data must include a requirement for Cyber and Privacy Insurance. If the Contractor does not provide such services, then delete the body text of subsection (6) and replace with “Reserved. (Cyber and Privacy Coverage).” NOTE: Limits of insurance may be increased in accordance with the number of records potentially at risk.

6. Cyber and Privacy Insurance with limits of not less than $1,000,000 per claim. Such insurance shall include coverage for liability arising from theft, dissemination, and/or use of confidential information, including but not limited to, bank and credit card account information or personal information, such as name, address, social security numbers, protected health information or other personally identifying information, stored or transmitted in electronic form.

· Pollution Liability Insurance is required if the Contractor is required to perform abatement or disposal of contaminated materials. If the Contractor does not provide such services, then delete the body text of subsection (7) and replace with “Reserved. (Pollution Liability Insurance)”.  

7. Pollution Liability Insurance  applicable to contractor’s activities and responsibilities under this Purchase Order with limits not less than $X,000,000 each occurrence combined single limit, including coverage for on-site third party claims for bodily injury and property damage.

B. Additional Insured Endorsements

1. The Commercial General Liability policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Additional Insured Endorsement).” 

2. The Commercial Automobile Liability Insurance policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· Include (3) if the contractor is responsible for removing pollutants from a City site in the performance of this Purchase Order. Otherwise, delete (3) below and enter “Reserved (Pollution Auto Liability Insurance Additional Insured Endorsement).”

3. The Commercial Automobile Liability Insurance policy must be endorsed to include (i) Auto Pollution Additional Insured Endorsement naming as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees; and (ii) Form MCS-90 for Motor Carrier Policies of Insurance for Public Liability under Sections 29 and 30 of the Motor Carrier Act of 1980. 

C. Waiver of Subrogation Endorsements

· If Worker Compensation Insurance is not applicable or if Contractor is NOT performing the Services on City property and/or premises, delete (1) below and enter “Reserved (Workers Compensation Insurance Waiver of Subrogation Endorsement).” Seek City Risk Manager approval if Contractor is expected to enter City premises but is not willing to provide the waiver of subrogation endorsement

1. The Workers’ Compensation policy(ies) shall be endorsed with a waiver of subrogation in favor of the City for all work performed by the Contractor, its employees, agents and subcontractors.

D. Primary Insurance Endorsements

1. The Commercial General Liability policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought.

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Primary Insurance Endorsement).”

2. The Commercial Automobile Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

· If Pollution Liability Insurance is not required, delete (3) below and enter “Reserved (Pollution Liability Insurance Primary Insurance Endorsement).”

3. The Pollution Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

E. Other Insurance Requirements

1. Thirty (30) days’ advance written notice shall be provided to the City of cancellation, intended non-renewal, or reduction in coverages, except for non-payment for which no less than ten (10) days’ notice shall be provided to City. Notices shall be sent to the City address set forth in Section 11.1 entitled “Notices to the Parties.” 

2. Should any of the required insurance be provided under a claims-made form, Contractor shall maintain such coverage continuously throughout the term of this Purchase Order and, without lapse, for a period of three years beyond the expiration of this Purchase Order, to the effect that, should occurrences during the Purchase Order term give rise to claims made after expiration of the Purchase Order, such claims shall be covered by such claims-made policies. 

3. Should any of the required insurance be provided under a form of coverage that includes a general annual aggregate limit or provides that claims investigation or legal defense costs be included in such general annual aggregate limit, such general annual aggregate limit shall be double the occurrence or claims limits specified above.

4. Should any required insurance lapse during the term of this Purchase Order, requests for payments originating after such lapse shall not be processed until the City receives satisfactory evidence of reinstated coverage as required by this Purchase Order, effective as of the lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this Purchase Order effective on the date of such lapse of insurance. 

5. Before commencing any Services, Contractor shall furnish to City certificates of insurance and additional insured policy endorsements with insurers with ratings comparable to A-, VIII or higher, that are authorized to do business in the State of California, and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of the insurance by City shall not relieve or decrease Contractor’s liability hereunder. 

6. If Contractor will use any subcontractor(s) to provide Services, Contractor shall require the subcontractor(s) to provide all necessary insurance and to name the City and County of San Francisco, its officers, agents and employees and the Contractor as additional insureds.   

1. If there are no Services in this Purchase Order and/or LBE requirements are waived, delete the following section and replace with “Reserved. (LBE Payment and Utilization Tracking System)”.

12. [bookmark: _Hlk45720933]LBE Payment and Utilization Tracking System. Contractor shall pay LBE subcontractors within three business days as provided under Chapter 14B.7(H)(9). Within ten business days of City’s payment of an invoice, Contractor shall confirm that all subcontractors have been paid in the Payment Module of the City’s Supplier Portal unless instructed otherwise by CMD. Failure to submit all required payment information to the City’s Financial System with each payment request may result in the withholding of 20% of the payment due. Self-Service Training is located at this link: https://sfcitypartnersfgov.org/pages/training.aspx.  

1. Prevailing Wages Ordinance may be required for: (a) Chapter 6 maintenance services (See Admin Code Section 6.22(e)); (b) certain Chapter 21 equipment and building systems maintenance services; (c) installation services based on the State of California’s definition of Public Works (contact your city attorney for guidance) and/or (d) services covered by Admin Code Section 21C which are as follows: 

· Motor Bus Services (Admin Code Section 21C1)

· Janitorial Services (Admin Code Section 21C.2)

· Operation of Public Off-Street Parking Lots, Garages, or Storage Facilities for Automobiles (Admin Code Section 21C.3)

· Theatrical Services (Admin Code Section 21C.4) 

· Engaging in Hauling of Solid Waste Generated By The City In Course of City Operations (Admin Code Section 21C.5)

· Moving Services (Admin Code Section 21C.6)

· Trade Show and Special Event Work (Admin Code Section 21C.8)

· Broadcast Services (Admin Code 21C.9)

· Loading, Unloading, and Driving of Commercial Vehicles (Admin Code Section 21C.10)

· Security Guard Services (Admin Code Section 21C.11). 

· If some or all of the services are subject to the Prevailing Wage Ordinance, aspects of Chapters 12P (MCO, discussed below) and 12Q (HCAO, discussed below) may not apply  and those sections should be edited accordingly. Consult OLSE or your Deputy City Attorney with questions. 

1. If Prevailing Wage is not applicable to this contract, delete and replace with “Reserved (Payment of Prevailing Wages).” 

13. Payment of Prevailing Wages. 

A. Covered Services. Services to be performed by Contractor under this Purchase Order may involve the performance of trade work covered by the provisions of Section 6.22(e) [Prevailing Wages] of the Administrative Code or Section 21C [Miscellaneous Prevailing Wage Requirements] (collectively, “Covered Services”).  The provisions of Section 6.22(e) and 21C of the Administrative Code are incorporated as provisions of this Purchase Order as if fully set forth herein and will apply to any Covered Services performed by Contractor and its subcontractors.

B. Wage Rates. The latest prevailing wage rates for private employment on public contracts as determined by the San Francisco Board of Supervisors and the Director of the California Department of Industrial Relations, as such prevailing wage rates may be changed during the term of this Purchase Order, are hereby incorporated as provisions of this Purchase Order.  Copies of the prevailing wage rates as fixed and determined by the Board of Supervisors are available from the Office of Labor Standards and Enforcement (“OLSE”) and on the Internet at http://www.dir.ca.gov/DLSR/PWD and http://sfgov.org/olse/prevailing-wage.  Contractor agrees that it shall pay not less than the prevailing wage rates, as fixed and determined by the Board, to all workers employed by Contractor who perform Covered Services under this Purchase Order.  

C. Subcontract Requirements. As required by Section 6.22(e)(5) of the Administrative Code, Contractor shall insert in every subcontract or other arrangement, which it may make for the performance of Covered Services under this Purchase Order, a provision that said subcontractor shall pay to all persons performing labor in connection with Covered Services under said subcontract or other arrangement not less than the highest general prevailing rate of wages as fixed and determined by the Board of Supervisors for such labor or services.

D. Posted Notices. As required by Section 1771.4 of the California Labor Code, Contractor shall post job site notices prescribed by the California Department of Industrial Relations (“DIR”) at all job sites where services covered by Chapter 6.22 are to be performed.

E. Payroll Records. As required by Section 6.22(e)(6) of the Administrative Code and Section 1776 of the California Labor Code, Contractor shall keep or cause to be kept complete and accurate payroll records for all trade workers performing Covered Services.  Such records shall include the name, address and social security number of each worker who provided Covered Services on the project, including apprentices, his or her classification, a general description of the services each worker performed each day, the rate of pay (including rates of contributions for, or costs assumed to provide fringe benefits), daily and weekly number of hours worked, deductions made and actual wages paid.  Every subcontractor who shall undertake the performance of any part of Covered Services shall keep a like record of each person engaged in the execution of Covered Services under the subcontract. All such records shall at all times be available for inspection of and examination by the City and its authorized representatives and the DIR. 

F. Certified Payrolls. Certified payrolls shall be prepared pursuant to Administrative Code Section 6.22(e)(6) and California Labor Code Section 1776 for the period involved for all employees, including those of subcontractors, who performed labor in connection with Covered Services.  Contractor and each subcontractor performing Covered Services shall submit certified payrolls to the City and to the DIR electronically.  Contractor shall submit payrolls to the City via the reporting system selected by the City.  The DIR will specify how to submit certified payrolls to it.  The City will provide basic training in the use of the reporting system at a scheduled training session.  Contractor and all subcontractors that will perform Covered Services must attend the training session. Contractor and applicable subcontractors shall comply with electronic certified payroll requirements (including training) at no additional cost to the City.

G. Compliance Monitoring. Covered Services to be performed under this Purchase Order are subject to compliance monitoring and enforcement of prevailing wage requirements by the DIR and /or the OLSE. Contractor and any subcontractors performing Covered Services will cooperate fully with the DIR and/or the OLSE and other City employees and agents authorized to assist in the administration and enforcement of the prevailing wage requirements, and agrees to take the specific steps and actions as required by Section 6.22(e)(7) of the Administrative Code. Steps and actions include but are not limited to requirements that: (i) the Contractor will cooperate fully with the Labor Standards Enforcement Officer and other City employees and agents authorized to assist in the administration and enforcement of the Prevailing Wage requirements and other labor standards imposed on Public Works Contractor by the Charter and Chapter 6 of the San Francisco Administrative Code; (ii) the Contractor agrees that the Labor Standards Enforcement Officer and his or her designees, in the performance of their duties, shall have the right to engage in random inspections of job sites and to have access to the employees of the Contractor, employee time sheets, inspection logs, payroll records and employee paychecks; (iii) the Contractor shall maintain a sign-in and sign-out sheet showing which employees are present on the job site; (iv) the Contractor shall prominently post at each job-site a sign informing employees that the project is subject to the City’s Prevailing Wage requirements and that these requirements are enforced by the Labor Standards Enforcement Officer; and (v) that the Labor Standards Enforcement Officer may audit such records of the Contractor as he or she reasonably deems necessary to determine compliance with the Prevailing Wage and other labor standards imposed by the Charter and this Chapter on Public Works Contractors. Failure to comply with these requirements may result in penalties and forfeitures consistent with analogous provisions of the California Labor Code, including Section 1776(g), as amended from time to time.

H. Remedies. Should Contractor, or any subcontractor who shall undertake the performance of any Covered Services, fail or neglect to pay to the persons who perform Covered Services under this Purchase Order, subcontract or other arrangement for the Covered Services, the general prevailing rate of wages as herein specified, Contractor shall forfeit, and in the case of any subcontractor so failing or neglecting to pay said wage, Contractor and the subcontractor shall jointly and severally forfeit, back wages due plus the penalties set forth in Administrative Code Section 6.22(e) and/or California Labor Code Section 1775. The City, when certifying any payment which may become due under the terms of this Purchase Order, shall deduct from the amount that would otherwise be due on such payment the amount of said forfeiture.



· If the Purchase Order will involve the Contractor or Subcontractors providing services involving direct supervision of minors or will be working with minors in an unaccompanied setting on more than an incidental or occasional basis, insert section below. Supervision includes oversight responsibilities at City parks, playgrounds, recreational centers or beaches. Otherwise, delete the text and replace with “Reserved. (Working with Minors)”.

14. [bookmark: _Toc56855713]Working with Minors. In accordance with California Public Resources Code Section 5164, if Contractor, or any subcontractor, is providing services at a City park, playground, recreational center or beach, Contractor shall not hire, and shall prevent its subcontractors from hiring, any person for employment or a volunteer position in a position having supervisory or disciplinary authority over a minor if that person has been convicted of any offense listed in Public Resources Code Section 5164. In addition, if Contractor, or any subcontractor, is providing services to the City involving the supervision or discipline of minors or where Contractor, or any subcontractor, will be working with minors in an unaccompanied setting on more than an incidental or occasional basis, Contractor and any subcontractor shall comply with any and all applicable requirements under federal or state law mandating criminal history screening for such positions and/or prohibiting employment of certain persons including but not limited to California Penal Code Section 290.95.  In the event of a conflict between this section and Section 17, “Consideration of Criminal History in Hiring and Employment Decisions,” of this Purchase Order, this section shall control.



15. [bookmark: _Toc56855715][bookmark: _Hlk97883367][bookmark: _GoBack]Public Access to Nonprofit Records and Meetings. If Contractor is a non-profit organization; provides Services that do not include services or benefits to City employees (and/or to their family members, dependents, or their other designated beneficiaries); and receives a cumulative total per year of at least $250,000 in City funds or City-administered funds, Contractor must comply with the City’s Public Access to Nonprofit Records and Meetings requirements, as set forth in Chapter 12L of the San Francisco Administrative Code, including the remedies provided therein; and receives a cumulative total per year of at least $250,000 in City or City-administered funds and as defined in Chapter 12L of the San Francisco Administrative Code, Contractor must comply with the City’s Public Access to Nonprofit Records and Meetings requirements, as set forth in Chapter 12L of the San Francisco Administrative Code, including the remedies provided therein.



· If the scope of services in this Purchase Order includes sale, provision, or distribution of water, include the following section. If those services are not included, mark section as “Reserved. (Packaged Water Prohibition)”.

16. Packaged Water Prohibition. Contractor agrees that it shall not sell, provide, or otherwise distribute Packaged Water, as defined by San Francisco Environment Code Chapter 24, as part of its performance of this Purchase Order.



17. [bookmark: _Toc56855720]Reserved (Sweat Free Procurement)      



· For any Purchase Order where a contractor can provide services at a lesser cost than can be provided by utilizing City employees, i.e. Security Guard and Janitorial services – check previous Purchase Order. If not applicable, delete and enter “Prop J. (Reserved)”

18. [bookmark: _Toc56855722][bookmark: _Toc56855724]Prop J Approval. This Purchase Order is subject to the requirements of City Charter Section 10.104-15. Approval by the Controller and the Board of Supervisors will be required for each year through the term of this Purchase Order. Should the Controller determine that the requirements of City Charter Section 10.104-15 (that contractual services can be performed at a lower cost than if services were performed by City employees) have not been met, City reserves the right to terminate this Purchase Order. 



· The following section applies to security, janitorial, and building maintenance services contracts greater than $25,000 and 3 months or longer, where the entity performing the work has 25 or more employees. If not applicable, delete and enter “Reserved. (Displaced Worker Protection Act)”.

19. Displaced Worker Protection Act. This Purchase Order is for building maintenance services, more than $25,000 and for at least a 3-month term, and employees must work at least 15 hours per week. Contractors are hereby notified of the requirements to comply with the Displaced Worker Protection Act (DWPA, Article 33C of the San Francisco Police Code).  The DWPA applies to any Purchase Order (services Purchase Order) to be performed with the City and County of San Francisco (City), entered into between City and any individual, proprietorship, partnership, joint venture, corporation, Limited Liability Company, trust, association or other entity with 25 or more employees.  Employee for the purpose of the DWPA includes any service employee of the contractor or its subcontractor(s) who works at least 15 hours per week and whose primary place of employment is in the City but does not include: 1) managerial, supervisory or confidential employees as defined by the Fair Labor Standards Act; or 2) employees who do not possess or have not maintained a required occupational license.

A. Transition Employment Period

1. Where the contracting City department has given notice that a service Purchase Order has been terminated or ended, or where a service contractor has given notice of such termination, upon giving or receiving such notice, as the case may be, the terminated or ending contractor shall, within ten days thereafter, provide to the successor contractor, the name, date of hire, and employment occupation classification of each employee employed at the site or sites covered by the prospective contractor at the time of Purchase Order termination (employment information).  This provision shall also apply to the subcontractors of the terminated contractor.  If the terminated contractor does not know the identity of the successor contractor, if any, by the time of the Purchase Order termination notice, the terminated contractor shall obtain such information from the contracting City department at such time.  Where a subcontractor of a service contractor has been terminated prior to the termination of the service Purchase Order, the terminated subcontractor shall be deemed a terminated contractor for purposes of the DWPA.

2. A successor contractor shall retain, for a 90-day transition employment period, employees who have been employed by the terminated contractor or its subcontractors, if any, for the preceding eight months or longer at the site or sites covered by the Purchase Order. 

3. If at any time a successor contractor determines that fewer employees are required to perform the new service Purchase Order than were required by the terminated contractor (and subcontractors, if any), the successor contractor shall retain employees by seniority within job classifications. 

4. During such 90-day period, the successor contractor (or subcontractor, where applicable) shall maintain a preferential hiring list of eligible covered employees not retained by the successor contractor (or subcontractor) from which the successor contractor (or subcontractor) shall hire additional employees. 

5. Except as provided in subsection C of this section, during such 90-day period, the successor contractor (or subcontractor, where applicable) shall not discharge without cause an employee retained pursuant to the DWPA.  Cause for this purpose shall include, but not be limited to, the employee’s conduct while in the employ of the terminated contractor or subcontractor that contributed to any decision to terminate the Purchase Order or subcontract for fraud or poor performance, excluding permissible union-related activity. 

6. At the end of such 90-day period, a successor public sector contractor (or subcontractor, where applicable) shall perform a written performance evaluation for each employee retained pursuant to the DWPA.  If the employee’s performance during such 90-day period is satisfactory, the successor public sector contractor (or subcontractor) shall offer the employee continued employment under the terms and conditions established by the public sector successor contractor (or subcontractor) or as required by law. 

7. Contractors must include a provision in all subcontracts requiring subcontractors to comply with the obligations imposed by the DWPA. 

B. Enforcement

1. An employee who has been discharged in violation of the DWPA by a successor contractor or its subcontractor may bring an action in the Municipal Court or Superior Court of the State of California, as appropriate, against the successor contractor and, where applicable, its subcontractor, and may be awarded back pay, including the value of benefits, for each day during which the violation continues, which shall be calculated at a rate of compensation not less than the higher of: 

i. The average regular rate of pay received by the employee during the last three years of the employee’s employment in the same occupation classification; or

ii. The final regular rate received by the employee.

2. If the employee is the prevailing party in any such legal action, the Court shall award reasonable attorney’s fees and costs as part of the costs recoverable. 

C. Successor’s Prior Employees. A successor contractor or subcontractor may replace an employee retained pursuant to the DWPA with a person employed by the contractor or subcontractor continuously for eight months prior to the commencement of the successor service Purchase Order or subcontract in a capacity similar to that proposed under the successor service Purchase Order or subcontract, but only if the existing employee of the successor contractor or subcontractor would otherwise be laid off work as a result of the award of the successor Purchase Order.

[bookmark: _Toc56855745]

20. Reserved (Payment Card Industry (“PCI”) Requirements). 

 

21. Contractor Vaccination Policy.

A. Contractor acknowledges that it has read the requirements of the 38th Supplement to Mayoral Proclamation Declaring the Existence of a Local Emergency (“Emergency Declaration”), dated February 25, 2020, and the Contractor Vaccination Policy for City Contractors issued by the City Administrator (“Contractor Vaccination Policy”), as those documents may be amended from time to time. A copy of the Contractor Vaccination Policy can be found at: https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors. 

B. A Contract subject to the Emergency Declaration is an agreement between the City and any other entity or individual and any subcontract under such agreement, where Covered Employees of the Contractor or Subcontractor work in-person with City employees at a City owned, leased, or controlled facility. Such agreements include, but are not limited to, professional services contracts, general services contracts, public works contracts, and grants. Contract includes such agreements currently in place or entered into during the term of the Emergency Declaration. Contract does not include an agreement with a state or federal governmental entity or agreements that do not involve the City paying or receiving funds. A Contract includes Purchase Orders.

C. In accordance with the Contractor Vaccination Policy, Contractor agrees that: 

1. Where applicable, Contractor shall ensure it complies with the requirements of the Contractor Vaccination Policy pertaining to Covered Employees, as they are defined under the Emergency Declaration and the Contractor Vaccination Policy, and insure such Covered Employees are either fully vaccinated for COVID-19 or obtain from Contractor an exemption based on medical or religious grounds; and 

2. If Contractor grants Covered Employees an exemption based on medical or religious grounds, Contractor will promptly notify City by completing and submitting the Covered Employees Granted Exemptions Form (“Exemptions Form”), which can be found at https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors (navigate to “Exemptions” to download the form).

       Choose between Option 1 and 2 below. 

· If Option 1 is selected: Use the attached BAA. 

· If Option 2 is selected: Delete the attached BAA. 

22. [bookmark: _Toc56855746]Business Associate Agreement. The Parties acknowledge that CITY is a Covered Entity as defined in the Healthcare Insurance Portability and Accountability Act of 1996 (“HIPAA”) and is required to comply with the HIPAA Privacy Rule governing the access, use, disclosure, transmission, and storage of protected health information (PHI) and the Security Rule under the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”). The Parties acknowledge that CONTRACTOR will:

[bookmark: Check2]|_| Do at least one or more of the following:

A. Create, receive, maintain, or transmit PHI for or on behalf of CITY/SFDPH (including storage of PHI, digital or hard copy, even if Contractor does not view the PHI or only does so on a random or infrequent basis); or

B. Receive PHI, or access to PHI, from CITY/SFDPH or another Business Associate of City, as part of providing a service to or for CITY/SFDPH, including legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial; or

C. Transmit PHI data for CITY/SFDPH and require access on a regular basis to such PHI. (Such as health information exchanges (HIEs), e-prescribing gateways, or electronic health record vendors)

|_| NOT do any of the activities listed above in subsection 1;

	Contractor is not a Business Associate of CITY/SFDPH. F Business Associate Agreement and SF Attestations are not required for the purposes of this Purchase Order. 




· Delete this BAA Supplement if not applicable. 

Business Associate Agreement Supplement

This Business Associate Agreement (“BAA”) supplements and is made a part of the Purchase Order by and between the City and County of San Francisco, the Covered Entity (“CE”), and Contractor, the Business Associate (“BA”) (the “Agreement”). To the extent that the terms of the Agreement are inconsistent with the terms of this BAA, the terms of this BAA shall control. This BAA shall survive termination of the Purchase Order.

RECITALS

A. CE, by and through the City and County of San Francisco Department wishes to disclose certain information to BA pursuant to the terms of the Agreement, some of which may constitute Protected Health Information (“PHI”) (defined below).

B. For purposes of the Agreement, CE requires Contractor, even if Contractor is also a covered entity under HIPAA, to comply with the terms and conditions of this BAA as a BA of CE.

C. CE and BA intend to protect the privacy and provide for the security of PHI disclosed to BA pursuant to the Agreement in compliance with the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”), and regulations promulgated there under by the U.S. Department of Health and Human Services (the “HIPAA Regulations”) and other applicable laws, including, but not limited to, California Civil Code §§ 56, et seq., California Health and Safety Code § 1280.15, California Civil Code §§ 1798, et seq., California Welfare & Institutions Code §§5328, et seq., and the regulations promulgated there under (the “California Regulations”).  

D. As part of the HIPAA Regulations, the Privacy Rule and the Security Rule (defined below) require CE to enter into a Purchase Order containing specific requirements with BA prior to the disclosure of PHI, as set forth in, but not limited to, Title 45, Sections 164.314(a), 164.502(a) and (e) and 164.504(e) of the Code of Federal Regulations (“C.F.R.”) and contained in this BAA.

E. BA enters into agreements with CE that require the CE to disclose certain identifiable health information to BA.  The Parties desire to enter into this BAA to permit BA to have access to such information and comply with the BA requirements of HIPAA, the HITECH Act, and the corresponding Regulations. 

In consideration of the mutual promises below and the exchange of information pursuant to this BAA, the Parties agree as follows:

1. Definitions.

a. Breach means the unauthorized acquisition, access, use, or disclosure of PHI that compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information, and shall have the meaning given to such term under the HITECH Act and HIPAA Regulations [42 U.S.C. Section 17921 and 45 C.F.R. Section 164.402], as well as California Civil Code Sections 1798.29 and 1798.82.

b. Breach Notification Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and D.

c. Business Associate is a person or entity that performs certain functions or activities that involve the use or disclosure of protected health information received from a covered entity, but other than in the capacity of a member of the workforce of such covered entity or arrangement, and shall have the meaning given to such term under the Privacy Rule, the Security Rule, and the HITECH Act, including, but not limited to, 42 U.S.C. Section 17938 and 45 C.F.R. Section 160.103.

d. Covered Entity means a health plan, a health care clearinghouse, or a health care provider who transmits any information in electronic form in connection with a transaction covered under HIPAA Regulations, and shall have the meaning given to such term under the Privacy Rule and the Security Rule, including, but not limited to, 45 C.F.R. Section 160.103.

e. Data Aggregation means the combining of Protected Information by the BA with the Protected Information received by the BA in its capacity as a BA of another CE, to permit data analyses that relate to the health care operations of the respective covered entities, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

f. Designated Record Set means a group of records maintained by or for a CE, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

g. Electronic Protected Health Information means Protected Health Information that is maintained in or transmitted by electronic media and shall have the meaning given to such term under HIPAA and the HIPAA Regulations, including, but not limited to, 45 C.F.R. Section 160.103.  For the purposes of this BAA, Electronic PHI includes all computerized data, as defined in California Civil Code Sections 1798.29 and 1798.82.

h. Electronic Health Record means an electronic record of health-related information on an individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff, and shall have the meaning given to such term under the HITECH Act, including, but not limited to, 42 U.S.C. Section 17921.

i. Health Care Operations shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

j. Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and E.

k. Protected Health Information or PHI means any information, including electronic PHI, whether oral or recorded in any form or medium: (i) that relates to the past, present or future physical or mental condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (ii) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Sections 160.103 and 164.501.  For the purposes of this BAA, PHI includes all medical information and health insurance information as defined in California Civil Code Sections 56.05 and 1798.82.

l. Protected Information shall mean PHI provided by CE to BA or created, maintained, received or transmitted by BA on CE’s behalf.  

m. Security Incident means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system, and shall have the meaning given to such term under the Security Rule, including, but not limited to, 45 C.F.R. Section 164.304.

n. Security Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and C.

o. Unsecured PHI means PHI that is not secured by a technology standard that renders PHI unusable, unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by a standard developing organization that is accredited by the American National Standards Institute, and shall have the meaning given to such term under the HITECH Act and any guidance issued pursuant to such Act including, but not limited to, 42 U.S.C. Section 17932(h) and 45 C.F.R. Section 164.402.

2. Obligations of Business Associate.

a. Attestations. Except when CE’s data privacy officer exempts BA in writing, the BA shall complete the following forms, attached and incorporated by reference as though fully set forth herein, CITY/SFDPH Attestations for Privacy (Attachment 1) and Data Security (Attachment 2) within sixty (60) calendar days from the execution of the Agreement.  If CE makes substantial changes to any of these forms during the term of the Agreement, the BA will be required to complete CE’s updated forms within sixty (60) calendar days from the date that CE provides BA with written notice of such changes.  BA shall retain such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

b. User Training.  The BA shall provide, and shall ensure that BA subcontractors, provide, training on PHI privacy and security, including HIPAA and HITECH and its regulations, to each employee or agent that will access, use or disclose Protected Information, upon hire and/or prior to accessing, using or disclosing Protected Information for the first time, and at least annually thereafter during the term of the Agreement.  BA shall maintain, and shall ensure that BA subcontractors maintain, records indicating the name of each employee or agent and date on which the PHI privacy and security trainings were completed.  BA shall retain, and ensure that BA subcontractors retain, such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

c. Permitted Uses.  BA may use, access, and/or disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  Further, BA shall not use Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so used by CE.  However, BA may use Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE [45 C.F.R. Sections 164.502, 164.504(e)(2). and 164.504(e)(4)(i)].

d. Permitted Disclosures.  BA shall disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  BA shall not disclose Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so disclosed by CE.  However, BA may disclose Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE.  If BA discloses Protected Information to a third party, BA must obtain, prior to making any such disclosure, (i) reasonable written assurances from such third party that such Protected Information will be held confidential as provided pursuant to this BAA and used or disclosed only as required by law or for the purposes for which it was disclosed to such third party, and (ii) a written agreement from such third party to immediately notify BA of any breaches, security incidents, or unauthorized uses or disclosures of the Protected Information in accordance with paragraph 2 (n) of this BAA, to the extent it has obtained knowledge of such occurrences [42 U.S.C. Section 17932; 45 C.F.R. Section 164.504(e)].  BA may disclose PHI to a BA that is a subcontractor and may allow the subcontractor to create, receive, maintain, or transmit Protected Information on its behalf, if the BA obtains satisfactory assurances, in accordance with 45 C.F.R. Section 164.504(e)(1), that the subcontractor will appropriately safeguard the information [45 C.F.R. Section 164.502(e)(1)(ii)].  

e. Prohibited Uses and Disclosures.  BA shall not use or disclose Protected Information other than as permitted or required by the Agreement and BAA, or as required by law.  BA shall not use or disclose Protected Information for fundraising or marketing purposes.  BA shall not disclose Protected Information to a health plan for payment or health care operations purposes if the patient has requested this special restriction, and has paid out of pocket in full for the health care item or service to which the Protected Information solely relates [42 U.S.C. Section 17935(a) and 45 C.F.R. Section 164.522(a)(1)(vi)].  BA shall not directly or indirectly receive remuneration in exchange for Protected Information, except with the prior written consent of CE and as permitted by the HITECH Act, 42 U.S.C. Section 17935(d)(2), and the HIPAA regulations, 45 C.F.R. Section 164.502(a)(5)(ii); however, this prohibition shall not affect payment by CE to BA for goods and services provided pursuant to the Agreement.   

f. Appropriate Safeguards.  BA shall take the appropriate security measures to protect the confidentiality, integrity and availability of PHI that it creates, receives, maintains, or transmits on behalf of the CE, and shall prevent any use or disclosure of PHI other than as permitted by the Agreement or this BAA, including, but not limited to, administrative, physical and technical safeguards in accordance with the Security Rule, including, but not limited to, 45 C.F.R. Sections 164.306, 164.308, 164.310, 164.312, 164.314 164.316, and 164.504(e)(2)(ii)(B).  BA shall comply with the policies and procedures and documentation requirements of the Security Rule, including, but not limited to, 45 C.F.R. Section 164.316, and 42 U.S.C. Section 17931.  BA is responsible for any civil penalties assessed due to an audit or investigation of BA, in accordance with 42 U.S.C. Section 17934(c).

g. Business Associate’s Subcontractors and Agents.  BA shall ensure that any agents and subcontractors that create, receive, maintain or transmit Protected Information on behalf of BA, agree in writing to the same restrictions and conditions that apply to BA with respect to such PHI and implement the safeguards required by paragraph 2.f. above with respect to Electronic PHI [45 C.F.R. Section 164.504(e)(2) through (e)(5); 45 C.F.R. Section 164.308(b)].  BA shall mitigate the effects of any such violation. 

h. Accounting of Disclosures.  Within ten (10) calendar days of a request by CE for an accounting of disclosures of Protected Information or upon any disclosure of Protected Information for which CE is required to account to an individual, BA and its agents and subcontractors shall make available to CE the information required to provide an accounting of disclosures to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.528, and the HITECH Act, including but not limited to 42 U.S.C. Section 17935 (c), as determined by CE.  BA agrees to implement a process that allows for an accounting to be collected and maintained by BA and its agents and subcontractors for at least seven (7) years prior to the request.  However, accounting of disclosures from an Electronic Health Record for treatment, payment or health care operations purposes are required to be collected and maintained for only three (3) years prior to the request, and only to the extent that BA maintains an Electronic Health Record.  At a minimum, the information collected and maintained shall include: (i) the date of disclosure; (ii) the name of the entity or person who received Protected Information and, if known, the address of the entity or person; (iii) a brief description of Protected Information disclosed; and (iv) a brief statement of purpose of the disclosure that reasonably informs the individual of the basis for the disclosure, or a copy of the individual’s authorization, or a copy of the written request for disclosure [45 C.F.R. 164.528(b)(2)].  If an individual or an individual’s representative submits a request for an accounting directly to BA or its agents or subcontractors, BA shall forward the request to CE in writing within five (5) calendar days.

i. Access to Protected Information.  BA shall make Protected Information maintained by BA or its agents or subcontractors in Designated Record Sets available to CE for inspection and copying within (5) days of request by CE to enable CE to fulfill its obligations under state law [Health and Safety Code Section 123110] and the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.524 [45 C.F.R. Section 164.504(e)(2)(ii)(E)].  If BA maintains Protected Information in electronic format, BA shall provide such information in electronic format as necessary to enable CE to fulfill its obligations under the HITECH Act and HIPAA Regulations, including, but not limited to, 42 U.S.C. Section 17935(e) and 45 C.F.R. 164.524.

j. Amendment of Protected Information.  Within ten (10) days of a request by CE for an amendment of Protected Information or a record about an individual contained in a Designated Record Set, BA and its agents and subcontractors shall make such Protected Information available to CE for amendment and incorporate any such amendment or other documentation to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.526.  If an individual request an amendment of Protected Information directly from BA or its agents or subcontractors, BA must notify CE in writing within five (5) days of the request and of any approval or denial of amendment of Protected Information maintained by BA or its agents or subcontractors [45 C.F.R. Section 164.504(e)(2)(ii)(F)].  

k. Governmental Access to Records.   BA shall make its internal practices, books and records relating to the use and disclosure of Protected Information available to CE and to the Secretary of the U.S. Department of Health and Human Services (the “Secretary”) for purposes of determining BA’s compliance with HIPAA [45 C.F.R. Section 164.504(e)(2)(ii)(I)].  BA shall provide CE a copy of any Protected Information and other documents and records that BA provides to the Secretary concurrently with providing such Protected Information to the Secretary. 

l. Minimum Necessary.  BA, its agents and subcontractors shall request, use and disclose only the minimum amount of Protected Information necessary to accomplish the intended purpose of such use, disclosure, or request. [42 U.S.C. Section 17935(b); 45 C.F.R. Section 164.514(d)].  BA understands and agrees that the definition of “minimum necessary” is in flux and shall keep itself informed of guidance issued by the Secretary with respect to what constitutes “minimum necessary” to accomplish the intended purpose in accordance with HIPAA and HIPAA Regulations. 

m. Data Ownership.   BA acknowledges that BA has no ownership rights with respect to the Protected Information.

n. Notification of Breach.  BA shall notify CE within 5 calendar days of any breach of Protected Information; any use or disclosure of Protected Information not permitted by the BAA; any Security Incident (except as otherwise provided below) related to Protected Information, and any use or disclosure of data in violation of any applicable federal or state laws by BA or its agents or subcontractors.  The notification shall include, to the extent possible, the identification of each individual whose unsecured Protected Information has been, or is reasonably believed by the BA to have been, accessed, acquired, used, or disclosed, as well as any other available information that CE is required to include in notification to the individual, the media, the Secretary, and any other entity under the Breach Notification Rule and any other applicable state or federal laws, including, but not limited, to 45 C.F.R. Section 164.404 through 45 C.F.R. Section 164.408, at the time of the notification required by this paragraph or promptly thereafter as information becomes available.  BA shall take (i) prompt corrective action to cure any deficiencies and (ii) any action pertaining to unauthorized uses or disclosures required by applicable federal and state laws.  [42 U.S.C. Section 17921; 42 U.S.C. Section 17932; 45 C.F.R. 164.410; 45 C.F.R. Section 164.504(e)(2)(ii)(C); 45 C.F.R. Section 164.308(b)]

o. Breach Pattern or Practice by Business Associate’s Subcontractors and Agents.  Pursuant to 42 U.S.C. Section 17934(b) and 45 C.F.R. Section 164.504(e)(1)(iii), if the BA knows of a pattern of activity or practice of a subcontractor or agent that constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA, the BA must take reasonable steps to cure the breach or end the violation.  If the steps are unsuccessful, the BA must terminate the contractual arrangement with its subcontractor or agent, if feasible.  BA shall provide written notice to CE of any pattern of activity or practice of a subcontractor or agent that BA believes constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA within five (5) calendar days of discovery and shall meet with CE to discuss and attempt to resolve the problem as one of the reasonable steps to cure the breach or end the violation.

3. Termination.

a. Material Breach.  A breach by BA of any provision of this BAA, as determined by CE, shall constitute a material breach of the Agreement and this BAA and shall provide grounds for immediate termination of the Agreement and this BAA, any provision in the Agreement to the contrary notwithstanding. [45 C.F.R. Section 164.504(e)(2)(iii).]

b. Judicial or Administrative Proceedings.  CE may terminate the Agreement and this BAA, effective immediately, if (i) BA is named as defendant in a criminal proceeding for a violation of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws or (ii) a finding or stipulation that the BA has violated any standard or requirement of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws is made in any administrative or civil proceeding in which the party has been joined.

c. Effect of Termination.   Upon termination of the Agreement and this BAA for any reason, BA shall, at the option of CE, return or destroy all Protected Information that BA and its agents and subcontractors still maintain in any form, and shall retain no copies of such Protected Information.  If return or destruction is not feasible, as determined by CE, BA shall continue to extend the protections and satisfy the obligations of Section 2 of this BAA to such information, and limit further use and disclosure of such PHI to those purposes that make the return or destruction of the information infeasible [45 C.F.R. Section 164.504(e)(2)(ii)(J)].  If CE elects destruction of the PHI, BA shall certify in writing to CE that such PHI has been destroyed in accordance with the Secretary’s guidance regarding proper destruction of PHI.

d. Civil and Criminal Penalties.  BA understands and agrees that it is subject to civil or criminal penalties applicable to BA for unauthorized use, access or disclosure or Protected Information in accordance with the HIPAA Regulations and the HITECH Act including, but not limited to, 42 U.S.C. 17934 (c).  

e. Disclaimer.  CE makes no warranty or representation that compliance by BA with this BAA, HIPAA, the HITECH Act, or the HIPAA Regulations or corresponding California law provisions will be adequate or satisfactory for BA’s own purposes.  BA is solely responsible for all decisions made by BA regarding the safeguarding of PHI.  

4. Amendment to Comply with Law.

The parties acknowledge that state and federal laws relating to data security and privacy are rapidly evolving and that amendment of the Agreement or this BAA may be required to provide for procedures to ensure compliance with such developments.  The parties specifically agree to take such action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations and other applicable state or federal laws relating to the security or confidentiality of PHI.  The parties understand and agree that CE must receive satisfactory written assurance from BA that BA will adequately safeguard all Protected Information.  Upon the request of either party, the other party agrees to promptly enter into negotiations concerning the terms of an amendment to this BAA embodying written assurances consistent with the updated standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable state or federal laws.  CE may terminate the Agreement upon thirty (30) days written notice in the event (i) BA does not promptly enter into negotiations to amend the Agreement or this BAA when requested by CE pursuant to this section or (ii) BA does not enter into an amendment to the Agreement or this BAA providing assurances regarding the safeguarding of PHI that CE, in its sole discretion, deems sufficient to satisfy the standards and requirements of applicable laws.  

5. Reimbursement for Fines or Penalties.

In the event that CE pays a fine to a state or federal regulatory agency, and/or is assessed civil penalties or damages through private rights of action, based on an impermissible access, use or disclosure of PHI by BA or its subcontractors or agents, then BA shall reimburse CE in the amount of such fine or penalties or damages within thirty (30) calendar days from City’s written notice to BA of such fines, penalties or damages.  
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City’s Purchase Order Terms

B. Commercial Terms

1. Cash Discounts—Terms of Payment. The discount period will start upon date of completion of delivery of all items on any Purchase Order or other authorization certified by the City’s Controller, or upon date of receipt of properly prepared invoices covering such deliveries, whichever is later. Payment is deemed to be made, for the purpose of earning the discount, on the date of mailing the City’s check. No additional charge shall accrue against City in the event City does not make payment within any time specified by bidder.



2. Place of Manufacture. No article furnished hereunder shall have been made in prison or by convict labor, except articles purchased for use by City’s detention facilities.



3. Electrical Products. Goods must comply with all applicable laws, ordinances and other legal requirements, including (among others) the Cal-OSHA regulations in Title 8 of the Code of Regulations and, for electrical products, Sections 110.2 and 110.3 (B) of the S.F. Electrical Code.



4. Condition of Articles. Articles offered and furnished must be new and previously unused, and of manufacturer’s latest model, unless otherwise specified herein.



5. Inspection. All articles supplied shall be subject to inspection and acceptance or rejection by Purchasing or any department official responsible for inspection. Non-conforming or rejected goods may be subject to reasonable storage fees.



6. F.O.B. Point. F.O.B destination in San Francisco, freight prepaid and allowed, unless otherwise specified.



7. Failure to Deliver. If Contractor fails to deliver an article and/or service of the quality, in the manner or within the time called for by this contract, such article and/or service may be bought from any source by Purchasing and if a greater price than the contract price be paid, the excess price will be charged to and collected from Contractor or sureties on its bond if bond has been required; or, the City may terminate the contract for default; or, the City may return deliveries already made and receive a refund.



8. Material Safety Data Sheets. Where required by law, contractor will include Material Safety Data Sheets (MSDSs) with delivery for applicable items. Failure to include the MSDSs for such items will constitute a material breach of contract and may result in refusal to accept delivery.



9. Taxes. City is exempt from federal taxes except on articles for resale. Contractor will enter state and local sales or use tax, and excise tax if applicable, on invoices.

C. [bookmark: B.__General_Contract_Conditions]General Contract Conditions

10. Budget and Fiscal Provisions. This contract is subject to the budget and fiscal provisions of the City’s Charter. Charges will accrue only after prior written authorization certified by the Controller, and the amount of City’s obligation hereunder shall not at any time exceed the amount certified for the purpose and period stated in such advance authorization. This section controls against any and all other provisions of this contract.



11. Guaranteed Maximum Costs. The City's payment obligation to Contractor cannot at any time exceed the amount certified by the Controller for the purpose and period stated in such certification. Absent an authorized Emergency per the City’s Charter or applicable Code, no City representative is authorized to offer or promise, nor is the City required to honor, any offered or promised payments to Contractor under this Purchase Order in excess of the certified maximum amount without the Controller having first certified the additional promised amount and the Contractor and City having modified this Purchase Order as authorized by amendment and approved as required by law. The Controller is not authorized to make payments on any contract for which funds have not been certified as available in the budget or by supplemental appropriation.



12. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco Administrative Code §21.35, any contractor, subcontractor or consultant who submits a false claim shall be liable to the City for the statutory penalties set forth in that section. A contractor, subcontractor or consultant will be deemed to have submitted a false claim to the City if the contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an officer or employee of the City a false claim or request for payment or approval; (b) knowingly makes, uses, or causes to be made or used a false record or statement to get a false claim paid or approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid by the City; (d) knowingly makes, uses, or causes to be made or used a false record or statement to conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or (e) is a beneficiary of an inadvertent submission of a false claim to the City, subsequently discovers the falsity of the claim, and fails to disclose the false claim to the City within a reasonable time after discovery of the false claim



13. Hold Harmless and Indemnification. Contractor shall indemnify and save harmless City and its officers, agents and employees from, and, if requested, shall defend them from and against any and all claims, demands, losses, damages, costs, expenses, and liability (legal, contractual, or otherwise) arising from or in any way connected with any: (i) injury to or death of a person, including employees of City or Contractor; (ii) loss of or damage to property; (iii) violation of local, state, or federal common law, statute or regulation, including but not limited to privacy or personally identifiable information, health information, disability and labor laws or regulations; (iv)


strict liability imposed by any law or regulation; or (v) losses arising from Contractor's execution of subcontracts not in accordance with the requirements of this Purchase Order applicable to subcontractors; so long as such injury, violation, loss, or strict liability (as set forth in subsections

(i) – (v) above) arises directly or indirectly from Contractor’s performance of this Purchase Order, including, but not limited to, Contractor’s use of facilities or equipment provided by City or others, regardless of the negligence of, and regardless of whether liability without fault is imposed or sought to be imposed on City, except to the extent that such indemnity is void or otherwise unenforceable under applicable law, and except where such loss, damage, injury, liability or claim is the result of the active negligence or willful misconduct of City and is not contributed to by any act of, or by any omission to perform some duty imposed by law or agreement on Contractor, its subcontractors or either’s agent or employee. The foregoing indemnity shall include, without limitation, reasonable fees of attorneys, consultants and experts and related costs and City’s costs of investigating any claims against the City. In addition to Contractor’s obligation to indemnify City, Contractor specifically acknowledges and agrees that it has an immediate and independent obligation to defend City from any claim which actually or potentially falls within this indemnification provision, even if the allegations are or may be groundless, false or fraudulent, which obligation arises at the time such claim is tendered to Contractor by City and continues at all times thereafter. Contractor shall indemnify and hold City harmless from all loss and liability, including attorneys’ fees, court costs and all other litigation expenses for any infringement of the patent rights, copyright, trade secret or any other proprietary right or trademark, and all other intellectual property claims of any person or persons arising directly or indirectly from the receipt by City, or any of its officers or agents, of articles or services to be supplied in the performance of this Purchase Order.



14. Liability of City. CITY'S PAYMENT OBLIGATIONS UNDER THE PURCHASE ORDER SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED UNDER THIS CONTRACT. NOTWITHSTANDING ANY OTHER PROVISION OF THIS PURCHASE ORDER, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF WHETHER ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL, CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOST PROFITS, ARISING OUT OF OR IN CONNECTION WITH THIS PURCHASE ORDER OR THE SERVICES PERFORMED IN CONNECTION WITH THIS PURCHASE ORDER.



15. Termination and Termination for Convenience. In the event Contractor fails to perform any of its obligations under this contract, in addition to any other remedies available to City, this contract may be terminated and all of Contractor's rights hereunder ended. Termination will be effective after ten days’ written notice to Contractor. No new work will be undertaken, and no new deliveries will be made, after the date of receipt of any notice of termination, or five days after the date of the notice, whichever is earlier. In the event of such termination, Contractor will be paid for those goods delivered and services performed, or deliveries made, under this contract to the satisfaction of the City, up to the date of termination. However, City may offset from any such amounts due Contractor any liquidated damages or other costs City has or will incur due to Contractor’s nonperformance. Any such offset by City will not constitute a waiver of any other remedies City may have against Contractor for financial injury or otherwise. City shall have the option, in its sole discretion, to terminate this Purchase Order, at any time during the term hereof, for convenience and without cause. City shall exercise this option by giving Contractor written notice of termination. The notice shall specify the date on which termination shall become effective. In the event of such termination, Contractor will be paid for those services performed, or deliveries made, pursuant to this Purchase Order to the satisfaction of the City up to the date of termination. In no event shall City be liable for costs incurred by Contractor or any of its subcontractors after the termination date specified by City. Such non-recoverable costs include, but are not limited to, anticipated profits on this contract, post-termination employee salaries, post-termination administrative expenses, or any other cost which is not reasonable or authorized under this section. This section shall not prevent Contractor from recovering costs necessarily incurred in discontinuing further work, or canceling further deliveries, under the contract after receipt of the termination notice.

16. [bookmark: 16._Nondisclosure_of_Private,_Proprietar]Nondisclosure of Private, Proprietary or Confidential Information. If this Purchase Order requires City to disclose "Private Information" to Contractor within the meaning of San Francisco Administrative Code Chapter 12M, Contractor and subcontractor shall use such information only in accordance with the restrictions stated in Chapter 12M and in this Purchase Order and only as necessary in performing the services. Contractor is subject to the enforcement and penalty provisions in Chapter 12M. In the performance of services, Contractor may have access to City's proprietary or confidential information, the disclosure of which to third parties may damage City. If City discloses proprietary or confidential information to Contractor, such information must be held by Contractor in confidence and used only in performing the Purchase Order. Contractor shall exercise the same standard of care to protect such information as a reasonably prudent contractor would use to protect its own proprietary or confidential information.



17. [bookmark: 17._Consideration_of_Criminal_History_in][bookmark: a._Contractor_agrees_to_comply_fully_wit]Consideration of Criminal History in Hiring and Employment Decisions.

a. Contractor agrees to comply fully with and be bound by all of the provisions of Chapter 12T, “City Contractor/Subcontractor Consideration of Criminal History in Hiring and Employment Decisions,” of the San Francisco Administrative Code (“Chapter 12T”), including the remedies provided, and implementing regulations, as may be amended from time to time. The provisions of Chapter 12T are incorporated by reference and made a part of this Purchase Order as though fully set forth herein. The text of the Chapter 12T is available on the web at http://sfgov.org/olse/fco. Contractor is required to comply with all of the applicable provisions of 12T, irrespective of the listing of obligations in this Section. Capitalized terms used in this Section and not defined in this Purchase Order shall have the meanings assigned to such terms in Chapter 12T.



b. The requirements of Chapter 12T shall only apply to a Contractor’s or Subcontractor’s operations to the extent those operations are in furtherance of the performance of this Purchase Order, shall apply only to applicants and employees who would be or are performing work in furtherance of this Purchase Order, and shall apply when the physical location of the employment or prospective employment of an individual is wholly or substantially within the City of San Francisco. Chapter 12T shall not apply when the application in a particular context would conflict with federal or state law or with a requirement of a government agency implementing federal or state law.



18. Local Business Enterprise and Non-Discrimination in Contracting Ordinance. Contractor, shall comply with all the requirements of the Local Business Enterprise and Non- Discrimination in Contracting Ordinance set forth in Chapter 14B of the San Francisco Administrative Code as it now exists or as it may be amended in the future (collectively the “LBE Ordinance”). Contractor is subject to the enforcement and penalty provisions in Chapter 14B.

19. [bookmark: 19._Nondiscrimination_Requirements.]Nondiscrimination Requirements.

a. [bookmark: a._Non_Discrimination_in_Contracts.__Con]Non Discrimination in Contracts. Contractor shall comply with the provisions of Chapters 12B and 12C of the San Francisco Administrative Code. Contractor shall incorporate by reference in all subcontracts the provisions of Sections 12B.2(a), 12B.2(c)-(k), and 12C.3 of the San Francisco Administrative Code and shall require all subcontractors to comply with such provisions. Contractor is subject to the enforcement and penalty provisions in Chapters 12B and 12C.



b. Nondiscrimination in the Provision of Employee Benefits. San Francisco Administrative Code 12B.2. Contractor does not as of the date of this Agreement, and will not during the term of this Agreement, in any of its operations in San Francisco, on real property owned by San Francisco, or where work is being performed for the City elsewhere in the United States, discriminate in the provision of employee benefits between employees with domestic partners and employees with spouses and/or between the domestic partners and spouses of such employees, subject to the conditions set forth in San Francisco Administrative Code Section12B.2.



20. MacBride Principles--Northern Ireland. The provisions of San Francisco Administrative Code §12F are incorporated herein by this reference and made part of this Agreement. By accepting this Agreement, Contractor confirms that Contractor has read and understood that the City urges companies doing business in Northern Ireland to resolve employment inequities and to abide by the MacBride Principles, and urges San Francisco companies to do business with corporations that abide by the MacBride Principles.



21. Tropical Hardwood and Virgin Redwood Ban. Pursuant to San Francisco Environment Code Section 804(b), the City urges Contractor not to import, purchase, obtain, or use for any purpose, any tropical hardwood, tropical hardwood wood product, virgin redwood or virgin redwood wood product. Contractor shall comply with San Francisco Environment Code Chapter 8, which provides that except as expressly permitted by the application of Sections 802(b) and 803(b) of the San Francisco Environment Code, Contractor shall not provide any items to the City in performance of this contract which are tropical hardwoods, tropical hardwood wood products, virgin redwood or virgin redwood wood products. Contractor is subject to the penalty and enforcement provisions of Chapter 8.



22. Resource Conservation. Contractor agrees to comply fully with the provisions of Chapter 5 of the San Francisco Environment Code (“Resource Conservation”), as amended from time to time. Said provisions are incorporated herein by reference.



23. Alcohol and Drug-Free Workplace Policy. City reserves the right to deny access to, or require Contractor to remove from, City facilities personnel of any Contractor or subcontractor who City has reasonable grounds to believe has engaged in alcohol abuse or illegal drug activity which in any way impairs City's ability to maintain safe work facilities or to protect the health and well-being of City employees and the general public. City shall have the right of final approval for the entry or re-entry of any such person previously denied access to, or removed from, City facilities. Illegal drug activity means possessing, furnishing, selling, offering, purchasing, using or being under the influence of illegal drugs or other controlled substances for which the individual lacks a valid prescription. Alcohol abuse means possessing, furnishing, selling, offering, or using alcoholic beverages, or being under the influence of alcohol.



24. Compliance with Americans with Disabilities Act. Contractor acknowledges that, pursuant to the Americans with Disabilities Act (ADA), programs, services and other activities provided by a public entity to the public, whether directly or through a contractor, must be accessible to the disabled public. Contractor shall provide the Services in a manner that complies with the Americans with Disabilities Act (ADA), including but not limited to Title II's program access requirements, and all other applicable federal, state and local disability rights legislation.



25. Sunshine Ordinance. Contractor acknowledges that this Agreement and all records related to its formation, Contractor's performance under this Agreement, and City's payment are subject to the California Public Records Act, (California Government Code §6250 et. seq.), and the San Francisco Sunshine Ordinance, (San Francisco Administrative Code Chapter 67). Such records are subject to public inspection and copying unless exempt from disclosure under federal, state or local law.



26. Limitations on Contributions. By executing this Agreement, Contractor acknowledges that it is familiar with section 1.126 of the City’s Campaign and Governmental Conduct Code, which prohibits any person who contracts with the City for the rendition of personal services, for the furnishing of any material, supplies or equipment, for the sale or lease of any land or building, or for a grant, loan or loan guarantee, from making any campaign contribution to (1) an individual holding a City elective office if the contract must be approved by the individual, a board on which that individual serves, or the board of a state agency on which an appointee of that individual serves, (2) a candidate for the office held by such individual, or (3) a committee controlled by such individual, at any time from the commencement of negotiations for the contract until the later of either the termination of negotiations for such contract or six months after the date the contract is approved. The prohibition on contributions applies to each prospective party to the contract; each member of Contractor’s board of directors; Contractor’s chairperson, chief executive officer, chief financial officer and chief operating officer; any person with an ownership interest of more than 20 percent in Contractor; any subcontractor listed in the bid or contract; and any committee that is sponsored or controlled by Contractor. Contractor must inform each such person of the limitation on contributions imposed by Section 1.126 and provide the names of the persons required to be informed to City.

[bookmark: 26._Limitations_on_Contributions.__By_ex]

27. Minimum Compensation Ordinance ("MCO”) -- Service Contracts only. Contractor shall pay covered employees no less than the minimum compensation required by San Francisco Administrative Code Chapter 12P. Contractor is subject to the enforcement and penalty provisions in Chapter 12P. By signing and executing this Agreement, Contractor certifies that it is in compliance with Chapter 12P.

28. Health Care Accountability Ordinance (HCAO) [Service contracts including agreements between a Tenant or Subtenant lasting 1 year or more only]. Contractor shall comply with San Francisco Administrative Code Chapter 12Q. Contractor shall choose and perform one of the Health Care Accountability options set forth in San Francisco Administrative Code Chapter 12Q.3. Contractor is subject to the enforcement and penalty provisions in Chapter 12Q



29. First Source Hiring Program [if contract is greater than $50,000 and if Contractor has an office in Alameda, San Francisco or San Mateo counties] Contractor must comply with all of the provisions of the First Source Hiring Program, Chapter 83 of the San Francisco Administrative Code, that apply to this Agreement, and Contractor is subject to the enforcement and penalty provisions in Chapter 83.



30. Prohibition on Use of Public Funds for Political Activity. In performing the Services, Contractor shall comply with San Francisco Administrative Code Chapter 12G, which prohibits funds appropriated by the City for this Agreement from being expended to participate in, support, or attempt to influence any political campaign for a candidate or for a ballot measure. Contractor is subject to the enforcement and penalty provisions in Chapter 12G.



31. [bookmark: 31._Preservative-Treated_Wood_Products._]Preservative-Treated Wood Products. Contractor shall comply with the provisions of San Francisco Environment Code Chapter 13, which requires that each Contractor purchasing preservative-treated wood products on behalf of the City, shall only purchase such products from the list of alternatives adopted by the Department of the Environment pursuant to Section 1302 of Chapter 13, unless otherwise granted an exemption by the terms of that Chapter.



32. [bookmark: 32._Use_of_City_Opinion.__Contractor_sha]Use of City Opinion. Contractor shall not quote, paraphrase, or otherwise refer to or use any opinion of City, its officers of agents, regarding Contractor or Contractor’s performance under this contract without prior written permission of Purchasing.



33. Contract Interpretation; Choice of Law/Venue; Assignment. Should any questions arise as to the meaning and intent of the contract, the matter shall be referred to Purchasing, who shall decide the true meaning and intent of the contract. The formation, interpretation and performance of this Agreement shall be governed by the laws of the State of California. Venue for all litigation relative to the formation, interpretation and performance of this Agreement shall be in San Francisco. This Agreement may be assigned only with the written approval of Purchasing by written instrument executed and approved in the same manner as this Agreement.



34. Proposal, Quotation and Attachments. This contract incorporates by reference the provisions of any related bid request issued by City, any bid submitted by contractor, or both. This contract incorporates by reference the provision of any attachments.



35. Provisions Controlling. Contractor agrees that in the event of conflicting language between this contract and Contractor's printed form, the provisions of this contract shall take precedence. This section shall supersede any language in the contractor’s terms and conditions attempting to nullify City terms and conditions or to resolve language conflicts in favor of the contractor’s terms and conditions.



36. Food Service Waste Reduction Requirements. Contractor shall comply with the Food Service Waste Reduction Ordinance, as set forth in San Francisco Environment Code Chapter 16, including but not limited to the remedies for noncompliance provided therein.



37. Slavery Era Disclosure. [This paragraph applies if this contract is for financial services, insurance, or textiles.] Contractor shall comply with San Francisco Administrative Code Chapter 12Y, San Francisco Slavery Era Disclosure Ordinance, including but not limited to Contractor's affirmative duty to research and disclose evidence of Contractor, its parent or subsidiary entity, or its Predecessor Company's Participation in the Slave Trade or receipt of Profits from the Slave Trade. Contractor is subject to the enforcement and penalty provisions in Chapter 12Y.





38. Sugar-Sweetened Beverage Prohibition. Contractor agrees that it will not sell, provide, or otherwise distribute Sugar-Sweetened Beverages, as defined by San Francisco Administrative Code Chapter 101, as part of its performance of this Agreement.
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City and County of San Francisco P-250 Purchase Order Supplemental Terms for General Services

1. [bookmark: _Hlk57724242][bookmark: _Hlk57724306]Reserved (Delivery)



2. Price. Only prices that appear on the Purchase Order will be considered. No other pages with prices or attached price lists and/or catalog prices will be considered. Prices shall be exclusive of any Federal, State, local sales or use tax. In the event of a discrepancy between the unit price and the extended price, the unit price will prevail.



3. Additional Services. If, in the satisfaction of governmental interests it is necessary to purchase additional services from Contractor in accordance with the Purchase Order, additional services may be added to this Agreement by mutual agreement of the Parties in accordance with Chapter 21 of the San Francisco Administrative Code.  



· Include the following if applicable. If this section is not used, delete and enter “Reserved (Regulatory Requirements)”

4. Regulatory Requirements

A. [XXXX]

B. [XXXX]

[bookmark: _Hlk95497091]Include the following sections as needed. Delete those not used. Add new ones as needed. 

5. Other Requirements. 

A. Hours of Operation: Contractor must maintain normal business hours of at least 7:00 A.M. to 5:00 P.M., Monday through Friday throughout the term of the Agreement, and be open at all times during that period.

B. Infectious Disease Terms: Contractors required to perform physical activities on City property that places Contractor or its employees in proximity to medical patients, including but not limited to San Francisco Department of Public Health facilities where patient care or counseling is performed, shall be subject to the following requirements, as applicable:

1. Infection Control, Health and Safety:

a. Contractor must have a Bloodborne Pathogen (BBP) Exposure Control plan for its employees, agents and subcontractors as defined in the California Code of Regulations, Title 8, Section 5193, Bloodborne Pathogens (http://www.dir.ca.gov/title8/5193.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, training, immunization, use of personal protective equipment and safe needle devices, maintenance of a sharps injury log, post-exposure medical evaluations, and recordkeeping.

b. Contractor must demonstrate personnel policies/procedures for protection of its employees, agents, subcontractors and clients from other communicable diseases prevalent in the population served. Such policies and procedures shall include, but not be limited to, work practices, personal protective equipment, staff/client Tuberculosis (TB) surveillance, training, etc.

c. Contractor must demonstrate personnel policies/procedures for Tuberculosis (TB) exposure control consistent with the Centers for Disease Control and Prevention (CDC) recommendations for health care facilities and based on the Francis J. Curry National Tuberculosis Center: Template for Clinic Settings, as appropriate.

d. Contractor must demonstrate personnel policies/procedures for COVID-19 exposure control consistent with CDC recommendations, Cal/OSHA regulations, SF DPH Health Orders, Directives, and Guidance. The Contractor’s attention is directed to Cal/OSHA’s new 8 CCR 3205 COVID-19 Prevention Emergency Temporary Standard and/or any successor regulations.

e. Contractor is responsible for site conditions, equipment, health and safety of their employees, and all other persons who work or visit the job site.

f. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as BBP and TB and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

g. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

h. Contractor assumes responsibility for procuring all medical equipment and supplies for use by its employees, agents and subcontractors, including safe needle devices, and provides and documents all appropriate training.

i. Contractor shall demonstrate compliance with all state and local regulations with regard to handling and disposing of medical waste.



2. Aerosol Transmissible Disease Program, Health and Safety:

a. Contractor must have an Aerosol Transmissible Disease (ATD) Program as defined in the California Code of Regulations, Title 8, Section 5199, Aerosol Transmissible Diseases (http://www.dir.ca.gov/Title8/5199.html), and demonstrate compliance with all requirements including, but not limited to, exposure determination, screening procedures, source control measures, use of personal protective equipment, referral procedures, training, immunization, post-exposure medical evaluations/follow-up, and recordkeeping.

b. Contractor shall assume liability for any and all work-related injuries/illnesses including infectious exposures such as Aerosol Transmissible Disease and demonstrate appropriate policies and procedures for reporting such events and providing appropriate post-exposure medical management as required by State workers’ compensation laws and regulations.

c. Contractor shall comply with all applicable Cal-OSHA standards including maintenance of the OSHA 300 Log of Work-Related Injuries and Illnesses.

d. Contractor assumes responsibility for procuring all medical equipment and supplies for use by their employees, agents, subcontractors including Personnel Protective Equipment such as respirators, and provides and documents all appropriate training.

e. If/when Contractor determines that they do not fall under the requirements of 8 CCR 5199 Contractor is directed to Cal/OSHA’s Emergency Temporary Standard for COVID-19, 8 CCR 3205, which applies to all employers who do not fall under 8 CCR 5199 but for who’s employees have potential for exposure to COVID-19.



· [bookmark: _Toc56855676]The following section is required only if the purchase orders issued under this Agreement can be funded by the State or Federal governments. If the solicitation included LBE discounts or participation, delete the following section and enter “Reserved. (Federal and/or State Funded Contracts)”.

6. [bookmark: _Hlk57815769]Federal and/or State Funded Contracts

A. Disallowance. If Contractor requests or receives payment from City for services, reimbursement for which is later disallowed by the State of California or United States Government, Contractor shall promptly refund the disallowed amount to City upon City’s request. At its option, City may offset the amount disallowed from any payment due or to become due to Contractor under this Purchase Order or any other agreement between Contractor and City. This section survives the termination of the Purchase Order.

B. Grant Terms. If the funding for this Purchase Order is provided in full or in part by a Federal or State Grant to the City, as part of the terms of receiving the funds, the City is required to incorporate some of the Federal or State Grant terms (“Grant Terms”) into this Purchase Order. The incorporated terms, if any, shall be found as part of this Purchase Order. To the extent that any Grant Term is inconsistent with any other provisions of this Purchase Order such that Contractor is unable to comply with both the Grant Term and the other provision(s), the Grant Term shall apply. Contractor shall insert each Grant Term into each lower tier subcontract. Contractor is responsible for compliance with the Grant Terms by any subcontractor, lower-tier subcontractor or service provider. This section survives the termination of the Purchase Order.



· Liquidated Damages are optional: it may be deleted if there are no time-sensitive milestones for the Contractor’s performance, or if the department concludes that liquidated damages are not required under the particular circumstances of the Purchase Order. If this section is not deleted, add the liquidated damages amount and make sure Purchase Order includes measurable deadlines for submission of Deliverables to allow City to impose liquidated damages.

7. Liquidated Damages. By entering into this Purchase Order, Contractor agrees that in the event the delivery of the services are delayed beyond the scheduled milestones and timelines as provided in this Purchase Order, City will suffer actual damages that will be impractical or extremely difficult to determine. Contractor agrees that the sum of [insert whole dollar amount in words and numbers -- no pennies and no “.00”] per calendar day for each day of delay beyond scheduled milestones and timelines is not a penalty, but is a reasonable estimate of the loss that City will incur based on the delay, established in light of the circumstances existing at the time this Purchase Order was awarded. City may deduct a sum representing the liquidated damages from any money due to Contractor under this Purchase Order or any other contract or Purchase Order between City and Contractor. Such deductions shall not be considered a penalty, but rather agreed upon monetary damages sustained by City because of Contractor’s failure to furnish deliverables to City within the time fixed or such extensions of time permitted in writing by City.



8. [bookmark: _Toc56855687]Liability for Incidental and Consequential Damages. Contractor shall be responsible for incidental and consequential damages resulting in whole or in part from Contractor’s acts or omission. This section survives the termination of the Purchase Order.



· Performance Bond and Fidelity Bond are optional: They may be included if the nature of the Purchase Order includes some uncertainty, a Purchase Order may require labor, materials or fidelity bonds, or a corporate surety bond conditioned for the faithful performance of any Purchase Order for the purchase of services. Consult with your assigned Deputy City Attorney to assist you in drafting this language.  Otherwise, delete and replace with “Reserved (Performance Bond)” and “Reserved (Fidelity Bond)”, as applicable. 

9. [bookmark: _Toc56855677][bookmark: _Toc56855678]Performance Bond.   The Contractor is required to furnish a performance bond on the form in a form acceptable to the City, in a sum of not less than [insert bonding level] of the annual amount of the Purchase Order to guarantee the faithful performance of this Purchase Order.  The bond must be approved as to sufficiency and qualifications of the surety by the Controller.



10. Fidelity Bond. Contractor shall maintain throughout the term of this Purchase Order, at no expense to City, a blanket fidelity bond or a Blanket Crime Policy (Employee Dishonesty Coverage) covering all officers and employees in an amount of not less than $50,000 with any deductible not to exceed $5,000 and including City as additional obligee or loss payee as its interest may appear.



· The following types and amounts of insurance are those most commonly required in City Purchase Orders. However, departments should tailor the types and amounts of insurance to the particular risks associated with each Purchase Order. Examples of what will trigger higher policy limits and additional types of coverage include: chemicals, fuel, transport hazardous waste, heavy equipment, aircraft, and any commodity or service that can cause significant property damage or bodily injury.  In addition, the Risk Manager must approve any reduction in the amount of insurance coverage required or waiver of these coverages. Such approval must be documented when submitting the Purchase Order for approval. Removals should be indicated with a “Reserved.” and the subject of the omitted section.

11. Insurance 

A. Required Coverages. Without in any way limiting Contractor’s liability pursuant to the “Indemnification” section of this Purchase Order, Contractor must maintain in force, during the full term of the Purchase Order, insurance in the following amounts and coverages. This section shall survive termination of the Purchase Order. 

· General Liability is always required. Add “Policy must include Abuse and Molestation coverage.” where Contractor will provide services for vulnerable clients such as minors and/or the elderly.

1. Commercial General Liability Insurance with limits not less than $1,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual Liability, Personal Injury, Products and Completed Operations. Policy must include Abuse and Molestation coverage. 

· Auto Liability coverage is required unless the contractor submits a written statement that it will not use personal or company vehicles to perform its contractual obligations. If not applicable, delete and enter “Reserved (Auto Liability Coverage).

2. Commercial Automobile Liability Insurance with limits not less than $1,000,000 each occurrence, “Combined Single Limit” for Bodily Injury and Property Damage, including Owned, Non-Owned and Hired auto coverage, as applicable. 

· Workers Compensation is required for any company with employees. If Workers Compensation insurance is not applicable, delete and enter “Reserved (Workers Compensation Coverage).

3. Workers’ Compensation, in statutory amounts, with Employers’ Liability Limits not less than $1,000,000 each accident, injury, or illness.

4. Reserved (Professional Liability Insurance). 

5. Reserved (Technology Errors and Omissions Liability Insurance)

· Purchase Orders that create or increase the risk of loss of confidential data must include a requirement for Cyber and Privacy Insurance. If the Contractor does not provide such services, then delete the body text of subsection (6) and replace with “Reserved. (Cyber and Privacy Coverage).” NOTE: Limits of insurance may be increased in accordance with the number of records potentially at risk.

6. Cyber and Privacy Insurance with limits of not less than $1,000,000 per claim. Such insurance shall include coverage for liability arising from theft, dissemination, and/or use of confidential information, including but not limited to, bank and credit card account information or personal information, such as name, address, social security numbers, protected health information or other personally identifying information, stored or transmitted in electronic form.

· Pollution Liability Insurance is required if the Contractor is required to perform abatement or disposal of contaminated materials. If the Contractor does not provide such services, then delete the body text of subsection (7) and replace with “Reserved. (Pollution Liability Insurance)”.  

7. Pollution Liability Insurance  applicable to contractor’s activities and responsibilities under this Purchase Order with limits not less than $X,000,000 each occurrence combined single limit, including coverage for on-site third party claims for bodily injury and property damage.

B. Additional Insured Endorsements

1. The Commercial General Liability policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Additional Insured Endorsement).” 

2. The Commercial Automobile Liability Insurance policy must be endorsed to name as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees. 

· Include (3) if the contractor is responsible for removing pollutants from a City site in the performance of this Purchase Order. Otherwise, delete (3) below and enter “Reserved (Pollution Auto Liability Insurance Additional Insured Endorsement).”

3. The Commercial Automobile Liability Insurance policy must be endorsed to include (i) Auto Pollution Additional Insured Endorsement naming as Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees; and (ii) Form MCS-90 for Motor Carrier Policies of Insurance for Public Liability under Sections 29 and 30 of the Motor Carrier Act of 1980. 

C. Waiver of Subrogation Endorsements

· If Worker Compensation Insurance is not applicable or if Contractor is NOT performing the Services on City property and/or premises, delete (1) below and enter “Reserved (Workers Compensation Insurance Waiver of Subrogation Endorsement).” Seek City Risk Manager approval if Contractor is expected to enter City premises but is not willing to provide the waiver of subrogation endorsement

1. The Workers’ Compensation policy(ies) shall be endorsed with a waiver of subrogation in favor of the City for all work performed by the Contractor, its employees, agents and subcontractors.

D. Primary Insurance Endorsements

1. The Commercial General Liability policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought.

· If Auto Liability Insurance is not required, delete (2) below and enter “Reserved (Commercial Automobile Liability Insurance Primary Insurance Endorsement).”

2. The Commercial Automobile Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

· If Pollution Liability Insurance is not required, delete (3) below and enter “Reserved (Pollution Liability Insurance Primary Insurance Endorsement).”

3. The Pollution Liability Insurance policy shall provide that such policies are primary insurance to any other insurance available to the Additional Insureds, with respect to any claims arising out of this Purchase Order, and that the insurance applies separately to each insured against whom claim is made or suit is brought. 

E. Other Insurance Requirements

1. Thirty (30) days’ advance written notice shall be provided to the City of cancellation, intended non-renewal, or reduction in coverages, except for non-payment for which no less than ten (10) days’ notice shall be provided to City. Notices shall be sent to the City address set forth in Section 11.1 entitled “Notices to the Parties.” 

2. Should any of the required insurance be provided under a claims-made form, Contractor shall maintain such coverage continuously throughout the term of this Purchase Order and, without lapse, for a period of three years beyond the expiration of this Purchase Order, to the effect that, should occurrences during the Purchase Order term give rise to claims made after expiration of the Purchase Order, such claims shall be covered by such claims-made policies. 

3. Should any of the required insurance be provided under a form of coverage that includes a general annual aggregate limit or provides that claims investigation or legal defense costs be included in such general annual aggregate limit, such general annual aggregate limit shall be double the occurrence or claims limits specified above.

4. Should any required insurance lapse during the term of this Purchase Order, requests for payments originating after such lapse shall not be processed until the City receives satisfactory evidence of reinstated coverage as required by this Purchase Order, effective as of the lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this Purchase Order effective on the date of such lapse of insurance. 

5. Before commencing any Services, Contractor shall furnish to City certificates of insurance and additional insured policy endorsements with insurers with ratings comparable to A-, VIII or higher, that are authorized to do business in the State of California, and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of the insurance by City shall not relieve or decrease Contractor’s liability hereunder. 

6. If Contractor will use any subcontractor(s) to provide Services, Contractor shall require the subcontractor(s) to provide all necessary insurance and to name the City and County of San Francisco, its officers, agents and employees and the Contractor as additional insureds.   

· If there are no Services in this Purchase Order and/or LBE requirements are waived, delete the following section and replace with “Reserved. (LBE Payment and Utilization Tracking System)”.

12. [bookmark: _Hlk45720933]LBE Payment and Utilization Tracking System. Contractor shall pay LBE subcontractors within three business days as provided under Chapter 14B.7(H)(9). Within ten business days of City’s payment of an invoice, Contractor shall confirm that all subcontractors have been paid in the Payment Module of the City’s Supplier Portal unless instructed otherwise by CMD. Failure to submit all required payment information to the City’s Financial System with each payment request may result in the withholding of 20% of the payment due. Self-Service Training is located at this link: https://sfcitypartnersfgov.org/pages/training.aspx.  

1. Prevailing Wages Ordinance may be required for: (a) Chapter 6 maintenance services (See Admin Code Section 6.22(e)); (b) certain Chapter 21 equipment and building systems maintenance services; (c) installation services based on the State of California’s definition of Public Works (contact your city attorney for guidance) and/or (d) services covered by Admin Code Section 21C which are as follows: 

· Motor Bus Services (Admin Code Section 21C1)

· Janitorial Services (Admin Code Section 21C.2)

· Operation of Public Off-Street Parking Lots, Garages, or Storage Facilities for Automobiles (Admin Code Section 21C.3)

· Theatrical Services (Admin Code Section 21C.4) 

· Engaging in Hauling of Solid Waste Generated By The City In Course of City Operations (Admin Code Section 21C.5)

· Moving Services (Admin Code Section 21C.6)

· Trade Show and Special Event Work (Admin Code Section 21C.8)

· Broadcast Services (Admin Code 21C.9)

· Loading, Unloading, and Driving of Commercial Vehicles (Admin Code Section 21C.10)

· Security Guard Services (Admin Code Section 21C.11). 

· If some or all of the services are subject to the Prevailing Wage Ordinance, aspects of Chapters 12P (MCO, discussed below) and 12Q (HCAO, discussed below) may not apply  and those sections should be edited accordingly. Consult OLSE or your Deputy City Attorney with questions. 

1. If Prevailing Wage is not applicable to this contract, delete and replace with “Reserved (Payment of Prevailing Wages).” 

13. Payment of Prevailing Wages. 

A. Covered Services. Services to be performed by Contractor under this Purchase Order may involve the performance of trade work covered by the provisions of Section 6.22(e) [Prevailing Wages] of the Administrative Code or Section 21C [Miscellaneous Prevailing Wage Requirements] (collectively, “Covered Services”).  The provisions of Section 6.22(e) and 21C of the Administrative Code are incorporated as provisions of this Purchase Order as if fully set forth herein and will apply to any Covered Services performed by Contractor and its subcontractors.

B. Wage Rates. The latest prevailing wage rates for private employment on public contracts as determined by the San Francisco Board of Supervisors and the Director of the California Department of Industrial Relations, as such prevailing wage rates may be changed during the term of this Purchase Order, are hereby incorporated as provisions of this Purchase Order.  Copies of the prevailing wage rates as fixed and determined by the Board of Supervisors are available from the Office of Labor Standards and Enforcement (“OLSE”) and on the Internet at http://www.dir.ca.gov/DLSR/PWD and http://sfgov.org/olse/prevailing-wage.  Contractor agrees that it shall pay not less than the prevailing wage rates, as fixed and determined by the Board, to all workers employed by Contractor who perform Covered Services under this Purchase Order.  

C. Subcontract Requirements. As required by Section 6.22(e)(5) of the Administrative Code, Contractor shall insert in every subcontract or other arrangement, which it may make for the performance of Covered Services under this Purchase Order, a provision that said subcontractor shall pay to all persons performing labor in connection with Covered Services under said subcontract or other arrangement not less than the highest general prevailing rate of wages as fixed and determined by the Board of Supervisors for such labor or services.

D. Posted Notices. As required by Section 1771.4 of the California Labor Code, Contractor shall post job site notices prescribed by the California Department of Industrial Relations (“DIR”) at all job sites where services covered by Chapter 6.22 are to be performed.

E. Payroll Records. As required by Section 6.22(e)(6) of the Administrative Code and Section 1776 of the California Labor Code, Contractor shall keep or cause to be kept complete and accurate payroll records for all trade workers performing Covered Services.  Such records shall include the name, address and social security number of each worker who provided Covered Services on the project, including apprentices, his or her classification, a general description of the services each worker performed each day, the rate of pay (including rates of contributions for, or costs assumed to provide fringe benefits), daily and weekly number of hours worked, deductions made and actual wages paid.  Every subcontractor who shall undertake the performance of any part of Covered Services shall keep a like record of each person engaged in the execution of Covered Services under the subcontract. All such records shall at all times be available for inspection of and examination by the City and its authorized representatives and the DIR. 

F. Certified Payrolls. Certified payrolls shall be prepared pursuant to Administrative Code Section 6.22(e)(6) and California Labor Code Section 1776 for the period involved for all employees, including those of subcontractors, who performed labor in connection with Covered Services.  Contractor and each subcontractor performing Covered Services shall submit certified payrolls to the City and to the DIR electronically.  Contractor shall submit payrolls to the City via the reporting system selected by the City.  The DIR will specify how to submit certified payrolls to it.  The City will provide basic training in the use of the reporting system at a scheduled training session.  Contractor and all subcontractors that will perform Covered Services must attend the training session. Contractor and applicable subcontractors shall comply with electronic certified payroll requirements (including training) at no additional cost to the City.

G. Compliance Monitoring. Covered Services to be performed under this Purchase Order are subject to compliance monitoring and enforcement of prevailing wage requirements by the DIR and /or the OLSE. Contractor and any subcontractors performing Covered Services will cooperate fully with the DIR and/or the OLSE and other City employees and agents authorized to assist in the administration and enforcement of the prevailing wage requirements, and agrees to take the specific steps and actions as required by Section 6.22(e)(7) of the Administrative Code. Steps and actions include but are not limited to requirements that: (i) the Contractor will cooperate fully with the Labor Standards Enforcement Officer and other City employees and agents authorized to assist in the administration and enforcement of the Prevailing Wage requirements and other labor standards imposed on Public Works Contractor by the Charter and Chapter 6 of the San Francisco Administrative Code; (ii) the Contractor agrees that the Labor Standards Enforcement Officer and his or her designees, in the performance of their duties, shall have the right to engage in random inspections of job sites and to have access to the employees of the Contractor, employee time sheets, inspection logs, payroll records and employee paychecks; (iii) the Contractor shall maintain a sign-in and sign-out sheet showing which employees are present on the job site; (iv) the Contractor shall prominently post at each job-site a sign informing employees that the project is subject to the City’s Prevailing Wage requirements and that these requirements are enforced by the Labor Standards Enforcement Officer; and (v) that the Labor Standards Enforcement Officer may audit such records of the Contractor as he or she reasonably deems necessary to determine compliance with the Prevailing Wage and other labor standards imposed by the Charter and this Chapter on Public Works Contractors. Failure to comply with these requirements may result in penalties and forfeitures consistent with analogous provisions of the California Labor Code, including Section 1776(g), as amended from time to time.

H. Remedies. Should Contractor, or any subcontractor who shall undertake the performance of any Covered Services, fail or neglect to pay to the persons who perform Covered Services under this Purchase Order, subcontract or other arrangement for the Covered Services, the general prevailing rate of wages as herein specified, Contractor shall forfeit, and in the case of any subcontractor so failing or neglecting to pay said wage, Contractor and the subcontractor shall jointly and severally forfeit, back wages due plus the penalties set forth in Administrative Code Section 6.22(e) and/or California Labor Code Section 1775. The City, when certifying any payment which may become due under the terms of this Purchase Order, shall deduct from the amount that would otherwise be due on such payment the amount of said forfeiture.



· If the Purchase Order will involve the Contractor or Subcontractors providing services involving direct supervision of minors or will be working with minors in an unaccompanied setting on more than an incidental or occasional basis, insert section below. Supervision includes oversight responsibilities at City parks, playgrounds, recreational centers or beaches. Otherwise, delete the text and replace with “Reserved. (Working with Minors)”.

14. [bookmark: _Toc56855713]Working with Minors. In accordance with California Public Resources Code Section 5164, if Contractor, or any subcontractor, is providing services at a City park, playground, recreational center or beach, Contractor shall not hire, and shall prevent its subcontractors from hiring, any person for employment or a volunteer position in a position having supervisory or disciplinary authority over a minor if that person has been convicted of any offense listed in Public Resources Code Section 5164. In addition, if Contractor, or any subcontractor, is providing services to the City involving the supervision or discipline of minors or where Contractor, or any subcontractor, will be working with minors in an unaccompanied setting on more than an incidental or occasional basis, Contractor and any subcontractor shall comply with any and all applicable requirements under federal or state law mandating criminal history screening for such positions and/or prohibiting employment of certain persons including but not limited to California Penal Code Section 290.95.  In the event of a conflict between this section and Section 17, “Consideration of Criminal History in Hiring and Employment Decisions,” of this Purchase Order, this section shall control.



15. [bookmark: _Toc56855715][bookmark: _Hlk97883367]Public Access to Nonprofit Records and Meetings. If Contractor is a non-profit organization; provides Services that do not include services or benefits to City employees (and/or to their family members, dependents, or their other designated beneficiaries); and receives a cumulative total per year of at least $250,000 in City funds or City-administered funds, Contractor must comply with the City’s Public Access to Nonprofit Records and Meetings requirements, as set forth in Chapter 12L of the San Francisco Administrative Code, including the remedies provided therein; and receives a cumulative total per year of at least $250,000 in City or City-administered funds and as defined in Chapter 12L of the San Francisco Administrative Code, Contractor must comply with the City’s Public Access to Nonprofit Records and Meetings requirements, as set forth in Chapter 12L of the San Francisco Administrative Code, including the remedies provided therein.



16. Reserved (Packaged Water Prohibition). 



17. [bookmark: _Toc56855720]Reserved (Sweat Free Procurement).      



· For any Purchase Order where a contractor can provide services at a lesser cost than can be provided by utilizing City employees, i.e. Security Guard and Janitorial services – check previous Purchase Order. If not applicable, delete and enter “Prop J. (Reserved)”

18. [bookmark: _Toc56855722][bookmark: _Toc56855724]Prop J Approval. This Purchase Order is subject to the requirements of City Charter Section 10.104-15. Approval by the Controller and the Board of Supervisors will be required for each year through the term of this Purchase Order. Should the Controller determine that the requirements of City Charter Section 10.104-15 (that contractual services can be performed at a lower cost than if services were performed by City employees) have not been met, City reserves the right to terminate this Purchase Order. 



· The following section applies to security, janitorial, and building maintenance services contracts greater than $25,000 and 3 months or longer, where the entity performing the work has 25 or more employees. If not applicable, delete and enter “Reserved. (Displaced Worker Protection Act)”.

19. Displaced Worker Protection Act. This Purchase Order is for building maintenance services, more than $25,000 and for at least a 3-month term, and employees must work at least 15 hours per week. Contractors are hereby notified of the requirements to comply with the Displaced Worker Protection Act (DWPA, Article 33C of the San Francisco Police Code).  The DWPA applies to any Purchase Order (services Purchase Order) to be performed with the City and County of San Francisco (City), entered into between City and any individual, proprietorship, partnership, joint venture, corporation, Limited Liability Company, trust, association or other entity with 25 or more employees.  Employee for the purpose of the DWPA includes any service employee of the contractor or its subcontractor(s) who works at least 15 hours per week and whose primary place of employment is in the City but does not include: 1) managerial, supervisory or confidential employees as defined by the Fair Labor Standards Act; or 2) employees who do not possess or have not maintained a required occupational license.

A. Transition Employment Period

1. Where the contracting City department has given notice that a service Purchase Order has been terminated or ended, or where a service contractor has given notice of such termination, upon giving or receiving such notice, as the case may be, the terminated or ending contractor shall, within ten days thereafter, provide to the successor contractor, the name, date of hire, and employment occupation classification of each employee employed at the site or sites covered by the prospective contractor at the time of Purchase Order termination (employment information).  This provision shall also apply to the subcontractors of the terminated contractor.  If the terminated contractor does not know the identity of the successor contractor, if any, by the time of the Purchase Order termination notice, the terminated contractor shall obtain such information from the contracting City department at such time.  Where a subcontractor of a service contractor has been terminated prior to the termination of the service Purchase Order, the terminated subcontractor shall be deemed a terminated contractor for purposes of the DWPA.

2. A successor contractor shall retain, for a 90-day transition employment period, employees who have been employed by the terminated contractor or its subcontractors, if any, for the preceding eight months or longer at the site or sites covered by the Purchase Order. 

3. If at any time a successor contractor determines that fewer employees are required to perform the new service Purchase Order than were required by the terminated contractor (and subcontractors, if any), the successor contractor shall retain employees by seniority within job classifications. 

4. During such 90-day period, the successor contractor (or subcontractor, where applicable) shall maintain a preferential hiring list of eligible covered employees not retained by the successor contractor (or subcontractor) from which the successor contractor (or subcontractor) shall hire additional employees. 

5. Except as provided in subsection C of this section, during such 90-day period, the successor contractor (or subcontractor, where applicable) shall not discharge without cause an employee retained pursuant to the DWPA.  Cause for this purpose shall include, but not be limited to, the employee’s conduct while in the employ of the terminated contractor or subcontractor that contributed to any decision to terminate the Purchase Order or subcontract for fraud or poor performance, excluding permissible union-related activity. 

6. At the end of such 90-day period, a successor public sector contractor (or subcontractor, where applicable) shall perform a written performance evaluation for each employee retained pursuant to the DWPA.  If the employee’s performance during such 90-day period is satisfactory, the successor public sector contractor (or subcontractor) shall offer the employee continued employment under the terms and conditions established by the public sector successor contractor (or subcontractor) or as required by law. 

7. Contractors must include a provision in all subcontracts requiring subcontractors to comply with the obligations imposed by the DWPA. 

B. Enforcement

1. An employee who has been discharged in violation of the DWPA by a successor contractor or its subcontractor may bring an action in the Municipal Court or Superior Court of the State of California, as appropriate, against the successor contractor and, where applicable, its subcontractor, and may be awarded back pay, including the value of benefits, for each day during which the violation continues, which shall be calculated at a rate of compensation not less than the higher of: 

i. The average regular rate of pay received by the employee during the last three years of the employee’s employment in the same occupation classification; or

ii. The final regular rate received by the employee.

2. If the employee is the prevailing party in any such legal action, the Court shall award reasonable attorney’s fees and costs as part of the costs recoverable. 

C. Successor’s Prior Employees. A successor contractor or subcontractor may replace an employee retained pursuant to the DWPA with a person employed by the contractor or subcontractor continuously for eight months prior to the commencement of the successor service Purchase Order or subcontract in a capacity similar to that proposed under the successor service Purchase Order or subcontract, but only if the existing employee of the successor contractor or subcontractor would otherwise be laid off work as a result of the award of the successor Purchase Order.

[bookmark: _Toc56855745]

20. Reserved (Payment Card Industry (“PCI”) Requirements). 

 

21. Contractor Vaccination Policy.

A. Contractor acknowledges that it has read the requirements of the 38th Supplement to Mayoral Proclamation Declaring the Existence of a Local Emergency (“Emergency Declaration”), dated February 25, 2020, and the Contractor Vaccination Policy for City Contractors issued by the City Administrator (“Contractor Vaccination Policy”), as those documents may be amended from time to time. A copy of the Contractor Vaccination Policy can be found at: https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors. 

B. A Contract subject to the Emergency Declaration is an agreement between the City and any other entity or individual and any subcontract under such agreement, where Covered Employees of the Contractor or Subcontractor work in-person with City employees at a City owned, leased, or controlled facility. Such agreements include, but are not limited to, professional services contracts, general services contracts, public works contracts, and grants. Contract includes such agreements currently in place or entered into during the term of the Emergency Declaration. Contract does not include an agreement with a state or federal governmental entity or agreements that do not involve the City paying or receiving funds. A Contract includes Purchase Orders.

C. In accordance with the Contractor Vaccination Policy, Contractor agrees that: 

1. Where applicable, Contractor shall ensure it complies with the requirements of the Contractor Vaccination Policy pertaining to Covered Employees, as they are defined under the Emergency Declaration and the Contractor Vaccination Policy, and insure such Covered Employees are either fully vaccinated for COVID-19 or obtain from Contractor an exemption based on medical or religious grounds; and 

2. If Contractor grants Covered Employees an exemption based on medical or religious grounds, Contractor will promptly notify City by completing and submitting the Covered Employees Granted Exemptions Form (“Exemptions Form”), which can be found at https://sf.gov/confirm-vaccine-status-your-employees-and-subcontractors (navigate to “Exemptions” to download the form).

       Choose between Option 1 and 2 below. 

· If Option 1 is selected: Use the attached BAA. 

· If Option 2 is selected: Delete the attached BAA. 

22. [bookmark: _Toc56855746]Business Associate Agreement. The Parties acknowledge that CITY is a Covered Entity as defined in the Healthcare Insurance Portability and Accountability Act of 1996 (“HIPAA”) and is required to comply with the HIPAA Privacy Rule governing the access, use, disclosure, transmission, and storage of protected health information (PHI) and the Security Rule under the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”). The Parties acknowledge that CONTRACTOR will:

[bookmark: Check2]|_| Do at least one or more of the following:

A. Create, receive, maintain, or transmit PHI for or on behalf of CITY/SFDPH (including storage of PHI, digital or hard copy, even if Contractor does not view the PHI or only does so on a random or infrequent basis); or

B. Receive PHI, or access to PHI, from CITY/SFDPH or another Business Associate of City, as part of providing a service to or for CITY/SFDPH, including legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial; or

C. Transmit PHI data for CITY/SFDPH and require access on a regular basis to such PHI. (Such as health information exchanges (HIEs), e-prescribing gateways, or electronic health record vendors)

|_| NOT do any of the activities listed above in subsection 1;

	Contractor is not a Business Associate of CITY/SFDPH. F Business Associate Agreement and SF Attestations are not required for the purposes of this Purchase Order. 




· Delete this BAA Supplement if not applicable. 

Business Associate Agreement Supplement

This Business Associate Agreement (“BAA”) supplements and is made a part of the Purchase Order by and between the City and County of San Francisco, the Covered Entity (“CE”), and Contractor, the Business Associate (“BA”) (the “Agreement”). To the extent that the terms of the Agreement are inconsistent with the terms of this BAA, the terms of this BAA shall control. This BAA shall survive termination of the Purchase Order.

RECITALS

A. CE, by and through the City and County of San Francisco Department wishes to disclose certain information to BA pursuant to the terms of the Agreement, some of which may constitute Protected Health Information (“PHI”) (defined below).

B. For purposes of the Agreement, CE requires Contractor, even if Contractor is also a covered entity under HIPAA, to comply with the terms and conditions of this BAA as a BA of CE.

C. CE and BA intend to protect the privacy and provide for the security of PHI disclosed to BA pursuant to the Agreement in compliance with the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH Act”), and regulations promulgated there under by the U.S. Department of Health and Human Services (the “HIPAA Regulations”) and other applicable laws, including, but not limited to, California Civil Code §§ 56, et seq., California Health and Safety Code § 1280.15, California Civil Code §§ 1798, et seq., California Welfare & Institutions Code §§5328, et seq., and the regulations promulgated there under (the “California Regulations”).  

D. As part of the HIPAA Regulations, the Privacy Rule and the Security Rule (defined below) require CE to enter into a Purchase Order containing specific requirements with BA prior to the disclosure of PHI, as set forth in, but not limited to, Title 45, Sections 164.314(a), 164.502(a) and (e) and 164.504(e) of the Code of Federal Regulations (“C.F.R.”) and contained in this BAA.

E. BA enters into agreements with CE that require the CE to disclose certain identifiable health information to BA.  The Parties desire to enter into this BAA to permit BA to have access to such information and comply with the BA requirements of HIPAA, the HITECH Act, and the corresponding Regulations. 

In consideration of the mutual promises below and the exchange of information pursuant to this BAA, the Parties agree as follows:

1. Definitions.

a. Breach means the unauthorized acquisition, access, use, or disclosure of PHI that compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information, and shall have the meaning given to such term under the HITECH Act and HIPAA Regulations [42 U.S.C. Section 17921 and 45 C.F.R. Section 164.402], as well as California Civil Code Sections 1798.29 and 1798.82.

b. Breach Notification Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and D.

c. Business Associate is a person or entity that performs certain functions or activities that involve the use or disclosure of protected health information received from a covered entity, but other than in the capacity of a member of the workforce of such covered entity or arrangement, and shall have the meaning given to such term under the Privacy Rule, the Security Rule, and the HITECH Act, including, but not limited to, 42 U.S.C. Section 17938 and 45 C.F.R. Section 160.103.

d. Covered Entity means a health plan, a health care clearinghouse, or a health care provider who transmits any information in electronic form in connection with a transaction covered under HIPAA Regulations, and shall have the meaning given to such term under the Privacy Rule and the Security Rule, including, but not limited to, 45 C.F.R. Section 160.103.

e. Data Aggregation means the combining of Protected Information by the BA with the Protected Information received by the BA in its capacity as a BA of another CE, to permit data analyses that relate to the health care operations of the respective covered entities, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

f. Designated Record Set means a group of records maintained by or for a CE, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

g. Electronic Protected Health Information means Protected Health Information that is maintained in or transmitted by electronic media and shall have the meaning given to such term under HIPAA and the HIPAA Regulations, including, but not limited to, 45 C.F.R. Section 160.103.  For the purposes of this BAA, Electronic PHI includes all computerized data, as defined in California Civil Code Sections 1798.29 and 1798.82.

h. Electronic Health Record means an electronic record of health-related information on an individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff, and shall have the meaning given to such term under the HITECH Act, including, but not limited to, 42 U.S.C. Section 17921.

i. Health Care Operations shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

j. Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and E.

k. Protected Health Information or PHI means any information, including electronic PHI, whether oral or recorded in any form or medium: (i) that relates to the past, present or future physical or mental condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (ii) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Sections 160.103 and 164.501.  For the purposes of this BAA, PHI includes all medical information and health insurance information as defined in California Civil Code Sections 56.05 and 1798.82.

l. Protected Information shall mean PHI provided by CE to BA or created, maintained, received or transmitted by BA on CE’s behalf.  

m. Security Incident means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system, and shall have the meaning given to such term under the Security Rule, including, but not limited to, 45 C.F.R. Section 164.304.

n. Security Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and C.

o. Unsecured PHI means PHI that is not secured by a technology standard that renders PHI unusable, unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by a standard developing organization that is accredited by the American National Standards Institute, and shall have the meaning given to such term under the HITECH Act and any guidance issued pursuant to such Act including, but not limited to, 42 U.S.C. Section 17932(h) and 45 C.F.R. Section 164.402.

2. Obligations of Business Associate.

a. Attestations. Except when CE’s data privacy officer exempts BA in writing, the BA shall complete the following forms, attached and incorporated by reference as though fully set forth herein, CITY/SFDPH Attestations for Privacy (Attachment 1) and Data Security (Attachment 2) within sixty (60) calendar days from the execution of the Agreement.  If CE makes substantial changes to any of these forms during the term of the Agreement, the BA will be required to complete CE’s updated forms within sixty (60) calendar days from the date that CE provides BA with written notice of such changes.  BA shall retain such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

b. User Training.  The BA shall provide, and shall ensure that BA subcontractors, provide, training on PHI privacy and security, including HIPAA and HITECH and its regulations, to each employee or agent that will access, use or disclose Protected Information, upon hire and/or prior to accessing, using or disclosing Protected Information for the first time, and at least annually thereafter during the term of the Agreement.  BA shall maintain, and shall ensure that BA subcontractors maintain, records indicating the name of each employee or agent and date on which the PHI privacy and security trainings were completed.  BA shall retain, and ensure that BA subcontractors retain, such records for a period of seven years after the Agreement terminates and shall make all such records available to CE within 15 calendar days of a written request by CE.

c. Permitted Uses.  BA may use, access, and/or disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  Further, BA shall not use Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so used by CE.  However, BA may use Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE [45 C.F.R. Sections 164.502, 164.504(e)(2). and 164.504(e)(4)(i)].

d. Permitted Disclosures.  BA shall disclose Protected Information only for the purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as required by law.  BA shall not disclose Protected Information in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so disclosed by CE.  However, BA may disclose Protected Information as necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE.  If BA discloses Protected Information to a third party, BA must obtain, prior to making any such disclosure, (i) reasonable written assurances from such third party that such Protected Information will be held confidential as provided pursuant to this BAA and used or disclosed only as required by law or for the purposes for which it was disclosed to such third party, and (ii) a written agreement from such third party to immediately notify BA of any breaches, security incidents, or unauthorized uses or disclosures of the Protected Information in accordance with paragraph 2 (n) of this BAA, to the extent it has obtained knowledge of such occurrences [42 U.S.C. Section 17932; 45 C.F.R. Section 164.504(e)].  BA may disclose PHI to a BA that is a subcontractor and may allow the subcontractor to create, receive, maintain, or transmit Protected Information on its behalf, if the BA obtains satisfactory assurances, in accordance with 45 C.F.R. Section 164.504(e)(1), that the subcontractor will appropriately safeguard the information [45 C.F.R. Section 164.502(e)(1)(ii)].  

e. Prohibited Uses and Disclosures.  BA shall not use or disclose Protected Information other than as permitted or required by the Agreement and BAA, or as required by law.  BA shall not use or disclose Protected Information for fundraising or marketing purposes.  BA shall not disclose Protected Information to a health plan for payment or health care operations purposes if the patient has requested this special restriction, and has paid out of pocket in full for the health care item or service to which the Protected Information solely relates [42 U.S.C. Section 17935(a) and 45 C.F.R. Section 164.522(a)(1)(vi)].  BA shall not directly or indirectly receive remuneration in exchange for Protected Information, except with the prior written consent of CE and as permitted by the HITECH Act, 42 U.S.C. Section 17935(d)(2), and the HIPAA regulations, 45 C.F.R. Section 164.502(a)(5)(ii); however, this prohibition shall not affect payment by CE to BA for services provided pursuant to the Agreement.   

f. Appropriate Safeguards.  BA shall take the appropriate security measures to protect the confidentiality, integrity and availability of PHI that it creates, receives, maintains, or transmits on behalf of the CE, and shall prevent any use or disclosure of PHI other than as permitted by the Agreement or this BAA, including, but not limited to, administrative, physical and technical safeguards in accordance with the Security Rule, including, but not limited to, 45 C.F.R. Sections 164.306, 164.308, 164.310, 164.312, 164.314 164.316, and 164.504(e)(2)(ii)(B).  BA shall comply with the policies and procedures and documentation requirements of the Security Rule, including, but not limited to, 45 C.F.R. Section 164.316, and 42 U.S.C. Section 17931.  BA is responsible for any civil penalties assessed due to an audit or investigation of BA, in accordance with 42 U.S.C. Section 17934(c).

g. Business Associate’s Subcontractors and Agents.  BA shall ensure that any agents and subcontractors that create, receive, maintain or transmit Protected Information on behalf of BA, agree in writing to the same restrictions and conditions that apply to BA with respect to such PHI and implement the safeguards required by paragraph 2.f. above with respect to Electronic PHI [45 C.F.R. Section 164.504(e)(2) through (e)(5); 45 C.F.R. Section 164.308(b)].  BA shall mitigate the effects of any such violation. 

h. Accounting of Disclosures.  Within ten (10) calendar days of a request by CE for an accounting of disclosures of Protected Information or upon any disclosure of Protected Information for which CE is required to account to an individual, BA and its agents and subcontractors shall make available to CE the information required to provide an accounting of disclosures to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.528, and the HITECH Act, including but not limited to 42 U.S.C. Section 17935 (c), as determined by CE.  BA agrees to implement a process that allows for an accounting to be collected and maintained by BA and its agents and subcontractors for at least seven (7) years prior to the request.  However, accounting of disclosures from an Electronic Health Record for treatment, payment or health care operations purposes are required to be collected and maintained for only three (3) years prior to the request, and only to the extent that BA maintains an Electronic Health Record.  At a minimum, the information collected and maintained shall include: (i) the date of disclosure; (ii) the name of the entity or person who received Protected Information and, if known, the address of the entity or person; (iii) a brief description of Protected Information disclosed; and (iv) a brief statement of purpose of the disclosure that reasonably informs the individual of the basis for the disclosure, or a copy of the individual’s authorization, or a copy of the written request for disclosure [45 C.F.R. 164.528(b)(2)].  If an individual or an individual’s representative submits a request for an accounting directly to BA or its agents or subcontractors, BA shall forward the request to CE in writing within five (5) calendar days.

i. Access to Protected Information.  BA shall make Protected Information maintained by BA or its agents or subcontractors in Designated Record Sets available to CE for inspection and copying within (5) days of request by CE to enable CE to fulfill its obligations under state law [Health and Safety Code Section 123110] and the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.524 [45 C.F.R. Section 164.504(e)(2)(ii)(E)].  If BA maintains Protected Information in electronic format, BA shall provide such information in electronic format as necessary to enable CE to fulfill its obligations under the HITECH Act and HIPAA Regulations, including, but not limited to, 42 U.S.C. Section 17935(e) and 45 C.F.R. 164.524.

j. Amendment of Protected Information.  Within ten (10) days of a request by CE for an amendment of Protected Information or a record about an individual contained in a Designated Record Set, BA and its agents and subcontractors shall make such Protected Information available to CE for amendment and incorporate any such amendment or other documentation to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.526.  If an individual request an amendment of Protected Information directly from BA or its agents or subcontractors, BA must notify CE in writing within five (5) days of the request and of any approval or denial of amendment of Protected Information maintained by BA or its agents or subcontractors [45 C.F.R. Section 164.504(e)(2)(ii)(F)].  

k. Governmental Access to Records.   BA shall make its internal practices, books and records relating to the use and disclosure of Protected Information available to CE and to the Secretary of the U.S. Department of Health and Human Services (the “Secretary”) for purposes of determining BA’s compliance with HIPAA [45 C.F.R. Section 164.504(e)(2)(ii)(I)].  BA shall provide CE a copy of any Protected Information and other documents and records that BA provides to the Secretary concurrently with providing such Protected Information to the Secretary. 

l. Minimum Necessary.  BA, its agents and subcontractors shall request, use and disclose only the minimum amount of Protected Information necessary to accomplish the intended purpose of such use, disclosure, or request. [42 U.S.C. Section 17935(b); 45 C.F.R. Section 164.514(d)].  BA understands and agrees that the definition of “minimum necessary” is in flux and shall keep itself informed of guidance issued by the Secretary with respect to what constitutes “minimum necessary” to accomplish the intended purpose in accordance with HIPAA and HIPAA Regulations. 

m. Data Ownership.   BA acknowledges that BA has no ownership rights with respect to the Protected Information.

n. Notification of Breach.  BA shall notify CE within 5 calendar days of any breach of Protected Information; any use or disclosure of Protected Information not permitted by the BAA; any Security Incident (except as otherwise provided below) related to Protected Information, and any use or disclosure of data in violation of any applicable federal or state laws by BA or its agents or subcontractors.  The notification shall include, to the extent possible, the identification of each individual whose unsecured Protected Information has been, or is reasonably believed by the BA to have been, accessed, acquired, used, or disclosed, as well as any other available information that CE is required to include in notification to the individual, the media, the Secretary, and any other entity under the Breach Notification Rule and any other applicable state or federal laws, including, but not limited, to 45 C.F.R. Section 164.404 through 45 C.F.R. Section 164.408, at the time of the notification required by this paragraph or promptly thereafter as information becomes available.  BA shall take (i) prompt corrective action to cure any deficiencies and (ii) any action pertaining to unauthorized uses or disclosures required by applicable federal and state laws.  [42 U.S.C. Section 17921; 42 U.S.C. Section 17932; 45 C.F.R. 164.410; 45 C.F.R. Section 164.504(e)(2)(ii)(C); 45 C.F.R. Section 164.308(b)]

o. Breach Pattern or Practice by Business Associate’s Subcontractors and Agents.  Pursuant to 42 U.S.C. Section 17934(b) and 45 C.F.R. Section 164.504(e)(1)(iii), if the BA knows of a pattern of activity or practice of a subcontractor or agent that constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA, the BA must take reasonable steps to cure the breach or end the violation.  If the steps are unsuccessful, the BA must terminate the contractual arrangement with its subcontractor or agent, if feasible.  BA shall provide written notice to CE of any pattern of activity or practice of a subcontractor or agent that BA believes constitutes a material breach or violation of the subcontractor or agent’s obligations under the Purchase Order or this BAA within five (5) calendar days of discovery and shall meet with CE to discuss and attempt to resolve the problem as one of the reasonable steps to cure the breach or end the violation.

3. Termination.

a. Material Breach.  A breach by BA of any provision of this BAA, as determined by CE, shall constitute a material breach of the Agreement and this BAA and shall provide grounds for immediate termination of the Agreement and this BAA, any provision in the Agreement to the contrary notwithstanding. [45 C.F.R. Section 164.504(e)(2)(iii).]

b. Judicial or Administrative Proceedings.  CE may terminate the Agreement and this BAA, effective immediately, if (i) BA is named as defendant in a criminal proceeding for a violation of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws or (ii) a finding or stipulation that the BA has violated any standard or requirement of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws is made in any administrative or civil proceeding in which the party has been joined.

c. Effect of Termination.   Upon termination of the Agreement and this BAA for any reason, BA shall, at the option of CE, return or destroy all Protected Information that BA and its agents and subcontractors still maintain in any form, and shall retain no copies of such Protected Information.  If return or destruction is not feasible, as determined by CE, BA shall continue to extend the protections and satisfy the obligations of Section 2 of this BAA to such information, and limit further use and disclosure of such PHI to those purposes that make the return or destruction of the information infeasible [45 C.F.R. Section 164.504(e)(2)(ii)(J)].  If CE elects destruction of the PHI, BA shall certify in writing to CE that such PHI has been destroyed in accordance with the Secretary’s guidance regarding proper destruction of PHI.

d. Civil and Criminal Penalties.  BA understands and agrees that it is subject to civil or criminal penalties applicable to BA for unauthorized use, access or disclosure or Protected Information in accordance with the HIPAA Regulations and the HITECH Act including, but not limited to, 42 U.S.C. 17934 (c).  

e. Disclaimer.  CE makes no warranty or representation that compliance by BA with this BAA, HIPAA, the HITECH Act, or the HIPAA Regulations or corresponding California law provisions will be adequate or satisfactory for BA’s own purposes.  BA is solely responsible for all decisions made by BA regarding the safeguarding of PHI.  

4. Amendment to Comply with Law.

The parties acknowledge that state and federal laws relating to data security and privacy are rapidly evolving and that amendment of the Agreement or this BAA may be required to provide for procedures to ensure compliance with such developments.  The parties specifically agree to take such action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations and other applicable state or federal laws relating to the security or confidentiality of PHI.  The parties understand and agree that CE must receive satisfactory written assurance from BA that BA will adequately safeguard all Protected Information.  Upon the request of either party, the other party agrees to promptly enter into negotiations concerning the terms of an amendment to this BAA embodying written assurances consistent with the updated standards and requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable state or federal laws.  CE may terminate the Agreement upon thirty (30) days written notice in the event (i) BA does not promptly enter into negotiations to amend the Agreement or this BAA when requested by CE pursuant to this section or (ii) BA does not enter into an amendment to the Agreement or this BAA providing assurances regarding the safeguarding of PHI that CE, in its sole discretion, deems sufficient to satisfy the standards and requirements of applicable laws.  

5. Reimbursement for Fines or Penalties.

In the event that CE pays a fine to a state or federal regulatory agency, and/or is assessed civil penalties or damages through private rights of action, based on an impermissible access, use or disclosure of PHI by BA or its subcontractors or agents, then BA shall reimburse CE in the amount of such fine or penalties or damages within thirty (30) calendar days from City’s written notice to BA of such fines, penalties or damages.  
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