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Roll Call
Hem 1.

‘ Jtem 2.

Ttem 3.
Item 4.
| Jtem 5.

Item 6.

Introductions/ Purpose of the Meetings

Discussion Regardmg Model Pohcres and Additional Reference Material for

Future Meetings.

Discussion Regmmg Working Document
Future Agenda Items
Future Meeting Dates

General Public Comment

(The public is now welcome to address the working group regardmg items that are within the
subject matter jurisdiction of the working group. Speakers shall address their remarks to the
working group as a whole and not to individual members of the working group. Working group
members are not required to respond to questions by the public but may provide a brief
response. Individual working group members should refrain, however from entering into any
debates or dlscussron with speakers during public comment).

44 END OF AGENDA*#¥

KNOW YOUR RIGHTS UNDER THE SUNSHINE ORDINANCE
Government’s duty is to serve the public, reaching its decisions in full view of the public.
Commissions, boards, councils, and other agencies of the City and County exist to conduct the -

: people s business. This ordinance assures that deliberations are conducted before the people and
that City operations are open to the people’s review. For information on your rights under the
‘Sunshine Ordinance (Chapters 67 of the San Francisco Administrative Code) or to report a
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violation of the ordinance, please contact: Sunshine Ordinance Task Force Administrator in
Room 244 at City Hall, 1 Dr. Carlton B. Goodlett Place, San Francisco, CA 94102-4683.

(Office) 415-554-7724; (Fax) 415-554-7854; E-mail: SOTF@sfgov.org. -

Copies of the Sunshine Ordinance can be obtained from the Clerk of the Sunshine Task Force,
the San Francisco Public Library and on the City’s website at www.sfgov.org.. Copies of
explanatory documents are available to the public online at http://www.sfbos.org/sunshine or,
upon request to the Commission Secretary, at the above address or phone number.

LANGUAGE ACCESS

Per the Language Access Ordinance (Chapter 91 of the San Franc1sco ‘Administrative Code),
Chinese, Spanish and or Filipino (Tagalog) interpreters will be available upon requests. Meeting
Minutes may be translated, if requested, after they have been adopted by the Commission.
Assistance in additional languages may be honored whenever possible. To request assistance .
with these services please contact the Police Commission at (v) 415.837.7070 or (TTY)
415.575.5827 at least 48 hours in advance of the hearing. Late requests will be honored if
possible. )

DISABILITY ACCESS ' :
Police Commission hearings are held in Room 400 at City Hall, 1 Dr. Carlton B. Goodlett Place
in San Francisco. City Hall is accessible to persons using wheelchairs and other assistive
mobility devices. Ramps are available at the Grove, Van Ness and McAllister entrances. The
closest accessible BART station is Civic Center Station. For information about SFMTA service,
please call 311.

Assistive listening devices, real time captioning, American Sign Language interpreters, readers,
large print agendas or other accommodations are available upon request. Please make your
requests for accommodations to the Police Commission at (v) 415.837.7070 or (TTY)
415.575.5827. Requesting accommodations at least 72 hours prior to the meeting will help to
ensure availability.

LOBBYIST ORDINANCE

Individuals and enfities that influence or attempt to influence local legislative or administrative
action may be required by the San Francisco Lobbyist Ordinance [SF Campaign &
Governmental Conduct Code 2.100] to register and report lobbying activity: For more
_information about the Lobbyist Ordinance, please contact the San Francisco Ethics Commission
at 25 Van Ness Avenue, Suite 220, San Francisco, CA 94102; (Ofﬂce) 415.252.3100; (Fax)
415.252.3112; Website: sfgov.org/ethics.
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Digital Recording Devices
DRAFT
- 05/28/14

I._Purpose:

The use of Portable Digital Recording Devices (PDRDs) is an effective tool a law
enforcement agency can use to demonstrate its commitment to transparency, ensure the

. accountability of its members, increase the public’s trust in officers, and protect its

members from unjustified complaints of misconduct. As such, the San Francisco Police
Department is committed to establishing a PDRD program that reinforcés its
responsibility to protecting public and officer safety. The purpose of ﬂJJS Order is to
establish the policies and procedures govcmmg that program

. The PDRD is a small audio-video recorder mounted on a person. Ttis designed to record

audio and video activity to preserve evidence for use in criminal investigations, civil

>

as approprlatc

II. Policy:

A. USE OF EQUIPMENT. The Department-issued PDRD is authorized for use in the
course and scope of official police duties as set forth in-this Order. Only members.
authorized by the Chief of Police and trained in the use of PDRDs are allowed to
wear Department-issued PDRDs. The use of personally owned PDRDs while on-
duty is prohlblted

B. TRAINING. The Department will train all members assigned PDRDs prior to-
deployment.. Members assigned PDRDs shall use the devices in accordance with
their training and the provisions outlined in this order. -

C. PROGRAM ADMINISTRATOR. The Risk Management Office (RMO) is the -
PDRD’s program administrator. The du’aes of the RMO include, but are not limited
to:

Tracking and maintaining PDRD inventory

Issuing and replacing PDRDs to authorized members

Granting security access to the computer server

Monitoring retention timeframes as required by policy and law

Complying with public record requests

Conducting periodic and random audits of PDRD equipment and the computer

server
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111, "Procedures:
A. SetUp and Maintenance.

Members shall be responsible for the proper care and use of their ass1gned PDRD and
associated equipment. :




1. Members shall test the equipment at the beginning of their shift and prior to
" deploying the PDRD equipment to ensure it is working properly and is fully charged.

2. Tfthe member discovers a defect or that the equipment is malfunctioning, the member

shall cease its use and shall promptly report the problem to his/her Platoon
. Commander or Officer in Charge. :

3. Ifthe member discovers that the PDRD is lost or stolen, the member shall submit a
memorandum though the chain of command memorializing the circumstances, in
accordance with Department General Order 2. 01 Rule 24, Loss or Damage to
Department Property.

4. Ifthe member’s PDRD is damaged, defective, lost or stolen, the member’s supervisor
shall facilitate a replacement PDRD as soon as practical.

5.« Membets shall attach the PDRD in such a way to provide an unobstructed view of
officer/citizen contacts. The PDRDs shall be considered mounted correctly if it is
mounted in one of the Department-approved mounting positions.

B. Consent Not Required.

Private persons do not have an expectation of privacy when dealing with police officers
performing their normal scope of lawful duties. Members are not required to initiate or
cease recording an event, situation or cucumstance solely at the demand of a citizen.

C. Authorized Use.

All members equipped with a PDRD shall activate their PDRD equipment to record in
the following circumstances:

1. Detentions and arrests
2. Consensual encounters where the member suspects that the citizen may be
involved in criminal activity as a suspect, victim or witness.
5150 evaluations
Traffic and pedestrian stops
When serving a search or arrest warrant
Conducting any of the following searches on one’s person and/or property:
~ a. Incident to an arrest )
b. Cursory
c. Probable cause
d. Probation/parole
e. Consent
f. Vehicles
7. Transportation of arrestees and detainees
During any citizen encounter that becomes hostile
9. In other situations when the assigned member believes that a recordmg would be

Valuable for evidentiary purposes

SR
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Members shall not activate their PDRDs in situations that setve no law enforcement
purpose.
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D. Members shall not intentionally use PDRDs to record:

1. Sexual assault and child abuse victims during a preliminary investigation

2. Situations that could comprorhise the identity of confidential informants and
undercover operatives.

3. Strip searches

4. Surreptitious recording of Department members as defined in DGO 2.01, Rule 56,
Surreptitious Recordings.

5. First Amendment Activities as deﬁned in DGO 8.10, Guidelines for First Amendment
Activities.

However, a member may record in these circumstances if the member can articulate an
exigent circumstance that required deviation from the normal rule in these situations.

E. Permissible Terminations of Recordings

Once the PDRD has been activated, members shall continue using the PDRD until their
involvement in the event has concluded to ensure the integrity of the recording, unless the
contact moves into an area restricted by this policy. Members may terminate a recording
in the following circumstances: ' '

1. When discussing sensitive tactical or law enforcement information away from the
citizen.
- After receiving an order from a higher ranking member.

After arriving safely at the booking facility.

‘When recoding at a hospital would compromise patient confidentiality,

‘When gathering intelligence from witnesses or community members and there is
concern that a PDRD would inhibit intelligence gathering efforts as some
witnesses and community members may be hesitant to report information if they
know their statement will be recorded. They may fear retaliation, worry about
their own privacy, or not feel comfortable sharing sensitive information on
camera. Officers should have the discretion to keep their cameras turned off in
these situations. '

Al el

If a member terminates the PDRD prior to the conclusion of an event, the member shall
document the reasons for terminating the recording in an incident report, written
statement or CAD entry or a memorandum. Ifthe member restarts the PDRD after
turning the equipment off, the member shall document the reason for restarting the
recording in the incident report, written statement or CAD or a memorandum.

The accuracy of police reports, officer statements and other official documentation is
essential for the proper administration of j justice and complying with the Department’s
obligation to maintain full and complete records of enforcemeit and investigative

© activities, investigators, supervisors, prosecutors and other officials rely on complete and

accurate records to perform their essential duties and responsibilities. Officers are




therefore required to review body worn video recordings on their assigned device or
authorized computer prior to documenting an incident, arrest, search, interview, use of
force, or other enforcement or investigative activity to ensure that their reports,

"~ statements, and documentation are accurate and complete.

F. Storage and Use of Recordmgs

1. A member who has recorded an event shall upload the footage prior to the end of his
or her watch unless instructed to do so sooner by an assugned investigator or a
superior officer

2. When uploading recordings to the computer server, members shall identify each
PDRD recording with the incident report number, CAD number or citation number
and the appropriate incident category title to ensure the recording is accurately
retained and to comply with local, state and federal laws.

3. Recordings may be reviewed by a member for any legitimate investigatory putpose,
including but not limited to, preparing an incident report, preparing statements, or
providing testimony, except when the member is the subject of the investigation in .
any of the following that were captured by the PDRD:

a. An officer-involved shooting or in-custody death,

b. A member is the subject of a criminal investigation, an administrative
investigation or an immediate investigation.

c. At the discretion of the Chief of Police or their designee.

For the above listed circumstances, the Department’s administrative or criminal
investigator will coordinate with the member or the member’s legal representative to
arrange the viewing of the PDRD recording prior to the member’s interview.

Note: A member's recollection and perception of an incident may vary from what he/she
may later recall and/or from what a recording captures. A review of a recording is
intended t0 aid in recollection. However, members should remember to focus on their
own perspective and specifi¢ recollection of the event

4. Members with no legitimate law enforcement purpose shall not access recordings.
G. Duplication and Distribution.
1. Departmental Requests

The officer-in-charge or commanding officer of the unit assigned the investigation
recorded by the PDRD, or the officer-in-charge or commanding officer of the
Legal Division shall have the authority to permit the duplication and distribution
of the PDRD files. Other than routine discovery request stemming from the
rebooking process or court proceedings, any member requesting to duplicate or
distribute a PDRD recording shall obtain prior approval from the officer-in-charge
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or the commandmg officer of the unit assignéd the investigation, or the officer-in-
“charge or commanding officer of the Legal Division. Duplication and distribution
of PDRD recordings are limited to those who have a “need to know” and a “right
to know” and are for law enforcement purposes only. '

2. Non-Departmental Requests

" a. Members shall accept and process public records requests in accordance
with the provisions of federal state and local statutes and Depar!ment
policy..

b. Members shall prov1de discovery requests related to the rebooklng process
or other court proceedings by transferring the PDRD recording to the
requesting agency by using the computer server where the PDRD
recording is stored.

H. Retention.

The Department shall retain all PDRD recordings for a minimum of one year in
adherence with local, state federal statues and Department policy.

A PDRD recording may be saved for a 1onger or indefinite period of time as part ofa
specific case if deemed relevant to a criminal, civil or administrative matter.

Except for members of the RMO, a member may not delete any PDRD recording without
prior authorization. . The member seeking to delete a recording shall submita -
memorandum to his/her Commanding Officer requesting to delete footage from a PDRD

file and shall make an entry of the request in the appropriate case file, if applicable.

The C_ommending Officer shall then forward the memorandum to the Commanding
Officer of the Risk Management Office for evaluation and appropriate action.

Members of the RMO are authorized to delete PDRD recordings in accordance with the
Department’s established retention policies on PDRD recordings and when directed by
the Commanding Officer of the Risk Management Division.

1. Accidental or Unintentional Recordings.

If a PDRD accidentally or inadvertently captures an unintended recording, the member
may submit a memorandum through the chain of command specifying the date, time,
location and a summary of the unintentionally recorded event. This memorandum shall
be forwarded to the Commanding Officer of the Risk Management Office for evaluation
and appropriate action.

J. Documentation.




If a member termiriates a PDRD recording prior, to the conclusion of an event, the
member shall document the reason(s) for terminating the recording in CAD, the incident
report, a written statement or a memorandum.

If 2 member restarts the PDRD after turning the equipment off, the member shall
document the reason(s) for restarting the recording in CAD, ‘the incident report, a written
statement or a memorandum

Officers submitting an incident report or completing a written statement shall indicate
whether the PDRD was activated and whether it captured footage related to the m01dent

If a member determines that officer or public safety would be compromised if a PDRD
were activated during an incident requiring its use, the member shall document in CAD,
an incident report, a written statement or a memorandum the reasons for not using the
PDRD. : N

K. Discovery of Potential Misconduct during Authorized Review.

Members reviewing recordings should remain focused on the incident captured in the
PDRD and should review only those recordings relevant to the investigative scope. If
potential misconduct is discovered during any review of the PDRD, a superior officer
shall conduct an administrative investigation pursuant to Department General Order 1.06,
. Duties of Superior Officers, Section 1.A.4. Nothmg n this procedure prohibits
addressmg Department policy violations.

References: '

Los Angeles Police Department’s Body Camera Policy

Oakland Police Department’s Body Camera Policy

Bart Police Department’s Body Camera Policy

San Diego Police Department’s Body Camera Policy

PERF/US DOJ Report: Implementing a Body-Worn Camera Program -

DGO 1.06, Duties of Superior Officers

DGO 2.01, Rules 23 and 24, Use of Department Property and Loss or Damage to
Department Property

DGO 2.01, Rule 56, Surreptitions Recordings

DGO 8.10, Guidelines for First Amendment Activities
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DEPARTMENTAL _ : ‘
GENERAL ' Effective Date

ORDER - 05 Mar 14
I-15.1 : Evaluation Coordinator:

= Research and Planning Division
Index as: _ ' 7 Commander
Portable Vldeo Management . Evaluation Due Date:
System 05 Sep 14

Automatic Revision Cycle:
2 Years

PORTABLE VIDEO MANAGEMENT SYSTEM

The purpose of this ordér is to set forth Departmental policy and procedures for the

" Portable Video Management System (PVMS), which includes a Portable D1g1tal Recordmg

Device (PDRD), designed to record both audio and video of field activity.

Progressive police departments are increasingly utilizing a variety of audio/video
technology to further the mission of their departments. The Oakland Police Department
has adopted PDRD technology because of its flexibility to capture audio/video evidence
and enhance the Department’s ability to conduct criminal investigations, administrative
investigations, and review police procedures and tactics. :

I  POLICY

A. Officers shall utilize the PDRD in accor: dance with the provisions of ﬂns
order.

B. Unauthorized use, duplication, edit‘ing, and/or distribution of PDRD files
are prohibited.

C. Personnel shall-not delete'any PDRD file except as specified in Part V, C
(request for deletion of an accidental recording.)

D.  Personnel shall not remove, dismantle or tamper with any

~ hardware/sofiware component or part of the PDRD.

E. Members are prohibited from wearing or using personally owned-video
recording devices in place of or in conjunction with their issued PDRD.

F. . The Project Resource M’anagement Unit is designated as the Custodian of

Record for all PDRD data files.

Page 1 of 9




DEPARTMENTAL GENERAL ORDER 1-15.1 . Effective Date
OAKLAND POLICE DEPARTMENT . 05 Mar 14

0 PDRD ACTIVATION AND DE-ACTIVATION

A,

Members, including cover officers, shall activate their PDRD under the
following circumstances: -

1.

8.

Citizen contacts (“consensual encounters™) to confirm or dispel a
suspicion that the citizen may be involved in criminal activity as a
suspect, victim or witness. This does not include victims of sexual
assault;

Detentions and Arrests; '
Assessment or evaluation for a psychiatric detention (5150 W&I);

Involved personnel, as defined by DGO J-4, during a vehicle
pursuit;

Serving a search or arrest warrant;

Conducting any of the following searches on one’ s person and/ér
property: .

a. Incident to arrest;
b. Cursory;
c. Probable Cause;

-d. Probation/Parole;

e. Consent; or
f. Inventory

Transporting any detained or arrested citizen (excluding prisoner
wagon transports); or

Upon the order of a higher ranking member

Members shall activate their PDRD prior fo initiating the
circumstances enumerated in Part IL. A. 1-7, above.

Page 2 of 9
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DEPARTMENTAL GENERAL ORDER 1151 Effective Date

OAXILAND POLICE DEPARTMENT 05 Mar 14
B. PDRD Activation is not required during the following circumstances:
1. Members taking a report or conducting a prelirninauy investigation

who reasonably believe no criteria for a required activation are

- present;

During a preliminary investigation with a victim of a sexual assault;

Membe1s meeting with any Confidential Informant, as deﬁned mn
DGO 04, INFORMANTS or :

Members ona guard assignment at a Police, Medical, Psychiatric,
Jail or Detention facility. Members shall assess the circumstances of
each guard assignment, on a continuing basis, to determine whether
to discretionarily activate or de-activate their PDRD..

C.  De-activation of the PDRD

1.

Members shall not de-activate thelr PDRD when it was actlvated as
required by this policy until:

a.

Their involvement in the citizen contact or detention has
concluded; or

They receive an order from a higher ranking member; or

They are discussing administrative, tactical or law
enforcement sensitive information away from the citizen; or

They are at a location where they are not likely to have
interaction or a chance encounter with the suspect (e.g. outer -
perimeter post, traffic control post, ete.); or

The searches requiring activation as enumerated in Part II. A
have concluded and the member believes he/she will have no
further interaction with the person; or

They reasonably believe the recording at a hospital may
compromise patient confidentiality; or

A pursuit has been terminated and the membet performs the -
required actions as specified in DGO J-4, PURSUIT
DRIVING or notifies Communications they are in-service;
or

Page 3 of 9




DEPARTMENTAL GENERAL ORDER . I-15.1 Effective Date
OAKLAND POLICE DEPARTMENT : . 05Mar 14

h. They are interviewing an informant for the purpose of
" gathering intelligence. At the conclusion of the interview, the
. PDRD shall be re-activated until no longer required by

policy.

After a member de-activates their PDRD, it is his/her responsibility
to ensure they re-activate their PDRD should the circumstances

require it,

2. When a member activates his/her PDRD, and such activation was
not required by policy and the circumstances do not require
continued recording, he/she may use his/her own discretion when
deciding to de-activate the PDRD.

D. = Personnel shall not intentionally use the PDRD recording functions to
record any personal conversation of, or between anothier membel/employee
without the recorded membert/employee’s knowledge.

E. | Personnel are not 1-'equired to advise or obtain consent from a person vs-rhen:
1. In a public place; or
2. " Inalocation where the member is lawfully present.

F. During cro.wd control, protest or Iﬁass arrest incidents members shall use

their PDRD consistent with this policy unless otherwise directed by the

" Incident Commander. The Incident Commander shall document his/her
orders in an appropriate repott (e.g. Operations Plan or Afte1 Action Report)
and provide the orders to all personnel. .

G. Part II also applies to cover officers.
. OFFICER, SUPERVISORY AND INVESTIGATORY 'REVIEW OF PDRD
'A.  Level 1 Use of Force, Level 1Pursuit or In-Custody Death

L. In the event of a Level 1 use of force, Level 1 pursuit or an in-
custody death, all PDRD recordings shall be uploaded to the server
as soon as practical. No member may view any audio/video
recordings prior to completing and submitting the appropriate
report(s) and being interviewed by the app1op11ate investigative unit.

2. Once a membm 8 1ep01't(s) has been submitted and approved and the
member has been interviewed by the appropriate investigator, the
investigator will show the member his/her audiofvideo. This will

Page 4 of 9
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DEPARTMENTAL GENERAL ORDER. 1-15.1 Effective Date
OAKLAND POLICE DEPARTMENT . ‘ 05 Mar 14

oceur prior to the conclusion of the interview process. The member
will be given the opportunity to provide additional information to
supplement his/her statement and may be asked additional questions
by the investi gat01s

B..  Investigation ofa Member ‘

1.

Criminal - Members who are the subject of a criminal investigation
may only view their own audiofvideo 1ecord1ngs at the direction of
the CID or IAD Commander.

2. Administrative — Members having received notification (Complaint
Notification Report [CNR]) from the IAD and who are considered to
be a subject or witness officer, may only view their own audio/video

_ recordings at the direction 'of the IAD Commander or designee.
"C. Invesugators conductmg crlmmal or internal investigations shall:

1. Adyvise the Project Adrmmstl ator or a System Administrator to
restrict public disclosure of the PDRD file in criminal or infernal
investigations; as necessary.

2. Review the file to determine whether the PDRD file is of evidentiary
value and process it in accordance with established protocols.

3. Tnvestigators shall notify the System Administrator to remove the

access restriction when the criminal/internal investigation is closed.

D. Supervisor Review -

L.

Supervisors shall conduct a random review of the PDRD recordings
of each of their subordinates on a monthly basis.

‘When a supervisor is approving or investigating a UOF or vehicle
pursuit they shall review the PDRD recordings of members who are
a witness to or involved in the use of force.

Supervisors review of subordinate PDRD recordings shall include
an assessment of}

a. Officer performance and training needs;
b. Policy compliance; and
c. Consistency between written reports and video files.

Page 5 of 9




DEPARTMENTAL GENERAL ORDER - 1151 Effective Date
- OAKLAND POLICE DEPARTMENT : - 05 Mar 14

E.

A,

When a member does not activate or de-activate his/her PDRD as required,

_supervisors and commanders shall determine if the delayed or non-

activation was reasonable, based upon the circumstances. If the supervisor
determines that the delay or non-activation was reasonable they shall
document their justification in the UOF report or, if no UOF report is
generated, in the officer’s SNF. The supervisor’s commander shall be
advised and their name noted in the SNF.

Supervisors, commanders, and managers who discover Class II misconduct
during the review of PDRD video, that does not indicate a pattern-of
misconduct, may address the Class I misconduct through non-disciplinary
corrective action. Supervisors shall, at a minimum, document any Class II
violation of this policy in the officer’s SNF.

© OIG staff conducting audits, training staff, super visors, commanders, active

FTOs and the FTO Coordinator may view PDRD files 1o investigate
allegations of misconduct or evaluate the performance of members.

When a member is authorized to view a PDRD recording by this policy, the
audio/video recording shall be reviewed at a Department desktop computer
by logging onto the server. Personnel reviewing the video shall document
the reason for access in the “Add Details” field, under the “Comments” -
section on the video file.

'RESPONSIBILITIES

The Project Administrator is designated by the Chief of Police and has
oversight responsibilities to include, but not limited to, the following:

1. Document malfumctions and equipment failures;

2. Policy and procedure review and evaluation;

3. Ensure PDRD files are secured and retained for a minimum of ﬁv_e
(5) years; :

4, Ensure PDRD files are reviewed and released in accordance with

federal, state, local statutes, and Departmental General Order M-9.1,
PUBLIC RECORDS ACCESS; and

5. Train the System Administrators to ensure consistency across the
bureaus.

System Administrators shall be designated by the Bureau Commander for .-
non-patrol assignments. All Sergeants of Police assigned to the Patrol
Division are System Adrmmstratms

Page 6of9
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| DEPARTMENTAL GENERAL ORDER I-15.1 " Effective Date

OAKLAND POLICE DEPARTMENT : 05 Mar 14

A.

System Administrator IGSp(}nSIbﬂltIGS shall include, but are not limited to,

the following:

1. Ensure officers are assigned a fully functional PDRD.
Malfunctioning PDRDs shall be replaced immediately;

2. User training;
3. Return damaged equipment to the Project Adrinistrator;

4. Make copies of PDRD files for court ot other authorized activities;

. 5. Destruction of copied PDRD files not admitted as evidence in court;

and

6. Approi/e/disapprove requests for deleting accidental recordings

OPERAT]NG THE PDRD

Members assigried a PDRD shall test the eqmpmen’c prior to every shift.
Once activated, the indicator light of a fully functioning PDRD should

~ change from solid green to blinking green. If that does not occur,

immediately report the malfunetion to a supervisor.

Members shall position and secufely attach the camera to the front of their
uniform or uniform equipment, as the primary location, to facilitate
recording, Members shall not wear a PDRD that is damaged or not

functioning properly due to low battery charge, damage, malfimction or

memory exceeding capacity and shall notify their supervisor.

Subject to the recording 1equiiements of Part IT of this policy, the PDRD
may be temporarily removed and placed or mounted.in the pohce vehicle or -

‘other location, to facilitate recording a citizen.

Members shall upload PDRD data 'ﬁles‘at the end of and, if needed, during
their shift to ensure storage capacity is not exceeded. :

Members shall ensure the battery is fully chal ged and operating properly at
the begmmng of their shift.

Members shall report unresolved equipment malfunctions/problems to a
System Adriinistrator for camera replacement. Members-shall check out a
backup camera, as soon as practical, and utilize it as required until such
time as their original camera is operational.
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DEPARTMENTAL GENERAL ORDER - 1151  Effective Date
OAKLAND POLICE DEPARTMENT - 05 Mar 14

G.

Members are required to dogument the activation of their PDRD. Membeis
are required to provide an explanation for any delayed or non-activation of
their PDRD when PDRD activation is required.

Documentation shall be provided in at least one of the following reports, as
appropriate: ' ' '

1. Citation or'No-tice to Appear;

2. Crime Répo;t;

3. Consolidated Azrest Report, electronic or paper, ot Juvenile Record;
4, Field Interview; or |

5.- CAD totes _ ' N

VI. PDRD FILE REQUESTS

A.

Departmental Requests

Personnel requiring a copy of PDRD audio/video file(s) for court shall
contact their first line supervisor.. If the first line supervisor is unavailable, -
personnel shall contact any System Administrator.

1. In non-patrol assignments, requests for PDRDau—dio)video file(s) -
shall be forwarded to the designated System Administrator.

2. Any PDRD copies not entered into evidence shall be returned to the

first line supervisor or a System Administrator for destruction.

Non-Departmental Requests.

' Public Records requests shall be accepted and processed, in accordance

with the provisions of federal, state, local statntes and DGO M-9.1,

PUBLIC RECORDS ACCESS, and forwarded to the Project Administrator.

Request for deletion of an accidental recording.

In the event of an accidental activation of the PDRD and the resulting
recording is of no investigative or evidentiary value, the respective
personnel may request that the PDRD file be deleted by submitting an email
request to their immediate supervisor with sufficient information to locate
the PDRD file. Approved requests shall be submitted to the Project
Administrator at PDRD(@oaklandnet.com. -

Page 8of 9
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DEPARTMENTAL GENERAL ORDER 1151  Effective Date! .
OAKLAND POLICE DEPARTMENT 05 Mar 14

D.  APDRD file may be utilized as a training tool for individuals, specific
units, and the Department as a whole. A recommendation to utilize a PDRD
file for such purpose may come from any source.

L A person recommendmg utilizing a PDRD ﬁie for training purposes

.-~ _shall submit-the recommendation through the chain-of-command to
the Training Section Commander. : 1

2. The Training Section Commander shall review the recommendation
and determine how best to utilize the PDRD file considering the
identity of the person(s) involved, sensitivity of the incident and the
benefit of utilizing the file versus other means.

VII. REPLACEMENT PROCEDURES

AL Personnel shall immediately report any recognized problems with the
PDRD as well as a lost, stolen or damaged PDRD to their immediate -
supervisor. Upon notification, the supervisor shall facilitate the
replacement of the PDRD as soon as practical.

B. Supervisors shall document a lost, stolen or damaged PDRD as specified in
DGO N-5, LOST, STOLEN, DAMAGED CITY PROPERTY, unless the
PDRD stops functioning properly for no apparent reason and the supervisor
. does not observe any sign of damage.

By Order of

e

Sean Whent
Interim Chief of Police ) Date Signed: . IS4
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SAN FRANCISCO BAY AREA RAPID TRANSIT DISTRICT

POLICE DEPARTMENT

INTEROFFICE MEMORANDUM

TO: All Personnel ] DATE: November 10,2012

FROM:— Chiief Kehton W Raifiey

SUBJECT: Policy 450 —Use of Video and Audio Recorders

* As many of you are aware the Department has purchased Mobile Video Recorders (MVR) for all
of our sworn officers and sergeants to wear in the field. In the upcoming weeks, we will begin to
slowly phase this equipment into our daily operations by requiring the Capital Corridor Team
Officers to wear the MVR during their regularly assigned work days only. However, if feasible
- they are also encouraged to wear their MVRs whenever they are workmg an overtnne assignment
or other special ass1gnment at their direct report station (Lake Memtt)

The below is the agreed _upon policy and procedure that governs the proper use of the MVR that
we all need to begin to become familiar with, This policy will-be reviewed and revised at regular
intervals in order to maximize the efficiency and effectiveness of the MVR. I want to thank the
Police Officers Association, Police Management Association, our Taser Instructors and members
of the Capital Corridor Team for all of their assistance and input in moving us forward in this
process.

K F—
Kenton W. Rainey . .

Chief of Police




BART POLICE DEPARTMENT
-KENTON W. RAINEY, CHIEF OF POLICE

SPECIAL ORDERNO  12-03

DATE OF ISSUE:  11/10/12

450.1 PURPOSE AND SCOPE

. The San Francisco Bay Area Rapid Transit District Police Department (BART) is prov1dmg each
of its sworn sergeants and officers with a wearable Mobile Video Recorder (MVR) for use while
on-duty. The MVR is designed to record both video and audio activity of members during the -

- course of their official police duties. The MVR is intended. to assist officers in the performance

of their duties by providing an objective, unbiased video and audio record of a contact and/or
incident.

The use of the MVR provides documentary evidence for criminal investigations, civil litigation,
and allégations of officer misconduct. Video documentation shall be maintained by the Police
Department if it supports a criminal investigation based on reason to believe the subject of the

. investigation is or may be involved in criminal conduet, or for purposes of an administrative

investigation on the conduct of a member(s) of the Police Department.

Officers shall utilize the MVR in accordance with the provision of this Policy in order to
maximize the effectweness of the device, enhance transparency, and ensure the integrity of
evidence.

450.2 DEFINITIONS

A. ~ “Mobile Video Recorder” (MVR) This réfers to any system thaf captures audio and video
* signals that is capable of installation in a vehicle or individually worn by officets and that
includes at a minimum a recorder, microphone, and paired monitoring device.

B. “Audio Recording” is the electronic recording of conversation or other spoken words.

C. “Evidence.comn” is the online web-based digital media storage facility. The virtual
warehouse stores digitally-encrypted data (photographs, audio and video recordings) in a
highly secure environment. The digital recordings are accessible to authorized personnel
based upon a security clearance and maintain an audit trail of user activity.

D. “Eyidence Transfer Manager” (ETM) is a docking station that simultaneously recharges
the AXON Flex Camera and AXON Flex Controller and uploads all data captured from the
camera’s point of view during officer’s shift to bartpd. ev1dence com. The ETM ensures that
evidence handling is secured and cannot be altered.

E. ' “AXON Flex Camera connects to the AXON Flex Controller. The Flex Camera manages
.the video compression and storage and is capable of playback via a Bluetooth paired smart
device. The AXON Flex Camera ensures that evidence handling is secured and cannot be




altered. Once plugged into the docking station, the AXON Flex Camera will upioad
digitally-encrypted data through the Evrdence Transfer Manager to bartpd.evidence.com.

F..  “AXON Controller” is the battery pack for the AXON Flex Camera and connects to the
Flex Camera via a small gage wire.

G “MVR ’Iechmcran” The Community Service Ofﬁce_r(s) assigned to administrative services
. that a531gn, oversee, and track Department equipment. The CSO(s) shall oversee needed

reﬂmrq or tenlnnemenf of the MVR_and Evidence Transfer MﬂﬂﬂO‘Pl‘ Fmrmmpnf ﬂ'n'mwh

L'aser A.KON representaﬁves

.H. “System Administrator” The Administrative Servrces Superwsor Wlll be the
bartpd.evidence.com system administrator with full access to user rights who controls
. passwords, coordmates with the MVR Techmclan, and acts as liaison with Taser AXON

representatlves

I “Video Recording” is the electronic recording of visual images with or without audio |
component .

I “Impound” is the process by ‘which video and audio files are uploaded to Evidence.com by
docking the MVR to the Evidence Transfer Manager thereby ensuring files are secure and
unable to be altered. , .

- 4502a CATEGOIES AND RENTENTION PERIODS

The BART Police Department has nine (9) categories to tag and refain our cases in
Evidence.Com. Each one is listed below with the current retention cycle, If should be noted that
retention times can be extended at any time by a Supervisor, Internal Affairs, Evidence
Specialist, BPD System Administrator for evidence.com, or by the Chief of Police or his/her
designee. Categories can also be added if needed. i

' 01) COLD REPORT- 1 YEAR
02) CONSENSUAL CONTACTS -1 YEAR
03) DETENTIONS-2 YEARS
04) INFRACTION VIOLATIONS 2 YEARS
05) ARREST —~ MISDEMEANOR / FELONY 3 YEARS
06) STATEMENT — VICTIM / SUSPECT / WITNESS 3 YEARS .
07) USE OF FORCE — UNTIL MANUALLY DELETED .
|08) SICK / INJURED PATRON — 3 YEARS
09) UNATTENDED DEATH / HOMICIDE — UNTIL MANUALLY DELETED

450.3 UNIFORMED OFFICER RESPONSIBILITIES

Prior to going into service, each uniformed patrol officer equipped with a Department issued
MVR will be responsible for making sure that the MVR is in good working order. The MVR
shall be conspicuously placed on the officer’s person in one of the Department approved
mounting positions, which are limited to an eye glass clip, ear mount, collar clip, or epaulet clip.



The MVR shall bé worn in such a way as to provide an unobstructed camera view of
officet/citizen contacts. . The camera shall be considered mounted correctly if it is mounted in
one of the department approved mounting positions.

Members of the Deparfment that are assigned an MVR shall receive mobile video fraining prior
to deployment of the device in an operational setting. At this training, each officer will be

. provided a standard checklist of steps they are required to complete in order to ensure their -
"MVR’s and MVR mounting systems are in good working order. Officers will conduct the

————f@ﬂ@mg—st@““ prigrio-coino into seryice:
; : PS-PHOS0-ZOIRS I

1.  Officers shall insufe that the batterir is fully charged
a.  Depress the battery status button on the front of the controller and observe
that the light is green

2. - Officers shall insure that the camera is able to be acuvated and is ﬁmcuomng
Corinect the baitery cable from the battery to the camera
Turn the camera on by clicking the On switch
Observe the indicator lights are correct (blinking green)
* Dotuble tap button to activate recording -
Observe that indieation lights are correct (blinking red)
Press and hold to end recording
Observe that 1nd1cator lights are correct (blinking green)

@he ae o

3. Ofﬁcer shall insure that the player is properly paired

4. Officer shall insure that the field of view for the camera is correct
a.  Activate the Samsung Galaxy player
b.  Activate the Live Préview feature

- 450.4 NON-UNIFORMED OFFICER RESPONSIBILITIES

Any officer assigned to a non-uniformed position may carry a Department-issued MVR atany
time the officer believes that such a device may be utilized in order to assist the officer in the
performance of their duties by providing an objective, unbiased video and audio record of a
contact and/or incident. Howevet, whenever a non-uniformed officer is working a uniformed

~ patrol assignment he/she shall wear a Department - issued MVR in accordance with this policy.

450.5 ACTIVATION OF THE VIDEO/AUDIO RECORDER

Penal Code Section 632 prohibits any individual from surreptitiously recordihg any conversation-

(confidential communication) in which any party to the convetsation has a reasonable belief that

the convetsation is private or confidential. This excludes a communication made in 4 public

. gathering or in any legislative, judicial executive or administrative proceeding open to the
. public, or in any other circumstance in which the parties to the communication mdy reasonably

expect that the communication may be overheard or recorded. However Penal Code Section 633
expressly exempts law enforcement from this prohlbmon during the course of a criminal
investigation as follows:




(a) No member of the Department may surreptitiously record a contact with or conversation
of any other member of this Department without the expressed knowledge and consent of
all parties present, including the member whose acts or conversation are being recorded.
Nothing in this Section is inténded to interfere with an officer’s right to openly record
any intetrogation pursuant to Government Cade Section 3303 ().

im ANy LIZQI!L!ZQK of the Liepartment may Sun'epuuouSly Tecord any OOHVGISBIIOH uurmg the

cm1r§e_o£a_cnm1nalinvestigahonmbieh.thenfﬁeenteasonahmbehenesihatwch_a__ .

recording will be beneficial to the investigation: -

(1) For the purpose of this Policy, any officer contacting an individual suspected of
violating any law or during the cotuse.of any official, law enforcement-related
activity shall be presumed to be engaged in a criminal investigation. This
presumption shall not apply to contacts with other employees conducted solely for
administrative purposes.

(2) For the purpose of this P011cy, it shall further be presumed that any individual
contacted by a uniformed officer wearing a conspicuousty mounted MVR. will have -
knowledge that such a contact is being recorded. This subsection shall not apply to-
contact between a member of the Department wearing a conspicuously mounted
MVR and other member(s) of the Department. For purposes of this policy, contact .
between members of this Department is governed by section 450.5(a), and
450.5(b)(1). 7

(c) All on-scene officers (inclusive of all initiating and witness officers) equipped with an

MYVR shall activate their cameras prior to makmg contact with individuals in any of the

following circumstances:

(1) Any enforcement contact e. g. detentions, vehicle stops, walking stops (officers are
encouraged to activate their MVR on consensual encounters also) as outlined in
Policy section 322.3.

(2) Probation and parole searches
(3) Service of a search or arrest warrant
)] Any contact with.a subJ ect suspeeted of criminal behav1or

(d) Members of the Department are expected to activate their MVRs any time they
reasonably believe that a recording of an on-duty contact with a member of the public
may be of future benefit to the Department. '

(1) Atno time should an officer jeopardize his/her safety or the safety of another in order
to activate their MVR.

(2) Members of the Department are expressly prohibited from utilizing Department
recorders and recorded media for personal use.

(3) Members of the Department will not make copies of any recordings for their personal
use and are prohibited from using a recording device (such as a phone camera or



secondary video camera) to record media from bartpd.evidence.com or the AXON Flex
Camera unit. Nothing in this policy shall be construed as limiting an officer’s right to
carry and use a personal device such as a smart-phone, however officers shall not carry
or use another mobile video recorder in addition to the District issued MVR without
express approval of the Chief of Pohce

————450.6—MOBILE VIDEO-OPERATING PROCEDURES

__Membsrs_oﬁhe_Departmentihat_ate_asmgnedjnMRshallrecememobllejadaaitammg
- prior to deployment of the device in an operational setting,

|

1..

Prior to going into service each officer shall perforim an inspection, consisting of the
steps set forth in. section 450.3 and provided to each officer at their initial MVR -
training, to ensure that his’her MVR is operational. If problems are encountered

* with any component of the system, the MVR equipment will not be used.

" The officers shall report malfunctions, damage, loss or theft of an MVR to their
- immediate supervisor priot to placing the unit out of service. The officer placing the

** MVR unit ouf of service shall notify the MVR Technician in writing of the

suspected cause of equipment failure and/or recommendations for corrective action.
If the officer does not know what the suspected cause of equipment failure is and/or
has no recommendations for corrective action, they may indicate this in writing to
the MVR technician. In case of loss or theft of an MVR, the officer shall notify the
MVR technician and their immediate supervisor as soon as they become aware of
the loss or theft of the device. When so notified, the MVR technician shall -
immediately deactivate the device. The assigned officer shall document the status of
the device, including all felevant circumstances via the appropriate Departmental
report. A spare MVR shall be issued to an officer through a supervisor with the
Watch Commander’s approval prior to going into service. The Watch Commander
shall log the assignment of a spare MVR with the Departmient MVR Technician.

Once the MVR is activated it should remain on until the incident or contact of

- interest has reached a conclusion and/or the officer leaves the scene, whichever
occurs first. “Where the officer reasonably believes the incident or contact of inferest
is over, they may shut the MVR record mode off. If the incident resumes following
the officer’s termination of the MVR recording, the officer shall re-activate their

_ When the MVR is used in any incident, investigation, or during a traffic stop, this
fact will be documented on any relevant citation and/or report prepared regarding the
incident. Conversely, when the MVR is not used in any incident, investigation, or

- during a traffic stop, the reason for non-use will be documented on any relevant
citation and/or report prepared regarding the incident,

Except in circumstances prohibited by statute, or as directed by the Chief of Police,
ot his or her designee, an officer may have access to review his/her recordings when
prepating written reports and/or statements relevant to any incident, to help ensure
accuracy and consistency of accounts. To prevent damage, original recordings shall




not be viewed in any eqmpment other than the equipment issued or authonzed by
the MVR manufacturer.

6. Department personnel shall not intentionally erase, alter, reuse, modify or tamper
- with audio-video recordings, nor shall they attempt to erase, alter, reuse, modify or
tamper with audio-video recordings.

7. If the MVR is accldenta]ly actlvated, an ofﬁcer may submlt a wr1tten memorandum

fn his orherimm

. shall be routed via the cham of command to the requeshng oiilcer ] Deputy u:uet

The Deputy Chiet shall either approve or deny tne Tequest in Wiiting, aiter they
ensure the recording has been reviewed and contams nothing of evidentiary value.
CF or-purposes of this section “in writing” means checking the approprlate box and
signing the form).

8. _
450.7 MOBILE VIDEO RECORDER IMPOUNDING PROCEDURE

At the end of each shift, officers shall place the MVRs into an assighed open slot on the Evidence

Transfer Manager (docking station). This will allow the data to be transferred from thie MVR, via

. the docking station, to bartpd.evidence.com. The data is considered impounded at this pointand the
MVR is cleared of existing data. _

450 8 REVIEW OF RECORDED MEDIA
Recorded files shall be reviewed in any of the following situations:
(a) By a supervisor mvestlgahng a speelﬁc incident, issue, and/or act of officer conduct.

(b) By any member of the Department who is authorized to participate in an official
investigation in the following type of cases only: personnel complamts administrative
investigations, or criminal mvestlgatlons

(c)  Pursuantto alawful process or by members of the District Attorfiey’s office or court
personnel otherwise authorized to review evidence in a related case.

(d By the Independent BART Pohce Auditor or his/her investigator.
(ej_ With the expressed permission of the Chief of Police or authorized designee.

450.9 MOBILE VIDEO RECORDERS

The Department assigned MVR (Taser Axon Flex) shaIl be the only mobile video recorder allowed
for Department employees while on-duty. Any other mobile video recorder shall only be used with
the expressed permission of the Chief of Police. .

Kt w =
Kenton W. Rainey
Chief of Police




DATE:

TO:

. THE CITY OF SAN DIE‘GO
-MEMORANDUM

Januafy 7,2014

’ _Peréonnel Participating in the Body Worn Camera Field Test

FROM: Dan Clxistman, Captain, Operational Support Division

'SUBJECT: Procedures vaernjﬁg Use of Body Worn Cameras and Recordings

L
4
X
IL
1.

7N

PURPOSE, '.

' This Department procedure establishes guidelines and limitations regarding videotaping

conducted by Department members using body worn audio/video equipment and
procedures for preserving the digital media in Evidence.com.

SCOPE
‘This procedure applies to all personnel participating in the Body Worn Camera Field Test

and encompasses the use of equipment, recordings, computer systems and software
associated with the field test commencing on January 7, 2014.

DEF[NITIONS

Body Worn Camera (BWC) A camera worn on an 1nd1v1dua1 officer’s person that
recmds and stores audio and video.

BWC Program Adminisirator (Operational Support) — Police Department program
administrator for Evidence.com and TASER Axon camera system with full access to uset
rights, sets user aceess and parameters,

Digital Evidence - Includes photographs andio recordmgs and video footage that is
stored digitally. ,




IV.

Docking Station - A portable mulﬁ—ported base installed at the commands. The docking
station simultaneously recharges the BWC while uploading all digitally eticrypted data
from the device. The docking station then transfers the digitally encrypted data to
Evidence.com.

Evidence.com- A comimereial digital media and softiware company eontracted for through
the city and accessed at www.evidence.com. The virtyal warehouse stores digitally
encrypted data in a highly secure environment accessible to pei“sonnel based on security .

clearance.

Metadata- Case numbers, Tncident numbers and other descriptors used to identify digital

evidence.

PROCEDURE

A. Storage -

1. The BWC devices shall be stored in the desigrated docking station when not
in use or in a secure storage location. Only authorized personnel shall yse or

be in possession of a BWC device.
B. ° Preshifi inspection

1. Daily, officers shall inspect their assigned BWC device to ensure there is no
visual damage and the device is in working order. Visual damage shall be
logged on to the officer’s MCT (Mobile Computer Terminal) as a journal
entry: Inoperable equipment shall be tagged and returned to Operational
Support as soon as possﬂale

C.  BWC Modes of Operation (TASER models)

1, The BWC system operates on rechargeable battery power for up to twelve
. hours of continuous buffering and records up to ten hours of continuous video
and audio média. The user can view recordings and add metadata via a
specific moritar, computer or a smart phone with specific application.
Viewing or adding metadata will not alter the video recording as they are
 protected with multiple layers of encryption on the aforementioned devices,
the BWC itself and at Evidence.com.

2. Buffering Mode- When a BWC is on but has not been activated to record both
sound and video. The camera will continuously record only video in 30
second loops.

3. Event Mode - When thé Event button is activated, the BWC saves the
buffered video from 30 seconds prior to pressing the button (video only) and
continues recording video as well as audio for uip to ten (10) additional hours.
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Continuous pressing of the Event button turns the recording on and off and
creates separate media segments.

4. Each recorded segment requires metadata be entered, even if'the eegtnents are
of the same event. Metadata should be added at the conclusion of the event.
In case of a delay, metadata will be added as soon as possible.

Equipment Maintenance

In the event the BWC malfunctions, the officer will notify thelr Supervisor
and Operational Support. A notation will be made on the officer’s journal
indicating the nature of the malfunction. The inoperable equipment will be
taken to Operational Support for repair ag'soon as possible. In the event
Operational Support cannot repair the unit, the manufacturer will be contacted
to facilitate the repair. - This procedure will be followed for all BWC related
equipment and accessories. Repair and replacement of damaged or
nonfunctional BWC equipment is coordinated through Operational Support

“and performed through an authorized service provider.

Audio/Visual Recordmg

In keeping with the Depariment’s value of respecting the dignity of all human
beings, officers will use sound judgment in when and how the BWC will be used.
Officers will adhere to the following guidelines:

L. BWC equipment shall not be utilized for personal use.

2. ‘The BWC shall not be used in Buffering or Event Modes and BWC shall be
turned off in the fo]lowmg instances:

a. During Department administrative mvestigaﬁons.

" b. - Where possible, officers will avoid capturing video media of sensitive
human areas such as exposed breast, groin, efc...

c. W]:n'le in Depattment dressing rooms, break rooms, duting pre-shift
conferences, in restrooms or any other place where there is a reasonable
expectation of privacy.

3. Enforcement Related Contacts: Officers shall use the event mode to record
enforcement related contacts. The event mode should be activated prior to
actual contact with the citizen, or as soon as possible the1eaﬁer and continue
recordlng until the contact is concluded

Enforcement related contacts include the following: Traffic stops, field -

interviews, detentions, atrests, and consensual encounters where the officer is
attempting to develop reasonable suspicion.
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. Arrests: Officers may stop recording in the event mode when the suspect is -
cooperative and safely secured inside a police car. If a suspect becomes
uncooperative officers should resume recording in the event mode.

. -Suspect Interviews: Officers are encouraged to fully record suspect
interviews. Officers shall insure they record any admonishments prior to the
start of an interview. Officers should not stop and start the recording during a
suspect interview. -

. Victim and Witness Interviews: Victim and witness interviews will generally
not be 1ecorded Ofﬁces shall not record the following:

a. During Sex Crime rnvesugatrons to include statements of victims,
witnesses and interactions with parents of victims.

b. During Child Abuse investigations to include statements of victims,
witnesses and interactions with parents of victims,

7. Demonstrations: As a general policy, Department personnel should refrain

from visual recording or photographing peacefil demonstrations. When there
is reason to believe that a planned event has the potential for unlawful activity,
Commanding Officers should make the determination whether visual '
recording or photographing is appropriate. :

 During demonstrations, officers should operate cameras in the buffering
mode. If officers witness crimes occurring among the demonstrators and/or

believe an arrest is likely, they should begin recording in the event mode.

. BWC recordings of contacts shall be documented in the following manner:

a. ARIJIS 2 and ARJIS 8: “BWC Recordmg” shall be recorded in the
Evidence section of the report.

b. ARJIS9: “BWC Recording” shall be recorded in the in the Property Tag -
section of the report.

c.” Field Interview Slips and Traffic Warnings: “BWC Recording” shall be
recorded in the narrative.

d. Traffic Citations: “BWC Recording” shall be recorded in the case number
box near the top of all citations.

e. . Other Reports: “BWC Recording” shall be recorded in the narrative.
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f.  Other Recordings: Non evidentiary recordings, such as inadvertent
recordings; recordings initiated for training, or recordings with no
. associated report shall be documented on the officet’s journal.

' Officer Safety and Civilian Advisements

Officers shall follow existing officer safety policies when conducting
enforcement stops as outlined in Department policies and procedures, Officer
safety shall be the primary consideiation when contacting citizens or '
conducting vehicle stops, not the ability to record an event.

'P'ri'vate persons do not have an expectation of privacy when talking with
- police officers during the normal scope of an officer’s duty. Therefore,

officers are not required to give notice they are recording, However, if asked,
officers shall advise citizens that are being recorded. The advisement shall be
noted in any written reports. Officers are not required to initiate or cease

recording an event, situation or circumstance solely at the.demand of a citizen.

"Exception: Officers and supervisor involved in the investigation of a

complaint against a member of the police department must inform
complainants and witnesses they are being recorded. ‘

.- Impounding Procedures

After verifying the required metadata has been added to all recorded events,
officers shall place the BWC into any open slot(s) on the docking station at.
the end of their shift, This will allow for the battery to recharge. The data
will avtomatically he transferred froin the BWC through the docking station to
Evidence.com. The data will be considered impounded at this point.

Accessing Impounded Data

1.

2.

- Using a computer, enter www.evidence.com in the browser.

Enter assigned username and password (for problems contact the Department
Program Administrator in Operational Support Administration).

Digitél media can be viewed and copied from this location.
Only authorized detective,s or detective sergeants shall access

www.evidénce.com. Detectives are responsible for reviewing, updating and
tracking digital evidence associated with their assigned cases.

Ownership, Security, Copying, Reviewing and Retention
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1. All digital evidence collected using the BWC is considered a record of the San
Diego Police Department and is for official use only. Accessing, copying or
releasing any media for other than official law enforcement use and contrary
to this procedure is strictly prohibited. Public release of digital evidence is
prohibited unless approved by the Chief of Police or his designee.

2. Personal computer equipment and software programs shall not be wtilized
* when making copies of digital evidence. Publishing digital evidence on the
_internet or through other sources is prohibited. Using a secondary recording
device such as video camera, cell phone or other to capture digital ev1dence
' from www.evidence.com is plo]nblted

3. The Depaltmemt realizes that digital evidence captured by the BWC is not all
inclusive, The system captures a less broad and less detailed image than the
totality of the human senses. It is understood an officer’s account of specific

- details may appear different than retained digital evidence. Officers should
review digital evidence prior to completmg 1ep01*ts and prior to providing civil
or criminal testlmony

1. Administrative Review of Digital Evidence: It is not the intent of the
Department that recordings be viewed for the purpose of general
performance review, for routine preparation of performance reports, or
for the purpose of locating policy violations. During those instances
where policy allows viewing of these recordings, the manner in which -
these viewings may take place shall not exceed the scope of" pohoy
estabhshed in this procedme

Authorization shall be obtained from a chief officer prior to an
administrative review of digital evidence recorded in association with
the Body Worri Camera Field Test.

a. When digital evidence is used by the Department for the
purpose of proving and disproving allegations of misconduct,
only digital evidence relevant to the investigative scope shall
be viewed and retained by investigators. Information relevant
to the recordings viewed and seized as evidence by
investigators shall be documented as part of the chronological
summary of a criminal or administrative investigation.

4, Criminal, Civil and Administrative Proceedings

a. Department policies and procedures relaﬁng to access and disclosure of
" publc records, rights of privacy and subpoenas shall be followed.

b. Criminal Proceedings: The release of digital media maintained for
evidence in criminal proceedings shall be coordinated through the District
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Attorney’s office or City Attorney’s office.

¢. There will be no charge for copies of digital evidence as a result of
subpoenas or discovery orders.

d. Civil Proceedings: The release of digital evidence maintained for civil
proceedings shall be coordinated through the Chief’s Office and the
Department Legal Advisor. * A fee is required for copying digital evidence
pursuant to a subpoena or a dlscovery order

 e. Administrative Proceedings: When chgﬁal evidence is used by the
Department for the purpose of proving and disproving allegations of
~ misconduct, only digital-evidence relevant to the investigative scope shall
be viewed and retained by investigators. Information relevant to the
recordings viewed and seized as evidence by investigators shall be
documented as part of the chronological summary of a criminal or
administrative investigation.

Discovery of Misconduct during Authorized Video Review: Employees .
reviewing event recordings should remain focused on the incident or incidents in
question and review only those recordings relevant to the investigative scope. If
1mproper conduct is discovered during any review of digital evidence, a

. supervisor will notified and will conduct an investigation. Nothing in this

procedure prohibits addressing policy violations.

Use of Digital Evidence for Training Purposes: When an incident is recorded
which is perceived to be of value as a training aid, the officer responsible for
recording the event may report it to the Training Licutenant who will review the
digital evidence to determine the value of the incident for training. If the Training
Lieutenant determines the incident would be an appropriate training aid, the
Training Lieutenant shall obtain approval from the Department Legal Adwsor and
from the Assistant Chief of Ne1ghborhood Pohcmg

Temporary Retention of Digital Evidence: During the trial period, Evidence.com

. shall retain all recordings and will provide access to authorized personnel.

Following the Trial Period, Evidence.com will return recordings to the police
department for storage and remove all copies from theii data bases.

BWC Program Administrator’s Responsibilities. BWC Prograﬁ Administrators

shall be sworn members assigned to Operational Support. BWC Program

Administrators are responsible for performing the following duties:
1. Maintain and troubleshoot the BWC units.
2. Beproactive and able to complete minor repairs.

3. Arrange for the warranty and non-warranty repair of the BWC units,
Page 7 of 8 '




. Repair or replace BWC components (cameras, docking stations, etc.).
. Maintain BWC equipment repair and maintenance records.
. Update software and system settings as neceSsary. :

. Train officers on current policy and the proper use of BWC units.

Page 8 of 8



OFFICE OF THE CHIEF OF POLICE

SPECIAL ORDER NO. 12 April 28, 2015

APPROVED BY THE BOARD OF POLICE COMMISSIONERS ON APRIL 28, 2015

SUBJECT:

PURPOSE:

BODY WORN VIDEO PROCEDURES - ESTABLISHED

The purpose of this Order is to inform Department personnel of the
responsibilities and procedures for the use and deployment of Body Worn
Video (BWV),

PROCEDURE: Department Manual Section 3/579.15, Body Worn Video Procedures, has been

1I.

established.

OBJECTIVES OF BODY WORN VIDEO. The following provisions are
intended to provide LAPD Officers with instructions on when and how to use
BWYV to ensure reliable recording of enforcement and investigative contacts with
the public. “Officers,” as referenced below, include all sworn personnel. The
Department has adopted the use of BWV by uniformed personnel to:

s Collect evidence for use in criminal investigations and prosecutions;

¢ Deter criminal activity and uncooperative behavior during police-public
interactions;

s Assist officers with completing reports and providing testimony in court;

s Promote accountability;

* Assist in resolving complaints against officers including false allegations by
members of the public; and,

» Provide additional information for officer evaluation, tramlng, and continuous
improvement.

. Body Worn Video provides additional information regarding an investigative or

enforcement contact with a member of the public. Body Worn Video recordings,
however, provide a limited perspective of the encounter and must be considered
with all other available evidence, such as witness statements, officer interviews,
forensic analyses and documentary evidence, when evaluating the appropriateness
of an officer’s actions.

BODY WORN VIDEO EQUIPMENT. Body Worn Video equipment generally
consists of a body-mounted camera with a built-in microphone and a handheld
viewing device. The BWV camera is worn on the outside of an officer’s uniform,
facing forward to make video and audio recordings, The BWV video and audio
recordings are stored digitally on the BWV camera and can be viewed on a
handheld viewing device or an authorized computer. An officer cannot modify,
alter, or delete video or audio once recorded by the BWV camera,
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IV,
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WHEN ACTIVATION OF BODY WORN VIDEO EQUIPMENT IS
REQUIRED. Officers shall activate their BWV devices prior to initiating any
investigative or enforcement activity involving a member of the public, including
all: :

Vehicle stops;

Pedestrian stops (including officer-initiated consensual encounters);

Calls for service;

Code 3 responses (including vehicle pursuits) regardless of whether the vehicle
is equipped with In-Car Video equipment;

Foot pursuits;

Searches;

Arrests,

Uses of force;

In-custody transpoits;

Witness and victim interviews (except as specified below);

Crowd management and control involving enforcement or investigative
contacts; and, _ _

o Other investigative or enforcement activities where, in the officer’s judgment,
a video recording would assist in the investigation or prosecution of a crime or
when a recording of an encounter would assist in documenting the incident for
later investigation or review.

* & » ©

INABILITY TO ACTIVATE PRIOR TO INITIATING ENFORCEMENT
OR INVESTIGATIVE ACTIVITY. If an officer is unable to activate his or her
BWYV prior to initiating any of these enforcement or investigative activities, the
officer shall activate the device as soon as it is practical and safe to do so. Asin all
enforcemnent and investigative activities including vehicle and pedestrian stops, the
safety of the officers and members of the public are the highest priorities.

RECORDING OF THE ENTIRE CONTACT. The BWYV shall continue
recording until the investigative or enforcement activity involving a member of the
public has ended. If enforcement or investigative activity with a member of the
public resumes. the officer shall activate the BWV device and continue recording.

DOCUMENTATION REQUIRED FOR FAILING TO ACTIVATE BODY
WORN VIDEO OR RECORDING THE DURATION OF THE CONTACT.
If an officer is unable or fails to activate the BWV prior to initiating an '
enforcement or inivestigative contact, fails to record the entire contact, or interrupts
the recording for any reason, the officer shall set forth the reasons why a recording
was not made, was delayed, was interrupted, or was terminated in the comments
field of the incident in the Computer Aided Dispatch (CAD) System, Daily Field
Activity Repott (DFAR), Form 15.52.00, Traffic Daily Field Activity Report,
Form 15.52.01, Sergeant’s Daily Report, Form 15.48.00, Metropolitan Division
Officer’s Log, Form 15.52.04 or Gang Enforcement Detail — Supervisor’s Daily
Report Form, 15.49.00.
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IX.

Exceptions: Officers are not required to activate and record investigative
or enforcement encounters with the public when:

¢ A'witness or victim refuses to provide a statement if recorded and the
encouriter 1s non-confrontational;

» Inthe officer’s judgment, a recording would interfere with his or her
ability to conduct an irivestigation, or may be inappropriate, because
of the victim or witness’s physical condition, emotional state, age, or
other sensitive circumstances {e.g., a victim of rape, incest, or other
form of sexual assault),

¢  Situations where recording would risk the safety of a confidential

- informant, citizen informant, or undercover officer; or

# In patient-care areas of a hospital, rape treatment center, or other
healthcare facility unless an enforcement action is taken in these
areas.

CONFIDENTIAL NATURE OF RECORDINGS. Body Worn Video use is
limited to enforcement and investigative activities involving members of the public.
The BWYV recordings will capture video and audio evidence for use in criminal
investigations, administrative reviews, and other proceedings protected by
confidentiality laws and Department policy. Officers shall comply with all
applicable laws and policies regarding confidential information including
Department Manual Section 3/405, Confidential Nature of Department Records,
Reports, and Information. Unauthorized use or release of BWYV recordings may
comproniise ongeing criminal and administrative investigations or violate the
privacy rights of those recorded. Therefore, any unauthorized use or release of
BWY or other violation of confidentiality laws and Department policies are
considered serious misconduct and subject to disciplinary action.

PROHIBITION AGAINST MODIFICATION OF RECORDINGS. Officers
shall not copy, edit, alter, erase, of otherwise modify in any manner BWV recordings
except as authorized by law or Department policy. Any viclation of this provision is
considered serious misconduct and subject to disciplinary action.

NOTICE TO MEMBERS OF THE PUBLIC OF RECORDING. Officers are

encouraged to inform individuals that they are being recorded when feasible.
Officers, however, are not required to obtain consent from members of the public
when the officer is lawfully in the area where the recording takes place. For
example, an officer who lawfully enters a business or residence shall record any
enforcement or investigative activity, as set forth above, and is not required to obtain
consent from members of the public who may also be present. In addition, officers
are not required to play back BWYV recordings to allow members of the public to
review the video footage.

PROHIBITION AGAINST RECORDING PERSONNEL IN
NON-ENFORCEMENT OR INVESTIGATIVE SITUATIONS. Body Worn
Video equipment shall only be used in conjunction with official law enforcement
and investigative activities involving members of the public. Body Worn Video
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XVII.

XVIIL

shall not be used to record Department personnel during briefings, meetings, roll
calls or while in private spaces such as locker rooms or restrooms.

DEPARTMENT-ISSUED EQUIPMENT ONLY. Officers assigned BWV
equipment shall not use any other non-Department issued video or audio equipment,
such as personally owned video or audio recorders, to record enforcement or
investigative activities involving members of the public unless expressly authorized -
by a supetvisor. Uniformed supervisory personnel, however, may use digital
recording devices other than a BWV to record interviews when conducting use of
force or personnel complaint investigations. Nothing in this provision precludes
personnel from utilizing authorized still photography equipment.

PROPERTY OF THE DEPARTMENT. Body Worh Video equipment and all
data, images, video, and metadata captured, recorded, or otherwise produced is the
sole property of the Department and any unauthorized release is strictly prohibited. -

TRAINING REQUIRED. Officers who are assigned a BWV must complete
Department-approved training in the proper use and maintenance of the devices
before deploying to the field. ' :

INSPECTION AND TESTING OF EQUIPMENT. The BWV equipment is the
responsibility of the assigned officer and will be used with reasonable care to ensure
proper functioning and reliability. At the start of a field assignment, officers shall
inspect and test their BWV and make sure it is undamaged and operating properly.
Officers shall document the results of their inspection in the comments field of
“Status Change — SW” entry within CAD, in the comments field of the DFAR or
Traffic DFAR, the Sergeant’s Daily Report, Gang Enforcement Detail

— Supervisor’s Daily Report, or Metropolitan Division Officer’s Log.

DAMAGED, MALFUNCTIONING OR INOPERABLE EQUIPMENT. If an
officer’'s BWV malfunctions or is damaged, the officer shall notify an on-duty
supervisor (who shall notify the watch commander) and complete an Eniployee’s
Report, Form 15.07.00. The officer is required to provide the malfunctioning or
damaged equipment to the kit room officer and obtain a functional BWV before
deploying to the field. '

IDENTIFYING RECORDINGS. For each incident recorded on a BWV, officers

" shall identify the event type and other information using the BWV equipment and

software that best describes the content of the video (i.e. arrest, traffic stop, report).
Body Woin Video recordings, however, are not a replacement for written reports or
other required documentation such as a CAD summary or DFAR.

STORAGE OF RECORDINGS. At the end of each shift, officers shall upload all
BWYV recordings to secure storage by docking the device at the station.

VIEWING OF BODY WORN VIDEO RECORDINGS BY OFFICERS. The
accuracy of police reports, officer statements, and other official documentation is
essential for the proper administration of justice and complying with the
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Department’s obligation to maintain full and complete records of enforcement and
investigative activities. Investigators, supervisors, prosecutors, and other officials
rely on complete and accurate records to perform their essential duties and
responsibilities. Officers are therefore required to review BWV recordings on their
assigned device or authorized computer prior to documenting an incident, arrest,
search, interview, use of force, or other enforcement or investigative activity to
enstre that their reports, statements, and documentation are accurate and complete.

PROCEDURE FOR REVIEWING BODY WORN VIDEO RECORDINGS IN
CATEGORICAL USE OF FORCE INCIDENTS. If an officer is involved in a
Categorical Use of Force (CUQOF), such as an officer-involved shooting, an officer
shall not review his or her BWV until authorized by the assigned Force Investigation
Division (FID) investigator. Onee authorized, the officer shall review his or her
BWYV recording, and any other relevant BWYV footage as deemed necessary and
appropriate by the assigned FID supervisor, prior to being interviewed by
investigators. An officer may have an employee representative present during the
review of the BWV recordings without the FID investigator or supervisor present.
The separating and monitoring of officers involved in a CUOF shall be maintained
during the review of BWYV recordings and a review shall not occur jointly among
involved employees.

DOCUMENTATION OF RECORDINGS. Officers are required to document any
portion of an incident captured on the BWV system under the heading “Photos,
Recordings, Video, DICV, BWYV and Digital Imaging” on all administrative and
investigative reports (e.g., “The suspect’s spontaneous statements and actions were
recorded via BWV™). If an employee is unable to review the BWV recording befote
submitting a report, the officer must document in this section the circumstances that
prevented his or her review. If any portion of an incident resulting in an arrest was
captured by BWV equipment, officers shall identify the existence of a BWV
recording on all necessary forms including the City Attorney’s Disclosure Statermnent.

SUPERVISOR’S RESPONSIBILITIES. Supervisors assigned to any unit with
BWV-equipped officers shall: :

* Ensure that officers assigned BWV equipment have completed
Department-required training and are familiar with applicable policies and
procedures;

» Conduct periodic inspections of officers assigned BWV equipment and ensure
that the BW'V cameras are properly affixed to the officers’ uniforms and fully
operable;

¢ Ensure officers upload all BWYV recordings at the end of their shifts; and,

 Review relevant BWV recordings prior to submitting any administrative reports
(e.g. non-categorical use of force investigations, pursuits, officer-involved traffic
collisions).

After conducting an inspection of an officer’s assigned BWV equipment, the
supervisor shall document the inspection In his or her Sergeant’s Daily Report. If
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any of the BWV equipment is found to be defective, the supervisor must ensure
that the equipment is removed from service and immediately replaced. The
supervisor must also complete an Employee’s Report regarding the defective’
equipment and notify the system administrator at Information Technology Bureau
via email at BWV@lapd.lacity.org. Watch commanders must document the
supervisor’s findings in their Watch Commander’s Daily Report, Form 15.80.00,
and take any appropriate action depending on the cause of the problem.

RECORDINGS IN NON-CATEGORICAL USE OF FORCE INCIDENTS

- SUPERVISOR’S RESPONSIBILITIES. Supervisors investigating
Non-Categorical Use of Force (NCUQF) incidents shall, when available, allow
involved officers to review their BWV recordings and, if deemed necessary, review
other BWYV recordings to ensure complete and accurate reports and documentation
of the incident.

RECORDINGS IN CATEGORICAL USE OF FORCE INCIDENTS

- SUPERVISOR’S RESPONSIBILITIES. Supervisors assigned to any unit with
BWV-equipped officers must take possession of an officer’s BWV equipment when
the officer is involved in a Categorical Use of Force, ensure the recording has
stopped, power off the camera, and maintain custody until transferred to FID
personnel.

Note: Supervisors, however, shall not view the BWV recording without express
authorization of FID.

Force Investigation Division investigators, upon arrival at the scene of a Categorical
Use of Force incident, shall take possession of any involved officer’s BWV camera
and complete the upload process.

WATCH COMMANDER’S RESPONSIBILITIES. Watch commanders assigned
to any unit with BWV-equipped officers shall:

e Conduct roll call training on expectations, use, and maintenance of the BWV
equipment and debrief BWV captured incidents of value;

e Review deviations from BWV policy and procedures and take appropriate action;
e Ensure all BWV anomalies identified by the Area training coordinator have been
addressed and any appropriate documentation is returned to the Area training

coordinator for commanding officer review;

e Review supervisor inspections regarding defective equipment, systems, and
ensure necessary steps are taken to have them repaired;

e Review Sergeant’s Daily Reports to ensure inspections of sworn personmel
assigned BWV units are being conducted and documnented. If field inspections
are not properly documented, the watch commander must take appropriate action
to correct the deficiency and appropriately document the findings (i.e., Employee
Comment Sheet, Form 01.77.00, Supervisor Action Item, Notice to Correct
Deficiencies, Form Gen. 78, or a Complaint Form, Form 01.28.00) and the
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corrective action taken. The corrective action must also be documented within
the Learning Management System (LMS); and,

¢ Log the appropriate disposition on the Video Evidence Control Log,
Form 10.11.05, which must be maintained in the analyzed evidence locker at the
concemed Area. ' :

KIT ROOM OFFICER’S RESPONSIBILITIES. Officers assigned to the kit
room shall: '

» Conduct daily inspections of all BWV docking equipment to ensure they are
active;

» Inspect any BWV devices returned to the kit room as inoperative;

e Assign spare units to swomn personnel who returned their primary unit to the kit
room; and,

Note: If found to be defective, the kit room officer must declare the item
inoperable and verify that an Employee’s Report has been completed. Ifit is
discovered that no documentation exists declaring the item inoperable, the kit
room officer must complete an Employee’s Report and submit the Employee’s
Report to the watch commarnder accompanied with the equipment log at the
completion of the officer’s shift.

s Provide a copy of the Employee’s Report documenting the inoperable equipment
to the Area training coordinator along, with any of the inoperable equipment.

TRAINING COORDINATOR'’S RESPONSIBILITIES. Area training
coordinators shall; ‘

» Verify officers have been trained on the use and deployment of BWV;

* Document all employees who have been trained on the use of BWV into the LMS
including all traffic officers and reserve officers eligible for field duty;

¢ Ensure all employees transferring into the Area receive proper training on the use
and deployment of BWYV,

¢ Review all Employee’s Reports documenting inoperable equipment and facilitate
the equipment’s repair; ' _

« Deliver all inoperable equipment to the Information Technology Bureau (ITB),
Tactical Technology Section; and,

s Notify the watch commander or specialized unit officer in charge (OIC) in the
event that it appears that BWV equipment has been tampered with.

COMMANDING OFFICER’S RESPONSIBILITIES. Area commanding
officers (Areas with BWV) are responsible for ensuring compliance with BWV
training, policies, and procedures by regularly monitoring and inspecting BWV
equipment within their command. Area commanding officers are also responsible
for supervising the proper maintenance and disposition of division records, ensuring
adherence to record retention protocols and properly filing all BWV documents for
future reference.
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XXVIII. INFORMATION TECHNOLOGY BUREAU, TACTICAL TECHNOLOGY
SECTION, RESPONSIBILITIES. The OIC of ITB, Tactical Technology Section,
1s responsible for: '

» Coordinating warranty service and maintenance through Department-approved
vendor(s);

o Providing technical assistance and subject matter experts related to investigations;
and,

. Coordmatmg the replacement of inoperable, malﬁmctmnmg or damaged
equipment and/or systems.

AMENDMENT: This Order adds Section 3/579.15 to the Department Manual.
AUDIT RESPONSIBILITY: Thé Commanding Officer, Audit Division, shall review this

directive and determine whether an audit or inspection shall be conducted in accordance with
Department Manual Section 0/080.30.

CHARLIE BECK
Chief of Police

DISTRIBUTION “D”



Police Body-Mounted Cameras:
With Right Policies in Place, a Win For All

Version 2.0 -

By Jay Stanley, ACLU Senior Policy Analyst

Originally published: October 2013
Last updated: March, 2015

Intrdduction to Version 2.0

" Since we published the first version of this policy white paper in October 2013, interest in

police body cameras has exploded. The August 2014 shooting of Michael Brown in
Ferguson, Missouri and the subsequent protests focused new public attention on the
problem of police violence—and on the possibility that body cameras might be part of the
solution. The following December, a grand jury’s decision not to indict an officer in the
videotaped chokehold death of Eric Garner in New York C1ty further intensified
discussion of the technology.

With so much attention being paid to body cameras, we have received a lot of thoughtful
feedback on our policy recommendations. Overall, considering how early in the
discussion we issued our paper, we believe our recommendations have held up
remarkably well. But in this revision of the paper we have seen fit to refine our
recommendations in some areas, such as when police should record. And of course, the
intersection of technology and human behavior being highly complex and unpredictable,
we will continue to watch how the technology plays out in the real world, and will most
likely continue to update this paper.

"On-officer recording systems” (also called "body cams" or "cop cams") are small, pager-
sized cameras that clip on to an officer's uniform or are worn as a headset, and record
audio and video of the officer's interactions with the pubhc Recent surveys suggest that
about 25% of the nation’s 17,000 police agencies were using them, with fu]ly 80% of
agencies evaluating the technology.

1 would like to thank Doug Klunder of the ACLU of Washington, who did much of the thinking behind the
analysis set forth in the original draft of this paper; Scott Greenwood of Ohio; and my colleagues at the
national office, for their valuable feedback and advice.
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Much interest in the technology stems from a growing recognition that the United States’
has a real problem with police violence. In 2011, police kiiled six people in Australia,
two in England, six in Germany and, according to an FBI count, 404 in the United States.
And that FBI nimber counted only “justifiable homicides,” and was comprised of
voluntarily submitted data from just 750 of 17,000 law enforcement agencies. Attempts
by journalists to compile more complete data by collating local news reports have
resulted in estimates as high as 1,000 police killings per year in the United States. Fully a
quarter of the deaths involved a white officer killing a black person.

The ACLU’s Interest

Although we at the' ACLU generally take a dim view of the proliferation of surveﬂlance

" cameras in American life, police on-body cameras are different because of their potential
to serve as a check eigajnst the abuse of power by police officers. Historically, there was
no documentary evidence of most encounters between police officers and the public, and
due to the volatile riature of those encounters, this often resulted in radically divergent
accounts of incidents. Cameras have the potential to be a win-win, helping protect the
public against police misconduct, and at the same time helping protect police against
false accusations of abuse. ,

We're against pervasive government surveillance, but when cameras primarily serve the
function of allowing public monitoring of the government instead of the other way
around, we generally support their use. While we have opposed government video
surveillance of public places, for example, we have supported the installation of Vldeo
cameras on police car dashboards, in prisons, and during interrdgations.

At the same time, Body cameras have more of a potential to invade privacy than those
deployments. Police officers enter people's homes and encounter bystanders, suspects,”
and victims in a wide variety of sometimes stressful and extreme situations.

For the ACLU, the challenge of on-officer cameras is the tension between their potential
to invade privacy and their strong benefit in promoting police accountability. Overall, we
think they can be a win-win—but only if they are deployed within a framework of strong
policies to ensure they protect the public without becoming yet another system for routine
surveillahce of the public, and maintain public confidence in the integrity of those privacy
protecuons Without such a framework, their acoountabﬂlty benefits would not exceed
their privacy risks.

On-officer cameras are a significant technology that implicates important, if sometimes
conflicting, values. We will have to watch carefully to see how they are deployed and
what their effects are over time, but in this paper we outline our current thinking about
and recommendations for the technology. These recommendations are subject to change.

.Control over recordings
Perhaps most importantly, pohc1es and technology must be d631gned to ensure that police
- cannot "edit on the fly" — i.e., choose which encounters to record with limitless
discretion. If police are free to turn the cameras on and off as they please, the cameras'
4 y )



role in providing a check and balance against police power will shrink and they will no
longer become a net benefit.

The primary question is how that should be mlplemented

Purely from an accountabﬂlty perspective, the ideal policy for body—wom cameras would
be for continuous recording throughout a police officer's shift, eliminating any possibility
that an officer could evade the recording of abuses committed on duty.

The problem is that continuous recording raises many thorny privacy issues, for the
public as well as for officers. For example, as the Police Executive Research Forum.
(PERF) pointed out in their September 2014 report on body cameras, crime victims ‘
(especially victims of rape, abuse, and other sensitive crimes), as well as witnesses who
are concerned about retaliation if seen cooperating with police, may have very good
reasons for not wanting police to record their interactions. We agree, and support body
camera pohc1es designed to offer special pnvacy ‘protections for these individuals.

Continuous recording would al-so mean a lot of mass surveillance of citizens’ ordinary
activities. That would be less problematic in a typical automobile-centered town where
officers rarely leave their cars except to engage in enforcement and investigation, butin a
place like New York City it would mean unleashing 30, 000 camera-equipped officers on
the public streets, where an officer on a busy sidewalk might encounter thousands of
people an hour. That’s a lot of surveillance. That would be true of many denser trban
neighborhoods—and of course, the most heavily policed neighborhoods, poor and
minority areas, would be the most surveilled in this way.

- Continuous recording would also impinge on police officers when they are sitting in a
station house or patrol car shooting the breeze — getting to know each other as humans,
discussing precinct politics, etc. We have some sympathy for police on this; continuous
recording might feel as stressful and oppressive in those situations as it would for any
employee subject to constant recording by their supervisor. True, police officers with
their extraordinary powers are not regular employees, and in theory officers’ privacy, like
citizens', could be protected by appropriate policies (as outlined below) that ensure that
99% of video would be deleted in relatively short order without ever being reviewed. But
on a psychological level, such assurances are rarely enough. There is also the danger that
the technology would be misused by police supervisors against whistleblowers or union
‘activists — for example, by scrutinizing video records to find minor violations to use

- against an officer.

On the other hand, if the cameras do not record continuously, that would place them
under officer control, which allows them to be manipulated by some officers,
undermining their core purpose of detecting police misconduct. Indeed, this is premsely
what we are seeing happening in ma:ny cases.

The balance that needs to be struck is to ensure that officers can't manipulate the video
_record, while also placing reasonable limits on recording in order to protect privacy.
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One possibility is that some form of effective automated trigger could be developed that
would allow for minimization of recording while capturing any fraught encounters —
based, for example, on detection of raised voices, types of movement, etc. With
dashcams, the devices are often configured to record whenever a car's siren or lights are
activated, which provides a rough and somewhat (though not entirely) non-discretionary
measure of when a police officer is engaged in an encounter that is likely to be a problem.
That policy is not applicable to body cams, however, since there is no equivalent to
flashing lights. And it's not clear that any artificial intelligence system in the foreseeable
future will be smart enough to reliably detect encounters that should be recorded. In any
case, it is not an option with today's technology.

Another possibility is that police discretion be mininized by requiring the recording of all
encounters with the public. That would allow police to have the cameras off when talking
amongst themselves, sitting in a squad care, etc., but through that bright-line rule still
allow officers no discretion, and thus no opportunity to clrcumvent the oversight
provided by cameras.

An all-public-encounters policy is what we called for in the first version of this white
paper, but (as we first explained here), we have refined that position. The problem is that
such a policy does not address the issues mentioned above with witnesses and victims,
and greatly intensifies the privacy issues surrounding the cameras, especially in those -
states where open-records laws do not protect the privacy of routine video footage.

If a police department is to place its cameras under officer control, then it becomes vitally

important that it put in place tightly effective means of limiting officers' ability to choose

which encounters fo record. Policies should require that an officer activate his or her

camera when responding to a call for service or at the initiation of any other law

. enforcement or investigative encounter between a police officer and a member of the
public. That would include stops, frisks, searches, arrests, consensual interviews and
searches, enforcement actions of all kinds. This should cover any encounter that becomes

- in aniy way hostile or confrontational. '

If officers are to have control over recording, it is important not only that clear policies be

. set, but also that they have some teeth. In too many places (Albuquerque, Denver, and
other cities) officer compliance with body camera recording and video-handling rules has
been terrible. Indeed, researchers report that compliance rates with body camera policies
are as low as 30%.

When a police officer assigned to wear a body camera fails to record or otherwise
interferes with camera video, three responses should result:
1. Direct disciplinary action against the individual officer.
2. The adoption of rebuttable evidentiary presumptions in favor of criminal
defendants who claim exculpatory evidence was not captured or was destroyed.
3. The adoption of rebuttable evidentiary presumptions on behalf of civil plaintiffs
suing the government, police.department and/or officers for damages based on

4
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police misconduct. The presumptions should be rebuttable by other, contrary -
evidence or by proof of exigent circumstances that made compliance impossible.

Evidentiary presumptions against a defendant-officer in a criminal proceeding should not

‘be sought, as they are insufficient for meeting the burden of proofin a criminal case and

might lead to false convictions.

leltlng the threat to privacy from cop cams
The great promise of police body cameras is their oversight poten’ual But equally

" important are the privacy interests and fair trial rights of individuals who are recorded.

Ideally there would be a way to minimize data collection to only what was reasonably
needed, but there's currently no technological way to do so.

Police body cameras mean that many instances of entirely innocent behavior (on the part
of both officers and the public) will be recorded. Perhaps most troubling is that some

* recordings will be made inside people's homes, whenever police enter — including in-

instances of consensual entry (e.g., responding to a burglary call, voluntarily participating
in an investigation) and such things as domestic violence calls. In the case of dashcams,
we have also seen video of particular incidents released for no important public reason,
and instead serving only to embarrass individuals. Examples have included DUI stops of
celebrities and ordinary individuals whose troubled and/or intoxicated behavior has been
widely circulated and now immortalized online. The potential for such merely
embarrassing and titillating releases of video is significantly increased by body cams.

" Therefore it is vital that any deployment of these cameras be accompanied by good

privacy policies so ‘that the benefits of the technology are not outweighed by invasions of |

privacy. The core elements of such a policy follow.

Notice to citizens

Most privacy protections will have to come from restrictions on subsequent retention and
use of the recordings. There are, however a few ﬂnngs that can be done at the point of
recording.

1. Body cameras should generally be limited to uniformed police officers and
marked vehicles, so people know what to expect. Exceptions should be made for
non-uniformed officers involved in SWAT ralds or-in other planned enforcement
actions or uses of force.

2. Officers should be required, wherever practicable, to notify people that they are
being recorded (similar to existing law for dashcams in some states such as
Washington). One possibility departments might consider is for officers to wear
an easily visible pin or sticker saying "lapel camera in operation" or words to that
effect. Cameras might also have blinking red lights when they record, as is
standard on most other cameras.




3. Ttis especially important that the cameras not be used to surreptitiously gather
intelligence information based on First Amendment protected speech,
associafions, or religion. (If the preceeding policies are adopted, this highly
problematic use would not be possible.)

Recording in the home

Because of the uniquely intrusive nature of police recordings made inside private homes,
officers should be required to provide clear notice of a camera when entering a home,
except in circumstances such as an emergency or a raid. And departments should adopt a
_ policy under which officérs ask residents whether they wish for a camera to be turned off
before they enter a home in non-exigent circumstances. (Citizen requests for cameras to
be turned off must themselves be recorded to document such requests.) Cameras should
never be turned off in SWAT raids and similar police actions. :

Retention

Data should be retamed no longer than necessary for the purpose for which it was
collected. For the vast majority of police encounters with the public, there is no reason to
. preserve video evidence, a.nd those recordings therefore should be deleted relatively -
quickly. -

« Retention periods should be measured in weeks not years, and video should be
deleted after that period unless a recording has been flagged. Once a recording has
been flagged, it would then switch to a longer retention schedule (such as the
three-year period currently in effect in Washington State).

o These policies should be posted online on the department's website, so that people
who have encounters with police know how long they have to ﬁle a complaint or
request access to footage. .

o Flagging should occur automatically for any incident:
' o involving a use of force;
o that leads to detention or arrest; or
.o where either a formal or informal complaint has been registered.

 Any subject of a recording should be able to flag a recording, even if not ﬁ]mg a
complaint or opening an investigation. .

e The police depdrtment (including internal investigations and supervisors) and
third parties should also be able to flag an incident if they have some basis to
believe police misconduct has occurred or have reasonable suspicion that the

. video contains evidence of a crime. We do not want the police or gadflies to be
able to routinely flag all recordings in order to circumvent the retention limit.
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» Ifany useful evidence is obtained during an authorized use of a recording (see
below), the recording would then be retained in the same manner as any other.
evidence gathered during an investigation.

« Back-end systems to manage video data must be configured to retain the data,
delete it after the retention period expires, prevent deletion by individual officers,
and provide an unimpeachable audit trail to protect-chain of custody, justas W11:h
any evidence.

Use of Recordings

The ACLU supports the use of cop cams for the purpose of police aeeountabﬂlty and
oversight. It's vital that this technology not become a backdoor for any kind of systematic
surveillance or tracking of the public. Since the records will be inade, police departments
need to be subject to strong rules around how they are used. The use of recordings should
be allowed only in internal and external investigations of misconduct, and where the
police have reasonable suspicion that a recording contains evidence of a crime.
Otherwise, there is no reason that stored footage should even be reviewed by a human
being before its retention period ends and it is permanently deleted. Nor should such
footage be subject to face recognition searches or other analytics.

Subject Access

People recorded by cop cams should have access to, and the right to make copies of,
those recordings, for however long the government maintains copies of them. That should
also apply to disclosure to a third party if the subJ ect consents, or to criminal defense
lawyers seekmg relevant ev1dence

Public Disclosure

When should the public have access to cop cam videos held by the authorities? Public
disclosure of government records can be a tricky issue pitting two 1mportant values
against each other: the need for government oversight and openness, and privacy. Those .
values must be carefully balanced by policymakers. One way to do that is to attempt to
minimize invasiveness when possible:

» Public disclosure of any recording should be allowed with the consent of the
subjects, as discussed above.

e Redaction of video records should be used when feasible — blurring or blacking
out of portions of video and/or distortion of audio to obscure the identity of
subjects. If recordings are redacted, they should be discloseable.

» ‘Unredacted, unflagged recordings should not be publicly disclosed without
consent of thé subject. These are recordings where there is no indication of police
misconduct or evidence of a crime, so the public oversight value is low. States




may need to examine how such a policy interacts with thelr state open records
laws

Flagged recordings are those for which there is the highest likelihood of
misconduct, and thus the ones where public oversight is most needed. Redaction
of disclosed recordings is preferred, but when that is not feasible, unredacted
flagged recordings should be publicly discloseable, because in such cases the need
for oversight generally outweighs the privacy interests at stake.

Good technological controls

It is important that close aftention be pa.1d to the systems that handle the video data
generated by these cameras.

Systems should be architected to ensure that segments of video cannot be
destroyed. A recent case in Maryland illustrates the problem: surveillance video
of an incident in which officers were accused of beating a student disappeared
(the incident was also filmed by a bystander). An officer or department that has

- engaged in abuse or other wrongdoing will have a strong incentive to destroy

evidence of that wrongdoing, so technology systems should be designed to
prevent any tampering with such video.

]31 addition, all access to Vidéd records should be automatically reéorded with
immutable andit logs.

Systems should ensure that data retention and destruction scheduiles are properly
maintained.

It is also important for systems be architected to ensure that video is only accessed
when permitted according to the policies we've described above, and that rogue
copies cannot be made. Officers should not be able to, for example, pass around
video of a drunk city council member, or video generated by an officer

responding to a call in a topless bar, or Vldeo of a citizen providing information on
a local street gang. ,

If video is held by a cloud service or other third party, it should be encrypted end—
to-end so that the service provider cannot access the video.

Tt is vital that public confidence in the integrity of body camera privacy protections be
maintained. We don't want crime victims to be afraid to call for help because of fears that
video of their officer interactions will become public or reach the wrong party.

~ Confidence can only be created if good policies are put in place and backed up by good
technology.

As the devices are adopted by police forces around the nation, studies should be done to
measure their impact. Only very limited studies have been done so far. Are domestic

8



violence victims hesitating to call the police for help by the prospect of having a camera-
wearing police officer in their home, or are they otherwise affected? Are privacy abuses
of the technology happening, and if so what kind and how often?

Although fitting police forces with cameras will generate an enormous amount of video

" footage and raises many tricky issues, if the recording, retention, access, use, and

technology policies that we outline above are followed, very little of that footage will
ever be viewed or retained, and at the same time those cameras will provide an important
protection against police abuse. We will be monitoring the impact of cameras closely,

" and if good policies and practices do not become standard, or the technology has negative

side effects we have failed to anticipate, we will have to reevaluate our position on police
body cameras. :

Use of body cameras in different contexts-

Body cameras are not justified for use by government officials who do not have the
authority to conduct searches and make arrests, such as parking enforcement officers,
building inspectors, teachers, or other non-law enforcement personnel. Police officers
have the authority, in specific circumstances, to shoot to kill, to use brutal force, and to
arrest people—and all too often, abuse those powers. The strong oversight function that
body cameras promise to play with regards to police officers makes that deployment of
the technology a unique one. For other officials, the use of body cameras does not strike
the right balance between the oversight function of these cameras and their potential
intrusiveness.
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Letter from the PERF Executive
Director

he recent emergence of hody-wormn cameras has already had an impact on policing, and this
Tlmpact will only increase as more agenmes adopt this technology. The dECISIOIl to implement

body-worn cameras should not be entered into lightly. Once an agency goes down. the rocad
of deploying body-wom cameras—and once the public comes to expect the availability of video
records—it will become increasingly difficult to have second thoughts or to scale back a body-worn
camera program.

A police department that deploys body-worn cameras is making a statement that it believes the .
actions of its officers are a matter of public record. By facing the challenges and expense 6f
purchasing and implementing a body-worn camera system, developing policies, and training its
officers in how to use the cameras, a department creates a reasonable expectation that menibers of
the public and the news ﬁ;edia will want to review the actions of officers. And with certain limited

- exceptions that this publication will discuss, body-worn camera video footage should be thade

available to the public upon- request—not only because the videos are public records but also because

doing so enables police departments to demonstrate transparency and openness in their interactions .

with members of the community.

Body-worn carheras can help improve the high-guality public service expected of police officers and

promote the perceived legitimacy and sense of procedural justice that c;bmmuniﬁes have about their |

police departments. Furtherthore, departments that are already deploying body-worn cameras tell us
that the presence of cameras often improves the performance of officers as well as the conduct of the
community members who are recorded, This is an important advance in policing. And when officers
or members of the public break the law or behave badly, body-worn cameras can create a public
record that allows the entire community to see what really happened.

Af the same time, the fact that both the public and the police increasingly feel the need to videotape
every interaction can be seen both as a reflection of the times and as an unfortunaté commentary

on the state of police-community relationships in some jurisdictions. As a profession, policing has
come too far in developing and strengthening relationships with its communities to allow encounters

- with the public to become officious and legalistic. Body-worn cameras can increase accountability,

but police agencies also must find a way to preserve the mformal and wique relahonshlps between
police officers and community members,

This publication, which documents extensive research and analysis by the Police Executive Research
Forum (PERF), with support from the U.S. Department of Justice’s Office of Community Oriented
Policing Services (COPS Office); will demonstrate why police departments should not deploy body-
WOIn cameras carelessly. Moreover, departments must anticipate a number of difficult questions—
questions with no easy answers because they involve a careful balancing of competing legitimate
interests, such as the public’s interest in seeing body-wom camera footage versus the interests of
crime victims who would prefer not to have their images disseminated to the world.

" One of the most significant questions départmeﬁts will face is how to identify which types of

encounters with members of the community officers should record. This decision will have important
consequences in terms of privacy, transparency, and police-community relationships. Although
recording policies should provide officers with guidance, it is critical that policies also give officers
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a certain amount of discretion concerning when to turn their cameras on or off. This discretion is
important because it recognizes that officers are professionals and because it allows flexibility in

_ situations in which drawing a legalistic “bright line” rule is impossible,

For example, an officer at a crime scene may encounter a witness who would prefer not to be

~ recorded. By using discretion, the officer can reach the best solution in balancing the evidentiary

value of a recorded statement with the witness’s reluctance to be recorded. The decision may hinge
on the importance of what the witness is willing to say. Or perhaps the witness will agree to be
recorded by audio but not video, so the officer can simply point the camera away from the witness.
Or perhaps the witness will be willing to be recorded later, in a more private setting. By giving
officers some discretion, they ca.n_.balance the conflicting values. Without this discretion, body-wom
cameras bave the potential to damage important relationships that officers have built with members
of the community. This discretion should not be limitless; instead, it should be guided by caxefu]ly
crafted policies that set specific parameters for when officers may vse discretion.

If police departments deploy-'body—worn cameras without well-designed policies, practices, and
training of officers to back up the initiative, departments will inevitably find themselves caught
in difficult public battles that will undermine public trust in the police rather than increasing
community support for the police. '

This publication is intended to serve as a guide to the thoughtful, careful considerations that police
departments should undertake if they wish to adopt body-worn cameras.

Sincerely,
oudr

Chuck Wexler, Executive Director
Police Executive Research Forqrq
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Letter from the COPS Office Director

Dear colleagues,

new technology to iraprove policing services. Whether using social media to engage the

community, deploying new surveillance tools 1o identify suspects, or using data analysis
to predict firture crime, police agencies around the woild are implementing new technolegy at an
unprecedented pace. - '

O ne of the most important issues currently facing law enforcement is how to leverage

Body-worn cameras, which an increasing number of law enforcement agencies are adopting,
represent one new form of technolocfy that is significantly affecting the field of policing. Law
enforcement agencies are using body-worn cameras in various ways: to improve evidence collection,
to strengthen officer performance and accountability, to enhance agency tlansparency, to document
encounters between police and the public, and to investigate and resolve complaints and officer-
involved incidents. .

Although body-worn cameras can offer many benefits, they also raise serious questions about how
technology is changing the relationship between police and the commumty Body-worn cameras
not only create concems about the pubhc s privacy rights but also can affect how officers relate fo
people in the community, the commumty’s perception of the police, and .expectations about how’
police agencies should share information with the public. Before agencies invest considerable time
and money to deploy body-worn cameras, they must consider these and other important questions.

The COPS Office was pleased to partner with the Police Executive Research Forum (PERF) to support
an extensive research project that explored the numerous policy and implementation questions
surrounding body-worn cameras. In September 2013, the COPS Office and PERF hosted a conference
in Washington, D.C., where more than 200 law enforcement offlc1als scholars, representatives from
federal agencies, and other -experts. gathered to share their experiences with body-worn cameras, The
discussions from this conference, along with interviews with more than 40 police executives and a
review of existing body-worn camera policies, culminated in the recommendations set forth in this
publication.

Implementing o Body-Worw Camera Program: Recommendations and Lessons Learned offers practical
guidance as well as a comprehensive look at the issues that body-worn cameras raise. I hope you
find that the wide range of perspectives, approaches, and strategies presented in this publication

are useful, whether you are developing your own body-worn camera program or simply wish to
learn more about the topic. The goal of the COPS Office and PERF is to ensure that law enforcement
ageucieé have the best information possible as they explore this new techmnology; therefore,

we encourage you to share this publication, as well as your own experiences, with other law
enforcement practitioners. '

Sincerely,
Ce £
Ronald L. Davis, Director
Ofﬁce of Community Oriented Policing Sermces
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Introduction

State 6f the field and policy analysis

ver the past decade, advances in the technologies used by law él_}forcemenf agencies have

been ‘accelerating at an extremely rapid pace. Many police executives are making decisions
|

“Because technology is advancing

about whether to acquire technologies that did not exist when they
began their careers—technologies like automated license plate readers,
gunshot detection systems, facial recognition software, predictive analytics
systems, communications systems that bring data to officers’ laptops or
handheld devices, GPS applications, and social media to investigate crimes
and commumcate w1ﬂ1 the public.

Por many police executives, the biggest challenge is not deciding whether

to adopt one particular technology but rather finding the right mix of
technologies for a given jurisdiction based on its crime problems, funding -
levels, and other factors. Finding the best mix of technologies, however, ‘st

" begin with a thorough understanding of each type of technology.

Police leaders who have deployed body-worn cameras’ say there are many

‘ benefits associated with the devices. They note that body—Wom camerds ate

useful for documenting evidence; officer training; preventing and resolving
complaints brought by members of the public; and strengthening police
transparency, performance, and accountahility. In addition, given that police
now 6perate in a world in which anyone with a cell phone camera can record

video footage of-a police encounter, body-worn cameras help police departments ensure events are '
also captured from an officer’s perspective. Scott Greenwood of the American Civil Liberties Union '

{(ACLU) said at the September 2013 conference:

The average interaction between an officer and a citizen in an urban area is already
recorded in multiple ways. The citizen may record it on his phone. If there is some conflict
happening, one or more witnesses may record it. Often there are fixed security cameras
nearhy that capture the interaction. So the thing that makes the most sense—if you really
want accountability both for your officers and for the people they interact with—is to also

have video from the officer’s perspective.

questions. What do these technolo-

_ing? We have to keep debating the

faster than policy, it's important that
we keep having discussions about
what these new tools mean for us.
We have to ask ourselves the hard

gies mean for constitutional polic-

advantages and disadvantages. If

we embrace this new technology, we
have to make sure that we are using
it to help us do our jobs better” :

P

~ Charles Ramsey, Police Commissioner, e ,_
Philadelphia Police Department .

The use of body-worn cameras also raises importart quesﬁons about privacy and trust. What are
the privacy issues associated with recording victims of crime? How can officers maintain positive
community relationships if they are ordered to record almost every type of interaction with the

public? Will members of the public find it off-putting to be told by an officer, “I am recording this - ' RN

encounter,” particulaly if the encounter is a casual one? Do-body-worn cameras also undermme the

trust between officers and their superiors within the police department?

In addition to these overarching issues, police leaders must also consider many practical policy
issues, including the significant financial costs of deploying cameras and storing recorded data,

. traiming requirements, and rules and systems that must be adopted to ensure that body-womm camera

video cannot be accessed for improper reasons.

1. Body-worn cameras are smail video cameras—typically attached to an officer's clothing, helmet, or sunglasses—that

can capture, from an officer’s point of view, video and audio recordings of activities, Including traffic stops, arrests, searches,

interrogations, and critical incidents such as officer-involved shootings,
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Project overview

Even as po]ice depariments are increasingly adopting body-worn cameras, many questions about
this technology have yet to be answered. In an effort to address these guestions and produce policy
guidance to law enforcement agencies, the Police Executive Research Forum (PERF), with support
from the U.S. Department of Justice’s Office of Community Oriented Policing Services (COPS Office),
conduicted research in 2013 on the use of body-worn cameras. This research project consisted

of three major components: an informal survey of 500 law enforcement agencies nationwide;
interviews with police executives; and a conference in which police chiefs and other experts from
across the country gathered to discuss the use of body-worn cameras.

First, PERF distributed surveys to 500 police departments nationwide in July 2013. The exploratory‘
survey was designed to examine the nationwide usage of bo'dy—wom cameras and to identify the
primary issues that need to be considered. Que'sﬁons covered topics such as recording requirements;
whether certain officers are required to wear body-worn cameras; camela placement on the body;
and data collection, storage, and review.

PERF received responses from 254 departments (a 51 percent response rate). Althoﬁch the use of
body-wom cameras is undoubtedly a growing trend, over 75 percent of the respondents Teported
that they did not use body-worn cameras as of July 2013,

. SRR  (f the 63 agencies that reported using body-worn cameras, nearly
~ I really believe that body-worn cameras are
.the wave of the future for most police agen-
e Yy C{es' This tEChno{ogy is driving _the expectd- should include, which highlights the need for a set of standards and best
. . tions of the public. They see this out there,  practices regarding body-worn cameras. .
and they see that other agencies that have it,
" and th eir question is, Why don’t you have it?”

one-third did not have a written policy gfoverning body-worn camera
" usage. Many police executives reported th_at their hesitance to implement
a written policy was due to a lack of guidance on what the policies

Second, PERF staff members interviewed more than 40 police
executives whose departments have implemented—or have considered

— Roberto Villasefior, Chief of Pohce implementing—body-worn cameras. As part of this process,
Tucgon (Arizona) Police Department PERF also reviewed written policies on body-wormn cameras that were

shared by. departments across the country.

Last, PERF convened a one-day conference of more than 200 police chiefs, sheriffs, scholars,
representatives from federal criminal justice agencies, and other experts to discuss the policy and
operational issues surrounding body-worn cameras. The conference, held in Washington, D.C., on
September 11, 2013, gave participanis the opportunity to share the lessons they have learned, to
identify promising practices from the field, and to encfage in a dialogue about the many unresolved
issues Legardmg the use of body-worn cameras.

Drawmg upon feedback from the conference, the survey results, and information gathered from the
interviews and policy reviews, PERF created this publication to provide law enforcement agencies -
with guidance on the use of body-worn cameras.

The first chapter discusses the pel'ceived benefits of deploying body-worn cameras, particularly

how law enforcement agencies have used the cameras to resolve complaints and prevent spurious
complaints, to enhance transparency and officer accountability, to identify and address structural
problems within the department, and to provide an important new type of evidence for criminal and
internal administrative investigations.
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_ Introduction

The second chapter discusses the léi'ger policy concerns that agencies must consider when
implementing body-worn cameras, including privacy implications, the effect cameras have on
community relatienships and community policing, officers’. concerns, the expectations cameras
create, and financial costs. '

The third chapter presents PERF's policy recémmendaﬁons, which reflect the promising practices and
lessons that emerged from PERF's conference and its extensive dlscussmns with pohce executives
and other experts followmg the conference. - :

The police execuiives referenced throughout this publication are those who attended the September
conference; participated in a discussion of hody~worn cameras at PERF’s October 2013 Town

Hall Meeting, a national forum held in Philadelphia; provided pohcxes for PERF's review; andfor
were interviewed by PERF in late-2013 and early-2014.% A list of participants from the September

conference is located in appendix B.

2. The tides listed throughout this document reflect officials’ positions at the time of the Septernber 2013 conference.

’
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- that encounters between officers and the public have improved.

Chapter 1. Perceived Benefits of |
Body-Worn Cameras

Among the police executives whose departments use body-worn cameras, there is an overall
perception that the cameras provide a useful tool for law enforcement. For these agencies, the
perceived benefits that body-wom cameras offer—capturing a video recording of critical incidents
and encounters with the public, strengthening police accountability, and providing a valuable new
typé of evidence—largely outweigh the potential drawbacks. For example, Chief Superintendent
Stéphen Cullen of the New South Wales {Australia) Police Force said, “After testing out body-worn
cameras, we were convinced that it was the way of the future for policing.” :

Accountability and transparency

The police executives whom PERF consulted cited many ways in which bedy-worn cameras have
helped their agencies strengthen accountahbility and transparency. These officials said that, by
providing a video record of police activity, body-worn cameras have made their operations more

transparent to the public and have helped resolve quesﬁons' following an encounter between officers : . ;.»‘ftl{ .
and members of the public. These officials also said that body-worn | R -
cameras are helping to prevent problems from arisirig in the first place  “Everyone is on their best behavior when o

by increasing officer professionalism, helping agencies evaluate and the cameras are runnin g. The officers,
improve officer performance, and allowing agencies to identify and
correct larger structural problems within the department. As a result,
they report that their agencies are experiencing fewer complaints and

the public—everyone! N,
o ~ Ron Miller, Chief of Police, .
Tepeka (Kansas) Police Department

~ Reducing complaints and resolving o_ﬁicer—involved incidents

In 2012, the police department in Rialto, California, in partnership with the Body-worn camera results for B

‘University of Cambridge-Institute of Criminology (UK), examined whether Rialto (California) Police Department

body-worn cameras would have any impact on the number of complaints : an”

against officers or on officers’ use of force. Over the course of one year, " 60 percent reduction fn officer use of force . - A

the department randomly assigned body-worn cametas to various front- incidents following camera deplayment

line officers across 988 shifts. The study found that there was a 60 percent ~ ® Half the number of use of force incidents it
. reduction in officer use of force incidents following-camera deployment, for shifts with cameras compared to shifts

‘and during the experiment, the shifts without cameras experienced twice without cameras )

as many use of force incidents as shifis with cameras. The study also found = 88 percent reduction in number of citizen

that there was an 88 percent reduction in the number of citizen complaints compléin'rs between the year prior to and

between the year prior to camera implementation and the year following following camera deployment s

deployment.? Chief of Police William Farrar of Rialto, who oversaw the

" study; said, “Whether the reduced number of complaints was because of the officers behaving better or

the citizens behaving better—well, it was probably a litfle bit of both.”

A study conducted in Mesa, Arizona, also found that body-worn cameras were associated with a

reduction in complaints against officers. In October 2012, the Mesa Police Department implemented

a one-year pilot program in which 50 officers were assigned to wear body-worn cameras, and 50 ) ™
officers were assigned to a control group without the cameras. The two groups were demographically

3. William Farrar,“Operation Candid Camerz: Rialto Police Department’s Body-Worn Camera Experiment; The Pofice Chief 81
(2014): 20-25. ’

1
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. . similar in terms of age, race, and other characteristics: The study, which was conducted by Arizona
e . ' . State University, found that during the first eigh;t months of deployment, the officers without the

; . cameras had almost three times as many complaints as the officers who-wore the cameras.* The study

[ -. ' also found that the officers assigned body-worn cameras had 40 percent

Body-worn camera results for fewer total complaints and 75 percent fewer use of force complaints

, Mesa (Arizona) Police Department during the pilot program than they did during the prior year when they

; = Nearly 3x more complaints against officers were not wearing cameras.®

(... Wwithout cameras, eight months after OMETa  poy o executives interviewed by PERF overwhelmingly report that their

El §eplomnent agencies experienced a noticeable drop in complaints against officers after

U * 40 percent fewer total complaints for officers deploying body-wormn cameras. “There’s absolutely no doubt that having
with cameras during pilot program _ body=worn cameras reduces the number of complaints against officers,”

® 75 percent fewer use of force complaints for said Chief of Police Ron Miller of Topeka, Kansas. One explanation for this
officers with cameras during pilot program is that the mere presence of a camera can lead to more civil interactions
- ’ between officers and the public. “We actually encourage our officers to let
people know fhat they are Iecord:mg,” said Chief of Police Ken Miller of Greensboro, North Carolina.
“Why? Because we think that it elevates behavior on both sides of the camera.”

Lieutenant Harold Rankin, who oversaw the body-worn camera program in Mesa, agrees: “Anytime

you know you're being recorded, it's going to have an impact on your behavior. When our officers

encounter a confrontational situation, they’ll tell the person that the camera is running. That's often

=, enough to deescalate the situation.” Many police executives report that wearing cameras has helped

' ) improve professionalism among their officers. Chief Superintendent Cuflen of New: South Wales said,

. I A fter testing out ‘body—wom cameras, the overwhelming response from
officers was that the cameras iricreased their professionalism because

' "’*« “In the testing we did [of body-worn cameras], : : :
o we had d number of tenured ofﬁcers who they knew that everything they said and did was be_l_ng recorded.

r-__° wanted to wear the cameras and try them Many agencies have found that having video footage of an encounter
" _out, and their feedback was very positive. also discourages people from filing unfounded complaints against
- They said things like, ‘You'll be amazed at Ofﬁcasiazv e:)’e a:;tuaﬂy h"’f dﬁ;lﬂ,ls :}‘l’me ;nto ﬂﬂ:e dipa:fent fo ﬂg
. a complaint, but after we show them the video, they literally turn an
h OWP eople stop aCtm_g ’bad{.y Wheﬂ y ?u Saly walk back out,” said Chief Miller of Topeka. Chief of Police Michael
thisisa camera, even if they re mtoxfcated. Frazier of Surprise, Arizona, reports a similar experience. “Recently we
And we also know that the overwhelming received an allegation that an officer engaged in racial profiling during
majority of our officers are out there doing - a traffic stop. The officer was wearing his body-worm camera, and the
i avery good job, and the cameras will show  footage showed that the allegation was completely unfounded,” Frazier.
just that” said. “After reviewing the tape, the complainants admitted that they
have never been treated unfavorably by any officers in my depariment.”
As several police officials noted, preventing unfounded complaints can
. save departments the significant amounts of time and money spent on
lengthy investigations and lawsuits.

— Douglas Gillespie, Sheriff,
Las Vegas Metropolitan Police Department

When questions arise following an encounter, police executives said that having a video record of
events hélps lead to a quicker resolution. According to the results of PERF's exploratory survey, the
number one reason why police departments choose to implement body-worn cameras is to provide
a more accurate documentation of pohce encounters with the public. Police executives report that
when. questions arise following an encounter or a major event such as an officer-involved shooting,
having video from abody worn camera can help resolve the questions.

4, Haroid Rankin,"End of Program Evaluation and Recommendations: On-Officer Body Camera System” (Mesa, AZ: Mesa
Police Department, 2013). .
5. Ibid..
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_ department failed to take action. One of the officers invelved had been

- including officer-involved shootings. Chief Miller of Topeka said . system in terms of more guilty pleas, reduced ',

- Now tell me when that happened before the advent of body-worn

generate complaints because they have high levels of activity or frequent contacts with criminal

" agencies identify and corréct problems within the department. In fact,

‘Chapter 1. Perceived Benefits of Body-Worn Cameras -

Agencies are also reporting that, in most of these cases, the resolution is in support of the officer’s
account of events. Chief of Police Mike Chitwood of Daytona Beach, Florida, recalled one example in
which a member of the public threatened to file a complaint against officers following a contentious

encounter. Alleging that the officers had threatened him and used racial  y.—"—_— —_—— RS
epithets, the individual said that he would go to the news media if the . upp, |0 oFp ody—wom video by fr ontline of-

wearing a body-worn camera. “We reviewed the video, and clearly the ficers has re-al potential to reduce comp laints -

individual lied,” recalled Chitwood. “The officer was glad to have the of incivility and use of force by officers. Tf‘.’e.
footage because the individual’s allegations were absolutely not what footage can also exonerate officers fr om vex:
‘was represented in the video.” atious and malicious complaints. in addition,

Body-worn cameras have also helped to res:olve more serious incidents, Ifeel there are bene_ﬁts to the criminal Justice .

that the local district attorney cleared an officer in a deadly shooting costs at court, and a reduction in the num-
incident after viewing the officer’s body-wom camera footage. Miller ber of civil cases brought against the pOliCe
described how the camera footage captured the event in.real time and service for unlawful arrest/excessive force:
provided a record of events that would 0thgwise not have existed. “The s Iready have good examples of body-
entire event was captured on video from the perspective of the officer.

1

B
e
l

worn video footage exonerating officers from
malicious complaints.”

cameras,” said Miller. <
‘ — Paul Rumney, Detective Chief Supermtendent,

Several police departments, including those in Daytona Beach, Florida; Greater Manchester (UK) Pohce .

and Greenville, North Carolina, are finding that officers w1th a history
of complaints are now actively requesting to wear cameras. For officers who behave properly but

suspects, cameras can be seen as beneficial. “We all have our small percentage of officers with a
history of complaints,” said Chief of Police Hassan Aden of Greenville. “Internal Affairs has told
me that these officers have come in to request body-worn cameras so that they can be protected
in the future.” ‘ ' :

Identij‘j)ing and correcting internal agencyl problems

Another way that body-worn cameras have strengthened accountability _
and transparency, according to many police executives, is by helping “We have about 450 body-worn cameras S

actively deployed, and in the overwhelming ,
majority of cases, the footage demonstrates
that the officer’s actions were appropriate.”

- Sean Whent, Chief of Police,
Oakland (California} Police Department

PERF's survey found that 94 percent of respondents use body-wom
cameta footage to train officers and aid in adminisirative reviews.

Ty

Mariy police agencies are discovering that body-worn cameras can

serve as a useful training tool to help improve officer performance, For
example, agencies are using footage from body-worn cameras to provide
scenario-based training, to evaluate the performance of new officers in the field, and to identify

_mew areas in which training is needed. By using body-wom cameras in this way, agencies have

the opportunity to raise standards of performance when it comes to tactics, communication, and
customer service. This can help increase the perceived legitimacy and sense of procedural justice that

communities have about their police departments.

‘Law enforcement agencies have also found that body-worn cameras can belp them to identify
officers who abuse their authority or commit other misconduct and to assist in correcting N

" questionable behavior before it reaches that level. In Phoenix, for example, an officer was fired after

his body-worn camera cap‘ujred repeated incidents of unprofessional conduct. Following a complaint
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against the officer, the police department reviewed footage from the incident along with video from
prior shifts. Upon finding repeated instances of verbal abuse, profamty, and threats against members
of the public, the department terminated the officer. “It clearly shocked the conscience when you saw
all of the different incidents,” said Assistant Chief of Police Dave Harvey of Phoenix.

In Daytona Beach; Chief Chitwood requested that the officers with a history of complaints be
among the first to be outfitted with body-worn cameras. Although he found that usually the videos
demonstrated that “the majority of the officers are hardworking, good police,” he has also seen how
body-worn cameras can help an agency address discipline problems, Chitwood said:

We had an officer who had several guestionable incidents in the past, so we outfitted him
with a camera. Right in the middle of an encounter with a subject, the camera goes blank,
and then it comes back on when the incident is over. He said that the camera malfunctioned,
50 we gave him another one. A week later he goes to arrest a woman, and again, the camera
goes blank just before the encounter, He claimed again that the camera had malfunctioned.

"So we conducted a forensic review of the camera, which determined that the officer had
intentionally hit the power button right before the camera shut off. Our policy says that if
you turn it off, you're done. He resigned the next day

Body-worn cameras can a]so help law e:nforpement officials to address ‘wide-reaching structural

- problems within the department. Many police officials that PERF consulted said that body-womn

cameras have allowed them to identify potential weaknesses within their agencies and to develop
solutions for improvement, such as offering new training programs.or

— revising their departmental policies and protocols.
In Phoenix, an officer was fired after his

" For example, Chief of Police William Lansdowne of San Diego said

_ boqy -worn camerd CanrEd repeated that one reason his department is implementing body-worn cameras
“incidents of unprofessional conduct. is to improve its understanding of incidents involving claims of racial

profiling. “When it comes to collecting data, the raw numbers don’t

- always fully capture the true scope of a problem,” he said. “But by capturing an audio and video

account of an encounter, cameras provide an objective record of whether racial profilinig took place,

_ what patterns of officer behavior are present, and how often the problem occurs.”

Police agencies have also found that implementing a body-womm camera program can be useful when
facing consent decrees and external investigations. Roy Austin, deputy assistant attorney general for
the Civil Rights Division at the U.S. Department of Justice, said, “We want to get police departments
.out from under consent decrees as soon. as poséible. ‘What is important is'whether you can show that
your officers are engaged in constitutional policing on a regular basis. Although it isn’t an official
Department of Justice policy, the Civil Rights Division believes that body-worn cameras can be
useful for doing that.” :

. Many police depafcments that have faced external investigations, including those in New Orleans '

and Detroit, are in various stages of testing and implementing body-worn cameras. Police executives
in these cities said that cameras help them to demonstrate they are improving policies and practices
within their agencies. Police Superintendent Ron Serpas of New Orleans, whose department is in the
p_rocéss of deploying more than 400 body-wom cameras, said, “Body-worn cameras will be good for
us. The hardworking officers say, ‘Chief, just give us a chance to show everyone that we are not like-
the people who went astray after Hurricane Katrina’ The one thing that New Orleans police officers
wawnt more than anything else is the independent verification that they are doing what they’re
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supposed to do.” The police departments in Las Vedas, Nevada, and Spokane. Washjngton are also
implementing body-worn cameras to assist in complying with the collaborative agreements they

entered into with the COPS Office of the U.S. Department of Justice.

_Chiéf of Police.Charlie Beck of Los Angeles, whose department is testing body-worn cameras,
understands first-hand how video evidence can help in these situations. “We exited our consent
decree last year, and one of the reasons that the federal judge signed off on us was that we
implemented in-car video,” said Beck. “Recordings can help improve public trust.” ‘

Evidence documentation

Police executives said that body-worn cameras have significantly
improved how officers capture evidence for investigations and court

" proceedings. Along with documentmg encounters with members of the
public, body-worn cameras can provide a record of interrogations and
arrests, as well as what officers witness at crime scenes. '

Chief of Police Jason Parker of Dalton, Georgia, described how body-
worn cameras have helped officers to improve evidence collection at
. accident scenes. “It is always hard to gaﬂier evidence from accident
scenes,” Parker said. He explained that officers are often focused on
‘securing the scene and performing life-saving measures and that
witnesses and victims may not always remember what they had told

officers in the confusion. This can lead to conflicting reports when
victims and witnesses are asked to repeat their accounts in later
statements. “Unlike in-car cameras, body-worn cameras capture
everything that happens as officers travel aroumnd the scene and
interview multiple people. The body-worn cameras have been incredibly
useful in accurately preserving information.”

Some prosecutors have started encouraging police &eparﬁnents to

use body-worn cameras to capture more reliable evidence for court,
particularly in matters like domestic violence casés that can be difficult
to prosecute. Chief Chitwood of Daytona Beach explained how body-
worn cameras have changed how domestic violence cases are handled. .
“Oftentimes we know that the suspect is repeatedly abusing the victim,
but either the victim refuses to press charges, or'there is simply not
enough evidence to go to trial,” he said. With the victim's consent,
Daytona Beach officers can now use body-worn cameras to videotape

]
“Some police departments are doing
themselves a disservice by not using body-
worn cameras. Everyone around you is going :
to have a camera, and so everyone else is L
going to be able to tell the story betterthan "
you ifyou don't have these cameras. And -
when the Civil Rights Division is looking at a
police department, every piece of informa-
tion that shows the department is engaged . -
in constitutional policing is important. So of <
course body-worn cameras can help?-

ST

- —Roy L. Austin, Jr, Deputy Assistant Attorney General, n

Civil Rights Division, USS. Department of Justice

S ————————
“Although body-worn cameras are justone ~ _
tool, the quality of information that they car==

 capture is unsurpassed. With sound policy
_ and guidance, their evidentiary value ==

definitely outweighs any drawbacks
or concerns.” )
— Jason Parker, Chief of Pdlice,

 Dalton (Georgia) Police Department

victim statements. “The footage shows first-hand the victim’s injuries, demeaner, and immediate
reactions,” Chitwood noted. In some cases, officers capture the assault itself on video if they arrive . ST

on the scene while the incident is still ongoing. “This means that we can have enough evidence to

move forward with the case, even if the victim ultimately declires to prosecute.”

Chief Miller of Topeka echoed this sentiment: “When we show suspects in domestic violence cases
footage from the body-wom camerss, often they plead guilty without even having to go to trial.”
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Chapter 2. Conmderatloﬂs for
€ Implementatlon

New technologies in policing raise numerous policy issues that must be considered. This is especially
true with body-worn cameras, which can have significant implications in terms of privacy, ‘
community relationships, and internal departmental affairs. As agencies ‘develop body-worn camera
programs, it is crucial that they thoughtfully examine how their policies and practices intersect with
these larger questions. Policy issues to look at include the effect these cameras have on privacy and
communitj relationships, the concerns raised by frontline officers, the expectations that cameras
create in terms of court proceedings and officer credibility, and the financial considerations that
cameras preseut,

Privacy considerations

The proliferation of camera phones, advances in surveillance technology, TN

and the emergence of social media have changed the way people view “In London we have CCTVS,' which are quite

privacy, contribuiing to the sense that, as Police Commissioner Charles extensive a n d becomin g even more so, bijt -
" 7 “

Ramsey of Philadelphia said, it sometimes feels as though “everyone

is filming everybody.” As tedmology advances and expectations of
piivacy evolve, it is critical that law enforcement agencies carefully
consider how the technology they use affects the public’s privacy rights, :
especially when courts have not yet provided guidance on these issues. - public space, so you can seeif there is a crime

the distinction is that those cameras dont
listen to your conversations. They observe

{ __ 7 Body-worn cameras raise many privacy issues that have not been " individual pink R
considered before. Unlike many traditional surveillance methods, ?ee_ out indi .V! . ua _S' SoIthink thereisan
body-wormn cameras can simultanéously record both audio and video important distinction there:

and capture close-up images that allow for the potential use of facial — Sir Bernard Hogan-Howe, Commlssxoner

recogniﬁon technology. In addition, while stationary surveillance . _ ‘ London Metropolitan Police Servnce'

cameras generally cover only public spaces, body-worn cameras give
officers the ability to record inside private homes and o ﬁlm sensitive s1tuatlons that might emerge
during calls for service. - '

There is also concern about how the footage from body-worn cameras might be stored and used.
For example, will a person be able to pbtain video that was recorded inside a neighbor's home?
Will agencies keep videos indefinitely? Is it p0551ble that the body-wom camera footage might be
improperly posted online?

Wher implementing body-worn cameras, law enforcement agencies must balance these privacy -
considerations with the need for transparency of police operations, accurate documentation of
events, and evidence collection. This means making careful decisions about when officers will -
be required to activate cameras, how long recorded ‘data should be retained, who has access

1o the footage, who owns the recorded data, and how to handle internal and external requests

for disclosure. ' )

LN

behavior and see what people do and cover -~

‘..‘%%
=

o . : being commiited. But CCTVs don’tgenera?lj}"_. o

g
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'Determining when to record

; The issue with perhaps the greatest privacy implications is deciding which types of encounters

% . and activities officers should record. Should officérs be required to record every interaction with

' . amember of the public? Or are there some situations in which recording should be discretionary .
. or prohibited? )

One approach is to require officers to record all encounters with the public. This would require
e ’ officers to activate their cameras not only during calls for service or other law enforcement-related

. — encounters but also during informal conversations with members of
y R Lo the public (e.g., a person asking an officer for directions or an officer
“For the [American Civil Liberties Union], the

stopping into a store and engaging in casual conversation with the .
challenge of on-officer cameras is the tension  ,yrer). This is the approach advocated by the American Civil Liberties
. between their potential to invade privacy Union (ACLU), which stated in a report released in October 2013, “If a
~and their strong benefit in promoting police  police department is to place its cameras under officer control, then it
= dccountability. Overall, we think they can must put in place tightly effective means of limiting officers’ ability

- be a win-win—but only if they are dep loyed to choose which encounters t6 record. That can only take the form of
a withif a framework of strong policies to a department-wide policy that mandates that police turn on 1ecordlng

. during every interaction with the public.”
“~ensure they protect the public without gevey P
" . becoming yet another system for routine sur-

Scott Greenwood, an attorney with the ACLU, explained why the ACLU
w5 veillance of the public and maintain public . afdvocates recording all encounters. .“Yqu don’t want_. to g.ive officers a
SR . . . N . list and say, ‘Only record the following 10 types of situations. You want
Conﬁdence inthe !nteg nty ofthose privacy . officers to récord all the situations, sb when a situation does go south,
o ‘protections. Without such a framework, their there’s an unimpeachable record of it—good, bad, ugly, all of it This is
%1 - accountability. benefits would not exceed an optimal policy from a eivil liberties perspective:™
i . . PRI ” A . ] . B
S th.e”‘ privacy risks. Greenwood said this approach benefits not only the public but also
-!;,"'.‘:-“?: "Police Body-Mounted C;meras: With Right Policies in officers. “Mandatory recording is also what will protect an officer from
y Place, a Win for All"(New York: ACLU; 2013). allegations of discretionary recording or tampering,” said Greenwood.
S “You want activating the camera to be a reflexive dec151011 not

something that ofﬁcers have to evaluate with each new situation. If officers have to determme what
type of incident it is before recording, there are going to be a lot of situations in which a recording
might have exonerated an officer, but the recording was never made.”

However, PERF believes that requiring officers to record every encounter with the public would
sometimes undermine community members’ privacy rights and damage important police-community
relationships. There are certain sitnations, such as interviews with crime victims and w_itnesées and
informal, non-law enforcement interactions with members of the community, that call for affording
officers some measure of discretion in determining whether to activate their cameras. There are
situations in which not recording is a reasonable decision. An agency’s body-worn camera policy
should expressly describe these situations and prov1de solid guidance for officers when they exercise
discretion not to record.

For example, ofﬁcer discretion is needed in sensitive situations, such as encounters with crime

. victims or witnesses who are concerned about retaliation if they are seen as cooperating with the
police. In other cases, officer discretion is needed for routine and casual situations—such as officers

. on foot or bike patrol who wish to chat with neighborhood residents—and turning on a video camera
could make the encounter seem officious and off-putting.

6. Jay Stanley, “Police Body-Mounted Cameras: With Right Policies in Place, a-Win for All" (New York: ACLU, 2013),

hitps:flwww.adlu.org/files/assets/police body-mounted cameras.pdf.
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Of the police departments that PERF consulted, very few have adopted the policy of recording

all encounters with the public. The more common approach is to require officers to activate their
cameras when responding to calls for service and during law enforcement-related encounters and
activities, such as traffic stops, afrests, searches, interrogations, and pursuits. In many cases, the
department’s written policy defines what constitutes a law enforcement-related encounter or activity,
and some policies also provide a specific list of which activities are included. Many policies generally
indicate that-when in doubt, officers should record. Most policies also give officers the discretion to
not record when doing so would be unsafe, impossible, or impractical, but mest require officers to
articulate in writing their reasons for not activating the camera or to say on camera why they are

turning the camera off.

Police executives cite several reasons for favoring a more limited and

flexible approach rather than requiring officers to record all encounters.

One reason is that it gives officers the discretion to not record if they
feel that doing so would infringe on an individual’s privacy rights.

For exampl'e, many police departments, including those in Oakland
and Rialto, California; Mesa, Arizona; and Fort Collins, Colorado, g%ve_
officers discretion regarding whether to record interviews with victims
of rape, abuse, or other sensitive crimes. Some departments also extend
this discretion to recording victims of other crimes. The Daytona Beach
{Florida)} Police Departmeﬁt recently changed its policy to require that
officers obtain consent, on camera, from all crime victims prior to
recording an intervi.ew.' “This new policy is a response to the privacy
concerns that arise when you are dea]mg with victims of crime,” said
Chief of Police Mike Chitwood of Daytona Beach.

Of the police departments that PERF
consulted, very few have adopted the pollcy
of recording all encounters with the publlc
The more common approach is to require
officers to activate their cameras when
responding to calls for service and during
law enforcement-related encounters and
activities, such as traffic stops, arrests,
searches, interrogations, and pursuits.

Some agencies eilcourage officers to use discretion when determining whether to record enéounters
with or searches of individuals who are partially or completely unclothed. Chief of Police Don
Lanpher of Aberdeen, South Dakota, said, “We had an incident when officers were called to assist a

female on a landing in an apartment building who was partially undressed, All of the officers had
cameras, but they did not record her until she was covered. Officers are encouraged to use discretion.

in those cases.”

In addition to privacy concerns, police-executives cite the potential negative impact on community .
relaﬁonships as a reason for not requiring officers to record all encounters with the public. Their
goal, always, is to'maintain an open dialogue with community members and preserve the trust in

their relationships.” “There are a lot of issues with recording every citizen contact without regard to -
how cooperative or adversarial it is,” said Chief of Police Ken Miller of Greensboro, North Carolina.
“Tf people think that they are going 1o be recorded every time they talk to an officer, regardless of
the context, it is going to damage openness and create barriers to important relationships.” '

Commissioner Ramsey of Philadelphia agrees. “There has to be some measure of discretion. If you
have a police interaction as a result of a 911 call or a reasonable suspicion stop, it is one thing—you
should record in those situations. But you have to give officers discretion whether to record if they
are just saying ‘hello’ to someone or-if they are approached by an individual who wants te give

them information.”

. 7. "See"lmpact on community refationships”on page 19, "Securing community support” on page 21, *Protecting

intelligence-gathering efforts’on page 22, and "Lessons learned about impact on community relatlonshlps on

page 24 for sirategies departments have taken 10 address this impact.
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Some police executives also believe that requiring officers to record all encounters can signal a lack
of trust in officers, which is problematic for any department that wants to encourage its officers

. , to be thoughtful and to show initiative. For example, a survey of officers conducted in Vacaville,
" California, found that although 70 percent of officers were in favor of using body-worn cameras,

|

- “Inasensitive investigation, such as arape -

" _orchild abuse case, if you have a victim who

. doesn’t wantto be recorded, I think you have

~ totake that into account. | think that you
_eannot just arbitrarily film every encounter.

There are times when you've got to give your

' .- Officers some discretion to turn the camera

_:bﬁf Of course, the officers should be required

to articulate why they're not recording or

~ why they're shutting it off, but we have to

" give them that discretion.” :

B _ ~ Charlie Beck, Chlef of Police,
Los Angeles Police Department

’
i
e

“a ”Legltlmacy in policing is built on trust. And

,w " the notion of video-recording every interac-
.. tionin avery tense situation would simply
R not be a practical operational way of deliv-

e ...ering policing. In fact, it would exacerbate

" all sorts of problems. In the United Kingdom,
we're also subject to human rights legisla-
tion, laws on right to privacy, right to family
life, and F'm sure you have similar statutes. It’s
far more complicated than a blanket policy

. of ‘every interaction is filmed. | think that's

.. far too simplistic. We have to give our officers
" some discretion. We cannot have a policy
“that limits discretion of officers to a point
where using these devices has a negative
effect on community-police relations.”

Association of Chief Police Officers (UK)

— Sir Hugh Orde, President,

a majority were opposed to a policy containing strict requirements of .
mandatory recording of all police contacts.

For departments whose polices do not reqﬁire officers to record

every interaction with the public, the goal is to sufficiently ensure
accountability and adherence to the deparimeﬂt’s body-worn camera
policies and protocols. For example, when officers have discretion to

not record an encounter, many departments require them to documennt,
either on camera or in writing, the fact that they did not record and their
reasons for not recording. Some departments also require officers to
obtain supervisor approval to- deactlvate the camera if a subject requests

"to not be recorded.

Consent to record

In a handful of stétes, officers are legally required to inform subjécts
when they are recording and to obtain the person’s consent to record.

- This is known as a “two-party consent” law, and it can create challenges

to implementing a body-worn camera program. In many two-party
consent states, however, police executives have successfully worked
with their state legislatures to have the consent requirement waived for
body-worn police cameras. For example, in February 2014 Pennsylvania
enacted a law waiving the two-party consent requirement for police
using body-worn cameras.® Efforts are under way to change two-party
consent statutes in other jurisdictions as well. Each department must

 research its state laws to determine whether the two-party consent

requirement applies.

Some police executives believe that it is good practice for officers to
inform people when they are reéordiﬁg, even if such disclosures are not
réqujred by law. In Greensboro, for example, officers are encouraged-—
but not required—to announce when they are recording. Chief Miller of
Greensboro said this policy is based on the belief that the knowledge
that cameras are running can help defuse potentially confrontational
situations and improve behavior from all parties. '

However, many police executives in one-party consent states do not
explicitly instruct officers to inform people that they are recording,
“Kansas is a one-party consent state, so only the officer needs to know
that the camera is running. But if a person asks, the officer tells them the
truth,” said Chief of Police Ron Miller of Topeka, Kansas. '

8. Police body cameras heading to Pennsylvania (February 10, 2014), ABC 27 News, http//www.abc27.com/story/24686416/
police-body-cameras-heading-to-pennsylvania.
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Recording inside private homes

Another privacy question-is whether and under what conditions officers
should be allowed to record while inside a person’s home. Many law
enforcement agencies have taken the position that officers have the right

" to record inside a private home as long as they _haive a legal right to he

there, According to this approach, if an officer enters a home in response
to a call for service, pursuant to a valid search warrant, or with consent

of the 1551dent, officers can record what they find inside.

There is a concern that footage taken inside a private home may: be
suhject to publie disclosure. Deputy Chief of Police William Roseman of
Albugquerque described how this can be particularly problematic in states.
with broad public disclosure laws. “Here in Albuguerque, everything is

-open to public record uuless it is part of an ongoing investigation. So if

police come into your house and it is captured on video, and if the video
isn't being used in an investigation, your neighbor can request the footage
under the open records act, and we must give it to them.” Scott Greenwood
of the ACLU has expressed similar concerns: .

An officer might be allowed to go into the residence’and record, but

that does not mean that everything inside ought to be public record,

The warrant is an exception to the Fourth Amendment, not a waiver.

We do not want this to show up on YouTube. My ne_xt—door neighbor should never be able
to view somethmg that happened inside my house without my-permission. ' ™

Data storage, retention; and disclosure

Decisions about where to store video footage and how long to keep it can have a far-reaching effect
on privacy. Many police executives believe that privacy concerns can be addressed through data

storage, retention, and disclosure policies. However, when developing these policies, égency leaders ot
must balance privacy considerations with other factors, such as state law requlrements transparency, B

and data storage capam’cy and cost.

Data storage pohcnes

Among pohce executives interviewed by PERF, security, rehabﬂ]ty, cost, and techmcal capacity were
the primary factors cited for choosing a particular method for storing video files from body-worn
cameras. Among the more than 40 departments that PERF consulted, all stored body-worn camera
video on an in-house server (managed internally) or an online cloud database {managed by a third-

party vendor).®

Police executives noted a number of strategies that can help agencies protect the integrity and
privacy of their recorded data, regardless of which storage method is used. These lessons learned

regarding data storage include the following:

s Consult with prosecutors and legal advisors: Legal experts can advise whether data storage policies
and practices are in compliance with all relevant laws and adequately preserve evidentiary chain

of custody.

9, .Cloud storage is a method for storing and backing up electronic data. The data is maintained and managed remotely,

generally by a third party, and made available to users over a hetwork, or“cloud?

-“One of the things we are forgetting is that we'

already send officers into people’s homes and *
have them document all these bits of infor- b
mation that we'ré worried about recording. If
an officer enters someone’s home, they docu-
ment the condition of the home, especidlly if
it's a case about a child or involves domestic -
violence or physical injury. So videos are just
atechnologically advanced type of police
report that should be treated no differently
from an initial contact form that we current!y
fill out every day. The advantage of a camera
is now you have a factual representation as
opposed to an interpretation by an ofﬁcer”

— Chris Burbank, Chief of Pohce
Salt Lake City (Utah) Police Departme_nt o

l
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“Whether you store video internaily or
externally, protecting the data and
_preserving the chain of custody should
always be a concern, Either way, you need -

B something built into the system so that you-
“know that video has not been altered.”

.~ Ken Miller, Chief of Police,
Greensboro (North Carolina) Police Department

L S B B Rt R -

e Explicitly prohibit data tampering, edjting, and copying.

¢ Include protections against tampering with the data prior to downlodding:'_[‘his helps to mitigate
concerns that officers will be able to alter or delete recordings prior to downloading them. Some
body-worn camera systems are sold with technological safeguards that make it lmp0351b1e for
an officer to access the data prior to downloading. ‘

] Create an auditing system: It is important to have a record of who accesses video data Whe_n and
for what purpose. Some storage systems include a built-in audit trail.

s Explicitly state who will be authorized to access data: Many written policies outline who will have
access to the data (e.g., supervisors, Internal Affairs, certain other officers and department
personnel, and prosecutors) and for what purpose {e.g., administrative

rev_lew, training, and mvestlga’uons).

e Ensure there s a reliable back-up system: Some systems have a built-in
backup system that preserves recorded data, and some depariments copy
recordings to disc and store them as evidence.

e Specify when videos will be downloaded from the camera to the storage
system and who will downioad them: The majority of existing policies
require the camera operator to download the footage by the end of

each shift. In the case of an officer-involved shooting or other serious
incident, some policies require supervisors to step in and physically take
ppossession of the camera and assume downloading responsibilities.

*  Consider third-party vendors carefully: Overwhelmingly, the police executives whom PERE '
interviewed reported that their legal advisors and prosecutors were comfortable using a third-
party vendor to manage the storage system. When deciding whether to use a third-party vendor,
departments consider the vendor’s technical assistance capabilities and whether the system
includes protections such as an audit trail, backup system, etc. Police executives stressed the
importance of entering into a legal contract with the vendor that protects the agency’s data.

These strategies are important not only for protecting the privacy rights of the people recorded but
also for preserving evidence and resolving allegations of data tampering.

Data retention policies

The lengih of time that departments retain body-worn camera footage plays a key role for privécy.
The longer that recorded videos are retained, the longer they are subject to public disclosure, which
can be problematic if the video contains footage associated with privacy concerns. And community

-members’ concerns about police departments collecting data dbout them in the first plzi_ce are
. lessened if the videos are not retained for long periods of time.

-The retention times are generally dictated by the type of encounter or incident that the footage

captures Although protocols vary by department, footage is typically cateoonzed as either
“evidentiary” or “non-evidentiary.”

Evidentiary video involves footage of an incident or encounter that could prove useful for
investigative purposes, such as a crime, an arrest or citation, a search, a use of force mudent or
a confrontational encounter with a member of the public. Evidentiary footage is usually further
categorized by specific incident type, and the retention period is governed by state evidentiary
rules for that incident. For example, many state laws require that footage involviﬁg a homicide
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be retained indefinitely, but video of a traffic citation must be kept for only a matter of months.
Departments often purge evidentiary videos at the conclusion of the investigation, court proceeding,
or administrative hearing for which they were used.

Non-evidentiary video involves footage that does necessarily have value to aid in an investigation or ~
* prosecution, such as footage of an incident or encounter that does not lead to an arrest or citation or
of general activities that an officer might perform while on duty (e.g., assisting a motorist or clearing

a roadway). Agencies often have more leeway in setting retention times for non-evidentiary videos,
which are generally not subject to state evidentiary laws.

Of the departments that PERF consulted, the most common retention time for non-evidentiary video
was between 60 and 90 days. Some departments retain non-evidentiary video for an even shorter S
period. Fort Collins, Colorado, for example, discards footage after seven days if there is no citizen
contact recorded and after 30 days if contact is made but no enforcement action is taken. On the _
other end of the spechrum, some depariments, §ud1 as Albuquerque, retain non-evidentiary video for

. afull year, : - '

Many pblice executives express a preference for shorter retellti:on times for non-evidentiary video.
Shorter retention periods not only address privacy concerns but also reduce the costs associated with
data;storage. On the other hand, police executives noted that they must keep videos long enough

to demonstrate transparency and to have footage of an encounter in case a complaint arises about
an officer’s actions. For example, departments in Rialto; Fort Collins, :
Albuguerque, Daytona Beach, and Toronto base retention times in part

Y .

g,

on how long it generally takes for complaints to be filed. : ‘It is important to have retention policies that -
_ N . _ are directly linked to the purposes of having Y
Public disclosure policies o thevideo, whether that purpose is to havé .

e evidence of a crime or to hold officers and
State public disclosure laws, often known as freedom of information

- . .%:i;-
laws, govern when footage from body-wom cameras is subject to public the P ublic acc'ount.able. A_g encies should ﬁqt i
release. However, most of these laws were written long before law f etain every vi deo indefinitely, or else those
enforcement agencies began deploying body-worn cameras, so the laws™ videos could be used down the road for all Snaget-

do not necessarily account for all of the considerations that must be sorts of inappropriate reasons.”
made when police departments undertake a body-worn camera program. " _Lorie Fridell, Associate Profess
University of South Flotida :

Although broad disclosure policies can promote police agency
_transparency and accountability, some videos—especially recordings of
victims. or from inside people’s homes—will raise privacy concemns if they _
are released to the public or the news media. When determining how to approach public disclosure
issues, law enforcement agencies must balance the legitimate interest of openness with protecting
privacy rights.” : :

In most state public disclosure laws, exceptions are outlined that may exempt body-worm camera
footage from public release. For example, even the broadest disclosure laws typically contain

an exception for video that contains evidehce or is part of an ongoing investigation. Some state

- disclosure laws, such as those in North Carolina, also exempt personnel records from public release,
Body-worn camera videos used to monttor officer performance may fall under this type of exception.

10. Scott Greenwood of the ACLU recommends that police executives work with the ACLU to ensure that state disclosure
laws contain adeguate privacy protections for body-wiorn camera videos, "If interpreted too broadly, open records laws can : . ' .
_undermine the accountability of law enforcement agencies; said Greenwood. "You want to make sure that the video is not ot
subject to arbitrary disclosure. It deserves the highest level-of protection.” ol
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These exceptions to public disclosure can help police departments to avoid being required fo release

videos if doing so could jeopardize a criminal prosecution. The exeeptions can also help police to
protect the privacy of crime victims and witnesses. However, by policy and practice, law enforcement

— agencies should apply these exceptions judiciously to avoid any

“When developing body-worn camera

' p_olicies, agencies have to consider how open
the public disclosure laws are in their state.

. Arethey going to haveto give up all of their  yiperties and privacy interests. When an agency decides whether to

suspicion by community members that police are withholding video
footage to hide officer misconduct or mistakes. In launching body-wom
camera programs, law enforcement agencies should convey that their
goal is to foster transparency and accountability while protecting civil

footage to any person that requests it? Or are  release or withhold body-worn camera footage of a particular incident,
there some protections? This is importantto  the agency should articulate its reasons for doing so. '

thmk about Wb eni t comes to privacy. ) In addition, some agencies have adopted recording and retention policies

— Ron Miller, Chief of Police, that help to avoid violations of privacy. For example, some agencies
Topeka (Kansas) Police Department  allow officers to deactivate their cameras during interviews with crime

victims or witnesses. And short reterition times for non-evidentiary

video footage can reduce the window of opportumty for requests for release of video footage that

would serve no legitimate purpose.

‘Lessons learned on privacy conszderatwns

In their conversations with PERF staff membe_ls, police executives and other experts revealed a
number of lessons that they have learned regarding body-worn cameras and privacy rights:

Body-worn cameras have significant implications for the public’s privacy rights, particular]y when it
comes to recording victim interviews, nudity, and cther sensitive subjects and wheii recording inside
people’s homes. Agencies must factor these privacy considerations into decisions about when to

“record, Wherg and how long to store data, and how to respond to public Tequests for video footage.

In terms of when officers should be required to activate their cameras, the most commmon
approach is requiring officers to record all calls for service and law enforcement-related
encounters and activities and to deactivate the camera only at the conclusion of the event or
with supervisor approval '

-It is essential to clearly define what constitutes a law enforcement-related encounter or activity

in the department's written body-worn camera policy. It is also useful to provide.a list of specific
activities that are included, noting that the list lS not necessarily all inclusive. Many agencies give
a general recommendation to officers that when they are in doubt, they should record.

To protect officer safety and adinowledge that recording may not be possible in every situation,
it is helpful to state in policies that recording will not be required if it would be unsafe,
impossible, or impractical.

_Significant privacy concerns can arise when interviewing crime victims, particularly in

situations involving rape, abuse, or other sensitive matters. Some agencies prefer to give officers
discretion regarding whether to record in these circumstances. In such cases, officers should take
into account the evidentiary value of recording and the willingness of the victim to speak on
camera, Some agencies go a step further and require officers to obtain the victim’s consent prior
to recording the interview. ‘

To promote officer accountability, most policies require officers to document, on camera or
in writing, the reasons why the officer deacfivated the camera in situations that are otherwise
required to be recorded.
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e To hely protect privacy ﬂéhfs, it is generally preférable to set shorter retention times for non~
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¢« In oﬁe—party consent states, officers are not iega]ly required to notify subjects when officers are
recording. However, some agencies have found that announcmg the camera is runmng promotes
better behavior and defuses poteniially confrontational encounters

» When making decisions about where fo store body-wom camera footage, how long to keep
it, and how it should be disclosed to the public, it is advisable for agencies to consult with
departmental legal counsel and prosecutors. . '

*  Regardless of the chosen method for stoﬁng recorded data, agencies should take all possible
steps to protect the integrity and security of the data. This includes explicitly stating who has
access 10 the data and under what circumstances, creating an andit system for monitoring
access, ensuring there is a reliable back-up system, specifying how data will be downloaded
from the camera, and including protections against data tampering prior to downloading,

s It is important that videos be properly categorized according to the type of eveﬁt contained in
the footage, How the videos are categorized will determine how long they are retained, who has
access, and whether they can be disclosed to. the public. -

evidentiary data. The most common retentior time for this video is between 60 and 90 days.

o  When setting retention times, agencies should consider privacy concerns, the scope of the state’s
pubhc disclosure-laws, the amount of time the public needs to file complaints, and data storage
capacity and costs. '

» Evidentiary footage is generally exernpt from public disclosure while IEEEGEGEG—G———E———

it is part of an ongoing investigation or court proceeding. Deleting In launching body-worn camera programs,
this video-after it serves its evidentiary purpose can reduce the - law enforcement a gencies s hould co nVey
quantity of video stored and protect it from unauthorized access that theirgoa lis to foster transparency and

or release, It is important to always check whether deletion is in bili . . o e
compliance with laws governing evidence reterrtion. accour?ta ility while protecting civil liberties
and privacy interests.

s Informing the public about how long video will "be retained can help
promote agency transparency and accountability. Some agencies
have found it useful to post retention times on the department’s webstte.

s Tt is important for the agency to communicate its public disclosure policy to the community
when the body-worn camera program is deployed to develop public understanding of the.
technology and the reasons for adopting it. :

Impact on community relationships

-Buﬂding positive relaﬁonships with the community is a critical aspect of policing, and these

relationships can exist only if police have earned the trust of the people they sérve. Police rely on .
these community partnerships to help them address crime and disorder issues.

Ai the PERF conference, a number of participants expressed concern that excessive recording with
body-worn cameras may damage the relationships officers have developed with the community
and hinder the openness of their community policing interactions. Some police executives fear, for

g
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with body-worn cameras, I really think that -
_ - all of us need to stop and consider some of
“these larger unanswered questions. We

- they relate to witnesses on the street coming

._forw ard, what they mean for trust and in fact had a negative impact on their intelligence-gathering activities,
_Ofﬁcer credibility, and what messages particularly when officers are not allowed the discretion to turn off the
__,i‘he‘y send to the public” camera. Chief of Police Sean Whent of Oakland, California, explained,

Baltimore Police Department
and President of Baltimore City Person wants to give up information. We are finding that people are not

Implementing a Body-Worn Camera Program: Recommendations ana Lessons Learneu

: example that people will be less hkely to come forward to share information if they know their
‘conversation is going to be recorded, particularly in high-crime neighborhoods where residents
_might be subject to refaliation if ‘they are seen as cooperating w1th police.

IR  [)ctective Bob Cherry of the Ba]hmore Police Departme_ut who is also
“Before we make a decision on where fo go the president of the Baltimore City Fraternal Order of Police, said, “Trust

builds through relafionships, and body-worn cameras start from a
position of mistrust. The comments I hear from some officers are,
‘T'm worried that if I wear a camers, it is going to make it hard

. to continue the relationship 1 have with a business owner or the

.need to look at not Only whether the lady down the street. These are the people I'm working with now
cameras reduce complaints.but also how to clean up the neighborhood.”
Some police executives reported that deploying body-worn cameras has

— Bob Cherry, Detective of . “Our policy is to film all detentions and to keep recording until the
encounter is over. But let's say an officer detains someone, and now that

Fraternal Order of Police  inclined to do so with the camera running. We are considering changing
our policy to allow officers to turn off the camera in those situations.”

The Mesa (Arizona) Police Department has also found- that body-wom cameras can undermine
information-gathering efforts. “We have definitely seen people being more reluctant to give
information when they know that they are being videotaped,” said Lieutenant Harold Rankin.

However, other police executives said that these types of situations are rare and that body-worn
cameras have not had a significant impaht on their ability to gather information. from the public. For
some agencies, public reaction to the cameras has been practically nonexistent. Major Stephen Willis
of the Charlotie-Mecklenburg (Norih Carolina) Police Department said, “We have had in-car cameras
for many years, and in most instances the public has an expectation that they will be recorded. We
encountered very little resistance from the public when we piloted body-woin cameras.” Deputy
Chief of Police Cory Christensen of Fort Collins, Colorado, said, “We are not seeing much pushback
from the commuriity. Often people do not even notice the presence of the cameras.”

“I disagree that cameras hurt community relationships,” said Chief of Police William Farrar of Rialto,
California. “We have not seen any evidence of that. People will ask officers if they have a camera on,
but it does not seem to bother them.” In fact, in its evaluation of its body-worn camera program, the
Rialto Police Department found that officers made 3,178 more contacts with the public (not counting
calls for service) during the year that cameras were deployed than in the prior year.”

Some police executives reported that body-worn cameras have actually improved certain aspects of
their police-community relationships. These executives said that the presence of cameras leads to
hetter behavior by both the officer and the person being recorded. “The cameras help defuse some
of the tensions that might come up during encounters with the public. I think that 98 percent of

the time, cameras help improve relationships with the community,” said Chief Chitwood of Daytona
Beach. Deputy Chief Christensen of Fort Collins agreed: “Officers wearing cameras have reported a
noticeable improvement in the quality of their encounters with the public. With both sides behavmg.
better, commumty relations will improve.”

11. William Farrar, "Operation Candid Camera; Rialto Police Department’s Body-Worm Camera Experiment;” The Police Chief 81
(2014): 20-25,
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- Sir Robert Peel's Principles of Policing
Sit Robert Peel, who created London’s
Metropolitan Policeé Force in 1829, is known
as the father of modemn policing. He helped

public approval of their existence, actions .
and behavior and on their ability to secure
and maintain public respect.

to establish a palicing philosophy grounded
in professionalism, ethics, and strong police-
community cooperation, which continues
to mfluence policing to this day. The “Nine
Principles of Palicing,” which were issued to
the first officers of the London Metropolitan

. Police and reflect Sir Robert Pecl’s philosophy,
provide guidance on the role of police and

" the importance of maintaining strong police-
community relationships.

Police must recognize always that to secure
and maintain the respect and approval of
the public means also the seeuring of the
willing cooperation of the public in the
task of securing observance of laws.

“Police must maintain at all times a
relationship with the public that gives
teality to the historic tradition that the
police are the public and that the public
are the police, the police being only
members of the public who are paid to
give full time atfention to duties which are
incumbent on every citizen in the interests
of community welfare and existence.®

The following principles attributed to Peel
seem 1o have relevance for a discussion of how
body-worn cameras can affect police officers’
relationships with community members:

Police must tecognize always that
the power of the police o fulfill their
funetions and duties is dependent on

*"Principles of Good Policing,” Institute for the Study of ’ .
Civil Society, hittp://www.eivitasoro.uk/pubs/policeNine, .
php. '

Cameras have also helped assure the public that an agency is serious
about transparency and officer accountability, according to several
police executives. “We have found that body-worn cameras can actually
help strengthen trust and police legitimacy within the community,” said
Chief of Police Hassan Aden of Greenville, North Carolina. To fllustrate
this point, Aden shared the following story: ’ ’

“We want our officers to go out, getoutof - ..
their cars, and talk to the public about foot-
ball or whatever it may be:to establish an
informal relationship. That’s how you bisild -
partnerships and persuade people to gfve
you information about crime in their area. |. f
think if we say that every single interaction.js -

A local community group approached me with a genuine concern
that certain officers were racially profiling subjects during traffic

* stops. We went back and looked at the footage from these officers’
body-worn cameras and found that there was indeed a pattern going to be recorded, the danger is that it veill
of using flimsy probable cause when making stops. However, we lead to a more officious relationship. May_b’é -
determined that it was & training problem and immediately changed  the public will get used to it, just as in our
the relevant iraining protocols. The organization that had raised the country i“hey’ve gotten used to cameras on

complaint was happy with the outcome. They appreciated that we . ypa cprepts But as we start off. | think there’s a
had the body-worn camera footage, that the officers’ behavior was o

investigated, and that we used the video to help us improve.

danger that every interaction will become a
formal interaction, and the informal relation.,
ships may be eroded”” )

~ Sir Peter Fahy, Chief Constable,
Greater Manchester (UK) Police

Securing community support.

To mitigate community concerns, mamny police executives found it useful
to engage the community before rolling out their camera programs. The
Rialto Police Department, for example, used social media to inform the public about its body-worm

\‘ camera program. “You have to'engage the public before the cameras hit the streets,” said Chief Farrar _

of Rialto. “You have to tell people what the cameras are going to be used for and how evéryone can N
benefit from them.” ' :
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The Los Angeles Police Department, which is in the process of testing body-womn cameras, plans to
solicit public feedback when developing its camera policies. The Greenshoro {(North Carolina) Police

" Department partmered with the Greensboro Police Foundation, which launched a “Put Cameras on
" Cops” public information campaign that included posting billboards and reaching out to

the community.

Chief Lanpher of Aberdeen said that it is also important for agencies to engage local policymakers
and other stakeholders, “Police departments cannot do this alone,” he said. “We went to the mayor,
the city council, and the state’s attorney’s office and showed them actual footage that officers had
recorded to demonsirate why these cameras would be useful. Without their support, implementing
the program would have been a challenge. Commumcatlon and developmg those partnerships

_is eritical.”

— There are also indications’ that the public is more acceptlnd of body—
“ “My opinion is that body-worn cameras will

* help with community relationships. They will .
- shew when officers are doing a good job and

worn cameras if agencies are transparent about their camera pohmes and
pracﬁces Sone agercies post their camera policies on their websites,

In addition, some agencies, such as the Qakland Police Depariment,

have proactively posted body-worn camera footage on their websites

help us correct when they .ar en't. Thisis g ood to demonstrate transparency and to help resolve questions surroundmg '

v *~for the community.”

o, Auréra (Cotorado) Police Department

controversial incidents.

~— Leutenant Dan Mark In Phoeﬁiic, the police department released to the media body-wom

camera footage from an officer who was fired for misconduct. Assistant
Chief of Police Dave Harvey of Phoenix explained that the police union

U ————  TcTucsted the release to dewonstrate transparency.
‘; Y

and the issues.”

— Sir Peter Fahy, Chief Constable,
Greater Manchester (UK) Police

"} think it's absolutely critical that we talk “Tt is important that agencies are open and trarisparent with the
to the public about [body-worn cameras]. community,” said Deputy Chief Christensen of Fort Collins. “If we only
" Weneed to bring them on board and have
.+ them understand what this is about and go
" through the advantages and disadvantages

show the good and hide the bad, it will foster distrust of the pthe.

Protecting intelligence—gathering efforts

In addition to engaging the public to mitigate concerns, some

agencies have adopted recording policies that seek to minimize the
potential damage that body-wom cameras have on police-community
relationships. These agencies limit body-worn camera recordings to calls
for service and law enforcement-related contacts, rather than recording
every encounter with the public, so that officers do not feel compelled to record the kinds of casual
conversations that are central to building informal relationships within the community.

Chief Miller of Topeka said that this approach has worked well. “I recently witnessed a commdnity
policing officer having a casual conversation with two citizens,” he said. “The officer was wearing
4 camera, but it was not running at the time. The camera was cearly visible, but it did not create
a problem.” Chief Miller of Greensboro said, “From a community policing aspect, it does not

make sense to record every single interaction with the public. If an officer sees someone on the
street and just wants to talk about what is going on in the neighborhood, it is easier to have that
conversation if the camera is not running."’



" can tumn it off after stating the reason why,” said Chief Miller. Again, it is important that officers

. would also rather have the good information than have the witness

Chapter 2. Considerations for lmﬁlemen tation

A number of agencies also give officers the discretion to turn off their cameras when talking with

a person who wants to share information about a crime. This situation can occur when a person
approaches an officer with information or if an officer interviews wiinésses at a crime scene. In
either case, police-executives said that officers must weigh the evidentiary value of recording the
stateent with the reality that some people who share information may not want to talk on camera.
“If officers encounter an informant or witness who isn’t comfortable being recorded, they have

to decide whether obtaining .the information outweighs recording the statement,” said Lieutenant
Rankin of Mesa. “If so, our officers can either turn the camera off or position the camera so that they

capture audio but not video. People usually feel more comfortable with — :

Just the al_ldw : “If officers are talking to a member of the

Chief Fa.qar of Rialto said that it is important for officers to majptain community just to say hello or to ask what
credibility with people who might want to share information. “We teach
our officers to consider the facts of each incident before they record,” he
said, “When officers encounter reluctant witnesses, I would suggest that
they develop a rapport by being honest and not pressuring them to talk,
especially on camera.” . — Stephen Cullen, Chief Superintendent,
New South Wales (AUS) Police Force

Is going on in the neighborhood, it is usually
better for.the relationship if the officer does
not record the conversation.”

Many agencies, while allowing ‘officers to turn off the camera at the \
request of the person being interviewed, nonetheless sirongly encourage : ‘ O
offtcers to record if at all possible. “It is important to remain flexible, as there are no absolutes,” sald
Commander Michael Kurtenbach of Phoenix. “But we would generally recommend an officer to keep
the camera on if possible when gathering information from witnesses.”

Inspector Danny Inglis of Greater Manchester, United Kingdom, agreed. “I generally think there is : o
more to gain than lose in terms of recording these kinds of stafements,” he said. “Recording is a way ' ’

. o capture critical intelligence and evidence. Our officers can turn the camera off at the person's

request, but they should confum the reason for ﬂ'llS on camera.”

The Topeka Police Department takes a similar approach “Officers should try to leave the camera
on to record exactly what a person says. If the person does not warnt to talk on camera, the officer

weigh the situation before making a decision. “The detectives and the _
prosecutors will want witness interviews on camera if possible. But they “We view evidence collection as one of the'

primary functions of cameras. So in the case -
of interviewing witnésses, we would make
Some police executives said that the decision 6 record witnesses at a every attempt to capture the statement on
crime scene may depend on whether the scene is Iive or if it Kas been . -
countrolled. In many places, including Greenshoro, Daytona Beach, and .
Rialio, officers typically leave their cameras running when responding the person we approach requests .th atthe

to a live crime scene so they can capture spontaneous statements and camera be turned off. Officers just need to
impressions. Once the scene has been controlled (crime scene tape isput ~ Understand what the tradeoff is.”

up, detectives arrive, etc), it transitions into an investigative scene, and — Cory Christensen, Deputy Chief of Police, Fort Collins
officers can turn the cameras off. Then they can determine whether to : (Colorado) Police Department

refuse to talk because of the camera,” said Miller.

i

video. However, we do allow discretion if

- record more detailed statements taken from witnesses at the scene.

Agencies often include protections in their policies to ensure officers do not abuse their recording
discretion. If an officer chooses not to record an encounter with someone giving information, he or
she must typically document, on camera or in writing, the reason for not recording. In addition, many o,
agencies require officers to activate the camera if an interaction becomes adversarial after the initial .
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contact. Chief Chitwood said this approadx has worked in Daytona Beach. “Between their experience
and training, the officers know when they need to tum on their cameras. Activating the camera in
these situations has become second nature to them,” he said.

Lessons learned about impact on community relationships

In their conversations with PERF staff members, police executives and other experis revealed a
number of lessons that they have learned when addressing the impact body-worn cameras can have
on community relationships: :

s Engaging the community prior to implementing a camera program can help secure support for
the program and increase the perceived legitimacy of the program in the community.

e Agencies have found it useful to communicate with the public, local policym-akers, and other
stakeholders about what the cameras will be used for and how the cameras will affect them.

® Social media is an effective way to facilitate public engagement.

¢ Transparency about the agency’s camera policies and practices, both prior to and after
implementation, can help increase public acceptance and hold agencies accountable. Examples
. of transparency include postmg policies on the department website and publicly releasing video
recordings of coniroversial incidents, .

» Requiring officers to record calls for service and law enforcement-related activities—rather than
every encounter with the public—can ensure officers are not compelled to record the types of
casual conversahons ‘rhat are central to building informal relationships within the community.

s In cases in which persous are unwilling to share information about a crime if they are bemg
recorded, it is a valuable policy to give officers discretion to deactivate their cameras or to
position the camera to record only audio. Officers should consider whether obtaining the
information outweighs the potentiai evidentiary value of capturing the statement on video.

» Recording the events at a live crime scene can help officers capture spo'ntaﬁeous statements and
impressions that may be useful in the later investigation or prosecution.

e Requiring officers to document, on camera or in writing, the reasons why they deactivated a -
camera in situations that they are otherwise required to record promotes officer accountability.

Addressing officer. concerns

For a body-worn camera program to be effective, it needs the support not only of the community but
also of the frontline officers who will be wearing the cameras. Securing this 'Suppoft can help ensure
the legitimacy of a camera program and make its implementation more successful. Agency leaders
should engage in ongoing communication with officers about the plogl"am s goals, the benefits and
challenges of using cameras, and the agency’s expectations of the officers.

Officer concerns about body-worn cameras

One of the 'primary concerns for police executives is the fear that body-worn cameras will erode
the trust between officers and the chief and top managers of the department. Some officers may
view the cameras as a signal that their supervisors and managers do not trust them, and they worry -
that supervisors would use the cameras to track and scrutinize their every move. Inspector Inglis
of Greater Manchester explained, “I have heard some resentment about the level of scrutiny that
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officers will be under if they wear body-worm cameras. This is especially true with the first-level
response officers, who already feel they ave under an extraordinary amount of pressure to get
everything right. I can understand this concern.” '

Given these concerns, one of the most ix_ﬁportant decisions an agency must make is how it will use
camera footage to monitor officer performance. Most agencies permit supervisors to review videos .
so they can investigate a specific incident or complaint, identify videos _
for training purposes, ensure the system is working, and monttor overall w6 heard officers say that while they»&ré

. not opposed to using body-worn cameras,
However, there is some debate over whether supervisors should also . they do have some concerns. Some of thése
periodically and randomly review videos to monitor officer performance.  yncorns are more practical, like wheth-
Some agencies allow periodic monitoring to help proactively identify
roblems and hold officers accountable for their performance. Other . ‘
prove v e . per : . burdensome. But the larger philosophical
agencies permit periodic monitoring only in certain circumstances, such o i . .
as when an officer is still ini a probationaty period or after an officer has ~ €ONCEM IS whether these camerds send the .
received a certain mumber of complaints. Some agencies prohibit random ~ Wrong message about the trust we place

er adding new equipment will be overly

monitoring altogether because they believe doing so is unnecessary if “ in officers. What does it say about officer 1
supervisors conduct reviews when an incident occurs. professionalism and credibility if the depart- ’
Tn Grester Manchester, Inspector Tnglis encotrages supervisors to ment has to arm every officer with a caméfa?~~ 2
randomly review camera footage. “We use random review as a teaching . —BobCherry, Detective Qf‘ ' _
tool, not just a supervision tool,” he said. “Supervisors might not get a T _ Baltimore Police Departmenf"“ 3
lot of face time Wiﬂi officers, so reviewing the video is a good way for and President of Baltimore City :
supervisors to appraise officers and provide feedback. It also helps hold o Fraternal Order of Police

officers accountable and gives them incentive to record.” . s
Other agencies expressly prohibit supervisors from réndomly monitoring body-worn camera footage.
“Per our policy, we do not randomly review videos to monitor officer performance,” said Chief Chitwood ' : ke
of Daytona Beach. “Instead, our review is incident-based, so if there is an issue, we will review the
footage. Ini those cases, we can glso review prior videos to see if there is a pattern of behavior.”

The Topeka: Police Department generally prohibits random monitoring, though supervisors can
periodically review videos if officers have received numerous complaints. Chief Mille_r of Topeka
said that this policy strikes a halance between showing trust in the officers and holding them
accountable. “If an officer does something wrong, you do not want to be accused of deliberate
indifference because you had the videos but ignored them,” he said. “You have to show that you
reviewed the footage once you had a reason to do so.” '

Some police officials suggested that an agency’s internal audit unit,_fa‘ﬂmr than direct supervisors,

should be responsible for periodic, random monitoring. They said this approach allows agencies

to monitor compliance with the program and assess officer performance without mmdermining
the trust between an officer and his or her supervisor. These officials stressed that internal audit . S

" reviews should be truly random (rather than targeted to a specific officer or officers) and should be

conducted in accordance with a written standard of review that is communicated to the officers.
Chief of Police Jeff Halstead of Fort Worth, Texas, said, “Random review of the camera footage,
either by an internal auditor or a superviser, is critical to demonstrating that an agency is doing
what it is supposed to do and is serious about accountability.”

Tn addition to concerns about trust and supervisor scrutiny, police executives said that some officers ‘-""'.\..ﬁ
worried about the difficilty of operating the cameras and learning a new technology. “Officers can , _' B
feel inundated with techmology,” said Chief of Police Roberto Villasefior of Tucson. “In the past few
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~ years, our department has introduced a new records management system and a new digital radio
system. Sosome officers see body-worn cameras as another new piece of technology that they will

X have to learn.” Some officers also said that cameras can be cumbersome and challenging to operate,

B - and agencies often have to test several different camera models and camera placement on the body

to determine What works best.

Addressing officer concerns

. Agencies have taken various stepﬁ to.address officer concerns about body-wom cameras. One of the
: ' most important steps, according to many police executives, is for agency leaders to engage in open
' communication with officers about what body-~worn cameras will mean for them.

For example, a survey of officers conducted by the Vacaville (California) Police Department found
that including officers in the implementation process—and allowing them to provide meaningful
input—generated support for the cameras. Some police executives, like Chief Chitwood of Daytona
Beach and Chief Lanpher of Aberdeen, have found it useful to attend officer briefings, roli calls,
and meetings with union representatives to discuss the camera program.-“My staff and T invested
considerable time talking at brigaﬁngs and depariment meetings with all employees who would be
affected by body-worn cameras,” said Chief of Police Michael Frazier of Surptise, Anzona “This has
helped us gain support for the program.”

- I —— a1y poh’cg executives said that creating implementation teams -
™, o think police agencies-can help the officer comprised of rgpresentaﬁves from various uniis within the department
can help improve the legitimacy of a body-wom camera program. For
example, as agencies develop body-worn camera policies and protocols,

|

z; .and fulfill their duties to the public by say-
‘ ing, ‘We have an officer [whom] we think is

“& o ' ] « it can be useful to receive input from patrol commanders and ofﬁcem
T having pr(.)blemS, and We.are gomg'l‘o loo investigators, training supervisors, the legal department, communications
pe. OF those videos to determine behavioral staff, Internal Affairs personnel, evidence management personnel, and

" patterns.! You do notwant to have a problem  others ‘across the agency who will be involved with body-worn cameras.

- comeup ) ater and claim that you did not Police executives also said it is important to emphasize to officers that

i know about it even though you had videos. body-worm cameras are useful tools that can help them perform thelr '
} So to me, targeted monitoring makes sense”  duties. Chief Terry Gainer, U.S. Senate sergeant at arms, believes that

‘ i - Chrisfy Lopez, Deputy Chief, framing body-worn cameras as a check on officer behavior is the wrong
Special Litigation Section, approach. “It's going 10 be hard to encourage our officers to be the self-

Civil Rights Division, actualized professionals that we want them to be if we say, “Wear this’

US. Department of Justice because we're afraid you're bad, and cameras will help you prove that

) you're good,” said Gainer. “Body cameras should be seen as a tool for

creating evidence that will help ensure public safety

Lieutenant John Carli of Vacaville, California, suggests that agencies frame the cameras as a teaching
tool, rather than a disciplinary measure, by encouraging supervisors to review footage with officers
and provide consfructive feedback. One suggestion to accomplish this goal is to highlight officers
whose videos demonstrate exemplary performance by showing their footage at training programs or
by showing the video during an awards ceremony. -




oo

~ cameras. “The more officers use the cameras, the more they want to have them,” said Lieutenant.

_ concerns about body-worn cameras: . the ‘Big Brother’ aspect OfbodY‘WC’" ncam:
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Incremental implementation

Some police executives have also found it helpful to take an incremental approach when
implementing body-worn cameras. For example, the San Diego Police Department plans'to deploy .
100 cameras as part of a pilot program with the eventual goal of outﬁttmg 900 uniformed officers
with cameras.

The Greensboro Police Department took a similar approach. “When we . IR
ﬁrst deployed the cameras, there was an undercurrent of apprehension “You have to ask yourself, what is th em a]-h
on the part of the efficers. So we rolled it out in small increments to
help officers get more comfortable with the program,” said Chief Miller
of Greensboro. Gradual implementation can also help agencies learn
which policies, practices, and camera systems are the best fit for their

reason you are implementing the program?
- Is it because you want to give officers a help- -
ful tool, or because you do not trust them?

departments. Some agencies, such as the Mesa Police Department, The answer to that question—and how you

initially assigned cameras to the most tech-savvy ofﬁcers as a way to convey it—will influence how officers receive \*
ease implementation. ‘the program.” .
Many agencies have found that officers embrace body-worn cameras - Lieutenant John Carlj, '
when they see evidence of the cameras’ benefits. “Our officers have - Vacaville (California) Police Department

been fairly enthusiastic about body-wom cameras because they have .

seen examples of how the cameras have cleared fellow officers of complaints,” said Lieutenant
Dan Mark of Aurora, Colorado. “One officer was threatened by an individual, and it was captured '
on the officer’s camera. We took the footage to the city attorney’s office, and the individual was . : ‘
succeésfu]ly prosecuted. Once that story got out among the officers, we saw a lot more acceptance of :,
the cameras.” 4 _ = LN

Police executives said that in many cases, officers see these benefits once they begin wearing the

oF

Gary Lewis from Appleton, Wisconsin. “If I could put cameras on all of my patrol officers, I would
have 100 percent support.” Chief Farrar of Rialto agreed “Now that the officers wear the cameras, .
they say that they could not do without them : Tt

" Lessons learned about addressing officer concerns — m————————

Police executives revealed a number of lessons about addressing officers’ At first, officers had a lot of concerns about !

eras. But once they wear them and see the -

s As with any other deployment of a new technolo , Program, or
any ploym &Y prograz, ¢ benefits, they are much more likely to em-

strategy, the best approach includes efforts by agency leaders to
engage officers on the topic, explain the goals and benefits of the brace them. Resistance has been almost
initiative, and address any concerns officers may have, nonexistent.” .

— Chris Burbank, Chief of Police, . _

s Briefings, roll calls, and meetings with union representatives are )
Salt Lake City (Utah) Police Department

effective means to communicate information about a body-wom
camera program.

s (reating an implementation team that includes representatives from across the department can
help sirengthen program legitimacy and ease implementation.
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* Departments have found that officers support the program if they view the cameras as useful

tools: €.g., as a technology that helps to reduce complaints and produce evidence that can be
used in court or in internal investigations.

¢ Recruiting an internal “champion” to helf) inform officers about the henefits of the cameras has
proven éuccessf_ul in addressing officers’ hesitation to embrace the new technology.

® Body-worn cameras can serve as a teaching tool when supervisors review footage with officers
and provide constructive feedback. '

e Taking an incremental approach to implementation can help make deployment run more

"’In the beginning, some officers were opposed

to the cameras. But as they began wearing

"“them, they saw that there were more bene-

fits than drawbacks. Some officers say that
they would not go out on the street without
a ballistic vest; now they say they will not go
out without a camera.”

~ Lieutenant Harold Rankin,
Mesa (Arizona) Police. Department

o,

smoothly. This can include testing cameras during a trial period, rolling out cameras slowly, or
initially assigning cameras to tech-savvy officers. -

“Managing 'expéctati'ons :

Police executives said that it has become increasingly commeon -
for courts, arbitrators, and civilian review boards to expect police

- departments to use hody-wom cameras. “If your depariment has

a civilian review board, the expectation now is that police should have
cameras,” said Chief of Police Chris Burbank of Salt Lake City. “If you
don’t, they will ask, “‘Why don’t your officers have cameras? Why
aren’t your cameras fully deployed? Why does the next town over have
cameras, but you don't?” '

In addition, people often expect that officers using body-worn cameras
will record video of everything that happens while they are on duty.
But most police departments do not require officers to record every
encounter. Many agencies have policies against recording when it is
unsafe or impossible, and some agencies give officers discretion to

deactivate their cameras in certain sensitive situations, such as during interviews with victims or
witnesses. Camera malfunctions may also occur. Some agencies hiave taken steps to inform judges,
oversight bodies, and the public about these realities of using body-worn cameras.

" Police executives said that these expectations can undermine an officer’s credibility if questions arise
about an incident that was not captured on video. This is one reason why many agencies require

“There is a learning curve that comes with
usinig body-worn cameras. And the video
cannot always be taken at face value—the
full story has to be known before conclusions
are reached about what the video shows.”

— Major Stephen Willis,

Charlgtte-Mecklenburg
{North Carolina) Police Department

officers to articulate, either on camera or in writing, their reasons for turning a camera off in the
middle of an incident or for not turning it on in the first place. These issues of credibility are also
why it is important fo provide rigorous, ongoing officer training on body-worn camera policies and

practices. Some agencies find that situational training can be particularly
useful. For example, the Oakland Police Department incorporated a
program into its police academy that involves officers participating in
situational exercises using training model cameras. .

Expectations about body-worn cameras can also affect how cases are’
prosecuted in criminal courts. Some police executives said that judges
and juries have come to rely heavily on camera footage as evidence,
and some judges have even dismissed a case when video did not exist.
“Juries no longer want to hear just officer tesﬁmony—they want to

see the video,” said Detective Cherry of Baltimore. “But the video only
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Officer review of video prior to making statements
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gives a small snapshot of events. It does not capture the entire scene, or show the officer’s thought
process, or show an officer’s investigative efforts. This technology shouldn’t replace an officer’s
testimony. I'm concerned that if juries rely only on the video, it reduces the imporfant role that our
profession plays in criminal court.” :

Given the impact that body-worn cameras can have in criminal and administrative proceedings, .
there is some question as to whether officers should be allowed to review camera footage prior
to making a statement about an incident in which they were involved. According to many police S
executi\}es; the primary benefit to officer review is that it allows officers —
to recall events more dearly, which helps get to thg truth of what really ”Right from the start, officers now l"e arn how ;
happened. Some police executives, on the other hand, said that it is
better for an officer’s statement to reflect what he or she perceived
during the event, Tather than what the camera footage revealed. -

to use the cameras as part of thejr regular
training on patrol procedures. We want
activating the cameras to become a mus-

The majority of police executives consulted by PERF are in favor of  cle memory so that officets do not have to

allowing officers to review body-woin camera footage prior to making a hi . . o
» : ink about it when - ]
statement about an incident in which they were involved. They believe t. k . f _l when they arein a _rea] world :
that this approach provides the best evidence of what actually took situation. . i

place, PERP agrees with this position. - _ ' ' © —5eanWhent, Chief of Police,
' . L . ' Oakland (California) Police Department. ;-
“When you're involved in a tense situation, you don'i necessarily see : K e

everything that is going on around you, and it can 1a_ter be difficult to o
remember exactly what happened,” said Police Commissioner Ramsey of Philadelphia. “So I wouldn't - R
have a problem with allowiz_1g an officer to review a video prior to making a statement.”

Chief Burbank of Salt Lake ity agreed. “Officers should be able to review evidence that is gathefed
about an event, and that includes body-worn camera footage,” he said. “Some of the most accurate o A
reports are generated by officers who take a moment to go back and review the circumstances. For )
example, T was once involved in a pursuit that lasted 30 minutes, 1 went back and re-drove the route-
and documented every turn before filing my report. Otherwise, it would have been impossible to
remember everything that happened.”

Chief Miller of Topeka said that if an officer is not allowed to review 3 i
video, and if the footage conflicts with the c?ffl.cer's‘ statement, itcan 4 ot the officers every day: You usually don’t
f:reate unfair doubics about the officer’s credibility. “What we are after get hurt by the videos you have. What hurts sk
is the truth,” he said. “If you make a statement that you used force ] o
because you thought a suspect had a gun but the video later shows that you iswhen you are supposed to have a vi d—

it was actually a cell phone, it looks like you were lying. Butif you fruly €0 but, for whatever reason, you don't”

thought he had a gun, you were not lying—you were just wrong, An ) " —Ron Miller, Chief of Police,
officer should be given the chance to make a staternent using all of the Topeka (Kansas) Police De_partmenf"
evidence available; otherwise, it looks like we are just trying to catch an : '
officer in a lie.”

Police executives who fa\for réview said that officers will be held accountable for their actions

regardless of whether they are allowed to watch the video recordings prior to making a statement.

“Officers are going to have to explain their actions, no matter what the video shows,” said ‘
Chief Burbank of Salt Lake City. Chief Frazier of Surprise, Arizona, said, “If an officer has acted :




“making a statement about an incidentin . py . George’s County (Maryland) Police Department. “That perspective
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inappropriately, and those actions were recorded, the officer cannot change the record and will have

“to answer for his or her actions. What will be gained by a review of the video is a more accurate

accounting of the jncident.”

i

R Other police executives, however, said that the truth—and the officer’s

The majority of police executives consulted
* by PERF are in favor of allowing officers to

credibility—are better served if an officer is not permitted to review
footage of an incident prior to making a statement. “In terms of the -
officer’s statement, what matters is the officer’s perspective at the time

review bOdy -worn camera footage prior to of the event, not what is in the video,” said Major Mark Person of the

which they were involved.

see.

is what they are going to have to testify to. If officers watch the video
before making a statement, they might tailor the statement to what they
It can cause them to second-guess themselves, which makes them seem less credible,”

Lessons learned about managing expectations

In interviews.with PERF staff members, police executives discussed lessons that they have learned for
managing expectations about body-worn cameras:

With more and more agencies adopting body-worn cameras,-courts, arbitrators, and civilian
review boards have begun to expect not only that agencies will use cameras but also that
officers will have footage of everything that happens while they are 6n duty. If this footage
does not exist, even for entirely legiﬁméte reasons, it may impact court or administrative

‘proceedings and create questions about an officer’s credibility. Agencies must take steps to '

manage expectations while also working to ensure that ofﬁcers adhere to agency policies about
activating cameras. .

Educaﬁng oversight bodies about the realities of using cameras can help them to understand
operational challenges and why there may be situations in which officers are unable to record.
This can include demonst‘auons on how the cameras operate ’

Requiring an officer to articulate, on camera or in writing, the reason for not recording an event
can help address questions about missing footage.

Rigorous, ongoing officer training on body-worn camera policies and protocols is crifical for .
improving camera usage. Situational training in which officers participate in exercises using
mock cameras can be particularly useful in helping officers to understand how to operate
cameras in the field.

‘Mény police executives believe that allowing officers to review body-womm camera footage prior
to making a statement about an mc'_ldent in which they were mvolved p10v1des the best evidence

" of what actually occurred.
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Financial considerations

‘While body-worn cameras can provide many potential benefits to law enforcement agencies, they
come at a considerable financial cost. In addition fo the initial purchasing cost, agencies must devote
funding and staffing resources toward storing recorded data, managing videos, disclosing copies of
videos to the public, providing training to ofﬁcers, and administering the program.

For some agencies, these costs make it challenging to implement.a body-worn camera program.
PERF’s .mrvey revealed that 39 percent of the respondents that do not use body-wom cameras cited
cost as a primary reason. Chief Villasefior of Tucson said that cost was a major obstacle to getting:

' cameras. “In recent years, we've faced serious budget cuts and have had to reduce staffing lev:

he said. “It can be hard to justify spending money on cameras when officers are fighting for their
jobs.” However, Villasefior has put together a review committee to evaluate costs and explore how to

implement body-worn cameras in Tucson.

Police Commissioner Ramsey said that in depariments the size of
Philadelphia’s, which has 6,500 sworn officers, the cost of implementing
a body-worn camera program would be extraordinary. “We've considered
using cameras in Philadelphia, and we see all of the benefits they can

- provide,” he said. “Cost is the primary thing holding us back.”

Some police executives, however, said that body-wom ¢ameras can save
- departments money. They said that by improving officer professionalism,
defusing potentially confrontational encounters, strengthening officer
training, and documenting encounters with the public, body-worn
cameras can help reduce spurious lawsuits and complaints against
officers. They also said that these savings more than make up for the
considerable financial cost of implementing a camera program.

“If there is a lawsuit against the department, the setflements come from
the depariment’s operational budget,” said Chief Chitwood of Daytona
Beach. “By preventing these suits, the department has more money to
spend on cars, technology, and other things that benefit officers,”?

The London Metropolitan Police Serv:ice'z working together with the

College of Policing, is planning to conduct a cost-benefit analysis in conjuﬁcﬁon with its upcoming
pilot program of 500 cameras, The analysis will measure whether the cameras contribute to ) C o

“ absolutely think that officers should be . ‘[
allowed to review camera footage from an. |
incident in which'they were involved, pri- - | s
or to speaking with internal investigators.” %
With what we know of the effect of stressful
incidents on the human mind, officers in

“‘». o
gk

" -most instances may not recall every aspect'of .

the incident. Or they may recall events ouf of - ~
sequence or not remember everything untll
much later. For this reason alone, allowing

an officer to review the video prior to making

a statement seems prudent”

s J,»ae_

— Michael Frazier, Chief of Police, .. *
Surprise (Arizona) Police Department-

cost savings in terms of promoting early guilty pleas in criminal cases and quicker resolution of
complaints against officers. The study will also measure community and victim satisfaction with the
cameras, as well as how the cameras-impact the length of sentences that offenders receive.

12. See“Perceived Benefits of Body-Worn Cameras” on page 5 for additional discussion of cost-benefit analysis.
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Cost of implementation

2 The price of body-worn cameras currently ranges from approximately $120 to nearly $2,000 for each
. device. Most of the agencies that PERF consulted spent between $800 aud $1,200 for each camera.

) Prices vary depending on factors such as functionality, storage capacity, and battery life. Agencies

r . _ must make this initial purchase up front, and sometimes they purchase cameras as part ofa contract
- ’ with the manufacturer for related services, such as data storage and technical assistance.

h\ — Although the initial costs of purchasing the cameras can be steep, many
b "Once you put cameras in the field, you re’ police executives said that data storage is the most-expensive aspect of a
' going té amass a lot of data that needs to be Dody-worn camera program. “Data storage costs can be crippling,” said
he Chief Aden of Greenville. Captain Thomas Roberts of Las Vegas agreed.

£ stored, Chiefs need to go into this with their =~ . . .
id : Th d d d Storing videos over the long term is an ongoing, extreme cost that
eyes wide open. [hey need to understan agencies have o anticipate,” said Roberts.

"' what storage is going to cost, what their stor-
_dge cdpacities are, and the amount of time it
. takes to review videos for public release ftis

" The cost of data storage will depend on how many videos are produced,
how long videos are kept, and where the videos are stored. If the videos
are stored.on an online clond database, the costs typically go toward

: -, amajor chall enge - paying a third-party vendor to manage the data and to provide other

—Kenton Rainey, Chief of Palice,  services, such as technical assistance and forensic auditing, If videos are

Bay Area Rapid Transit Police Department  stored on an in-house server, agencies must often purchase additional

computer equipment and spen;i money on technical staff and systems to

o . ' : ensure the data are secure.

. The New Orleans Police Depariment has launched a plan for deploying 350 body-worn cameras at

%"x : " an antcipated cost of $1.2 million over five years—the bulk of which will go to data storage.* One

' department reported that it-will pay $2 million per year, mostly toward data storage, to outfit 900
officers with cameras. Another departrﬁent spent $67,500 to purchase 50 cameras and will spend
approximately $111,000 to store the video on a cloud for two years. In terms of storage, Chief Miller
of Topeka said, “I've seen a formula that says that if you have 250 officers that have body—wom
cameras, in three years you will produce 2.3 million videos. If the officer was 'required to run the
camera conﬁnuously‘ during his or her entire shift, it would produce even more. Managing and
storing that data is usually more expensive than buying the cameras.” .

‘ In addition to the cost of purchaéing cameras and storing data, administering a body-worn camera

: program requires considerable ongoing financial and staffing commitments. Many agencies appoint
at least one full-time officer to manage the camera program. Agencies must provide ongoing
training programs, ensure that cameras are properly maintained, fix technical problems, and address
any issues of officer uoncomphance Some agencies also devote resources toward public information
campaigns aimed at educating the community about the program.

According to many police execunves one of the most significant administrative costs—at least in
terms of staff resources—involves the process of reviewing and categorizing videos. Although the
exact process varies depending on the camera system, officers must typically label, or “tag,” videos
as evidentiary or non-evidentiary. Evidentiary videos are further categorized according to the type of
incident captured in the footage {e.g., homicide, robbery, or traffic citation). This tagging process is
critical for determining how a video will be used and how long it will be retained. Most agencies that
PERF consulted require officers 1o download and tag videos by the end of each shift.

13. "NOPD Wearable Cameras Expected to Cost $1.2 Million; The Times-Picayune, Septemnber 30, 2013, http://www.nola.com/
crime/index.ssf/2013/09/post_346.html. Since The Times-Picayune published this article, New Orleans has increased the num-
ber of body-worn cameras it expects to deploy from 350 to more than 400. :
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. from the camera manufacturer electronic tablets that allow officers to view and tag videos while

_Cost—saving stmtegies _
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Some officers have expressed concern about this increase to their administrative workload. “One of
the major complaints we heard from officers was that they were spending so much time, after their

shifts were over, downloading and tagging their videos,” said Commander Tony Filler from Mesa. The
depariment explored several solutions to this problem, ultimately creating an automated process that
linked videos to the department’s records management system (RMS). The department also purchased

they are in the field. “The tablets were an additional cost, but they were worth it because they save
officers a lot of time,” said Filler. ’ '

Police executives said that there are also significant administrative costs involved with responding to
requésts from the public or the news media for body-worn camera videos. When an agency receives
a disclosure request, often under the Freedom of Information Act, officers or other departrnent
personnel must spend time reviewing videos to find the relevant footage, determining whether an
exception to the presumption of disclosure applies, 1den11fymg portions that by law must be redacted,
and performing the redactlon process

Police executives discussed several strategies that their agencies have employed to mitigate the _
considerable financial and staffing costs associated with body-worn cameras. These strategies focus _ : it
primarily on managing the costs of data storage, which many police executives said represent the

most expensive aspect of their programs. ) : v ' ' )
Although managing data storage costs is not the primary reason why _ .
many agencies have decided against recording non-law enforcement “Responding to public disclosure requests' is.

related encounters with the public, it can be a factor. “There is a huge
difference in the amount of money it would take to record all encounters
versus adopting a more restrictive recording policy,” said Chief Miller of
Greensboro. “If you record everything, there are going to be astronomical

one of the biggest challenges that my de- ~
partment faces. When a request for a video
comes in, an officer has to sit for at least two

- data storage costs. With 500 officers using cameras, we have already hours and review the videos to find the foot-

produced over 40,000 videos in just seven months. And we would have a ~ dge and idéntffy which portions must by law- ==
lot more if we didn't use a more restrictive recording policy.” - be redacted. And the actual redactions can -~

Some agencies, such as the police departments in Oakland and Daytona take over 10 hours to CompIEte-” o o

Beach, are working to adopt shorter data retention periods for non- - Lieutenant Harold Rah}[(:ih, *
evidentiary footage in an effort to keep data storage costs manadeable Mesa {Arizona) Police Depart_mi_{n_t -3

e

Although it is important to keep videos long encugh to demonstrate ' T

' transparency and preserve a record of an encounter, keeping these videos indefinitely would

overwhelm an agency’s resources. Some agencies may even decide against adopﬁng body-worn

" cameras due to the extraordinary costs of data storage.

“The two biggest ché]le.nges that we face in terms of cost are data storage and responding to records T,
requests,” said Chief Chitwood of Daytona Beach. “We had to brainstorm about how to address those
costs, and one way was through changing our retention times.”

As the public becomes more familiar with the existence of police body-worn camera programs, it
is reasonable to expect that members of the public and the news media will increasingly want to

* obtain video recordings. Such public records requests will add to the workload of managing a camera

program. Captain James Jones of the Houston Police Department said, “The cost of responding to ’ N
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open records requests played a role when we were deciding how long to keep the video. To protect
privacy, you have to go through every video and make sure that you're not disclosing something
that you shouldn't. It takes a lot of time, and personnel, to review and redact every tape. If you kéep
video for five years, it is going to take even more.” : '

Agencies have also explored cheaper sterage methods for videos that by law must be retained long-
term, such as those containing evidence regardjng a homicide or other serious felony. For exéﬁple,
the Greensboro Police Department deletes videos requiring Jong-term storage from the online cloud
after importing them into its RMS or Internal Affairs case management systems. This reduces overall
consumption of expensive cloud storage for videos that are required for future court proceedings

or long-term retention under state persormnel laws. The Charlotte-Mecklenburg Police Department
recently completed a body-wom camera trial program, and Major Willis said that the department is
exploring alternative storage methods. “Long-term storage costs are deﬁnitely going to be a problem.
We are lookmg at cold storage, offline storage, and shorter retention times as a way to keep those
costs more manageable,” he said.

Many police agencies have also found it useful to conduct a cost-benefit anaiysis when exploring

whether to implement body-worn cameras. For example, agencies can conduct an audit of their

- . claims, judgments, and settlements relafed to litigation and complaints against officers to determine

what costs they may already be incurring. The costs associated with deploying body-worn cameras
may be offset by reductions in litigation costs, and agencies should carefully assess their ongomg
legal expenses to determine how they could be reduced through the use of body—wom cameras.

Lessons learned about financial considerations'

In interviews with PERF staff members, police executives and other experts 1evealed a number of
lessons that they have leamned about the ﬁnanual costs of body-wormn cameras:

e The financial and administrative costs associated with body-wom camera programs include

costs of the equipment, storing and managing recorded data, and responding to public requests
for disclosure. :

e It is useful to corapare the costs of the caméra program with the financial benefus (e.g,,
fewer lawsuits and unwarranted complaints against officers, as well as more efficient
Ewdence col]eetlon]

] Settmg shorter retention times for non-evidentiary videos can help make the significant costs of

data storage more manageable.

s Videos requiring long-term storage (e.g., those involving serious offenses) can'be copied to a
disc, attached to the case file, and deleted ﬁom the internal server or online cloud. This frees up
expensive storage space for videos that are pa.rt of an ongoing investigation or that have shorter :
reténtion times.

s Linking recorded data to the agency’s records management systera or using electronic
tablets, which officers can use in the field, can ease the administrative burden of tagging and
categorizing videos. '
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The Los Angeles Police Department’s Approach to Financing Body-Worn Cameras

n September 2013, Los Angeles Police
Commission President Steve Soberoff launched
a campaign to Taise money to purchase on-bhody
cameras for the Los Angeles Police Departiment
(LAPD). “Before being elected commission
president, 1 heard from nrumerous leaders in the
LAPD that getting on-body cameras was a top
priority with a huge upside,” said Seboroff in
an inferview with PERF. “After hearing all of
the benefits that this technology could offer, 1
wanted to find a way to proactwely jump-start
the project.”

Realizing that trying to secure city funds for
cameras would be challenging—the LAFD's
n-car camera praject has been going on for
two decades and is only 25 percent complete—
SoborofT devised a plan to identify private
donors. Within five months, he had raised

" $1.3 miillion for a body-wom camera program,
exceeding its original goal. Contribufors
included a number of local companies,
executives, and philanthropists, including the
Los Angeles Dodgers, mavie diréctor Steven
Spielberg, entertainment executive Jeffrey
Katzenberg, and former Los Angeles Mayor
Richiard Riordan.t :
This money will go toward purchasing 600 '
body-worn cameras for LAPD officers and
fof video sforage, repairs, and other costs
over two years.* The LAPD said it would test
several camera models before implementing
its program, ¥ According to Soboroff, the LAPD
will eventually need hundreds more cameras
to outfit every pairol officer, but he hopes the
pilot program will convince city officials that
the cameras are worth the money. “1 think that
the pilot will show that body-worn cameras
are transformative. 1 think it will show so many
public safety benefits, and so many savings

-in litigation settlement dollars, man hours,

- and attorney hours, that the retum on the

investment will be apparent and significant,”
he said.”

Soboroff believes that other places can Took at
the LAPD’s fundraising approach as a model.
“Probably every city in America has fimancial
concerns. But 1 believe that there are always
going 1o be local businesses and philanthropists
who are willing to help. You just have to

show them that there is going 1o be a positive
community and fmancial retum on their
nvestment ar donation.”* However, Sobaroff
also said it is important that law enforcement
agencies retain independence as they develop
their programs: “The LAPD has complete control
over which cameras it chooses anid its camera
policies. That is eritical—there should be no
outside influence from donors.™®

As Soboroff indicates, police agencies outside
of Los Angeles have also sought private funding G
for body-wom cameras. For example, the : T
Greensboro (Noﬁ:h Carolina) Police Department ' , .
told PERF that the Greensboro Police : "
Foundation raised $130,000 from private donors T
to purchase 125 cameras. The Greensboro

Police Foundation also creatéd awareness by
launching the “Put Cameras on Cops” public
information campaign that included reaching
out to potential donors and posting billboards
in support of the program.

iy

* Steve Soboroff {president, Los Angeles Police
Cammission), in discussion with PERF staff members, -
fall 2013. ) , co st

1 "LAPD to Soon Start Testing Body Cameras,” €BS Los
Angeles, January 13, 2014, hitp://losangeles.chslocal.

com/2014/01/13}lapd-officers-to-snon-start-testing-
body-cameras/. ’

* "LAPD Surpasses Fundraising Goal for Officers' On—Body
Cameras LosAngeIasTmes November 6, 2013, hitp://
v/06/localf

cameras- 20131106

§ "LAPD to Soon Start Testing Bady Cameras.”

** Soboroff, discussion with PERF staff members,

H1bid,

5 Ibid. ’ N
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Chapter 3. Body-Worn Camera.
Recommendations

he list of recommendations beginning on page 38 is intended to assist law enforcement
Tagencies as they develop body-worn camera policies and practices. These recommendations,
which are based on the research conducted by PERE with support from the COPS Office,
reflect the promising practices and lessons that emerged from PERF’s September 2013 conference
in Washington, D.C., where more than 200 police chiefs, sheriffs, scholars, and federal criminal
justice officials shared their experiences with body-worn cameras and their perspectives on the
issues discussed in this publication. The recommendations also incorporate feedback gathered dun‘ng

- PERF's interviews of more than 40 law enforcement officials and other experts, as well as findings
- from PERF’s review of body{won1 camera policies submitted by police agencies across the country. |

Each law enforcement agency is different, and what works in one department might not be feasible
in another. Agencies may find it necessary to adapt these recommendations to fit their own needs,
budget and staffing limitations, state law requirenients, and phﬂosophlcal approach to privacy and
policing issues. :

When developing body-worn camera policies, PERF recommends that police agencies consult with
frontline officers, local unions, the department’s legal advisors, prosecutors, community groups, other
local stakeholders, and the general public. Incorporating input from these groups will increase the
perceived legitimacy of a department’s body-worn camera policies and will make the implementation
process go more smoothly for agencies that deploy these cameras. .

PERF recommends that each agency develop its own comprehensive wiitten pohcy to govern body-
worn camera usage. Policies should cover the following topics:

. "Basic camera usage, including who will be assigned to wear the cameras and where on the body .

the cameras are authorized to be placed

s The designéted staff member{s) responsible for ensuring cameras are charged and in proper
working order, for reporting and documenting problems with-cameras, and for reissuing
working cameras to avert malfunction claims if critical footage is not captured

o Recording protocols, including when to activate the camera, when to turn it off, and the types
of circumstances in which recording is required, allowed, or prohibited

o _The process for downloading recorded data from the camera, including who is 'reéponsible for
downloading, when data must be downloaded, where data will be stored, and how to safeguard
against data tampering or deletion

» The method for documenting chain of custody

s The length of time recorded data will be retained by the agency in various circumstances

s The process and policies for accessing and reviewing recorded data, including the persons
authorized to access data and the circumstances in which recorded data can be reviewed
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¢ Policies for releasing recorded data to the public, including protocols regarding redactions and
responding to public disclosure requests

* Policies requiring that any contracts with a third-party vendor for cloud storage explicitly state
" that the videos are owned by the police agency and that its use and access are governed by

agency pohcy
In sununary, pohmes must comply with all existing laws and regulations, including those governing
evidence collection and retention, public disclosiire of information, and consent. Policies should be-
specific enough to provide clear and consistent guidance to officers yet allow room for ﬂez:lb]]Ity as
the program evolves. Agencies should make the pohcxes available to the pubhc, preferably by posting
the policies on the agency website. :

General recommendations

1. Policies should clearly state which personnel are assigned or permitted to wear body-worn
" cameras and under which ciréumstances.

Tt is not feasihle for PERF to make a specific recommendation about which officers should
be required to wear cameras. This decision will depend on an agency’s resources, law
enforcement needs, and other factors.

Lessons learned: Some agencies have found it useful to begin deployment with units that
have the most frequent contacts with the public (e.g., traffic or patrol efficers).

2. If an agency assigns cameras to officers on a voluntary basis, policies should stipulate any '
specific conditions under which an officer might be required to wear one.

For example, a specified number of complaints against an officer or disciplinary sanctions, '
or involvement in a particular type of activity (e.g., SWAT operations), might result in an
officer being required to use a body-worn camefa_.

3. Agencies should not berr'nit persdnnel to use privately-cwned body-worn cameras while
on duty.

Rationale: Most of the police executives whom PERF intérviewed believe that allowing -
officers to use their own personal cameras while on duty is problematic. PERF agrees with
this position. Because the agency would not own the recorded data, there would be little or
no protection agaiust the officer tampering with the videos or releasing them to the public
or online. In addition, chain-of-custody issues would likely prevent the video evidence
from being admitted as evidence in court. ' :

This recommendation applies regardless of whether the agency has'deployed .
body-worn cameras.
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4, Policies should specify the location on the bodyon which cameras should be worn.

The most appropriate camera placement will depend on several factors, such as the type of
camera system used. Agencies should test various camera locations to see what works for
their officers in terms of field of vision, comfort, functionality, and ease of use.

Lessons learned: Police executives have provided feedback regarding thelr experiences with
different camera placements:

¢ Chest: According to the results of PERF's suivey, the chest was the most popular
. placement location among agencies.

. Heaﬂ]sungl-asses: This is a very popﬁlar location because the camera “sees what the officer
sees.” The downside, however, is that an officer cannot always wear sunglasses. Some
officers have alse reported that the headband cameras are uncomfortably tight, and some
expressed concern about the potential of injury when: wearing a camera so close to the
eye area,

o Shoulder/collar: Although some officers like the perspective that this placement offers,
others have found the camera can too easily be blocked when officers raise their arms.
One agency, for example, lost valuable footage of an active shooter incident becausé the
officer’s firearm knocked the camera from his shoulder.

» Shooting side: Some agencies specify that officers should WEAar cameras on ﬂie gunf
shooting side of the body, which they believe affords a clearer view of events during
shooting incidents.

Officers who activate the body—worn carmera while on duty should be requ:red to note the '
existence of the recordmg in the official mcndent report.

Rationale: This policy ensures that the presenc_e of video footage is accurately documented
in the case file so that investigators, prosecutors, oversight boards, and courts are aware of
jis existence, Prosecutors may need to glve potentially exculpatory materials to

defense attorneys. .

Officers who wear body-worn cameras should be required to _articulate on camera or in

writing their reasoning if they fail to record an activity that is required by department policy
1o be recorded. (See recommendations 7-13 for recording protocols.)

This may occur, for example, if an officer exercises recording discretion in accordance with

- the agency's policy because he or she cannot record due to unsafe conditions or if a person .

does not give consent to record when consent is required.

Rationale: This holds officers accountable and helps supervisors investigate any recording
irregularities that may occur. ' )
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Recording protocols

7. As a general recording policy, officers should be required to activate their body-worn
cameras when responding to all calls for service and during all law enforcement-related
encounters and activities that occur while the officer is on duty. Exceptions include
recommendations 10 and 11 below or other situations in which activating cameras would be
unsafe, impossible, or impractical.

M . : 7a: Policies and training materials should clearly define what is included in the description
) “law enforcement-related encoumnters and activities that occur while the officer is on duty.”
Some agencies have found it useful to provide a list of eﬁamples in their policies, such as
b " traffic stops, arrests, searches, interrogations or interviews, and pursuits.

.7b: Officers should also be required to activate the camera during the course of any
encounter with the public that becomes adversarial after the initial contact.

Rationale:

e The policy affords officers discretion concerning whether to record informal, non-law

e _ enforcement-related interactions with members of the community, such as a person '

E ‘ _ asking an officer for directions or officers having casual conversations with people they .
see on patrol. If oificers were always requiréd to record in these situations, it could

. inhibit the informal relationships that are critical to community policing efforts.

e The policy can help to secure officer support for a body-worn camera program because
. . it demonstrates to officers that they are trusted to understand when cameras should and
‘M’f-k_ ' should not be activated. Protocols should be reinforced in officer training.

o e The policy is broad enough to capture the encounters and activities that, because they
T are the most likely to produce evidence or lead to complaints from community members
S - \ . about the police, are most in need of accurate documentation. However, the policy is
Ve . narrow enough to help keep the amount of recorded data more manageable, This can

! . help reduce the costs associated with storing data, reviewing and tagging data, and

x _ : responding to public records requests.

8. Officers should be required to inform subjects when they are being recorded unless doing so
would be unsafe, impractical, or impossible. '

Some states have two-party consent laws that require a person making a recording to
obtain the consent of the person or persons being recorded. In this case, officers must
' obtain consent unless the law provides an exception for police recordings. Most states
have one-party consent policies, which allow officers to make recordings without
- obtaining consent. ' '

PERF recommends that police in all states inform subjects that they are being recorded,
aside from the exceptions stated already. This policy does not mean that officers in one-
party consent states must ebtain consent piior to recording; rather, they must inform
subjects Wh;n the camera is running,. :

Rationale: The mere knowledge that one is being recorded can help promote civility during
police-citizen encounters. Police executives report that cameras improve both officer

: professionalisﬁl and the public’s behavior, an observation that is supported by evaluations
of body-worn camera programs.
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9.

10

7

Once activated, the body-worn camera should remain in recording mode until the conclusion
of an incident/encounter, the nfﬁce_r has left the scene, or a supervisor has authorized (on
camera) that a recording may cease.

Officers should also announce while the camera is recording that the incident has
concluded and the recording will now cease.

See further discussion in recommendation 11h, “Lessons learned.” .

Regafdless of the general -reéording policy contained in recommendation 7, officers should be ,

required to obtain consent prior to recording interviews with crime victims.

Rationale: i‘heie are significant privacy concerns associated with videotaping crime
victims. PERF believes that requiring officers to obtain consent prior to recording

. interviews with victims is the best way to balance privacy concerns with the need to

11

accurately document events.

This policy should apply regardless of Whether consent is required under state law.-

Crime victims should give or deny consent in writing and/or on camera.

. Regardless of the general recording policy contained in récommendation 7, officers should

have the discretion to keep their cameras turned off during cenversations with crime
witnesses and members of the community who wish to report or discuss criminal activity in
their neighborhood.

11a: When determining whether to record interviews with witnesses and members of
the community who wish to share information, officers should always consider both the
evidentiary value of recording and the subject’s comfort with speaking on camera. To better

capture evidence, PERF recommends that officers record statements made by witnesses and -

people sharing information. However, if a person will not talk unless the camera {s turned
off, officers may decidé that obtaining the information is miore imiportant than recording.
PERF recommends allowing officers that discretion. -

11b: Policies should provide clear guidance'fegarding the circumstances 'under'which
officers will be allowed to exercise discretion to record, the factors that officers should
consider when deciding whether to record, and the process for documenting whether

to record.

Situations in-which officers may need to exercise discretion include the following:
» When a community member approaches an officer to report a crime or share information

» When an officer attempts to interview witnesses, either at a crime scene or during follow-
© up interviews

Rationale: Some witnesses and community memhers may be hesitant to come forward
with information if they know their statements will be recorded. They may fear retaliation,

" worry about their own privacy, or not feel comfortable sharing sensitive information '

on camera. This hesitancy can undermine community policing :fforts and make it more
difficult for officers to collect important information.

"
':}f‘
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12.

13.

Lessons learned: Agencies have adopted various approaéhes for recording conversations
with witnesses or other people who want to share information:

¢ Record unless the subject requests otherwise; after receiving such a request the officer
can turn the camera off. -

® Require officers to proactively obtain consent from the subject prior to recording,

& Allow officers to poéiﬁon the camera so they capture only audio, and not video, of the -
person making the statement.

e Instruct officers to keep their cameras running during the initial response to an ongding/
live crime scene to capture spontaneous statements and impressions but to tum the

- camera off once the scene is controlled and moVes into the investigative stage. Officers

may then make a case-by-case decision about whether to record later interviews with
witnesses on the scene.

If an officer does turn the camera off prior to obtaining information from a witness or
informant, the officer should document on camera the reason for doing so.

Agencies should prohibit recording other agency personnel during routine, non-—enforcemént—
related activities unless recording is required by a court order or is authorized as part of an
administrative or criminal investigation. \

Under this policy, for example, officers may not record theﬁ' partner while they are
patrolling in their vehicle (unless they are responding to a call for service), are having
lunch at their desks, are on breaks, are in the locker room, etc.

Rationale: This. policy supports officer privacy and ensures officers feel safeto engage in
routine, informal non-law enforcement-related conversations with their colleagues.

Policies should clearly state any other 'types of recordings that are prohlblted by
the agency.

Prohibited recordings should include the following:

& Conversations with confidential informants and undercover officers (to protect
confidentiality and officer safety) :

s Places where a reasonable expectation of privacy exists (e.g., bathrooms or locker rooms)
& Strip searches

e Conversations with other agency personnel that involve case factics or strategy

Download and storage policies

14. Policies should designate the officer as the person responsible for downloading recorded data

from his or her body-worn camera. However, in certain clearly identified circumstances {e.g.,
officer-invalved shootings, in-custody deaths, or other incidents involving the officer that
result in a person’s bedily harm or death), the officer's super\}isor should immediately take
physical custody of the camera and should be responsible for downloading the data.
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15.

16

Policies shoutd include spemf ¢ measures to prevent data tampering, deleting, and copying.
Common strategles mdude the following:
» Using data storage systems with built-in audit trails

* Requiring the supervisor to physically take custody of the officer’s body—wom camera at
the scene of a shooting or at another serious incident in which the officer was involved
and to assume responsibility for downloading the data (see recommendation 14)

* Conducting forensic reviews of the camera equipment When‘questions arise (e.g.,
. if an officer claims that he or she failed to record an incident because the camera "
malfunciioned)

Data should be downloaded from the body-worn camera by the end of each shift in which
the camera was used.

.Ratlonale First, many camera systems 1echarge and clear old data during the downloadmo'

process, so this policy helps to ensure cameras are properly maintained and ready for the
next use. Second, events will be fresh in the officer's memory for the purpose of tagging

" and categorizing. Third, this pohcy ensures evidence will be erltered into the system in a

17.

timely manmner.

Officers should properly catégorize and tag body-worn camera videos at the time they are
downloaded. Videos should be classified according to the type of event or incident captured
in the footage. ) : :

If video contains footage that can be used in an investigation or captures a confrontational
encounter between an officer and a member of the public, it should be deemed
“evidehﬁaly” and categorized and tagged according to the type of incident. If the video
does not contain evidence or it captures a routine, non-confrontational encounter, it should
be considered “non-evidentiary” or a *non-event.” '

Rationale: Proper labeling of recorded data is critical for two reasons. First, the reterition
time for recorded data typically depends on the category of the event captured in the
video. Thus, proper tagging is critical for determining how long the data will be retained
in the agency’s system..Second, accurate tagging helps supervisors, prosecutors, and other

authorized personnél to readily identify and access the data they need for investigations or .

court proceedings.

Lessons learned: Some agencies report that feviéwing and tagging recorded data can be

a ﬁme—consuming process that is prone to human error. One agency addressed this issue
by working with the camera manufacturer to develop an automated process that links the
recorded data to the agency’s records management system. Some camera systems can also
be linked to electronic tablets that officers can use to review and tag recorded data while
still in the field.
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18. Policies should specifically state the length of time that recorded data must be retained. For’

example, many agencies provide 60-day or 90-day retention times for non-evidentiary data.

" Agencies should clearly state all retention times in the policy and make the retention times _

19,

public by posting them on their websites to ensure community members are aware of the
amount of time they have to request copies of video footage.

Retention times for recorded data are typically subject to state laws and regulations that
govern other types of evidence. Agencies should consult with legal counsel to ensure
retention policies are in compliance with these laws, -

» For evidentiary data, most state laws provide specific retention times debendjng on
- the type of incident. Agencies should set retention times for recorded data to meet the
minimum time required by law but may decide to keep recorded data longer.

» For non-evidentiary data, policies should follow state law requirements when applicable.
However, if the law does not provide specific requirements for non evidentiary data, the
agency should set a retention time that takes into account the followmg

© Departmental policies governing retention of other types of electronic records

© Openness of the state’s public disclosure laws

0 Need to preserve footage to promote transparency and investigate citizen complaints
o Capacity for data storage '

Agencies should. obtain Wntten approval for retention schedules from their legal counsel
and prosecutors.

Policies should clearly state where body-worn camera videos are to be stored.

The decision of where to store recorded data will depend on each agency's needs and
resources. PERF does not recommend any particular storage method. Agencies should
consult with their department’s legal counsel and with prosecutors to ensure the method for
data storage meets any legal requirements and chain-of-custody needs.

Common storage locations include in-house servers {managed internally) and online cloud
databases (managed by a third-party vendor). Some agencies burn recorded data to discs as
part of the evidence file folder. -

Lessons learned: Factors that agency leaders should c;)nsider when determining storage
location include the following:

» Security concerns .
® Reliable methods for backing up data
® Chain-of-custody issues

e Capacity for data storage
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Lessons learned: Police executives and prosecutors report that they have had no issues 1o

' date with using a third—}iarty vendor to manage recorded data on an online cloud, so long

as the chain of custody can be properly established. When using a third-party vendor, the
keys to protecting the security and integrity of the data include the following;:

¢ Using a reputable experienced third-party vendor

 Entering into a legal contract that governs the Vendor relationship and protects the
agency’s data

o Using a system that has a built-in audit trail to prevent data tampering and-
unauthorized access

o Using a system that has a reliable method for atxtoméﬁca]ly backing up data

. Consulting W1th prosecutors and legal advisors

Recorded data access and review

20.

21.

OfF jcers should be permitted to review video footage of an incident in which they were
invelved, prior to making a statement about the incident.

This can occus, for'example, if an officer is involved in a shooting and bas to give a
statement about the shooting that may be used in an administrative review or a criminal or
civil court proceeding. :

Rationale:

» Reviewing footage will help officers remember the incident more clearly, which leads to
more accurate documentation of events. The goal is to find the truth, which is facilitated
by letting officers have all possible evidence of the event.

» Real-time recording of the event is considered best evidence. It often provides a more
accurate record than an officer’s recollection, which can be affected by siress and other
factors. Research into eyewiiness testimony demonstrates that stressful situations with -
many distractions are difficult even for trained observers to recall correctiy. '

@ Ifa juty or administrative review body sees that the report says one thing and the video
indicates another, this can create inconsistencies in the evidence that might damage a
case or unfajrly undermine the officer’s credibility.

Written pelicies should clearly describe the c1rcumstances in which supervnsors wm be
authorized to review an officer’s body-worn’ camera footage .

~.

Common situations in which supervisors may need fo review footage include the foHoWing:

s To investigate a complaint against an officer or a specific incident in which the officer
was involved

» To identify videos for training purposes and for inétrucﬁonal use

M e e
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PERF also recommends that supervisors be permitted to review footage to ensure.
compliance with recording policies and protocols, specifically for the following situations:

* When officers are still in a probationary period or are with a field training officer
® When officers have had a pattern of allegations of verbal or physical abuse -

* When officers, as a condition of being put back on the street, agree to a more
intensive review '

» When officers are identified through an early intervention system

An agency's internal audit unit, rather than the officer's direct chain of command, should

" periodically conduct a random review of body-worn eamera footage to monitor cnmpllance

23.

24,

25,

with the program and assess overall officer perFormance

Rationale: PERF recommends that an agency’s internal audit unit (e.g., the Staff Inspection

Unit) conduct these random footage reviews to avoid undermining the trust between an
officer and his or her supervisor.

The internal audit unit’s random monitoring program should be governed by a clearly-
defined policy, which should be made gvailable to officers.

Policies should explicitly forbid agency personnel from accessing recorded data Tor personal
use and from uploading recorded data onto public and social media websites.

Rationale: Agencies must take every possible precaution to ensure body-worn camera
footage is not used, accessed, or released for any unauthorized purpose. This prohibition
should be explicitly stated in the written policy.

Written pohc1es shou]d also describe the sanctions for wolaﬁng this pro]:ub1t10n

Policies should include specific measures for preventing unauthonzed access or release of
recorded data.

Some systems have built-in audit trails. All video recordings should be considered the

. agency's property and be subject to any evidentiary laws and regulations.

Agencies should have clear and consistent protocols for releasing recorded data externally
to the public and the news media (a.k.a. Public Disclosure Policies). Each agency's policy
must be in compliarice with the state's public disclosure laws [ofteh known as Freedom of
Information Acts).

Policies should state who is allowed to autho_rize the release of data and the process for

- responding to public requests for data. PERF generally recommends a broad disclosure

policy to promote agency transparency and accountability.

However, there are some videos—such as recordings of victims and witnesses and videos
taken inside private homes—that raise privacy concerns if they are publicly released. These

. privacy considerations must be taken into account when deciding when to release video

to the public. The policy should also identify any exemptions to public dlsclosure that are
outlined in the state Freedom of Information laws.
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Tn certain cases, an agency may want to proactively release body-worn camera footage. .
For example, some agencies have released footage to share what the officer’s video

cantera showed regarding controversial incidents. In some cases, the video may support a
contention thai an officer was in compliance with the law. In other cases, the video may
show that the department is taking appro;r)riate action against an officer. Policies should
specify the circumstances in which this type of public release is allowed. When determining
whether to proactively release data to the public, agencies should consider whether the
footage will be used in a ciminal court case,-and the potential effects that releasing the
data might have on the case. -

Lessons Iearned

e While agencies that have implemented body—worn cameras report that responding
to public disclosure requests can be administratively complicated, departments must
implement systems that ensure responses to these requests are timely, efficient, and fully
transparent. This process should include reviewing footage to locate the requested video,
determining which portions are subject to public release under state disclosure laws,
and redacting any portions that state law prohibiis from disclosure (e.g., images of
juveniles® faces).

e The most important element of an agency’s policy is to communicate it clearty and
consistently within the community. :

Training policies

26.

27.

28.

Body-worn camera training should be required for all ageney personnel who may_usé or
otherwise be involved with body-worn cameras.

This should include supervisors whose officers wear cameras, records/evidence management
personnel, training personnel; Internal Affairs, ete.

Agencies may also wish to offer training as a courtesy to prosecutt;rs to'-hdp them better
understand how to access the data (if authorized), what the limitations of the technology
are, and how the data may be used in court.

Befare agency personnel are EqUIppEd with body-worn cameras, they must receive all
mandated training. :

Body-worn camera training should include the following:

» All practices and protocols covered by the agency’s body-worn camera policy {which
should be distributed to all personnel du.tin'g training)

o An overview of relevant state laws governmg consent, evidence, privacy, and public
disclosure

o Procedures for operating the equipment safely and effectively

* Scenario-based exercises that replicate situations that officers might encounter in
the field ' '




Implementing a Body—Worm Camera Program: Recommendations and Lessons Learnea

. Procédmes for downloading and tagging recorded data

 Procedures for accessing and reviewing recorded data (only for personnel authorized to
access the data)

‘ ‘ : e Procedures for preparing and presenting digital evidence for court

Lo . _ ® Procedures for documenting and réporﬁng aﬂy mialfunctioning device or
supporting system '

e | 29. A body—worn‘ camera training manual should be created in both digital and hard-copy form
and should be readily available at all times to agency personnel. .

The training manual should be posted' on the agency’s intranet.

30. Agencies should require refresher courses on body-worn camera usage and protocols at least -
once per year. : -

Agencies should also require' ongoing monitoring of body-worn camera
technology for updates on equipment, data storage options, court proceedings, fiability
issués, ete,

Policy and program evaluation

P, 31. Agencies should collect statistical data concerning body-worn camera usage, includihg when
' . video footage is used in criminal prosecutions and internal affairs matters.

i.-;- B Statistics should be publicly released at various specified points throughout the year or as
N e part of the agency’s.year-end report. ’

Rationale: Collecting and releasing statistical information about body-worn camera footage
helps to promote transparency and trust within the community. It also allows agencies to
evaluate the effectiveness of their body-worn camera programs and to identify areas for
improvement. )

32.- Agencies should conduct evaluations to analyze the financial impact of implementing a
body-worn camera program.

T
e

These studies should analyze the following:

s The anﬁciﬁated or actual cost of purchdsing equipment, ston‘ﬁg recorded data, and
responding to public disclosure requests

. @ The apﬁcipated or actual cost savings, including legal fees and other costs associated
) with defending lawsuits and complaints against officers

& Potential funding sources for a body-worn camera program
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33. Agéncies should conduct periodic reviews 6f their body-worn camera policies and protocols.

Evaluations should be based on a.s,.et standard of criteria, such as the following:
» Recording policies

¢ Data storage, retention, and disclosure policies

* Training programs

¢ Community feedback

s Officer feedback

* Internal audit review discoveries

e Auy other policies that gm-rern body-worn ca‘mera,usage

An initial evaluation should be conducted at the conclusion of the body-worn camera

) pilot program or at a set period of time (e.g., six mohths) after the cameras were first

implemented. Subsequent evaluations should be performed on a regular basis as determined
by the agency. )

Rationale: Body-wom camera technology is new and evolving. In addition, the policy
issues associated with body-worn cameras are just recently being fully '_considered and
understood. Agencies must continue to examine whether their policies and protocols take
into account new technologies, are in compliance with new laws, and reflect the most up-
to-date research and best practices. Evaluations will also help agenéies_ determine whether
their policies and practices are effective and appropriate for their departments.

.'\,"
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Conclusion

The recent emergence of body—x&om cameras has already impacted policing, and this impact will
increase as more agencies adopt this technology. Police agencies that are considering implementing
body-worn cameras should not enter into this decision lighily, Once an agency travels down the road
of deploying body-wom cameras, it-will be difficult to reverse course because the public will come to
expect the availability of video records. '

When implemented correctly, body-worn cameras can help strengthen the policing profession. These
cameras can help promote agency accoyntability and transparency, and they can be useful tools for
increasing officer professionalism, improving officer training, preserving evidence, and documenting
encounters with the public. However, they also raise issues as'a practical matter and at the policy
level, both of which agencies must thoughtfully examine. Police agencies must determine what
adopting body-worn cameras will mean in terms of police-community relationships, privacy, trust
and legitimacy, and internal procedural justice for officers. :

Police agencies should adopt an incremental approach to implementing a body-worn camera
program. This means testing the cameras in pilot programs and engaging officers and the community
during implementation. It also means carefully crafting body-worn camera policies that balance
accountability, transparency, and privacy rights, as well as preserving the important relationships
that exist between officers and members of the community.

PERF's recominendations provide guidance that is grounded in current research and in the lessons
learned from police agencies that have adopted body-worn cameras. However, becaunse the.
technology is so new, a large body of research does not yet exist regarding the effects body-worn
cameras have on policing. Additional research and field experience are needed before the full impact
of body-worn cameras can be understood, and PERF’s recommendations may evolve as further
evidence is gathered. -

' Like other new forms of technology, body-worn cameras have the potential to transform the field of

policing. To make sure this change is positive, police agencies must think critically about the issues
that cameras raise and must give careful consideration when developing body-worn camera policies
and practices, First and foremost, agencies must always rementber that the ultimate purpose of these
cameras should be to help officers protect and serve the people in their communities.
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Appendix A. Recommendations
Matrix

The tables below include the 33 policy recommendaﬁons and other lessons learned that are found

throughout this publication. These recommendations, which are based on the research conducted by

PERF with support from the COPS Office, reflect the promising practices and lessons that emerged
from PERF’s September 2013 conference in Washington, D.C., where more than 200 police chiefs,
sheriffs, scholars, and federal criminal justice officials shared their experiences with body-wom -
cameras and their perspectives on the issues discussed in this report. The recommendations also
incoxpdrate feedback gathered during PERF’s interviews of more than 40 law enforcement officials
and other experts, as well as findings from PERF's review of bedy-worn camera policies submitted

_ by police agencies across the country.

Policy recommendations

General recommendations

or permitted to wear body-worn cameras and under wiiich | cameras will depend on an agency’s resources, law cameras: p. 38
drcumstances. . enforcement needs, and other factors.
Implementation tip: - lngemental
« Some agendes find it useful to begin deployment implemianta-
with units that have the most frequent contacis with | tion: p. 27
the public {e.q., traffic or patrol officers).
1fan agency assigns cameras to officers on a voluniary Officers who are not etherwise assigned body-woem Use of body-
hasis, policies should stipulate any specific conditions cameras may become required to wear one in certain. worn cameras o
under which an officer might be required to wear one. drcumstances, sueh as the following: improve officer
+  After receiving a specified number of complaints or "?;f_“ 9rm ance:
disdplinary actions p
- When participating in a certain type of activty, such
as SWAT operations Assignment of
cameras: p. 38
Agencies should not permit personnel touse The agancy would not own recordings made from personal § Personal
privately-owned body-wom cameras while on duty. devices; thus, there would be little or no protection @meras: p. 38
' against data tampering or releasing the videos to the pub-
licor online. There would also be chain-of-custody issues
with admitting personal recordings as evidence incourt, | Data protection:
pp. 15-16;
. 17-19; 42-47
Policies should specify the location on the body anwhich | Implementation tips: (amera
cameras shoald be worn. - Factors to consider when determining cameya place- placemeqt: p.39
ment incude field of vision, comfort, functionality, -
ease of use, and the type of camera system used.
- Agencies should field test various camera locations.
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5 Dfficers who activate the body-wom camerawhile on duty | This policy ensures that the presence af video footage is Documentation
should be required to note the existence of the recording | accurately documented in the case file so that investiga- | of camera

in the official incident report. ' . tors, prosecutors, oversight boards, and courts are aware | usage: p. 39
) of its existence. :
6 | Officers who wear body-worn cameras should be requited § There may bé times when an officer fails o record an Documenting
o to articulate on camera orin writing their reasoning if they | event or activity that is otherwise required by agency the faifure fo
:": ‘ fail to record an activity that is required by depariment policy to be recorded, This may arise under the following | record: -
3 ) policy to be recorded. (See Recommendations 7-13 for dircumstances: ’ pp. 13; 14
' - _ Recording Protocos.) ' « When conditions make it unsafe or impossible to ;g:;;‘ B 28;
i activate the camera ) !
+ When an officer exercises discretion, per agency -
policy, to not récord beause doing sowouldbe - | Recording
detrimental to other agency priorities (.g., protecting | discretion:
privacy rights, preserving community refations, or pp. 12-14;
faclitating intelligence gathering) - 18-19;22-23;
40

+ When the camera malfunctions or otherwise fails to
capture the event/activity

o . | Inthese situations, officers should document in writing
e - . o ’ and/or on camera their reasons for not recording. This -
holds officers accountable, allows supervisors to investi-
gate recording irregularities, and documents the absence

P, . . of video footage for investigations and court proceedings.
: | Implementation tips: ' _
h ' e » The failure to record should be noted in the officer’s

' P written report.

- Ifthe officer deactivates the camera in the middle
of recording, the officer should state on @amera the
reasons why. .
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Recordiﬁg protocols

General recording policy: Officers should be required fo
activate their hody-wom cameras when responding o all
calls for service and during all law enforcement-related
encounters and activities that occur while the officeris
on duty, Bxceptionsindude recommendations 10 and 11
below or other situations in which activating cameras
would be unsafe, impossible, orimpractical.

Rather than requiring officers to record all encounters with
the public, most agendies that PERF consulted require
officers to record during <alls for service and during all

law enforcement-related encounters and activities,

PERF agrees with this approach, This means that officers
have discrefion whether to record informal, non-law
enforcement-related interactions with the public.

The reasons for adopting his appmach indude the
following:

+ Protacting refationships hetween the police and the
CoMnunity T

» Promoting community policing efforts

« Securing officer suppori for the body-worm camera.
progeam by signating that they are trusted to know
when to record

« Keeping data storage manageable

pp.12-14;

discretion:

18-19,22-23;
40

7a

Policies and training materials should clearly define what
isincluded in the description“law enforcement-telated
encounters and activities that occur while the officer s -
on duty’

Officers should have dear guidance about which spedific
types of activities, evertts, and encounters they are re-
quired to record. :

Implementation tip:

- Some agendies have found it useful to provide a list of
spedific examples in their policies, such as traffic stops,
arrests, searches, interrogations or interviews, and
pursuits, Policies should note that these types of lists
are not exhaustive.

. Thaé recording policies should be reinforced in
training.

Recording
guidance:

pp. 13 18-24;
40

7b

Officers should also be required to activate the camera
during the course of any encounter with the public that
becomes adversarial after the initial contact, .

I officers are given discretion to not record informal, non-
Taw enforcement-related encounters with the public, they
should nonetheless be instructed to activate their @meras
if the encounter becomes adversarial. This provides docu-
mentation of the encounter in the event that a complaint
Tater arises, It also may help to defuse tense situations and
prevent further escalation.

Implementation tip:

~ Officers ay be called upon to acfivate their cameras
quickly and in high-stress situations. Therefore, train-
ing programs should strive to ensure that camera acti-
vation becomes second-nature to officers, Situational
{raining is particularly useful to achieve this goal.

Recording
adversarial
encounters:
PP 23; 40

Preserving
documentation
for complainits:
pp-3-7

Situational
training:
pp. 28-29; 47

ey, gt R
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fficers should be required to inform subjects when they

The mere knowlédge

is being recorded can help

that one

consent prior to recording interviews with crime victims.

are being recorded unless doing so would be unsafe, promote civility during police encounters with the public: | general):
impractical, or impossible. Many police executives have found that officers canavoid | pp. 14,40
adversarial situations if they inform people that they are
being recorded. ' .
s - Improving
lmplf&mentaﬂon fips: police-citizen
~ Instates with two-party consent laws, officers are encounters:
required to announce they are recording and to obtain | pp.6; 14
the subject’s consent. Agencies should consult their
state laws to determine whether this requirement
applies. Informing -
- , . when
-« |n one-party consent states, PERFs recommendation .
. s recording:
that officers inform a person that he or she Is being o
recorded does notmean that officers mustalso pp.6: 14
. . 18-19; 40
obtain the person's consent to record.
« An officer may exercise discretion o not announce
that he or she is recording if doing so would be unsafe,
. impractical, or impossible.

9 Once activated, the body-wom camera should remainin . { Implementation tip: (amera
racording mode until the condusion gf an inciden‘tlen- . Priorto deactivating the camera, 6ficers should deactivation:
counter, the officer has left the scene: or a supervisor has announce that the incident has concluded and that pp. 18-19; 41
authorized (on camera) that a recording may cease. the recording will vow cease., .

10 | Regardless of the general recording policy confained in There are significant privacy concens associated with Recording
recommendation 7, officers should be required to obtain  { videotaping crime victims. PERF believes that requiring aime victims:

officers to obtain consent prior o recording interviews
with victims is the best way to balance privacy concerns
with the need to accurately docament events, h

Implementation tips:

« Victims should give or deny consent in writing and/
Or o (@mena,

+ This policy should apply regardless of whether consent
is required under state law.

pp. 13;18-19;
40-41
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Regardless of the general recording policy contained in

One of the mostimporiant jobs of police officersis

1 Impacton
recommendation 7, officers should have the discretion to  § gather information about crime that occars in their Intelligence-
keep their cameras turned off dwing conversationswith | communities. These intelligence-gathering efforts maybe | gathering
arime witnesses and members of the community who wish | formal {e.g., through interviews with witnesses of a crime) | efforis:
to report or discuss criminal activity in their neighborhood. § orinformal (e.g., through conversations with community | pp. 19-21

) members with whorm the officer has a relationship), Some
potice executives report that body-worn cameras can
inhibit intelligence-gathering efforts, as some witnesses | Recording
and community members may be hesitant to report in- statements
formation if they know their statements will be recorded, | from witnesses
They may fear retaliation, worry about their own privay, | or ditizen
or not feel comfortable sharing sensitive informationon | Informants:
camera. Officers should have the discration to keep their  § pp. 22-23;
cameras turned offin these sitwations. 1142
Implementation fips: )
« Ifaperson is not comfortable sharing information on
amera, some agencies permit officers to position the
@mera 5o that they-capture only audio, notvideo,
recordings of the person malkdng the statement. This
affords greater privacy protections while still preserv-
" ing evidentiary documentation. |
« Ttisuseful for officers to keep their cameras running | -
during the inftiat response to an ongoing/live afme.
scene fo capture spontaneous statements and impres-
sions made by people at the scene. Once the scerie s
tontrolled and has moved into the investigative stage,
officers may make a case-by-case decision about
whether to record later interviews with witnesses,
- When encountering a reluctant witness, officers
- should attempt to develop a rapport by being honest
and not presstring the person to talk on camera.
« Ifan officer turns the camera off prior to obtaining
information, the officer should document on amera
“the reason for doing 50,

112 | When determining whether to record interviews with Recorded statements made by ciime victims and members { Recording
witnesses and members of the community who wish to of the community can provide valuable evidence for stafements
share information, officars should atways consider both investigations and prosecutions. Therefore, it is always from witresses
the evidentiary value of recording and the subject’s com- | preferable to apture these statementson camerawhen | or ditizen
fort with speaking on camera, To better capture evidence, | possible. . informants:
PERF-recommends that officers record statements made e pp. 22-23;
by witnesses and people sharing information, However, lmplemenlaflun s 41-42
ifa person will not talk unless the camera is tumed off, «  Many agendes instruct officers to keep the ameraac-
officers may decide that obtaining the information is more tivated when speaking with witnesses or informants
important than recording. PERF recommends allowing unless the person actively requests otherwise.
officers that dlscretlon.i '+ Agencies should work with prosecutors to determine

how best to weigh the importance of having a re~
corded statement versus the importance of gathering
information when a witness refuses to speak on
camera.

11b  { Policies should provide clear guidance regardingthe | Although discretion Is important for profecting community | Recording
draumstances under which officers will be allowed to exer- | policing efforts, this discretion must not be unlimited. statements
dise discretion to record, the factors that afficers should Officers should always adhere 1o agency policies regarding | from witnesses
consider when deciding whether to record, and the process | discretion and should document when they exerdse this  { ordiizen
for documenting whether to record. ' discretion. informants:

pp.22-23;
n-8
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Agencles should prohlblt recordmg other agengy personnel This pohcy supports officer privacy and ensures

' ) ) during routine, non-enforcement-related activities untess | officers fael safe to engage in routine, informal, -] recordings:
: vecording is required by a court order or is authorized as non-law erforcement-related conversations with their p42
L part of an adminisirative or criminal investigation. colleagues. Sttuations that should not be recorded indude

P the followiig:

+ Non-faw enforcement-related conversations held
between officers while on patrol (except whi le
responding to a call for serwce)

e o v e
T ¥

» (onversations between agency personne! held during
breaks, at lunch, in the locker room, or during other
non-law enforcement-related activities

13 Policies should dlearly state any other types of recordings When de’terminingi whether a recording should be Prohibited -
that are prohibited by the agency. Prohibited recordings prohibited, agencies should consider privacy concerns,. recordings:
should include the following: - the need for transparency and accountability, the safety pp. 37-38;42
« (onversations with confidential informans and of the ° ffcer and the itzen, and the evidentiary value of
undercover officers to protect confidentiality and recording. Privac
officer safety : nap
considerations
S ) . Places where a reaspriable expectation of prrvacy o , - | (ingeneral):
BT exists (e.q., bathronms or locker rooms) B . op. 11-20
« Strip searches ' '
"““h - + Conversations with other agency personnel that
’ involve case factics or strategy
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Download and stomge polmes

Pohcnes should desmnate the ofﬁcer a the person

resporisible for downloading recorded data from his or her
bady-worn camera, However, in ceriain dlearly identified
drcumstances (e.g., officer-invofved shootings, in-custody
deaths, or other incidents involving the officer that result
ina person’s bodily harm or death), the officer’s supervisor
should immediately take physical custody of the camera
and should be responsible for downloading the data.

{n most cases, it is more efficient foran ofﬁcer fo

downtload recorded data fram his or her.own body-wotn
camera, The officer will have the best access to the camera
and knowledge of the footage for gging/documentation
purpases. However, if the officer is involved in a shaating
or other incident that results in someones bodily barm -
or death, it &s prudent for the officers suparvisor o take
immediate custody of the officer’s camera for evidence
preservation purposes.

Data protection:
-pp. 15-16;

18-19; 42-44

15

Policies should include specificmeasures to prevent data
fampering, deleting, and copying.

Implementation tips:

- Agencies should create an audit system that monitors
who accesses recorded data, when, and for what
purpose. Some camera systems come wrth a built-in
. audittrail, -

« Agencies@an conduct forensic reviews to determine
whethér recorded data has been tampered with.

Data pratection:

pp. 15-16;
18-19; 4245

%

Data should be downloaded fram the body-worn camera
by the end-of each shift in which the camera was used,

The majority of agendies that PERF consulted require
officers to download recorded data by the conclusion of
his or her shift. The reasons for this include the following:

« Many camera systems récharge and dear old data
during the downloading process.

« Evenis will be fresh in the officer’s memory for the
purpose of tagging and categorizing.

< Evidence will be entered into the: system ina
Himely manner.

Data protection:
pp. 15~16;
18-19;42-45

17

Officers should .propérly categorize and tag bady-worn

amera Videos at the time they are downloaded. Videos
shoufd be dlassified according to the type of event or
incident captured in the footage.

Properly categorizing and labehng/laggmg recorded
video is important for the following reasons:

« Thatype of event/incident on the wdea will typically
dictate data retention times.

» |t enables supervisors, investigators, and prosecutors
fo more easily identify and access the data they need.

Implementation tips:

< Some tamera systems can be linked to an agency’s
records management system to allow for automated
tagging and documeniatmn .

« Some camera systems can be lmked to electronic
fablets that officers can use to review and tag record-
ed data while in the field. This saves the officer time
spent tagging data at the end of his or her shift.

Data fagging:
pp. 16~17;
18-19;33-34,
43
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] Pohaes should specrﬁcally state the Iengﬂ] oftlme that

recorded data must be retained. For example, many -
agendes provide 60-day or 90-day retention times for
non-evidentiary data.

that contain evidentiary footage that may be used for

investigations and court proceedings. These retention
ttmes will depend on the type of indident captured in the

'| footage. Agencies typically have more discretion when |
‘setting retention times for videos that do not contain

evidentiary footage.

When seiting retention fimes, agencies should con5|der
the following:

» State [aws governing evidence retention

« Deparimental policies governing retention of other
" types of elecironic records .

»  The openness of the state’s public disclosure jaws

- The need to preserve faotage to promote
transparency

- Thelength of time typically needed to receive and
investigate citizen complaints

» The agency’s capacity for data storage

. | Implementation tips:

« Agendes should make retention times public by
posting them on their websites.

» When setting retention times, agencies shoufd
consult with legal counsel to ensure compliance
with relevant evidentiary faws. Agendies should
obtain written approval for retention schedules from
prasecutors and legal counsel.

Most state laws prov:despeaﬁc retentmn tumes for \ndees

Data retention:

pp. 16-19;
33-34; 4345
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Policies should tlatly state wh
videos are to be stored.

i

Common storage locations include in-house servers

{managed internally) and online doud databases
{managed by a third-party vendor). Factors that agencies
should consider when determining where to store data
include the following:

»  Security concerns

« Reliable methods for backing up data
«  Chain-of-custody issues

. CSpacityfor data storage
Implementation tips:

« Agencies should consult with prosecutors and legal
advisors to ensure data storage methods.meet all
legal requirements and chain-of-custody needs,

« Forvideos requiring long-term storage, some
agendies bum the data to a disc, attach it tothe case
file, and delete it from the intemal server or online
database, This frees tip expensive storage space for
videos that are part of an ongoing investigation or
that have shorter retention times.

- Theagendes that PERF consutted report having no
jssues o date with using a third-party vendor to
manageTecorded data. To protect the security and
integrity of data managed by a third party, agencies
shiould use a reputable, experienced vendor; enter

“into 2 legal contract with the vendor that protects the
agency's data; ensure the system includes a buiit-in
audit trail and refiable backup methods; and consult
with fegal advisors,

Data storage:
pp. 15-16;
18-19;32-34;
43-44




1mp]eménﬁng a Body-Worn Camera Program: Recomméndations and Lessons Learned

Y

Recorded data access and review

7 Ofﬁcers should be permltted tu review vndeo fuotage of .

an incident in which they were involved, prior to making a
statement about the inddent.

Must agenues that PERF tonsulted penmt ufﬁcers to
Teview video footage of an incident in which they were
involved, such as a shooting, prior to making a statement
that might be used in an administrative review or court
proceading. The reasons for this policy indude the
following:

- Reviewing footage will help lead o the truth of the "

incident by helping officers to remember an incident
more clearly.

« Real-time recording is considered best evidence and
provides 3 more accurate record than the-officer’s
recollection.

«  Research into eyewitness festimony has demonstrat-
ed that stressful situations with many distractions are
difficult for even trained observers to recall correctly.

« Officers will have fo explain and account for their
actions, regardless of what the video shows.

Oﬂicer raview
offoorlage.
Pp. 29-30;
45-47

21

Written policies should dlearly desaribe the drcumstances
in which supervisors will be authorized to review an
officer’s body-wom camera footage.

PERF recommends that supervisors be authorized to
review footage in the following drcumstances:

« When a supervisor needs to investigate a complaint
against an officer or a spedific incident in which the
officer was involved '

- Whena supervisor needs to identify videos for
training purposes and for instructional use

«  When officers are stillina probatidf\ary period or are
“with a field training officer

» When officers have had a pattern of allegations of
abuse or misconduct

~ When officers have agreed to a more intensive review
as a condition of being put back on the street

» When an officer has been identified through an early

Supervisor
feview of
footage:

pp. 24-26;
27-28; 45-47

intervention systen
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A s

direct chain of command, should periodically conduct 2
random review of body-wom camera footage to monitor
compliance with the program and assess overall officer
performance.

Ra

can help proactively identify problems, determine

noncompliance, and demonstrate acconntability,
However, unless prompted by one of the situations
desaribed in recommendation 21, PERF does not generally
recommend that supesvisors randomly monitor fostage
recarded hy officers in their chiain of command for the
purpose of spot-checking the officers' performance.
Instead, an agency’s internal audit unit should be
responsible for conducting random monitoring. This
aflows agencies to monitor compifance with the program
and assess performance without undermining the trust
between an officer and his or her supervisor,

Implementation tips:

« Internal audit reviews should he truly random and
not target a specific officer or officers.

« Aunditsshould bé conducted in accordance with
awiitten standard of review that is communicated
1o officers, :

Internal audit
unit raview
of footage:
pp. 24-26; 28;
A5-47

Policies should explicitly forbid agency personnel from ac-
cessing recorded data for personal use and from uploading
recorded data onto public and social media websites.

Agendies must take every passible precaution to ensure
that camera footage is not used, accassed, or refeased for
any unavthorized purposes,

Implementation tips:

+ Written policies should describe the sanctions for
violating this prohibition.

Data protection:
pp. 15-16; -
18~19; 4546

%

Palicies should indude specific measures for preventing

unauthorized access or release of recorded data,

All video recordings should be considered the agency's'
property and be subject to any evidentiarylawsand -
requlations. (See also recommendations 15 and 23.)

Data protectiof:
pp. 15-16;
18-19; 45-46

K

ey

T ada




Implementing a Body-Worn Camera Program: Recommendations and Lessons Learned

| Agencies should have clear and ronsistent protocols

for releasing recorded data externally to the publicand
the news media (a.k.a. Public Disclosure Policies). Each
agency’s policy must be in compliance with the state’s
public disdosure laws {often known as Freedom of
Information Acts).

.| - Polides should clearly state the process for respond-

policy for body-worn camera videos. By implementing a
body-worn camera program, agencies are demonstrating
that they are committed to transparency and account-
ability, and theirdisclosure policies should reflect this
commitment. .

However, there are some sitiiations when an agency may
determine that publidly releasing body-wom camera
footage is not approprizte. These indude the following:

+ Videos that contain evidentiary footage being used
inan ongoing investigation or court proceeding are
typically exempted from disclosure by state public
disclosure laws. .

» When the videos raise privacy concerns, such as
recordings of crime victims orwitnesses of footage
taken inside a private home, agencies must balance
privacy concerns against the need for fransparency
while complying with relevant state public
disclosure laws. '

Implementation tips:

« Policies should state wha is aflowed to authorize the
release of videos.

» When determining whether to proacively release
videos to the public {rather than in response to a
public disdosure request), agencies should consider
whether the footage will be used in a criminal court

. case and the potential effects that releasing the data
may have on the case.

ing to public disclosure requests, including the review
and redaction process.

« Agendes should always communicate thelr publi;:
disclosure policies to the public.

Public

disclosure:
pp. 17-19;
33-3446-47
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Body—wom cameratrammg should he required for all

'Trammg polzczes

agency personnel who may use or otherwise be mvo]ved
with body-worn c@meras.

Personnel whe receive training should indlude the

following:

~  Officers who will be assigned or permitted to wear -
cameras ’

« Supervisors whose officers wear ameras
+  Records/evidence management personnel
- Training personnel

» -Intemal Affairs

- Anyone efse who will be involved with the body-wom
amera program

Jmplementation tip:

+ Asa courtesy, agendies may wish to offer fraining to
* prosecittors so they can hetter understand how to ac-
tess the data, what the limitations of the technology
" are, and hiow the data may be used in court.

anytime an agency’s body-worn camera policy changes.
Agendes should also keep abreast of new technology,
data storage options, court praceedings, and other issues
surrounding body-wom tameras.

27 | Before agency personnel are equipped with body-worn This ensures officers are prepared 1o operate the cameras | Training:
cameras, they must receive all mandated training. safely and properly prior fo wearing them in the fiefd. Pp. 25;28-29;
) ' 47-49
28 . | Body-wom camesa training should include the following: | Implementation tips: Tlain'n{g:
Y practices and profocols covered by the agency’s '« Agendes can use exfsting bady-worn camera 5;"_1;926—30" .
body-worn camera policy {which should be dlstnbut- footage to train officers on the proper camera
" ed o all personnel during training) practices and profocals. S
- An overview of relevarit state laws governing consent, |~ Scenario-based fraining can be useful to help officers
evidence, privacy, and public disdlosure become accustomed to wearing and activating their
- Procedures for operating the equipment safely cameres. Some agencesrequire {.’fﬁcers fo participate
o in situatiomal exercise using training model cameras.
and effectively :
« Scenario-based exerdses that replicate situations that
officers myight encounter in the field
- Procedures for downloading and tagging
recorded data )
«  Procedures for accessing and reviewing recorded data
{only for personnel authorized to access the data)
- Proceduresfor preparing and presenting digital
evidence for court .
«  Proceduresfor documenting and reporting any
malfunctioning device or supporting system o
29 - | Abody-womn amen {raining manual shoufd be created | Implerentation tip:. Training:
m b.?tgldlgtm lllatnd hatr_d-copy form and sllmuld bereadily |°, The traiﬁing manual should he posted on the PP 47—.49
ayax able at all times to agency personnel. agency’sinranet, 7
30 | Agencies should require refresher courses on body-wom | Body-warn camera technology is constantly evolving.In | Training:
camera usage and protocols at least once per year. addition to yearly refresher courses, raining should occur |} pp. 47-49
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Polzcy and progmm evaluation

Agenqes should collectsmnstlcal data cnncermng body—

' Collecting and releasmg data about body-wom cameras

continie to examine whether their polidies and protocols
take into account new techniologies, are in compliance
with new laws, and reflact the most up-to-date research
and best practices. Evaluations will also help agendies de-
fermine whether their policies and practices are effettwe
and appropriate for their departments.

Implementation tps:

= Fvaluations should be based on a set uf standard
criteria and outcome measures,

- Aninitial evaluation should be conducted at the
conclusion of the hody-worn camera pilot program
or ata set period of time (e.g., six months) after
the ameras were first implemented. Subsequent
evaluations should be conducted on a regular basis as

31
' WO camera sage, induding when video footage is ised | helps promote transparency and trust within the commu- | public
in ariminal prosecutions and internal affairs maters. rifty. It al$o helps agendes o evaluate the effectiveness of | pp.21-22;24;
. : their programs, to determine whether their goalsare be-  } 28-75;47-48
ing met, and to identify areas for improvement. Agendes
can also use the findings when presenting information
about their hody-worn camera programs to officers,
oversight boards, policymakers, and the commumty
lmplementatlon fip:
«  Statistics should be pubhcly released at various
spedified points throughout the year or as part ofthe
) agency’s year-end report. _

32 { Agencies should conduct evaluations o analyze the A cost-benefit analysis can help an agency to determine - | Finandal
financial impact of implementing 2 body-worn camera | the feasibility ofimplementing a body-womn camera -1 considerations:
program. program. The-analysis should examine the following: pp-30-34;

+ The antidpated or actual cost of purchasing 4849
equipment, storing recorded data, and responding to
public disclosure requests ' Cost-benefit
+ . The anticipated or actual cost savings, including analysis: p31
legal fees and other costs assodated with defending ’
lawsufts and complaints against officers
«  Potential funding sources for a body-worn Redum}g
. complaints
camera program, and lawsuits;
. pp- 6-9

3 Agendies should conduct periodic reviews of their body-  } Body-worn camera technology is new and evolving, and  § Program

worn camera policies and protocols. the policy issues assotiated with body-worm cameras - evaluation:
. \are just recently being fufly considered. Agencies must p.48-49

determined by the agency.
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Additional lessons learned: engaging officers, pollcymakers,
and the community

According to the police officials whiom PERF consulted, it is critical for agencies to engage

the community, policymakers, courts, oversight boards, unions, frontline officers, and other
stakeholders about the department’s body-worn camera program. Open comurunication—both prior
to and affer camera deploymeni—can strengthen the perceived legiimacy of the camera program,
demonstrate agency transparency, and help educate stakeholders about the realities of using body-
worn cameras. The following table presents lessons that agencies shared with PERF with respect to
engaging stakeholders. ' '

1 Engagmg the cummumty pnorto 1mplemennng afamera progmm @n he)p secure suppurt for the pmgram and
increase the perceived legitimacy of the program within the community,

2 Agendies have found it usefisf to communicate with the public, Iocal policymalers, and other stakefiolders about what  { pp. 21~22;24
the cameras will-be used for and how the cameras will affect them.

3 Social media is an effective way to facilitate public engagement about body-worn cameras. pp. 21-22;24

4 Transparency about the agency’s camera policies and practices, both prior to and after implementation, can hefp pp.21-22; 24
increase pubfic acceptance and hold agendes accountable, Examples of transparency indude posting policies on the
agency’s website and publicly refeasing video recordings of controversial incidents.

5 When presenting officers with any new technology, program, or strategy, the best approach includes efforts by agency { pp. 2627
leaders to engage officers on the topic, explain the goals and benefits of the initiative, and address any concerns officers
may have.

6 Briefings, rolf calls, and mestings with union representatives are effective means to communicate with officers about | pp. 26-27
the agency’s body-worn camera program.

7 (reating an implementation team that includes representatives from across the agency can help strengthen program | pp. 26-27
legitimacy and ease implementation.

8 Agencies have found thaf officers support a body-worn camera program if they view the cameras as usefill fools: | e 26-27
£.g.,3s a technology that helps to reduce complaints and produce evidence that can be used in court or in internal
investigations. .

9 }Recruiting an internal “champion” to help inform officers about the benefits ufthe tameras has proven successful in pp. 26-27.
addressing officers’ concerns about embracing the new technofogy.

10 Taking an incremenital approach toimplementation can help make deployment run more smoothly. This can indlude pp. 2627
| testing cameras during a trial period, rolling out cameras slowly, or inftially assigning cameras to tech savvy officers.

1 Educating oversight hodies about the realities of using cameras can help them to understand operational challenges  { pp. 28-30
and why there may be situations in which officers are unable to record, This can include demonstrations to judgs,
attomeys, and civilian review hoards about how the cameras operate.
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Appendlx B. Conference attendees

PERF and the COPS Office convened this one—day conference on September 11, 2013, in Washington,
~ D.C, to discuss the policy and operational issues surrounding body-wom cameéras. The titles listed

below reflect attendees’ positions at the time of the conference.

Albugquerque (NM) Police Department -

William Roseman
Deputy Chief of Police

Alexandria (VA) Police Department
David Huchler

Deputy Chief of Police

Eddie Reyes

‘Deputy Chief of Police

Anne Arundel County (MD)
Police Department

Herbert Hasenpusch
Captain -

Thomas Kohlmann
Lieutenant

Appleton (W) Police Department

Gary Lewis
Lieutenant .

Arlington County (VA) Police Depai'tment
Jason Bryk ’

"Lieutenant

Michael Dunne
Deputy Chief of Police

Lauretta Hill
Assistant Chief of Police

Amold & Porter LLP

Meredith Esser
Associate -

Peter Zimroth
Partner

Atlanta {GA) Police Department

Todd Coyt
Lieutenant

Joseph Spillane
Major

Aurora {CO) Police Department

Dan Mark
Lieutenant

Baltimore County (MD) Police Department

Karen Johnson
Major -

James Johnson
Chief of Police

Baltimore (MD) Fraternél Order of Police

Bob Cherry
President

_ Baltimore (MD) Police Department

" Jeronimo Rodriguez

Deputy Police Commissioner

Bay Area Rapid Transit Police Department

Kenton Rainey

Chief of Police

Boyd (VA) Pelice Department
Michael Brave

Training Officer

Bureau of Justice Assistance
U.S: Department of Justice
David Adams

Senior Policy Advisor

Steve Edwar_ds

Senior Policy Advisor

Kristen Mahoney
Deputy Director of Policy

Denise O’'Donnell
Director

Brian Reaves
Senior Statistician

Comelia Sigworth
Senior Advisor

Christopher Traver
Senior Policy Advisor
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Calgary (AB) Police Service

Trevor Daroux
Deputy Chief of Police
Evel Kiez '
Sergeant

Asif Rashid

 Staff Sergeant

Camden County (NJ) Police Department

Orlando Cuevas

Deputy Chief of Police

Chal;lotte-Mecklenburg (NC)
Police Department

Michael Adams

_Major

Stephen Willis
Major
Cincinnati lOH) Pelice Department

Thomas Streicher
Chief of Pofice (Retired)

City of Akron (OH) Police Department

James Nice
Chief of Police

Civil Rights Division
US. Department of Justice

Roy L. Austin, Jr. - . )
Deputy Assistant Attorney General -

Christy Lopez -

" Deputy Chief

Zazy Lopez
Attorney

Jeffrey Murray
Attorney

Tim Mygatt

‘Special Counsel

Rashida Ogletree
Attorney

€NA Corporation

James Stewa}t
Director of Public Safety

Columbus {OH) Division of Police

Gary Cameron
Commander, Narcotics Bureau

Commission on Accreditation for Law
Enforcement Agencies, Inc.

Craig Hartley

Deputy Director

CP2,Inc.

Carl Peed

President

Dallas (TX) Police Department
Andrew Acord

Deputy Chief of Police

Daiton (GA) Police Department
Jason Parker

Chief of Police

Daytona Beach (FL) Police Department
Michael Chitwood '
Chief of Police

Denver (CO) Police Department
Magen Dodge

Commander

Des Moines (IA) Police Department

Judy Bradshaw
Chief of Police

Todd Dykstra

Captain

Stephen Waymire

Major '

Detréit {MI) Police Deéartment
James Craig

Chief of Police

Digital Ally, Inc.

Matthew Andrews

Engineer - -

Stan Ross

CEO

Eugene (OR) Police Department

James Durr
Captain
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Fairfax g:ounty (VA) Police Department

Bob Blakley
Lieutenant

Fayetteville (NC) Police Department

* Wayne Burgess

Lieutenant

Bradley Chandler
Assistant Chief of Police

‘Timothy Tew

Lieutenant

Federal Bureau of Investigation

Jacques Battiste
Supervisory Spedial Agent

Federal Emergency Management Agency

Roberto Hylton
Senior Law Enforcement Advisor

Edward Welch
Director

Fort Collins (CO) Police Department

Cory Christensen
Deputy Chief of Police

Garner (NC) Police Department

Chris Hagwood
Lieutenant

Glenview (IL) Police Department

. William Fitzpatrick

Chief of Police

Grand Junction (CO) Police Department

John Camper
Chief of Police

Greater Manchester (UK) Police

Paul Rumney
Detective Chief Superintendent

Greensboro (NC) Police Department

Kenneth Miller

Chief of Police
George Richey
Captain

Wayne Scott

Deputy Chief of Police

- Greenville (NC) Police Department

Hassan Aden
Chief of Police

Greenwood & Streicher LLC

Scott Greenwood
CEO

Gulf States Regional Center for Public Safety
Innovations '

Daphne Levenson
Director

Harrisonburg (VA) Police Departmént

~ John Hancock

Officer .

Roger Knott
Lieutenant

Hayward (CA) Police Department
Lauren Sugayan

Program Analyst

Henrico County (VA) Division of Police

Douglas Middleton
Chief of Police

Herndon (VA) Police Department

Maggie DeBoard
Chief of Police

Ste\}én Pihonak
Sergeant

Houston {TX) Police liepartment
Jessica Anderson

Sergeant

James Jones
Captain

Chatles McCleliand
Chief of Police

Indianapelis {(IN) Department of
Public Safety

David Riggs
Director
Innovative Management Consulting, Inc.

Thomas Maloney
Senior Corisultant
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International Assodiation of Chiefs of Police

Mike Fergus
Program Manager

David Roberts
Senior Program Manager

Jersey City (NJ) Police Department

Matthew Dillon
Police ID Officer

Stephen Golecki
Sr. Police 1D Officer

Samantha Pescatore
Officer

John Scalcione
Officer

Daniel Sollitti
Captain

" L-3 Communications

Michael Burridge -
Executive Director, Public Safety

Lakehurst (NJ) Police Department
Eric Higgins

Chief of Police

Lansing (M!) Police Department

Michael Yankowski
Chief of Police

Las Vegas Metropolitan (NV)
Poliice Department

Liesl Freedman
General Counsel

Thohas Roberts
Captain

Leesburg (VA) Police Department

Carl Maupin
Lieutenant

Lenexa (KS) Police Department

Dawn Layman
Major

Los Angeles County Sheriff’s Department

David Betkey .

Division Chief

Kevin Goran

Division Chief

James Hellmold _ (
Assistant Sheriff '

Chris Marks
Lieutenant

Los Angeles Police Department

Greg Meyer

Captain (Retired)

Louisville (KY) Metro Police Depértment

Robert Schroeder
Major

_Lynchburg (VA) Police Depértment

_ Mark Jamison

Captain

Ryan Zuidema
Captain

Madison (WI) Police Department

- June Groehler

Lieutenant
Manning & Kass, Ellrod, Ramirez, Trester

Mildred Olinn
Partner

Eugene Ramirez
Senior Partner

Maryland State Police Department

* Michael Brady

Sergeant

Clifford Hughes
Assistant Bureau Chief

Thomas Yondersmith
Director

Meriden (CT) Police Department
Jeffry Cossette

Chief of Police

Tirmothy Topulos

Deputy Chief of Police
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Mesa [AZ) Police Department

Tony Filfer
Commander

Metrepolitan Nashville {TN) Police
Department

Michael An_dersoh
Chief of Police

John Sing!etdn
IT Security Manager
Metropolitan {(DC) Police Department

Brian Bobick
Sergeant .

Alfred Durham
Assistant Chief of Police

_Barry Gersten

dio

Lamar Greene

. Assistant Chief of Police

Cathy Lanier
Chief of Police

Thomas Wilkins
Executive Director

Riiami Beach (FL) Pslice Department

David Dé La Espriella
Captain

Milwaukee {W1) Police Department

Mary Hoerig
Inspector of Police

Minneapolis (MN) Police Depariment

Bruce Folkens
Commander

Janeé Harteau
Chief of Police

Montgomery County (MD) Police Depértment

Brian Acken
Director )

_ Luther Reynolds

Assistant Chief of Police

Motorola Solutions, Inc.

Domingo Herraiz _
Vice President

» Kelly Kirwan

Corporate Vice President

Steve Sebestyen
Business Dévelopment Manager

MPH Industries hic.

Larry Abel
Senior Training Officer.

- National Institute of Justice

U.S. Department of Justice

Brett Chapman
Sodial Science Analyst

William Ford
Division Director

National Law Enforcement Museum

Sarah Haggerty
Associate Curator

National Press Photographers Association

_ Mickey Osterreicher

General Counsel

" New Haven (CT) Police Department

Luiz Casanova
Assistant Chief of Police

New Orleans (LA) Police Departnient )

Ronal Serpas
Superintendent of Police

New South Wales (AUS) Police Forée .

Stephen Cullen
Chief Superintendent

New Yerk City Police Department

Terrence Riley
Inspector

M.
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Newark (NJ) Police Department

. Sheilah Coley

Chief of Police

Samuel DeMaio -
Director

Michele MacPhee
Lieutenant

Brian O'Hara

. Lieutenant

Norfolk (VA) Police Department

Frances Emerson

Captain

James Ipock
Lieutenant

Northern California Regional
Intelligence Center

Daniel Mahoney

Deputy Director _
Oakland {CA) Police Department
Sean Whent

Chief of Police

Office of Community Criented
Policing Services

US. Department of Justice

 Melissa Bradley
Program Specialist

Helene Bushwick
Supervisory Policy Analyst
Joshua Ederheimer

Acting Director

Mora Fiedler -
Social Science Analyst

Dean Kueter
Acting Chief of Staff

Debra McCullough
Senior Social Science Analyst .

Katherine McQuay
Senior Policy Analyst

Tawana Waugh
Senior Program Spedcialist

John Wells
Program Specialist

Office of Justice Programs
US. Department of Justice |

Linda Mansour
Intergovernmental Affairs

Katherine Darke Schmitt
Policy Advisor

Panasonic

Norihiro Kondo
Group Manager

Philadelphia (FA) Police Department

Charles Ramsey
Police Commissioner

Anthony Washington
Inspector

Phoenix (AZ) Police Department

Dave Harvey

" Assistant Chief of Police

- Police and Public Safety Consultant

Robert Lunney
Consultant

Police Foundation

Jim Bueermann -
President

Jim Specht
Assistant to the President for
Communications and Policy

Poulsbo (WA) Police Department

Alan Townsend

" Chief of Police

. Prince George’s County (MD)

Police Department

Joshua Brackett
Corporal

Mark Person

Major

Henry Stawinski Il
Deputy Chief of Police

Hector Velez
Deputy Chief of Police
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 Prince William County (VA)

Police Department

Charlie Deane
Chief of Police (Retired)

Javid Elahi
Lieutenant

Thomas Pulaski
Senior Administrative Manager

Ramsey County (MN) Sherifi’s Office

Robert Allen
Director of Planning and-Policy Analysis

Rialto {CA) Police Department

William\F'arrar'
Chief of Police

Richmond (CA) Police Department

Allwyn Brown

'Deputy Chief of Police

Richmond (VA} Police Depariment

Scott Booth
Major

Sydney Collier
Major

-Roger Russell
~Captain

Riverside (CA) Police Department

Bruce Loftus
ieutenant

Roanoke (VA) County Police Department

Mike Warner
Assistant Chief of Police

Robinson &Yu LLC

David Robinson
Principal

Royal Canadian Mounted Pelice

K. Troy Lightfoot

Director of Operational Policy and Compliance

San Diége County District Attorney,
Bureau of Investigations

Adslfo Gdnzales
Chief Investigator

San Leandro (CA) Police Department

Sandra Spagnoli
Chief of Police

Seattle (WA) Police Department

David Puente : .
Detective

Spokane (WA) Police Department

Bradlay Arieth
Commander

Craig Meidl _
Assi;tant Chief of Police

Tim Schwering -
Deputy Director

Springfield (MO) Police Department

Paul Williamis
Chief of Police

Tampa (FL) Police Department
Michael Baumaister

Captain

TASER International

Jetf Kix_kowski
Chief Operating Officer

Tennessee Association of Chiefs of Police

Maggi McLean Duncan
Exectitive Director and CEO

Thomasville (NC) Police Department

Rusty Fritz
Sergeant®

Topeka (KS) Police Department

Ronald Miller
Chief of Police

Toronto (ON) Police Service

Mike Federico
Deputy Chief of Police

John Sandeman
Unit Commander

Peter Sloly

Deputy Chief of Police

e

VA




Implementing a Body-Worn Camera Program: Recommendations and Lessons Learned

'Tu_cson (AZ) Police Depariment

Sharon Allen _
Deputy Chief of Police

Jim Rizzi
Captain v
UCLA Andersen School of Management

Pater Scranton .

University of California,

San Diego Police Department
Orville King

Chief of Police

David Rose -

Captain

University of South Flerida
Lorie Fridell

Associate Professor

U.S. Capitol Police Department
Kim Dine: '
Chief of Police

Daniel Malloy
Inspector

U.S. State Department

Jody Platt
Public Diplomacy Officer

VIEVU

Steven Lovell

‘President

Virginia Beach Police Department

James Cervera
Chief of Police

Richard Cheatham
PTO Coordinator

Todd Jones
Lieutenant

West Palm Beach (FL) Police Department

Anthony Kalil

Captain

Sarah Mooney

Captain

Yakima (WA) Police Department

Jeff Schneider
Captain



ey,

~—

About PERF

The Police Executive Research Forum (PERF) is an independent research organization that focuses
on critical issues in policing. Since its founding in 1976, PERF has identified best practices on
fundamental issues such as reducing police use of force, developing community policing and
problem-oriented policing, using technologies to deliver police services fo the community, and
evaluating crime reduction strategies. -

PERF strives to advance professioﬁalism in policing and to improve the delivery of police services
through the exercise of strong national leadership, public debate of pelice and criminal justice issues,
and research and policy development.

In addition to conducting research and publishing reports on our findings, PERF conducts
management studies of individual law enforcement agencies, educates hundreds of police officials
each year in a three-week executive development program, and provides executive search services to

- governments that wish to conduct national searches for their next police chief. .

All of PERF’s work benefits from PERF’s status as a membesship orgénizaﬁon of police officials,
academics, federal goverriment leaders, and others with an interest in policing -and criminal justice.

. A1l PERF members must have a four-year college degree and must subscribe to a set of founding

principles, emphasizing the importance of research and public debate in policing, adherence to the
Constitution and the highest standards of ethics and integrity, and accountability to the communities
that police agencies serve.

PERF is governed by a member-elected president and board of directors and a board-appeinted
executive director. A staff of approximately 30 full-time professionals is based in Washington, D.C.

To learn more, visit PERF online at Ww.policefonlm.org.
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About the COPS Office

The Office of Community Oriented Policing Services (COPS Office) is the cbmponent of the U.S.
Department of Justice responsible for advancing the practice of community policing by the nation’s
state, local, territory, and tribal law enforcement agencies through information and grant resources.

Community policing is a philosophy that promotes organizational strategies that support the
systematic use of parinerships and problem-solving techniques, to proactively address the immediate
conditions that give rise to public safety issues such as crime, social disorder, and fear of crime.

Rather than simply responding to crimes once they have been committed, community policing
concenirates on preventing crime and eliminating the atmosphere of fear it creates. Earning the
trust of the community and making those individuals stakeholders in their own safety enables law
enforcement to better understand and address both the needs of the community and the factors that
contribute to crimea,,

The COPS Office awards grants to state, local, territory, and tribal law enforcement agencies to

hire and irain community policing professionals, acquire and deploy cutting-edge crime fighting
technologies, and develop and test innovative policing strategies. COPS Office funding also provides
training and technical assistance to community members and local government leaders and all levels
of law enforcement. The COPS Office has produced and compiled a broad range of information

" resources that can help law enforcement better address specific crime and operational issues, and

help community leaders better understand how to work coopératively with their law enforcement
agency to reduce cnme

e Since 1994, the COPS Office has invested more than $14 billion to add community policing
officers to the nation’s streets, enhance crime fighting technology, support crime prevention
initiatives, and provide training and technical assistance to help advance community policing. -

e To date, the COPS Office has funded approximately 125,000 additional officers to more than
13,000 of the nation’s 18,000 law enforcement agenues across the country in small and large
jurisdictions allke

s Nearly 700,000 law enforcement personnel, community members, and government leaders have
been trained through COPS Office-funded training organizations.

s To date, the COPS Ofﬁce has distributed more than 8.57 million toplc—spemﬁc pubhca’uons
training curricula, white papers, and resource (Ds.

COPS Office resources, covermg a wide breadth of community policing' topics—from school and
campus safety to gang violence—are available, at no cost, through its online Resource Center at
www.cops.usdoj.gov. This easy-to-navigate website is also the grant application portal, providing
access to online application forms.
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In recent years, many law enforcement agencies have been deploying small video cameras
worn by officers to record encounters with the public; investigate officer-involved incidentS' g
produce evidence; and strengthen agency performance, accountabhility, and transparency
While body-worn cameras have the potential to improve police services, they also raise issues '
involving privacy, police-community relationships, procedural justice, and technical and cost
questions, all of which agencies should examine as they consider this technology.

'

The Police Executive Research Forum, with support from the Office of Community Oriented
Policing Services, conducted research in 2013 on the use of body-worn cameras. This research
included interviews with police executives, a review of agencies’ policies, and a national
conference at which 200 police executives and other experts discussed their experiences
with body-worn cameras. This publication describes the findings of this research, explores
the issues surrounding body-worn cameras, and offers policy recommendations for law

enforcement agencies.
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U.5. Department of Justice . REsearcH ForuM

U.S. Department of Justice '  Police Executive Research Forum
Office of Community Oriented Policing Servrces 1120 Connecticut Avenue NW -

145 N Street NE Suite 930 .
Washington, DC 20530 Washington, DC 20036

To obtain details on COPS Office programs, 202-466-7820

call the COPS Office Response Center at 800-421-6770. Visit PERF online at www.policeforum.org.
Visit the COPS Office online at www.cops.usdoj.gov.
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San Francisco Police Department 1.06

GENERAL ORDER 08/24/94
DUTIES OF SUPERIOR OFFICERS

This order outlines the duties and responsibilities of superior and commanding

officers.

I. POLICY
_A. SUPERIOR OFFICERS. All superior officers shall:

1. CONDUCT. Setanexample of efficiency, sobriety, discretion, industry and
prompiness. Not use abusive language or act arbitrarily in dealmg with
- subordinates. ‘

2. SUPERVISION. Guide and instruct subordinates in the performance of their
duties and require strict compliance with the policies and procedures of
the Department and the orders of superiors. Prompfly report in wnhng
any misconduct by subordinates and forward the report to their superiors.

3. CONTAGIOUS DISEASES. See Infectious Disease Control Manual, DM-04.

4. INVESTIGATION QF MISCONDUCT (also see DGO 2.04, Citizen Complaints
Against Officers and DGO 2.05, Citizen Complaints Against Non-Sworn
Members). This section provides a format for investigating misconduct
brought fo the attention of superiors by other than a citizen’s complaint..

a. When a superior officer becomes aware of possible misconduct by any
member of his/her unif, the superior shall nnmed:ately notify the
senior-ranking officer on duty at the unit. The senior-ranking officer
shall:

(1) Remain persona]ly responsible for the conduct of the matter until
relieved of responsibility.

-~

(2) Conduct an administrative investigation in addition to any
investigation that may be made by the Management Control
Division or the Office of Citizen Complaints. (See DGO 2.08, Peace

Officers’ Rights)
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(3) Prepare an initial investigative report on memorandum (SFPD 68)

addressed to his/her commanding officer before reporting off duty.
The report shall contain information that can be reasonably
obtained e.g., full identification of witnesses, summary of
statements from wiinesses, preliminary findings, and
recommendations where appropriate.

(4) If it is necessary to relleve a member as unfit for duty (e.g.,
- misconduct constituting criminal activity) contact the commanding

officer at any time day or night. The commanding officer shall
assume responsibility for the investigation, assure that proper

- investigative steps are being taken, and respond to the unit if

necessary.

b. Whena supenor officer becomes aware of possible misconduct by any

member assigned to another unit, he/she shall:
(1) Immediately notify the semor-rarlkmg officer on duty at the

member’s unit. If the unit is closed, the commanding officer of the
unit shall be notified at any time day or night.

@) The senior-ranking officer or commanding officer (as appropnate)

shall be responsible for pe.rfonnmg the steps outlined in Section a.
abave. :

B. COMMANDING OFFICERS. All commanding officers shall:

1. ASSUMFTION OF COMMAND. Within one week of assuming command,
make an inspection of persormel to ensure they are equipped as required
and conform to grooming standards.

2. FACILITIES AND EQUIPMENT. Be responsible for the general condition,
cleanliness and order of facilities under their command and not permit
any property to be improperly used, loaned or removed for private
purposes. Also see DGO 3.03, Facilities Management.

3. VACATIONS. Arrange vacation periods for members of the command.

4, RECORD INSPECTION. Make continuous inspections of all records under
their command.
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5. PERSONNEL DATA. Keep arecord of the residence address and telephone

number of each member of their command, including patrol special
officers, and forward copies to the Operations Center and the Personnel
Division. When a member of the command is transferred to a unit,
forward all his/her personnel data and records to that unit (see DGO 3.06,
Residence Certification and PIP, A Supervisor’s Guide DM-06.).

. ATTIRE. Be appropriately aitired while attending any official meeting,
. RETURN OF DEPARTMENT PROPERTY

a. When members of their command are suspended from duty pending
the filing and hearing of charges, or are found unfit for duty, relieve
them of their Department-issued star, handgun, police identification

and other Deparl:ment property, except their uniform.

- b. When members resign, are dismissed or retu:e, have them return their
Department-issued property to the Property Control Section. Upon the
death of a member, obtain Deparitment-issued equipment from the
family of the deceased and forward it to the Property Control Section.

. DEATH OF A MEMBER. In the event of a member’s death, make a report to -
the Chief of Police detailing the available facts. Whenever the death
resulied from violence, unlawful means or other than natural causes,
make a personal investigation of the incident and prepare a full report to
the Chief of Police. Include whether the deceased was on or off duty or
performing any public service at the time.







San Francisco Police Department 2.01

GENERAL ORDER 08/11/05

GENERAL RULES OF CONDUCT

This order outlines the general rules of conduct for officers and non-sworn employees of
the Department. '

1.

ATTENTION TO DUTY. The basic mission of the San Francisco Police |
Department and its officers is to protect life and property, preserve the
peace, prevent crime, enforce criminal laws and ordinances, and regulate
non-criminal conduct as provided by law. While on duty, officers shall
devote their entire time to the achievement of this mission within the context
of their respective assignments.

OFF-DUTY RESPONSIBILITY. While off duty, officers shall take all
reasonable steps to prevent crime, detect and arrest offenders, and protect
life and property, consistent with their ability to take proper action.

. MAINTAINING FIT CONDITION. Officers shall, while carrying a firearm off-

duty or while acting in the capacity of a peace officer, maintain themselves in a fit
condition to perform police duties. :

REPORTING FOR DUTY. Members shall report for duty at the time and place
required and be physically and mentally fit to perform their duties.

PERFORMING DUTIES. Members shall perform their duties promptly and
according to Department policies and procedures.

DRESS/APPEARANCE. Members shall, while on duty, be dressed as prescribed
for their assignment (see DGO 10.01, Uniform and Equipment Classes). '
Members shall be clean and neat in appearance, except when excused by a
superior for a proper police purpose. When appearing before the Police
Commission, members shall either wear their uniform or shall be dressed as
prescribed for court appearances (see DGO 3.08, Court Appearances by
Members.)

MAINTAINING KNOWLEDGE. Members shall maintain a working knowledge
of all information required for the proper performance of their duties (see DGO
3.01, Written Communication System).
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8.

10.

11.
"conflicts with a previous order or written directive, the member shall advise

12.

13.

14.

15.

REQUESTING HEARINGS. Whenever ten or more members want a hearing on
a matter affecting the Department, they must submit a signed petition to the Chief
describing their concerns and any recommendation they wish to make. The Chief
shall note the petition and send it with any comments to the Police Commission
for consideration. The Commission shall set the matter for hearing within 30
days. If the Commission declines to hear the matter, the members submitting the
petition shall be advised of the reasons, in writing, within the same 30-day period.

MISCONDUCT. Any breach of peace, neglect of duty, misconduct or any
conduct by an officer either within or without the State that tends to subvert the
order, efficiency or discipline of the Department, or reflects discredit upon the
Department or any member, or is prejudicial to the efficiency and discipline of the
Department, although not specifically defined or set forth in Department policies
and procedures, shall be considered unofficer-like conduct subject to disciplinary
action. '

WRITTEN ORDERS. Members shall obey all written orders, policies and
procedures of the Department, and promptly obey all lawful written or
verbal directives of superiors. (see DGO 3.01, Written Communication System)

CONFLICTING ORDERS. If amember is given a lawful order that .

the superior of the conflict and proceed according to the superior’s direction.
The member may prepare a memorandum detailing the circumstances of the
incident.

ADDRESSING SUPERIOR OFFICERS. Members shall, at all times,
address superior officers by title of rank.

RESPECTFULNESS. Members shall be respectful to superiors at all times.

PUBLIC COURTESY. When acting in the performance of their duties,
while on or off duty, members shall treat the public with courtesy and
respect and not use harsh, profane or uncivil langnage. Members shall also
address the public using pronouns and titles of respect appropriate to the
individual’s gender identity as expressed by the individual. When requested,
members shall promptly and politely provide their name, star number and
assignment. '

TELEPHONE COURTESY. When answering the telephone, members shall
identify the station, bureau, or unit and give their rank and name. Members
shall be courteous on the telephone.
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16. CONTAGIOUS DISEASES. See Infectious Disease Control Manual, DM-04.

17. RESPONSIBILITY OF RANK. When assigned duties of a higher rﬁnk,
officers shall assume the responsibilities that apply to the higher rank.

18. RESPONSIBILITY OF HIGHER RANK. Unless otherwise ordered, when
two or more officers are on duty together, the highest ranking officer shall be
in charge and is responsible for the proper completion of the assignment.

'19. EQUAL RANK RESPONSIBILITY. Unless otherwise ordered, when two or

more officers of equal rank are on duty together, the senior officer shall be in
charge and is responsible for the proper completion of the assignment.

20. INVESTIGATIVE RESPONSIBILITY. When an officer who is charged with
the final investigation is at the scene of an incident, he/she shall immediately
assume responsibility for the investigation.

21. COOPERATION WITH INVESTIGATIONS. Members shall, when -
questioned on matters relating to their employment with the Department by
a superior officer or by one designated by a superior officer, or by a member
of the Office of Citizen Complaints, answer all questions truthfully and .
without evasion. Prior to being questioned, the member shall be advised of -
and accorded all his or her rights mandated by law or Memorandum of
Understanding (see DGO 2.08, Peace Officers’ Rights).

22. CARE OF DEPARTMENT PROPERTY. Members shall take proper care
of all Department property entrusted to them and shall be personally liable
for its loss or damage due to negligence. (see DGO 10.02, Equipment)

23. USE OF DEPARTMENT PROPERTY. Members shall use Department
property according to Department policies and procedures. Members shall
use and operate Department vehicles and equipment in a reasonable and
prudent manner and not allow unauthorized persons in police vehicles or
allow them to use Department equipment. -Authorization under special
circumstances may be granted by a superior officer. (see DGO 10.02, Equipment)

24. LOSS OR DAMAGE TO DEPARTMENT PROPERTY. Members shall
promptly report in writing any loss or damage to Department property
* entrusted to their use. - Additionally, officers shall inspect their assigned
vehicles and equipment and report any defect or damage, in writing, to their
superiors. Failure to report defects or damage prior to use shall indicate that
the officer assumes full responsibility for the damage. (see DGO 10.02,
Equipment)
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25.

26.

217.

ON-DUTY WRITTEN REPORTS. W]:u'le on duty, members shall make all
required written reports of crimes or incidents requiring police attention.

OFF-DUTY REPORTING. Officers shall, when off duty, report any serious
crime or urgent police matter brought to their attention. Officers shall
report any incident in which they become involved as a peace officer.

GIFTS, PRESENTS, COMPENSATION, REWARDS. Members shall not solicit
or accept any gift, compensation or reward for the performance of their duties,
except with the permission of the Police commission. When offered money or
gifis for police services (other than monies received pursuant to Section 10 B.1 of

- the City Administrative Code), members who wish to accept the money or gift

28.

29.

30.

31.

32.

being offered shall submit a written report to their commanding officer. The
report shall include a request for permission to accept the money or gifts, and
include the date the offer was made, the name and address of the donor, and a
brief description of the services rendered. Commanding officers shall forward
these reports through channel to the Police Commission. The Commission may
grant or deny the member permission to accept all or part of the money or gifts.

VEHICLE ACCIDENTS. See DGO 2.06, Vehicle Acc1dents Involvmg
Members.

FILING SUIT. Members shall, prior to filing a suit for the collection of
damages sustained in the performance of police duties, submit a written
report to their commanding officer briefly describing the cause of action.
Commanding officers shall forward these reports through channels to the
Legal Division. .

DEFENSE SUBPOENAS. See DGO 3.08, Court Appearances by Members.

FILING SUIT AGAINST THE CITY AND COUNTY OF SAN

FRANCISCO. Members shall, prior to filing a suit against the City or any of

its departments, boards, tribunals or officers, submit a memorandum to their .
commanding officer briefly describing the cause of action. Commanding officers
shall forward these memoranda through channels to the Legal Division. Also see
DGO 3.15, Personal Property Claims.

ACCEPTING FEES. When offered a fee for testifying in any civil or
criminal proceeding or deposition where the fee offered is greater that the fee
set by law, members shall make a written application to the Police
Commission to accept the fee. Members will be permitted to accept the fees
only when all of the following are present:

a. The member has been legally subpoenaed.

4



~

DGO 2.01
08/11/05

b. The member testifies during off-duty hours.
c. The fee is i the form of a check made payable to the member.
d. The fee does not exceed one day’s pay.

Members who provide expert testimony on a regular basis (i.e., more than
once a year), shall submit a secondary employment request and shall, if the
request is approved, be governed by existing secondary employment
regulations rather than by this rule (see DGO 11.02, Secondary
Employment). '

'33. MEDIA. See DGO 8.09, Media Relations Policy.

34. MEMBERS RELIEVED OF DUTY. When relieved as unfit to exercise their
duties, members shall submit to their commanding officer a handwritten
report answering the accusation in detail. Members who are ordered to
submit the report shall be advised of and accorded all civil and employée
rights provided by law or Memorandum of Understanding.

35. RESPONSIBILITIES OF MEMBERS WITH PRISONERS. Members shall
be responsible for the custody, control, and safety of prisoners in their care
until the prisoner has been formally remanded to the custody of another.
Members shall treat prisoners with due respect and courtesy.

36. TRANSPORTING OF FEMALES. Immediately prior to transporting any
" female, or transgender/transsexual person or individual whose gender identity is

indeterminate to the member and not clearly articulated by the individual in a
Department vehicle, whether due to detention, arrest or any other reason, an
officer shall notify Communications Division of the vehicle’s
starting mileage, the location from which he/she is leaving, and the
destination. Upon arrival at the destination, the officer shall immediately
notify Communications Division and provide the vehicle’s ending mileage.
Communications Division shall broadcast starting and ending times as an
appropriate response, confirming the officer’s broadcasts.

37. CONSUMING ALCOHOLIC BEVERAGES. See DGO 2.02, Alcohol Use By
Members.” .

38. DRUG USE BY MEMBERS. See DGO 2.03, Drug Use By Members.

39. ALCOHOLIC BEVERAGES/CONTROLLED SUBSTANCES. Members
shall not store or bring into any Department vehicle or facility alcoholic
beverages or controlled substances, except in the performance of police duties.
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40.

- 41.

42.

43,

44.

45.

46.

47,

43.

PERSONAL BUSINESS. Members shall not, while on duty, engage in
personal business or in any other activity that would cause them to be
inattentive to duty.

SICKNESS OR INJURY. Members shall not falsely report themselves sick
or injured.

SLEEPING ON DUTY. Members shall not sleep while on duty.

BORROWING MONEY FROM BAIL BONDSMAN. Members shall not
borrow money or become indebted to a bail bond broker.

LEAVING ASSIGNED POSTS. Members shall not leave their assigned
posts unless relieved, to take action in a serious matter, for personal
necessity, or with a supervisor’s permission.

SECURING PERSONAL PRIVILEGES. Members shall not use or attempt
to use their official positions for securing personal privileges beyond what is
authorized by law, or for avoiding the consequences of illegal conduct.

POLITICAL ACTIVITY. Members shall not, while on duty or while acting
as a representative of the Department, endorse political candidates or issues
or participate in political campaigns. Members shall not place or cause to be
placed politically oriented information in or on any Department building or .
equipment other than upon the bulletin board provided for the posting of
general notices.

USE OF PRIVATE VEHICLES. Members shall not use a pﬁvate vehicle for
police business, except with the specific approval of their commanding officer
or officer-in-charge.

COMPROMISING INVESTIGATIONS. Except as required by law or by
Department policy and procedure, members shall not divulge any

information or engage in any conduct that may compromise an investigation
or prosecution of a criminal offense (see DGO 3.16, Release of Police Reports

" and DGO 8.09 Media Relations).

49.

DIVULGING CONFIDENTIAL INFORMATION. Except as required by
law, members shall not divulge any information that is made confidential by
law or by Department policies and procedures (see DGO 3.16, Release of
Police Reports and DGO 8.09 Media Relations).
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51.

52.
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RECOMMENDING FOR PROFIT BUSINESSES. Members shall not
recommend to non-city employees the name or employment of any attorney, bail
bondsman or tow truck operator, or the name of a particular for-profit business
when the member knows or should know that the member will directly or
indirectly receive a benefit, service, or profit by such recommendation.

INDUCING RETIREMENTS. Members shall not offer to, or pay money, or
provide any other consideration with the intent of inducing the retirement of
any member of the Department, nor shall any member become a party to any
such transaction.

SERVING SUBPOENAS, SUMMONS OR PAPERS IN CIVIL ACTIONS.
Members shall not serve a subpoena, summons, or other paper in a civil

action or render any assistance in such a case; however, when a crime is
committed requiring an arrest, an arrest may be made even though the crime
originated from a civil dispute (see DGO 6.09, Domestic Violence, DGO 8.05,

« Labar Disputes).

53.

54.

55.

56.

57.

FURNISHING INFORMATION TO BAIL BONDSMAN OR
ATTORNEYS. Except as required by law, members shall not furnish
information regarding any arrested person, an investigation made or about
to be made, or other Department activities to bail bondsmen or attorneys or
to persons working with or for bail bondsmen or attorneys.

LOANING MONEY TO PRISONERS. Members shall not loan or give
money or anything of value to persons in custody, except with the permission
of the station keeper. '

TESTIMONIALS. Members shall not, in their official capacity, bestow
testimonials or collect or receive money or anything of value from any
person, except with the permission of the Police Commission.

SURREPTITIOUS RECORDINGS. Unless conducting an assigned criminal
or administrative investigation, no member shall surreptitiously record
(video or andio) any other member who is on-duty without the express
written approval of the Chief of Police.

CONFLICT OF INTEREST IN INVESTIGATIONS. Ifa member is assigned to
an investigation in which the member knows or suspects, or should reasonable
know or suspect, that the member has a personal or family interest the member

shall immediately report the interest to the members immediate supervisor.
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San Francisco Police Department 8.10

GENERAL ORDER | Rev. 10/01/08

GUIDELINES FOR FIRST AMENDMENT ACTIVITIES

I. STATEMENT OF PRINCIPLES

A. GENERAL POLICY. It is the policy of the San Francisco Police Department to ensure that
the First Amendment rights guaranteed by the United States Constitution are protected for all
individuals and to permit police involvement in the exercise of those rights only to the extent .
necessary to provide for the legitimate needs of law enforcement in investigating criminal
activity.

B. WHEN A CRIMINAL INVESTIGATION THAT INVOLVES FIRST AMENDMENT
- ACTIVITIES IS PERMITTED. The Department may conduct a criminal investigation that
involves the First Amendment activities of persons, groups or organizations when there is an
articulable and reasonable suspicion to believe that:

1. They are planning or are engaged in criminal activity

a. which could reasonably be expected to result in bod11y injury and/or property damage
in‘excess of $2500

b. ' or which constitutes a felony or misdemeanor hate crime, and

2. The First Amendment activities are relevant to the criminal investigation.

C. WHEN THESE GUIDELINES APPLY

1. The Department must follow these guidelines in every criminal investigation that
involves the First Amendment activities of a person, group, or organization. These
guidelines do not apply to criminal investigations that do not involve First Amendment
activities.

2. These guidelines are intended to regulate the conduct of criminal investigations that
involve First Amendment activities by requiring (1) written justification for the
investigation and (2) written approval by the Commanding Officer of the Special
Investigations Division, Deputy Chief of Investigations, and the Chief of Police.

3. Theses guidelines, however, are not intended to interfere with investigations into criminal
_activity. Investigations of criminal activities that involve First Amendment activities are
permitted provided that the investigation is justified and documented as required by these
guidelines.
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II. DEFINITIONS

A. First Amendment Activity: All speech, associations and/or conduct protected by the First
Amendment and/or California Constitution Article I, section 2 (Freedom of Speech) and/or
Article 3 (Right to Assemble and Petition the Government, including but not limited to
expression, advocacy, association or participation in expressive conduct to further any
political or social opinion or religious belief.)

1. Examples. First Amendment activity includes speaking, meeting, writing, marching,
picketing or other expressive conduct protected by the First Amendment.

B. Articulable and Reasonable Suspicion: The standard of reasonable suspicion is lower than
probable cause. This standard requires members to be able to articulate specific facts or
circumstances indicating a past, current, or impending violation, and there must be an
objective basis for initiating the investigation. A mere hunch is insufficient.

1. Demonstrations. The Department shall not conduct an investigation in connection with a
planned political demonstration, march, rally or other public event, including an act of
civil disobedience, unless the prerequisites of Section I.B, supra, are met. Nothing shall
preclude the Department, however, from openly contacting organizations or persons
knowledgeable about a public event to facilitate traffic control, crowd management, or
other safety measures at the event.

C. Infiltrator: An undercover officer or civilian acting under the direction of the Department
who attends a meeting, joins an organization, develops a relationship with an individual or
organization or eavesdrops for the purpose of obtaining information about an individual or
organization for transmittal to the San Francisco Police Department.

D. Informant: A person who provides information to the San Francisco Police Department
motivated by the expectation of receiving compensation or benefit, but is not acting under the
“direction of the Department.

E. Source: A person who provides information to the San Francisco Police Department with no
expectation of compensation or benefit and is not acting under the direction of the
Department.

L. AUTHORIZATION REQUIRED FOR AN INVESTIGATION

A. A member of the Department may undertake an investigation that comes within these
' guidelines only after receiving prior written authorization by the Commanding Officer of the
Special Investigations Division (SID), the Deputy Chief of the Investigations Bureau, and the
Chief of Police. However, neither the Commanding Officer of SID, the Deputy Chief of the
. Investigations Bureau, nor the Chief of Police is authorized to approve an investigation
and/or the gathering or maintenance of information in violation of the terms of this General
Order.



P

DGO 8.10
Rev. 10/01/08

B. To obtain written authorization, a member must submit a memorandum through their chaln of
command to the Commanding Officer of the SID containing the following:

1. The identity of the subject of the proposed investigation, if known.

2. The facts and circumstances that create an articulable and reasonable suspicion of
criminal act1v1ty as defined in Section I. B.

3. The relevance of the First Amendment activities to the investigation.

~ C. When an investigation is authorized by the Commanding Officer of SID and after review by
the Deputy Chief of the Investigations Bureau, a copy of the memorandum shall be sent to
the Chief of Pohce who shall indicate his/her approval or disapproval.

D. Time limits. Written approval of an investigation is in effect for 120 days. If the Department
continues an investigation past 120 days, a new memorandum and approval must be obtained.
The new memorandum must describe the information already collected and demonstrate,
based on that information, that an extension is reasonably necessary to pursue the
investigation. .

E. Emergencies. If there is an immediate threat of criminal act1v1ty, an mvestlgatmn may begin
before a memorandum is prepared and approved, but verbal permission must be received
from the Commanding Officer. of SID or designee. The required memorandum must be
written and approved by the Commanding Officer of SID, reviewed by the Deputy Chief of
the Investigations Bureau and Chief of Police within five days of the occurrence of the
emergency.

F. Although it is expected that most investigations conducted under these guidelines will be
initiated by the SID, if any member of the Department becomes aware of a criminal
investigation that involves First Amendment activities as defined in these guidelines, the
member shall refer the case to SID for a determination as to how the investigation should be
conducted. These guidelines do not preclude investigations that impact on First Amendment
activities by divisions other than SID, but those investigations must be conducted in
consultation with SID and must be conducted pursuant to these guidelines.

1V.USE OF INVESTIGATIVE TECHNIQUES

A. Principles. The investigative techniques used in_é particular case shall be dictated by the

gravity of the crime under investigation, the evidence of criminal activity and the need for a
particular investigative technique.

B. The Department shall use techniques such as numbers 1 5 listed below before employing the
more intrusive techniques listed in Section C.
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1. Examination of public records and other sources of information available to the general
public. ‘

2. Examination of San Francisco Police Department files and records.
3. Examination of records and files of the government or law enforcement agencies.

4. Interviews with persons connected with the complaint or subject of the investigation,
including information received from sources:

5. Physicél surveillance from places open to the public.

C. If the techniques listed in Section B are inadequate or obviously would be futile under the
circumstances, the Department may use techniques such as the following:

1. Electronic surveillance such as the use of videotape, body wire, or audiotape.
2. The use of und¢rcover officers, infiltrators, informants, or mail covers.

D. A member may undertake use of techniques listed in Section C only after submission ofa -
memorandum setting forth the justification for the request and receiving prior written
authorization by the Commanding Officer of SID, the Deputy Chief of the Investigations
Bureau, and the Chief of Police. If there is an immediate threat of criminal activity, verbal
approval by the Commanding Officer of SID or designee is sufficient until a written
memorandum can be prepared and approved by the Commanding Officer of SID, the Deputy

Chief of the Investigations Bureau, and the Chief of Police. The required memorandum must
be written and approved within five days of the occurrence of the emergency.

V. RULES OF CONDUCT FOR INFILTRATORS, INFORMANTS AND UNDERCOVER
OFFICERS -

A. The officer-in-charge shall specifically direct the undercover officer, infiltrator, orlinfc\)rmant:
1. Not to participate in unlawful acts of violence.
2. Not to use unlawful techniques to obtain information.
3. Not to initiate, propose, or suggest a plan to commit criminal acts.

4. Not to be present during criminal activity unless it has been determined to be necessary
for the prosecution.

5. Not to live with or engage in sexual relations with members of the organization (unless a
civilian infiltrator was so involved before becoming an infiltrator).
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6. Not to assume a leadership position or intentionally cause dissention within the
organization.

7. Not to attend meetings or engage in other activities for the purpose of obtaining
legally-privileged information, such as confidential sources of reporters, attorney-client
communications, or physman—patlent communications.

8. Not to record or maintain a record concerning an individual who is not a target unless the
information is relevant for the investigation or the information would itself justify an
investigation under these guidelines.

The Commanding Officer of the SID shall monitor the compliance of undercover officers and
infiltrators with these guidelines.

C. The policies and procedures set forth in the memorandum on Informant Management and

Control shall apply; except those exclusively applicable to narcotics informants.

VL. POLICE COMMISSION REVIEW

A. The President of the Police Commission shall designate a member of the Commission to be

B.

responsible for monitoring compliance with these guidelines.

Every month, the designated Police Commission member shall review the written requests

and authorizations for the initiation or contmuance of an investigation that is required by

these guidelines.

- On an annual basis, the Director of the Office of Citizen Complaints or his/her designee shall

conduct an audit of the Department's files, records and documents and shall prepare a report
to the Commission regarding the Department’s compliance with the guidelines. In addition,
the Police Commission may conduct or dlrect the OCC to conduct such an audit
unannounced at any time.

1. In conducting the yearly audit, the Office of Citizen Complaints shall review the
following;:

a. All current guidelines, regulations, rules and memoranda interpreting the guidelines;

b. All documents relatiﬁg to investigations subject to Section III. and undercover
techniques subject to Section IV.C. of these guidelines.

c. All Agency Assisted Forms or other documentation relating to the transmittal of
documents to other criminal justice agencies as described in Section IX. B.

2. The Office of Citizen Complaints shall prepare a written report to the Police Commission
concerning its annual audit, which shall include but not be limited to:
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The numbér of investigaticiné authorized during the prior year.

The number of authorizations sought, but denied.

The number of times that undercover officers or inﬁltrators were approved.
The number and types of unlawful activities investigated.

The number and types of arrests and prosecutions that were the direct and proximate
cause of investigations conducted under the guidelines.

The number of requests by members of the public made expressly pursuant to these
guidelines for access to records, including:

(i) The number of such requests where documents or information was produced,

(ii) The number of such requests where the documents or information did not exist,
(iii) The number of requests denied.

The number of requests from outside agencies, as documented by an Agency Assist
Form, for access to records of investigations conducted pursuant to these guidelines,
including: ' '
(i) The number of such requests granted and

(ii) The number of such requests denied.

A complete description of violations of the guidelines, including information about:

(i) The nature and causes of the violation and the sections of the guidelines that were
violated.

(ii) Actions taken as a result of discovery of the violations, including whether any
officer has been disciplined as a result of the violation.

(iif) Recommendations of how to prevent recurrence of violations of the guidelines
that were discovered during the prior year.

(iv) The report shall not contain data or information regarding investigatioris that are
on-going at the time of the report's creation. The data and information, however,
shall be included in the first report submitted after the completion of the
investigation.
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i. A complete description of violations of the guidelines, including information about:

(i) The nature and causes of the violation and the sections of the guidelines that were
- violated.

(ii) Actions taken as a result of discovery of the violations, including whether any
officer has been disciplined as a result of the violation.

(iii) Recommendations of how to prevent recurrence of violations of the gnidelines
that were discovered during the prior year. i

(iv) The report shall not contain data or information regarding investigations that are
on-going at the time of the report's creation. The data and information, however,
shall be included in the first report submitted after the completion of the
investigation,

D. By the end of each calendar yeaf, the Director of the Office of Citizen Complaints shall
deliver to the Police Commission a report containing the information in Section C(2) (a)
through (g).

VIL VIOLATIONS OF THE GUIDELINES

A. If the Chief of Police, the designated Commission member or any member of the
Department becomes aware of information that a possible violation of these guidelines has
occurred, the Chief or designated member shall immediately inform the Police Commission

and the member shall immediately inform his/her commanding officer who shall inform the
Chief.

B. If'the Police Commission, determines that a possible violation of these guidelines has
occurred, it shall:

1. Commence an immediate investigation of the possible violation.
2. Ernsure that any activities in violation of these guidelines immediately cease.

C. If the Police Commission determines that an actual violation of these guidelines and/or the
First Amendment (as defined in Section ITA above) has occurred, the Commission shall:

1. Notify the parties about whom information was gathered or maintained in violation of
the guidelines pursuant to the following:

a. When information is released to individuals or organizations, the names and

identifying information concerning private citizens other than the individual notified
shall be excised to preserve their privacy.
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b.

There shall be no disclosure if the disclosure of the information is reasonably likely
to endanger the life, property or physical safety of any particular person. However,
unless the San Francisco Police Commission reasonably concludes that notice itself
would be reasonably likely to endanger the life or physical safety of any particular
person, the party about whom information was gathered in violation of these
guidelines and/or First Amendment (as defined above) shall be notified that
information regarding such person or their protected activities, expressions,
associations and/or beliefs has been obtained in violation of these guidelines or First
Amendment and that the information is not being disclosed because the Police
Commission has concluded that such disclosure is reasonably likely to endanger the
life or physical safety of a person. Furthermore, if the information may be segregated,
such that a portion of the information can be disclosed without endangering the life
or physical safety of one particular person, that portion of the information that the

- Police Commission concludes can be disclosed without endangering the life or

c.

physical safety of any particular person will be disclosed.
There shall be no disclosure if disclosure is prohibited by local, state, or federal law.

The Commission may deny disclosure if disclosure is exempt under San Francisco's
Sunshine Ordinance, Chapter 67 Admin. Code, Section 67.24(d) (Law Enforcement
Information), with the following exceptions:

(i) The Sunshine Ordinance Exemptiori for personal and otherwise private
information shall not be applied unless that information would reveal the identity
of an individual other than the requesting party.

(ii) The Sunshine Ordinance provision that exempts disclosure of "secret
investigative techniques or procedures" shall not be applied to the fact that a
particular procedure occurred, but only to a description of how that procedure
was executed, and shall apply only if the information would jeopardize future law
enforcement efforts by a local, state, or federal agency.

No disclosure is required if an investigation is ongoing, but disclosure may be made
during an ongoing investigation within the discretion of the Commission.

2. Refer the violation to the Chief of Police for a recommendation concerning discipline of
the members involved.

D. The Commanding Officer of SID shall ensure that all members of the Department assigned

to SID

attend a training session of these guidelines before beginning work at SID. All

members assigned to SID and members engaged in investigations involving the First
Amendment activities of persons (as defined above) shall sign an acknowledgement that they
have received, read, understand and will maintain a copy of these guidelines.

E. All members of the Department shall be advised that a willful or negligent violation of these
guidelines shall subject the offending member to disciplinary action which may include
suspension or termination.
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VIIL ACCESS BY CIVILIANS

A. All requests for information by civilians shall specifically request information created
pursuant to these guidelines and shall be governed by the criteria set forth in Section
VII.C(1)(a) through (e) above, unless state or local law require greater disclosure. Any denial
of access to information shall specifically state the reasons for the denial.

B. Ifaccess is denied, an appeal may be made to the designated Police Commissioner (¢/o
Police Commission, Hall of Justice, Room 505, 850 Bryant St., San Francisco, CA 94103)
and shall include. copies of all written correspondence relating to the request.

C. Noright to a hearing on denial of access to information is created by these rules.

IX. FILES AND RECORDS

A.- Information Quality Control

1.

The collection, maintenance, and use of information pursuant to an authorization shall be
limited to the scope stated in that investigative memorandum and authorization.

The Department shall not collect or maintain information of a personal nature that does
not relate to a criminal investigation. In the absence of a specific investigation authorized
under these guidelines, the Department shall not collect or maintain information such as
names for political petitions, mailing lists, organizational memberships or writings
espousing a particular view which is protected by the First Amendment.

. Information to be retained in a criminal intelligence file shall be evaluated for source

reliability and content validity prior to filing. The file shall state whether reliability or

accuracy have been corroborated.

B. File Dissemination

1.

Dissemination of intelligence information is limited to criminal justice agencies with a
specific need-to-know as well as right to know.

All requests for information shall be evaluated and approved prior to dissemination by -
the Commanding Officer or designee for the Special Investigations Division. The
commanding officer or designee shall determine whether the requesting agency is
reliable in treating the information with the requisite care and sensitivity and shall deny
the request if the requesting agency is not considered sufficiently reliable.

All dissemination of information shall be done by written transmittal or recorded on an
Agency Assist Form that describes the documents or information transmitted. A copy of
the transmittal letter or Agency Assist Form shall be kept in the file from which the
information was disseminated.
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4. The first page of any information document transmitted to a recipient agency shall
contain a notice limiting dissemination to the specific purpose for which the
document was transmitted.

5. A master list of all written transmittals and Agency Assist Forms recording the
dissemination of records governed by these guidelines to outside agencies shall be
maintained in a binder by SID.

C. File Purge

1. Records shall be purged according to the current San Francisco Police Department
Records Retention and Destruction Schedule which calls for destruction of
intelligence files every two years from the last date of entry with the following
exceptions: .

a. Information may be mamtained if it is part of an ongoing investigation.

b. All written memoranda requesting authorization to commence an investigation
and subsequent authorizations shall be maintained for not less than five years
after termination of the investigation.

c. Records showing violation of these guidelines shall not be destroyed or
recollected for the purpose of avoiding disclosure. '

2. The chain of custody for destroyed files shall be established and documented to
provide a record establishing that the files have been destroyed.

D. File Security

1. 'A copy of the initiating memoranda and authorizations created pursuant to these
guidelines shall be kept by the Commanding Officer of SID.

2. All documents created pursuant to these guidelines shall be locked and kept separate
from other Department files. Access shall be limited to personnel working on an
authorized investigation, command personnel, the Chief, the designated Commission
member, and the OCC for the limited purpose of conducting the annual audit.

3. All files, whether kept in SID or another unit, shall be prominently marked with a
notice that the material contained in the file is subject to these guidelines.

E. Use of Computers

The use of Department compute;rs shall be governed by the San Francisco Police
Department computer security policy.

10
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X. FUNCTIONAL RESPONSIBILITY FOR EVENT PLANNING INVOLVING FIRST
AMENDMENT ACTIVITIES

A. Certain types of public gatherings require the Department to collect a limited amount of
information in order to preserve the peace, assess the need to deploy members for crowd
control purposes, facilitate traffic control, address public safety concerns at the event, and
protect the rights of free expression and assembly. This information may only be collected
openly and non-covertly as part of an Event Planning Inquiry.

B. The responsibility for conducting Event Planning Inquiries shall rest solely with the Event
Commander or his/her designee. The Permit Unit may collect information about public
gatherings only to the extent legally required and necessary in processing permit applications
designated by city ordinance.

C. Unless invited, Departmental contacts with event organizers or participants should be made by
telephone during normal business hours without officer(s) attending an organization’s
meetings. In the course of such contacts it should be made clear that communications are
voluntary.

D. See Field Operations Bureau General Order 91-01 for details.

O,

XI. VIDEO OR PHOTOGRAPHIC RECORDING

A. Authorization.
It is the policy of the Department to videotape and photograph in a manner that minimizes
interference with people lawfully participating in First Amendment events. Video or
photographic equipment shall not be brought or used without the written authorization of the
Event Commmander. '

B. Purpose

The Department shall videotape or photograph only for crowd control training or evidentiary
purposes. Evidentiary purposes shall include-only:

1. Evidence that is reasonably likely to be used in administrative, civil, or criminal
proceeding or investigations.

2. Evidence related to allegations against members of the Department.

11




DGO 8.10
Rev. 10/01/08

XII. GUIDELINES LIMITED TO PROMOTION OF GENERAL WELFARE
In undertaking the adoption and enforcement of these guidelines, the San Francisco Police
Department is assuming an undertaking only to promote the general welfare. It is not assuming,
nor is it imposing on the City, Police Commission, Department officials, or employees, a duty
. or obligation to any person for equitable relief, money damages, or any other relief based on a
claim that a breach will cause or has proximately caused injury.

12



	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13
	Page 14
	Page 15
	Page 16
	Page 17
	Page 18
	Page 19
	Page 20
	Page 21
	Page 22
	Page 23
	Page 24
	Page 25
	Page 26
	Page 27
	Page 28
	Page 29
	Page 30
	Page 31
	Page 32
	Page 33
	Page 34
	Page 35
	Page 36
	Page 37
	Page 38
	Page 39
	Page 40
	Page 41
	Page 42
	Page 43
	Page 44
	Page 45
	Page 46
	Page 47
	Page 48
	Page 49
	Page 50
	Page 51
	Page 52
	Page 53
	Page 54
	Page 55
	Page 56
	Page 57
	Page 58
	Page 59
	Page 60
	Page 61
	Page 62
	Page 63
	Page 64
	Page 65
	Page 66
	Page 67
	Page 68
	Page 69
	Page 70
	Page 71
	Page 72
	Page 73
	Page 74
	Page 75
	Page 76
	Page 77
	Page 78
	Page 79
	Page 80
	Page 81
	Page 82
	Page 83
	Page 84
	Page 85
	Page 86
	Page 87
	Page 88
	Page 89
	Page 90
	Page 91
	Page 92
	Page 93
	Page 94
	Page 95
	Page 96
	Page 97
	Page 98
	Page 99
	Page 100
	Page 101
	Page 102
	Page 103
	Page 104
	Page 105
	Page 106
	Page 107
	Page 108
	Page 109
	Page 110
	Page 111
	Page 112
	Page 113
	Page 114
	Page 115
	Page 116
	Page 117
	Page 118
	Page 119
	Page 120
	Page 121
	Page 122
	Page 123
	Page 124
	Page 125
	Page 126
	Page 127
	Page 128
	Page 129
	Page 130
	Page 131
	Page 132
	Page 133
	Page 134
	Page 135
	Page 136
	Page 137
	Page 138
	Page 139
	Page 140
	Page 141
	Page 142
	Page 143
	Page 144
	Page 145
	Page 146
	Page 147
	Page 148
	Page 149
	Page 150
	Page 151
	Page 152
	Page 153
	Page 154
	Page 155
	Page 156
	Page 157
	Page 158
	Page 159
	Page 160
	Page 161
	Page 162
	Page 163
	Page 164
	Page 165
	Page 166
	Page 167
	Page 168

