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Introduction
The following work product of the San Francisco Voting Systems Task Force (hereinafter “VSTF”) is a draft-only document that considers possible recommendations that might be included, with supporting narrative, in the VSTF’s final report to the San Francisco City & County Board of Supervisors. That report is due in December 2010.

Section 5.405 of the legislation establishing the Voting Systems Task Force suggested five broad categories under which the VSTF might offer recommendations. In this document, those categories are referred to as Mandates 1-5.

This is an early stage document and does not represent any final recommendations of the VSTF. It is a working document, intended to foster conversation and catalyze comment. We invite public input. Nothing herein should be construed as final decisions, determinations, or recommendations of the VSTF.
Objectives
It is the intent of the VSTF to develop a set of “objectives” to serve as guidelines for a] categorizing the bulleted recommendations under consideration (see p. 2-4), and b] establishing an achievement metric. These are the objectives the Task Force believes must be addressed by any recommendations. Each of these objectives will be described and defined in a future “terms dictionary” work product.

For this document, most all of the bulleted items under each Mandate (listed on pages 2-4) have an Objective (numbered 1-13) associated with them as indicated by the corresponding Objective number appearing to the right of their bullet. A bulleted item may fulfill more than one objective. Those objectives (so far) include:

1. Software Independence

2. Usability and Accessibility

3. Security and Audit

4. Reliability

5. Workmanship

6. Archival

7. Interoperability

8. Requirements by Voting Activity

9. Documentation Requirements

10. Testing Requirements

11. Cost Control

12. Operational Efficiency

13. Vendor Independence

Mandate 1 — Standards and guidelines to gauge the adequacy, accuracy and trustworthiness of any voting system to be developed or acquired and the adequacy of any vendor or other entity, which might develop and deliver such a system.

Open Data Formats

· Data export in formats that enable transparent precinct-based audits: 3, 7
· Standardized data formats and exchange (transport) protocols that enable full audit and accountability loops down to the precinct level.
· Open formats for data exchange (e.g. EML) including: 3, 7
· cast vote records 

· audit logs 

· vote tally reports by precinct and ballot type (absentee, provisional, etc.) 

· canvass reports (number of voters signed in, roster, etc.) 

· ballot definitions 

· election definitions 

· Public access to data: 3, 4, 6, 8
Open System Design

· Preference for open source or disclosed software / source code, hardware designs, and firmware

Vendor-Independent Ballot Design 

· Documentation and software that allows the county to avoid relying on the vendor for ballot layout, audio recording, and memory card programming: 2, 9, 12, 13
· Facilities and support to enable autonomy from vendors for ballot design and layout to support accessible ballot marking devices: 2, 9, 12, 13
Accessible Ballot Marking Devices
· Use ballot printers / BMDs / ABMs (not DREs) for accessibility: 1, 2, 3, 11
· Accessible ballot marking devices for special needs voters and those who wish to utilize a digital means for marking (but not casting) of ballots: 1, 2, 3, 11
· Eliminate the process of election workers, officials, etc., that requires establishing voter intent through interpretation of ambiguous ballots: 3, 12
Paper Ballots

· Systems that support a human-readable paper ballot in one common format as the official ballot of record, regardless of how ballots are completed in the voting process: 1, 3
Records Produced by Voting Systems to Support Auditing

· Ballot casting systems that support ballot level audits by means of storing a digital facsimile of the original with a unique identification tag and ballot style indicator: 3, 4, 6, 12
· Per-ballot auditability (scanner stamps ballots with unique IDs and stores them with the cast vote record (CVR), so ballots can be randomly audited, see Calandrino et al. “Machine-Assisted Election Auditing”, 2007): 1, 3, 11, 12
· Tallies by machine ID or ballot batch.

· Logging by EMSes of all accesses and updates.

· Posting of tallies at poll sites and/or online (by precinct), possibly in real-time.

· Records produced at each stage of processing to allow redundant verification of CVRs and tallies.

End-to-End
 Auditing by Voters

· Any voting system deployed should support a system solution that provides for a receipt for proof of having cast a ballot; and a means by which the public can verify that in fact, they cast a ballot and that said ballot was counted without disclosing how their votes were cast: 3, 4
· Independent verification. 3, 4, 13
· Publication of ballot images or CVRs. 

Mandate 2 — Methods for generating or acquiring designs for a voting system which meets applicable Federal, State, County and City laws, regulations and other requirements and all other goals for the voting system while minimizing system life-cycle costs.

Make-or-Buy Decision Analysis

· Total cost of ownership analysis

Design Competition

TBD
Mandate 3 — Models for development of a voting system including proprietary, disclosed and open source software and hardware approaches and which address aforementioned voting systems requirements and assure a cost effective, highly reliable, maintainable system.

Source Code Disclosure and Licensing

· Source code disclosure requirements. 1, 3, 4, 5, 10, 13
· Open source publically owned software. 1, 3, 4, 5, 13
· Systems and solutions that provide for disclosed source code software at least, and at best, open source code software. 1, 3, 4, 5, 13
High-Quality Software Development Practices

· Source code peer reviews during development. 1, 3, 5, 10, 13
· Unit testing: 3, 4, 5, 13
· Innovative development methodologies: 11
Public Involvement / User-Centered Process
· The City and County of San Francisco should employ a highly visible public process for requirements gathering, specification development and request for proposal and quote development, which ensures a citizen-centric systems solution whole fulfilling the business and legal requirements of the City and County of San Francisco. 2, 3, 4
Mandate 4 — Business models, including the City and County of San Francisco acting as its own vendor, which promote the transparency of all aspects of design, development, production and the business relationship of all parties associated with production, delivery, implementation and use of the voting system.

Vendor Independence

· Publicly owned open source software. 1, 3, 4, 5, 13
· Vendor use limitations: Service support, etc. 13
· Source hardware from multiple suppliers. 7, 11, 13
If self-vending, then:

· Use externally developed components

· In the event the City and county have the wherewithal to do so, and provided the availability of an open source system that meets or exceeds the requirements and specifications, then the City and County should assess and determine whether and to what extent it can serve as its own vendor of said voting system solution. 3, 5, 7, 11—13 
· Develop in collaboration with other electoral jurisdictions

Mandate 5 — Any other considerations related to voting systems, which will promote public trust in the conduct and results of elections.

· Standards for ballot design, e.g. work with other jurisdictions: 2, 4, 5, 10, 12, 13
· The City and County of San Francisco should create an independent auditor or audit commission to periodically examine, review, and prepare an assessment of all aspects of the integrity and security of voting systems deployed for public elections in the City and County of San Francisco. 3, 10
· The impact of using Ranked Choice Voting (RCV) on auditability, procurement, and possibly other aspects of the election.

· It should be the policy of San Francisco to serve as a testing ground for alternative election technologies and procedures. This would initially involve small elections, and allow opportunities to learn how well alternative approaches work, such as using new, open source systems, and hand counting paper ballots at the polling places.
· Configuration-free ballot counting software.

· The impact of vote-by-mail on the integrity of the chain of custody.

· Digital access to blank ballots.

National Standards and Certification

· San Francisco should fund & be actively involved in the process of national standards with respect to ballot designs, software, hardware and election processes. That is, staff members of the City and County of SF who will attend the various conferences and make recommendations for software, hardware & other election processes for implementation. 1—5, 7, 10, 12, 13
· Adoption of Federal Elections Assistance Commission’s Volunteer Voting Systems Guidelines (“VVSG”). 2—5, 10
· A certification process that either is or closely resembles the Federal voting systems certification process as promulgated by the EAC with the exception for supporting unit-level testing and stratification of software from hardware in the certification process. 1, 3, 5, 10
· Seek agreement from the California Secretary of State to pursue a state certification process as an alternative to federal certification.
Open question:

· Do we intend our final report to contain specific recommendations on platforms and technologies?

· E.g. do we recommend for/against the elimination of ballot definition files?

Note: Provide a clear definition of “audit”.
Note: Divide recommendations into short-term and long-term.

Note: Define all terms and acronyms.

Note: Describe and consider voter privacy impacts when making recommendations, provide justification.

� 	The VSTF acknowledges that “end-to-end” has become a term of art in the domain of elections systems integrity to refer to the encryption systems and services and associated cryptography associated with the same.  As the phrase is used herein, the VSTF applies it as a straw-man phrase to address an elections systems in its entirety, and does not intend to refer to any aspect of said system’s data security model, means, or methods.
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