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RECORDS RETENTION AND DESTRUCTION POLICY

BOARD OF SUPERVISORS, OFFICE OF THE CLERK OF THE BOARD

The Clerk of the Boards Records Retention and Destruction Policy is adopted pursuant o
Chapter 8 of the San Francisco Administrative Code, which requires each department head to
maintain records and create a records retention and destruction schedule.

The Records Retention Schedule is a comprehensive written statement of actions governing, on a
continuing basis, the disposition of all records produced, used or maintained by the Clerk of the
Board. It assists the department in effecting the prompt disposal of records no longer needed, the
storage of records that must be retained temporarily after they are no longer needed for current
operations, and the preservation of records which are of lasting value.

This policy covers all records and documents, regardless of physical form or characteristics,
which have been made or received by the Clerk of the Board in connection with the transaction
of public business.

POLICY AND PROCEDURKES
L RETENTION POLICY

The Clerk of the Board shall retain records for the period of their immediate or
active/current use, unless longer retention is necessary for historical reference, to comply
with contractual or legal requirements, or for other purposes as set forth below. For
record retention and destruction purposes, the term “record” is defined as set forth in
Section 8.1 of the San Francisco Administrative Code. Documents and other materials
that do not constitute “records” under that section, including those described below in
Category 4, may be destroyed when no longer needed, unless otherwise specified.

A. STATEMENT/DEFINITION OF TERMS

The records of the Clerk of the Board shall be classified for purposes of retention
and destruction as follows:

Category 1: Permanent, Vital, & Indefinite Records. Records that are
permanent shall be retained and preserved forever.

e Permanent records. Permanent records are records preserved because of their
historical or research value and are required by law to be permanently
retained. When permanent records have been microfilmed according to
specified standards the original paper records may be destroyed (See
Administrative Code Section 8.4). Duplicate copies of permanent records
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may be destroyed whenever they are no longer necessary for the efficient
operation of the Department.

Vital records. Vital records are records necessary for the continuity of
government and the protection of the rights and interests of individuals.
Admin. Code Section 8.9,

Indefinite records. Indefinite records are records having an
undetermined/uncertain time period for particular records to be kept. The two
types of perpetual records are identified as Active or Current.

v Active records — indicates some ongoing process or activity not yet
complete for which no definite time frame is known, such as a legislative
case file. They are active until the file has been completed or until the
matter has been adjudicated or resolved in some way. They need to be
readily available for the immediate daily, weekly, monthly, semi-annual,
or annual activity of the departiment. Usually they are referred to more
than once per cubic foot per month.

v Current records — indicates that the record is in force or has some effect
even though there is no activity or ongoing process directly related to it.
For example, policies, procedures, standards, guidelines, and organization
charts would be current until revised, superseded or rescinded. They are
necessary for conducting the current business of the office/department and
therefore must be maintained.

Category 2: Current/Office Records. Office records are records that for

convenience, ready reference or other reasons are retained in the office space and
equipment of the Department. Office records shall be retained as follows:

Where retention period specified by law. Where federal, state, or local Iaw
prescribes a definite period of time for retaining certain records, the Clerk of
the Board will retain the records for the period specified by law.

Where no retention period specified by law. ‘Where no specific retention
period is specified by law, the department must specify the retention period
for those records that the department is required to retain. Records shall be
retained for a minimum of two years, although such records may be treated as
“storage records” and placed in storage at any time duting the applicable
retention period.

Category 3: Storage Records. Storage records are records that are removed

from office space and retained offsite in less expensive space. Storage records are
subject to the same retention requirements as office records.
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Category 4: No Retention Required. Documents and other materials that are
not “records” as defined by Admin. Code section 8.1 need not be retained unless
otherwise specified by local law (e.g., department head calendars). Documents
and other materials (including originals and duplicates) that are not otherwise
required to be retained are not necessary to the functioning or continuity of the
Department and which have no legal significance may be destroyed when no
longer needed.

RECORDS NOT ADDRESSED IN THE RECORD RETENTION
SCHEDULE

Records and other documents or materials that are not expressly addressed by the
attached schedule may be destroyed at any time provided that they have been
retained for the periods prescribed for substantially similar records. Further, any
advice from the City Attorneys Office regarding the retention of records that are
not expressly addressed in the schedule will be considered by the Department.

STORAGE OF RECORDS

Records may be stored in the Board of Supervisor’s office space or equipment or
in the City’s off site storage facility. The Clerk’s Office will determine the
appropriate location based on the Board’s on site space constraints, convenience,
and/or ready reference. Inactive records, for which use or reference has
diminished sufficiently to permit removal from the Clerk of the Boards office
space or equipment, may be sent to the City’s off-site storage facility or a
commercial records center. Regardless of the storage location, the records will be
retained according to the total retention required.

HISTORICAL RECORDS

Historical records are records which are no longer of use to the Department for
day to day administration; but which have enduring research value, because they
reflect significant historical events or document the history and development of a
department, ruling, etc. Historical records may not be destroyed except in
accordance with the procedures set forth in Administrative Code section 8.7.

DESTRUCTION OF RECORDS

Records that have met their retention requirement shall be destroyed in
accordance with procedures set forth in Administrative Code sections 8.3 and 8.7.
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1I. HEADINGS AND ABBREVIATIONS

A. Headings Explanations

The following is an explanation of the headings used on the retention schedule.

Item No — A unique five to six character alphanumeric number that has been
assigned to a record series. Each number begins with a letter, which
correspond to a division or group within the Clerk of the Boards office, as
follows:

C0100’s = Clerk’s Office

A0200’s = Assessment Appeals Board

DO0300’s = Legislation Division

1.0400’s = Legislative Analysts Office

R0500’s = Records and Information Management Division
S0600’s = Special Services Division

T0700’s = Sunshine Ordinance Task Force

YO0800’s = Youth Commission

Records Series Title — It is the name given to a group of related records
arranged under a single filing system or kept together as a unit because they
deal with a particular subject, result from the same activity, or have a special
form. The title of each record is based on the activity or function of the
record. :

Retention Period — The time period for particular records series to be kept.
The retention periods are pursuant to Administrative Code § 8, except as
otherwise specified. There are three categories identified under retention
period, which is described below:

v Total — Describes the entire retention period of the record. It identifies the
length of time that the record(s) will be maintained regardless of it’s
physical location (i.e. office, storage).

v' Office —~ Describes the length of time that the record(s) will be retained in
office space. For records that are listed as active, current, or indefinite the
records will be held in office space until they are no longer needed or until
space constraints suggest otherwise. However, the record(s) will be
retained for the total retention period indicated.

v' Storage — Describes the length of time that the record(s) will be retained in
less expensive county operated or commetrcial storage facility (i.e.
Records Center). For records that are listed as indefinite the records will
be held in storage until they have met their retention requirement or until



they have been converted to microfilm. However, the record(s) will be
retained for the total retention period indicated.

¢ Remarks, Statutes, Instructions, and/or Trigger — Describes the subject or
purpose of the record series, statutes governing its retention, and any other
information which will explain, or clarify treatment of the records.

Explanation of Abbreviations

The following is an explanation of abbreviations that are used:

AC = Administrative Code RTC = Revenue & Taxation Code
CCR = California Code of Regulations SBE = State Board of Equalization
GOV. CODE = Government Code SFERS = San Francisco Employee

Retirement System

IHI. AMENDING THE SCHEDULE

A.

Amendments

The Clerk of the Board will adjust the schedule to extent the retention period of a
record(s) upon finding that doing so would provide better service to the Board and
the public, or to meet a legal requirement.

Amendments to the schedule will be performed when one or all of the following
occur:

e A new series of records are created.
e A series of records becomes obsolete.
o The retention period of an existing series of records is changed.

e The responsibility for a series of records is moved to another department.
Vaiues

An appraisal of the records to determine the various assigned values based upon
their usefulness to the department/division, for both immediate and future use will
be preformed. The following values will be used to aid in determining the

retention of the records:

¢ Administrative Value — Records that are useful for conducting the current
business for which the department has established.

—5_
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e Fiscal Value — Records that contain information about the financial
transactions and obligations of the department. These records often will
continue to have fiscal value even after serving their basic administrative
functions.

s Legal Value — Records that contain evidence of legally enforceable rights or
obligations of the State, City and County, and/or private persons. The length
of time this value applies will usually extend past the active period of the
record.

¢ Research, or Historical Value — Records having enduring value, because
they reflect significant historical events or document the history and
development of the department, ruling, etc.

Approval

Prior to approval the records retention schedule will be reviewed and verified by
the record users in the department/division, followed by formal review by the
Clerk of the Board and the City Attorney’s Office.

Acceptance of the schedule is indicated by approval of the Board of Supervisors
prior to adding record titles to the retention schedule or reducing the retention
period for any listed record.

Should the Clerk of the Board determine that the public would be better served by
increasing the retention periods, the Clerk may do so without Board action.



Chapter 5

ELECTRONIC MaIL PoLicy

5.0 Policy Statement

Electronic mail (E-Mail) is a computer software tool made available to staff in order to
enhance efficiency in job performance. City and Internet E-Mail are two resources
provided to support the accomplishment of official Departmental business. This policy
is to provide guidance on access fo and usage of citywide and Internet E-Mail; it applies
to all Departmental employees and interns/volunteers who use City-provided access to
E-Mail.

This policy may be changed at any time, with such nofice as is deemed appropriate.
51 Who May Use Electronic Mail

As is true of City telephones, word processors, copiers, eic, the E-Mail system is City
property. E-Mail may be used in the performance of your duties as a City employee. All
information contained in E-Mail messages is considered City property. Only persons
who are Supervisors and their staff, the Clerk of the Board and staff, and staff of the
Legislative Analysts Office, the Youth Commission, the Assessment Appeals Board, the
Sunshine Ordinance Task Force, and the San Francisco Local Agency Formation
Cornmission, and interns/volunteers who have been approved for E-Mail privileges by
the Department, may use the E-Mail system.

5.2 Remote Access

Virtual Private Network (VPN) access and remote dial up access to the City's internal
network is available to Supervisors, their staff, the Clerk of the Board and managers.
This application requires that additional software, which is provided by DTIS, be
installed on a users remote PC or laptop. RIM staff will not install the software, but will
provide minimal technical support during regular business hours. If you have
installation or support questions contact the DTIS Help Desk at (415) 554-5700. Upon
termination of employment the user must permanently remove the VPN application from
their remote PC or laptop.

Contact RIM at the Computer Help Desk if you desire remote access.

5.3 User Responsibilities

All Departmental staff under the Clerk of the Board shall check for incoming messages
" once a day at minimum. Staff assigned to the department's general mailbox (BOS)

shall check for incoming messages at minimum once in the morning and once in the
afternoon. Messages that require responses should be answered in a timely manner.

Revised: March 2007 ' 13
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During periods of extended absences, E-Mail address holders should set up an
appropriate message in automatic reply mode advising senders of their absence and
providing the name of another staff member who can be contacted.

Guidelines for traditional written communication apply to E-Mail; that is, fesponses
should be written in a courteous, professional manner, and authorized at an appropriate
level.

54 Communications On Pending Legislation

Communications received by Supervisors’ offices regarding legislation pending or
forthcoming before the Board or Committee and/or that are distributed to a majority of
the Board or Committee should be shared with the Clerk of the Board. A copy of the
message should be forwarded to the department general mailbox (BOS).

5.5 Distribution To Supervisérs

Messages received for the Board at the Board of Supervisors' general mailbox will be
listed in the Communications page, and may be E-Mailed to the Board Member.
Anonymous messages will not be distributed. Messages that are offensive, insulting or
of a threatening nature will be saved, and Clerk of the Board staff will notify the
addressee(s) and security personnel.

5.6 Prohibited Uses

Distribution of inappropriate material through E-Mail could expose you to liability as well
as disciplinary action. The E-Mail system may not be used in a way that may be
disruptive, offensive to others, or harmful to morale. Prohibited E-Mail usage includes
but is not limited to: (See Section 1.2 for additional inappropriate uses.)

« Use of electronic communications to send copies of files in violation of copyright
laws.

« The capture and opening of undeliverable electronic communications except as
required in order for authorized employees to diagnose and correct problems.

« Use of electronic communications to intimidate others or to interfere with the ability
of others to conduct City business.

« Constructing electronic communication so it appears to be from someone else.

» Obtaining access to the files or communications of others for the purpose of
satisfying idle curiosity, with no substantial departmental business purpose.

» Use of obscene or offensive language.

« Use of electronic mass distribution of unsolicited communacat;on with constituents in
violations of FPPC rules governing mass mailings.

« Sending jokes or other comments that are discriminatory, harassing or offensive to
others.

« Sending material that defames an individual, company or business.

« Disclosing personal or confidential information without authorization.

Revised: March 2007 : 14



« Using E-Mail for personal business, except incidental or minimal use. as defined by
Government Code section 8314, which states that personal purposes, excludes
incidental and minimal use of city resources, such as computer equipment, for non-
work activities.

If you abuse the privilege of E-Mail you are subject to discipline ranging from loss of
your E-Mail privileges to termination of your employment.

5.7 Privacy

All electronic mail messages that are created, received, transferred to or from, or
maintained on City computer systems are the property of the City. As with all City
records, employees have no personal or property right to E-Mail messages. There is no
legitimate expectation of privacy with regard to E-Mail messages. The department,
under the guidance of the City Attorney, reserves the right to access and disclose the
contents of E-Mail messages, but will do so only when it has a legitimate business
need.

Electronic mail messages are considered public documents and may be subject to
public disclosure. Works-in-progress may also be subject to disclosure. Drafts should
be clearly marked as such in the body of the text before they are distributed via
electronic mail. :

The department's RIM staff do not monitor electronic mail message content, but do
monitor space usage, and may on occasion encourage individuals to purge personal
archives to reclaim network disk space.

Access to mailboxes of employees leaving the Depariment are normally deleted by RIM
staff on the following business day. Employees leaving the Department are expected to
check their mailboxes on their last day of work.

If requested, a Supervisor's office or manager will be given access to review the
contents of a departing staff member’s mailbox on the day following their departure.
RIM staff will then delete the mailbox after the review has been completed. - In the
instance of a Supervisor leaving office, RIM staff will delete all mailboxes the day
following the Supervisor's last day. These mailboxes will not be opened before deletion.

5.8 Security

You are responsible for the security of your electronic mail account and password and
any E-Mail that is sent via your account. To protect your account against unauthorized
use please log off your E-Mail account before leaving the office, and if your computer
will be left unattended for a long period of time. Do not give out your password. Since
passwords can be stolen, guessed or inadvertently made available, the Department of
Telecommunication and Information Services has established a policy that requires that
all users change their passwords annually.

Revised: March 2007 : 15
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5.9 Purge Policy

In conjunction with periodic maintenance tasks, the Depariment of Telecommunication
& Information Services purges, Sent Mail and Trash Folder messages older than 90
days. No other folder contents are purged.

This policy may change to reflect network space limitations and database size
performance issues. Any change will be announced. '

5.10 Retention & Deletion Policy

Messages that constitute records pursuant to Chapter 8 of the Administrative Code
(governing records retention) should be printed and filed in the corresponding legislation
folder or saved in custom folders in your mail box and retained as a record in
accordance with the departmental records retention policy. Routine E-Mail that does
not constitute records pursuant to Chapter 8 of the Administrative Code can be deleted
when no longer needed or left in one of the mentioned folders (Sent Mail and Trash) for
purging after 90 days.

Revised: March 2007 16
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