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le er, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

Google Forms <sfbdsupvrs@gmail.com> 
Wednesday, May 8, 2019 1:41 PM 
SOTF, (BOS) 

New Response Complaint Form 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

Your form has a new entry. 

Here are the results. 

Complaint 
against which 
Department or 
Commission 

Name of 
individual 
contacted at 
Department or 
Commission 

Alleged Violation 

Please describe 
alleged violation 

Office of City Attorney 

Dennis Herrera (Herrera) in his official capacity as city attorney, Elizabeth A. Coolbrith 

(Coolbrith) in her official capacity as paralegal for city attorney 

Public Records 

Detailed facts, allegations, and exhibits are provided in our letter at: 
https://cd n.muckrock.com/o utbound request attachments/Anonyma us 2859385/72056/Sa n

Fra n cisco-Su nsh ine-0 rd ina nce-Appea 1-Req uest -72056. pdf 

**NOTE: Every response you send or provide (including all responsive records) may be 

automatically and immediately visible to the general public on the MuckRock.com web service 

used to issue this request. (I am not a representative of MuckRock)** 
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Name 

Email 

If anonymous, 

please let us 
know how to 
contact you. 
Thank you. 

Anonymous 

72056-9733 9218@ reg uests. m uckrock.co m 

I am anonymous. Please use our email72056-97339218@requests.muckrock.com 

Sent via Google Forms Email 
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CITY AND COUNTY OF SAN FRANCISCO OFFICE OF THE CITY ATTORNEY 

TO: 

FROM: 

DENNIS J. HERRERA 

City Attorney 
PEDER J. V. THOREEN 

Deputy City Attorney 

Direct Dial: 
Email: 

( 415) 554-3846 
Peder.Thoreen@sfcityatty.org 

MEMORANDUM 
PRIVILEGED AND CONFIDENTIAL 

Sunshine Ordinance Task Force 

Peder J. V. Thoreen 
· Deputy City Attorney 

DATE: June 3, 2019 

RE: Complaint No. 19044- Anonymous v. Dennis Herrera, Elizabeth Coolbrith 

COMPLAINT 

An anonymous complainant ("Complainant") alleges that City Attorney Dennis Herrera 
and Elizabeth Coolbrith, of the City Attorney's office (collectively, "Respondents"), violated 
public records laws by failing to provide public records. 

COMPLAINANT FILES COMPLAINT 

On May 8,-2019, Complainant filed this complaint with the Task Force, alleging that the 
City Attorney's office failed to provide complete responses to Complainant's request for public 
records, in violation of Administrative Code sections 67.21, 67.26, and 67.27, and Government 

· Code sections 6253, 6253.9, and 6255. 

JURISDICTION 

City Attorney Dennis Herrera and Elizabeth Coolbrith work within the City Attorney's 
office, which is subject to the provisions of the Sunshine Ordinance and the California Public 
Records Act ("CPRA") regarding records requests. Respondents do no dispute jurisdiction. 

APPLICABLE STATUTORY SECTION(S) 

Section 67 of the San Francisco Administrative Code: 

• Section 67.21 governs responses to a public records request in general. 
• Section 67.26 provides that withholding of public records shall be kept to a minimum. 
• Section 67.27 sets forth requirements for justifying the withholding of information. 

Sections 6253, 6235.9, and 6255 of the Cal. Govt. Code (CPRA) 

a Section 6253(c) governs the timeframe in which general requests for public documents 
must be honored. 

.. Section 6235.9 governs the production of public documents in electronic format. 

.. Section 6255(a) regards the circumstances in which the public interest in withholding a 
record outweighs the public interest in disclosure. 

APPLICABLE CASE LAW 

.. None 

FOX PLAZA · 1390 MARKET STREET, 7TH FLOOR · SAN FRANCISCO, CALIFORNIA 94102-5408 
RECEPTION: (415) 554-3800 · FACSIMILE: (415) 437-4644 

n:\codenf\as2019\ 9600241 \0136417 4.docx 
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CITY AND COUNTY OF SAN FRANCISCO OFFICE OF THE CITY ATTORNEY 

TO:· 
DATE: 
PAGE: 
RE: 

MEMORANDUM 
PRIVILEGED & CONFIDENTIAL 

Sunshine Ordinance TaskForce 
June 3, 2019 
2 
Complaint No. 19044- Anonymous v. Dennis Herrera, Elizabeth Coolbrith 

BACKGROUND 
On April20, 2019, Complainant requested the City Attorney's office to immediately 

disclose: 

A. an electronic copy, in the original electronic format, with all e-mail headers, 
metadata, attachments, appendices, exhibits, and inline images, except those 
explicitly exempted by the Ordinance, of: 

Al. the e-mail message with Message-Id: 
20190418173050.839 .30844@f720c6d2-4be2-4478-af65-
b9b7 64b 16768.prvt.dyno.ti.heroku.com 

A2. the e-mail message with Message-Id: · 
<20190418173050.839 .30844@f720c6d2-4be2-4478-af65-
b9b764b 167 68.prvt.dyno .rt.heroku.com> 

A3. the e-mail message with Message-Id: 
20 190418173050.1.2B43 534B4544D903@requests.muckrock.com 

A4. the e-mail message with Message-Id: 
<20190418173050.1.2B43534B4544D903@requests.muckrock.com> 

AS. the e-mail message with Message-Id: 
<DM5PR09MB1497363CAABBE6806E68810F80260@DM5PR09MB14 
97 .namprd09 .prod.outlook.com> 

A6. the e-mail message with Message-Id: 
DM5PR09MB 1497363CAABBE6806E6881 OF80260@DM5PR09MB 149 
7 .namprd09 .prod.outlook.com 

B. an electronic copy of your internal public records 
policies/manuals/instructions/guidelines for the public and/or your own 
employees. 

· On April 22, 2019, Respondents directed Complainant to records in response to part B of 
Complainant's request, to Complainant's satisfaction. On April23, 2019, Respondents 
explained their belief that Complainant's request did not qualify as an Immediate Disclosure 
Request, and that they would be treating the request as subject to a 1 0-day deadline. 
Complainant does not appear to take issue with this determination. On April24, 2019, 
Respondents sent Complainant two emails that were allegedly responsive to Complainant's 
requests A3, A4, AS, and A6.2 Respondents stated that they had "conducted a reasonable and 

1 See Complainant's May 17,2019 letter at 2 n.4. 
2 Note that emails produced by Respondents include communications relate9 to a separate public 
records request that is not the subject of the present complaint. 

n:\codenf\as20 19\9600241\0 1364174.docx 

P517 



CITY AND COUNTY OF SAN FRANCISCO OFFICE OF THE CITY ATTORNEY 

TO: 
DATE: 
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RE: 

MEMORANDUM 
PRIVILEGED & CONFIDENTIAL 

Sunshine Ordinance Task Force 
June 3, 2019 
3 
Complaint No. 19044- Anonymous v. Dennis Herrera, Elizabeth Coolbrith 

diligent search and did not locate any further responsive documents." Complainant objected to 
the fact that the emails produced did not include certain headers and/or metadata. In response to 
a follow-up email by Complainant on May 8, 2019, Respondents informed Complainant that 
they had completed their production on April24, and that "[w]e do not intend to produce 
anything further in response to your request." 

However, on May 17, 2019, Respondents supplemented their disclosure. The 
supplemental "PDF show[ ed] the headers and metadata associated with the email responsive to 
[Complainant's] request #s A3/A4." Respondents noted that some of the metadata was redacted 
"based on the need to protect the security of [their] computer system." Respondents noted they 
were "not able to locate headers/metadata for the emails responsive to ... request #s A1/A2 and 
A5/A6." Further, Respondents stated that "while we have agreed to produce some metadata 
excerpts in this instance, we reserve our right to revisit this approach in the future. Generally we 
do not disclose metadata at all .... " 

On that same date, Complainant confirmed that, notwithstanding the sup2lemental 
production after the complaint was filed, the complaint would not be withdrawn. 3 Complainant 
offers four reasons why the disclosures remain insufficient: 

1 .... While I believe the current disclosure is still deficient relative to the 
standards of the Sunshine Ordinance and the CPRA ... , even if the Task Force 
determines that the May 17 disclosure does in fact meet all legal requirements, I 
ask that the Task Force still rule that the May 8 and April24 responses of the City 
Attorney violated [various statutes] as discussed in my initial Task Force 
complaint. . .. · 

2. The May 17 response continues to not be disclosed in the original electronic 
format as requested. . .. 

3. Even if the disclosure in PDF format is acceptable under the law, the May 17 
response fails to disclose one or more headers that I believe are part of the full 
A3/A4 record responsive to my requests .... 

3 Complainant proposed a compromise whereby Complainant would withdraw the complaint 
with the Task Force in exchange for an opinion by the City Attorney regarding the disclosure of 
metadata. The proposed compromise does not appear to be a matter within the jurisdiction of the 
Task Force. 

n:\codenf\as20!9\9600241 \01364174.docx 
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CITY AND COUNTY OF SAN FRANCISCO OFFICE OF THE CITY ATTORNEY 

TO: 

MEMORANDUM 
PRIVILEGED & CONFIDENTIAL 

DATE: 
Sunshine Ordinance Task Force 
June 3,2019 

PAGE: 4 
RE: Complaint No. 19044- Anonymous v. Dennis Herrera, Elizabeth Coolbrith 

4. The May 17 response fails to disclose any additional headers or metadata of the 
email record responsive to request A5/A6 (it only includes additional info for 
A3/A4) .... 

(Emphasis, footnotes, color omitted.) 4 

In their May 17, 2019, written submission to the Task Force, Respondents point out that 
on April24, 2019, they provided two responsive emails that had been exchanged between their 
office and "Muck Rock" on April18 and 19. 5 When the Complainant requested metadata 
associated with those emails, the City Attorney's office "elected to supplement [its] production" 
and gave "the requester the metadata we were able to find following a reasonable and diligent 
good faith search." However, "[t]o safeguard the security of our computer system," Respondents 
withheld "certain portions of the metadata that describe unique identifiers for our individual 
computer terminals and computer servers and our security certificates and similar information." 
In support of their general position on the production of metadata, Respondents identify various 
privilege-related and security concerns regarding the disclosure ofmetadata, argue that the 
CPRA does not provide authoritative guidance regarding whether metadata are subject to 
disclosure, and contend that their position is consistent with the City Attorney's position, as set 
forth in the Good Government Guide. 

QUESTIONS THAT MIGHT ASSIST IN DETERMINING FACTS 

" What is the legal basis for withholding metadata where an email with which it is 
associated is otherwise a disclosable public record? 

" Respondents contend that they were unable to locate "headers/metadata" associated with 
the emails responsive to requests A5 and A6. What is basis for Complainant's belief that 
Respondents possess this information? 

• Complainant contends that "the May 17 response fails to disclose one or more headers · 
that I believe are part ofthe full A3/A4 record .... " Is Complainant's dispute with the 
scope of the redactions of the headers in the document that was produced, or does 
Complainant contend that additional headers exist beyond those in that document 
(regardless of whether they were redacted)? 

" Does Complainant contend that Respondents violated the Sunshine Ordinance or the 
CPRA by redacting certain information in its May 17 supplemental production? 

4 In the May 17, 2019letter; Complainant clarifies that Complainant accepts Respondents' 
detennination that they have no records responsive to requests A1 and A2. 
5 Complainant uses an email address associated with the domain muckrock.com; those emails 
state that Complainant is "not a MuckRock representative." 

n:\codenf\as20 19\9600241\0 1364174.docx . 

P519 



CITY AND COUNTY OF SAN FRANCISCO OFFICE OF THE CITY ATTORNEY 

TO: 
·DATE: 
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June 3, 2019 
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Complaint No. 19044- Anonymous·v. Dennis Herrera, Elizabeth Coolbrith 

LEGAL ISSUES/LEGAL DETERMINATIONS 

• Did the City Attorney's office violate the Sunshine Ordinance or CPRA by allegedly 
failing to satisfy Complainant's request for public records in a complete manner? 

CONCLUSION 

THE TASK FORCE FINDS THE FOLLOWING FACTS TO BE TRUE: 

THE TASK FORCE FINDS THE ALLEGED VIOLATIONS TO BE TRUE OR NOT TRUE. 

* * * 

n:\codenf\as2019\9600241 \0!364174.docx 
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Complaint No. 19044- Anonymous v. Dennis Herrera, Elizabeth Coolbrith 

CHAPTER 67, SAN FRANCISCO ADMINISTRATIVE CODE (SUNSHINE 
ORDINANCE) . 

SEC. 67.21. PROCESS FOR GAINING ACCESS TO PUBLIC RECORDS; 
ADMINISTRATIVE APPEALS 

(a) Every person having custody of any public record or public information, as defined 
herein, (hereinafter refened to as a custodian of a public record) shall,. at normal times and 
during normal and reasonable hours of operation, without unreasonable delay, and without 
requiring an appointment, permit the public record, or any segregable pmiion of a record, to be 
inspected and examined by any person and shall furnish one copy thereof upon payment of a 
reasonable copying charge, not to exceed the lesser of the actual cost or ten cents per page. 

(b) A custodian of a public record shall, as soon as possible and within ten days 
following receipt of a request for inspection or copy of a public record, comply with such 
request. Such request may be delivered to the office of the custodian by the requester orally or in 
writing by fax, postal delivery, or e-mail. If the custodian believes the record or information 
requested is not a public record or is exempt, the custodian shall justify withholding any record 
by demonstrating, in writing as soon as possible andwithin ten days following receipt of a 
request, that the record in question is exempt under express provisions of this ordinance. 

(c) A custodian of a public record shall assist a requester in identifying the existence, 
form, and nature of any records or information maintained by, available to, or in the custody of 
the custodian, whether or notthe contents of those records are exempt from disclosure and shall, 
when requested to do so, provide in writing within seven days following receipt of a request, a 
statement as to the existence, quantity, form and nature of records relating to a particular subject 
or questions with enough specificity to enable a requester to identify records in order to make a 
request under (b). A custodian of any public record, when not in possession of the record 
requested, shall assist a requester in directing a request to the proper office or staff person, 

(d) If the custodian refuses, fails to comply, or incompletely complies with a request 
described in' (b), the person making the request may petition the supervisor of records for a 
determination whether the record requested is public. The supervisor of records shall inform the 
petitioner, as soon as possible and within 10 days, of its determination whether the record 
requested, or any part of the record requested, is public. Where requested by the petition, and 
where otherwise desirable, this determination shall be in writing. Upon the determination by the 
supervisor of records that the record is public, the supervisor ofrecords shall immediately order 
the custodian of the public record to comply with the person's request. If the custodian refuses or 
fails to comply with any such order within 5 days, the supervisor of records shall notify the 
district attorney or the attorney general who shall take whatever measures she or he deems 
necessary and appropriate to insure compliance with the provisions of this ordinance. 

(e) If the custodian refuses, fails to comply, or incompletely complies with a request 
described in (b) above or if a petition is denied or not acted on by the supervisor of public 
records, the person making the request may petition the Sunshine Task Force for a determination 
whether the record requested is public. The Sunshine Task Force shall inform the petitioner, as 
soon as possible and within 2 days after its next meeting but in no case later than 45 days from 
when a petition in writing is received, of its determination whether the record requested, or any 

n: \codenf\as20 19\9600241\0 1364174 .do ex 
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part of the record requested, is public. Where requested by the petition, and where otherwise 
desirable, this determination shall be in writing. Upon the determination that the record is public, 
the Sunshine Task Force shall immediately order the custodian of the public record to comply 
with the person's request. If the custodian refuses or fails to comply with any such order within 5 
days, the Sunshine Task Force shall notify the district attorney or the attorney general who may 
take whatever measures she or he deems necessary to insure compliance with the provisions of 
this ordinance. The Board of Supervisors and the City Attorney's office shall provide sufficient 
staff and resources to allow the Sunshine TaskForce to fulfill its duties under this provision. 
Where requested by the petition, the Sunshine TaskForce may conduct a public hearing 
concerning the records request denial. An authorized representative of the custodian of the public. 
records requested shall attend any hearing and explain the basis for its decision to withhold the 
records requested. 

(f) The administrative remedy provided under this article shall in no way limit the 
availability of other administrative remedies provided to any person with respect to any officer or 
employee of any agency, executive office, department or board; nor shall the administrative 
remedy provided by this section in any way limit the availability of judicial remedies otherwise 
available to any person requesting a public record. If a custodian of a public record refuses or 
fails to comply with the request of any person for inspection or copy of a public record or with 
an administrative order under this section, the superior court shall have jurisdiction to order 
compliance. 

(g) In any court proceeding pursuant to this article there shall be a presumption that 
the record sought is public, and the burden shall be upon the custodian to prove with specificity 
the ~xemption which applies. 

(h) On at least an annual basis, and as otherwise requested by the Sunshine Ordinance 
Task Force, the supervisor of public records shall prepare a tally and report of every petition 
brought before it for access to records since the time of its last tally and report. The report shall 
at least identify for each petition the record or records sought, the custodian of those records, the 
ruling of the supervisor of public records, whether any ruling was overturned by a court and 
whether orders given to custodians of public records were followed. The report shall also 
summarize any court actions during that period regarding petitions the Supervisor has decided. 
At the request of the Sunshine Ordinance Task Force, the report shall also include copies of all 
rulings made by the supervisor of public records and all opinions issued. 

(i) The San Francisco City Attorney's office shall act to protect and secure the rights 
of the people of San Francisco to access public information and public meetings and shall not act 
as legal counsel for any city employee or any person having custody of any public record for 
purposes of denying access to the public. The City Attorney may publish legal opinions in 
response to a request from any person as to whether a record or information is public. All 
communications with the ·city Attorney's Office with regard to this ordinance, including 
petitions, requests for opinion, and opinions shall be public records. 

U) Notwithstanding the provisions of this section, the City Attorney may defend the 
City or a City Employee in litigation under this ordinance that is actually filed in court to any 
extent required by the City Charter or California Law. 

n:\codenf\as20 19\9600241\0 1364174.docx 
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(k) Release of documentary public information, whether for inspection of the original 
or by providing a copy, shall be governed by the California Public Records Act (Government 
Code Section 6250 et seq.) in particulars not addressed by this ordinance and in accordance with 
the enhanced disclosure requirements provided in this ordinance. 

(l) Inspection and copying of documentary public information stored in electronic 
form shall be made available to the person requesting the information in any fonn requested 
which is available to or easily generated by the department, its officers or employees, including 
disk, tape, printout or monitor at a charge no greater than the cost of the media on which it is 
duplicated. Inspection of documentary public information on a computer monitor need not be 
allowed where the information sought is necessarily and unseparably intertwined with 
information not subject to disclosure under this ordinance. Nothing in this section shall require a 
depmiment to program or reprogram a computer to respond to a request for information or to 
release infmmation where the release of that information would violate a licensing agreement or 
copyright law. 

SEC. 67.26. WITHHOLDING KEPT TO A MINIMUM. 

No record shall be withheld from disclosure in its entirety unless all information 
contained in it is exempt from disclosure under express provisions of the California Public 
Records Act or of some other statute. Infmmation that is exempt from disclosure shall be 
masked, deleted or otherwise segregated in order that the nonexempt portion of a requested 
record may be released, and keyed by footnote or other clear reference to the appropriate 
justification for withholding required by Section 67.27 of this Article. This work shall be done 
personally by the attorney or other staff member conducting the exemption review. The work of 
responding to a public-records request and preparing documents for disclosure shall be 
considered part of the regular work duties of any City employee, and no fee shall be charged to 
the requester to cover the personnel costs of responding to a records request. 

SEC. 67.27. JUSTIFICATION OF WITHHOLDING. 

Any withholding of information shall be justified, in writing, as follows: 

(a) A withholding under a specific permissive exemption in the California Public 
Records Act, or elsewhere, which permissive exemption is not forbidden to be asserted by this 
ordinance, shall cite that authority. 

(b) A withholding on the basis that disclosure is prohibited by law shall cite the 
specific statutory authority in the Public Records Act or elsewhere. 

(c) A withholding on the basis that disclosure would incur civil or criminal liability 
shall cite any specific statutory or case law, or any other public agency's litigation experience, 
supporting that position. 

(d) When a record being requested contains information, most of which is exempt 
from disclosure under the California Public Records Act and this Article, the custodian shall 
inform the requester of the nature and extent ofthe nonexempt information and suggest 
alternative sources for the information requested, if available. 

n:\codenf\as20 19\9600241\0 1364174.docx 
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GOVERNMENT CODE SECTION 6250, et seq. (CPRA) 

SEC. 6253 

(a) Public records are open to inspection at all times during the office hours of the state or 
local agency and every person has a right to inspect any public record, except as hereafter 
provided. Any reasonably segregable portion of a record shall be available for inspection by any 
person requesting the record after deletion of the portions that are exempted by law. 

(b) Except with respect to public records exempt .from disclosure by express provisions of 
law, each state or local agency, upon a request for a copy of records that reasonably describes an 
identifiable record or records, shall make the records promptly available to any person upon 
payment of fees covering direct costs of duplication, or a statutory fee if applicable. Upon 
request, an exact copy shall be provided unless impracticable to do so. 

(c) Each agency, upon a request for a copy of records, shall, within 10 days from receipt 
of the request, determine whether the request, in whole or in part, seeks copies of disclosable 
public records in the possession of the agency and shall promptly notify the person making the 
request of the determination and the reasons therefor. In unusual circumstances, the time limit 
prescribed in this section may be extended by written notice by the head of the agency or his or 
her designee to the person making the request, setting forth the reasons for the extension and the 
date on which a determination is expected to be dispatched. No notice shall specify a date that 
would result in an extension for more than 14 days. When the agency dispatches the 
determination, and if the agency determines that the request seeks disclosable public records, the 
agency shall state the estimated date and time when the records will be made available. As used 
in this section, "unusual circumstances" means the following, but only to the extent reasonably 
necessary to the proper processing of the particular request: 

(1) The need to search for and collect the requested records from field facilities or other 
establishments .that are separate from the office processing the request. 

(2) The need to search for, collect, and appropriately examine a voluminous amount of 
separate and distinct records that are demanded in a single request. 

(3) The need for consultation, which shall be conducted with all practicable speed, with 
another agency having substantial interest in the determination of the request or among two or 
more components of the agency having substantial subject matter interest therein. 

(4) The need to compile data, to write programming language or a computer program, or 
to construct a computet report to extract data. 

(d) Nothing in this chapter shall be construed to perinit an agency to delay or obstruct the 
inspection or copying of public records. The notification of denial of any request for records 
required by Section 6255 shall set forth the names and titles or positions of each person 
responsible for the denial. 

(e) Except as otherwise prohibited by law, a state or local agency may adopt requirements 
for itself that allow for faster, more efficient, or greater access to records than prescribed by the 
minimum standards set forth in this chapter. 

n:\codenf\as2019\9600241 \01364174.docx 
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(f) In addition to maintaining public records for public inspection during the office hours 
of the public agency, a public agency may comply with subdivision (a) by posting any public 
record on its Internet Web site and, in response to a request for a public record posted on the 
Internet Web site, directing a member of the public to the location on the Internet Web site where 
the public record is posted. However, if after the public agency directs a member of the public to 
the Internet Web site, the member of the public requesting the public record requests a copy of 
the public record due to an inability to access or reproduce the public record from the Internet · 
Web site, the public agency shall promptly provide a copy ofthe public record pursuant to 
subdivision (b). 

SEC. 6253.9 

(a) Unless otherwise prohibited by law, any agency that has information that constitutes 
an identifiable public record not exempt from disclosure pursuant to this chapter that is in an 
electronic format shall make that information available in an electronic format when requested 
by any person and, when applicable, shall comply with the following: 

(1) The agency shall make the information available in any electronic format in 
which it holds the information. 

(2) Each agency shall provide a copy of an electronic record in the format 
requested ifthe requested format is one that has been used by the agency to create copies for its 
own use or for provision to other agencies. The cost of duplication shall be limited to the direct 
cost of producing a copy of a record in an electronic format. 

(b) Notwithstanding paragraph (2) of subdivision (a), the requester shall bear the cost of 
producing a copy ofthe record, including the cost to construct a record, and the cost of 
programming and computer services necessary to produce a copy of the record when either of 
the following applies: 

(1) In order to comply with the provisions of subdivision (a), the public agency 
would be required to produce a copy of an electronic record and the record is one that is 
produced only at otherwise regularly scheduled intervals. 

(2) The request would require data compilation, extraction, or programming to 
produce the record. 

(c) Nothing in this section shall be construed to require the public agency to reconstruct a 
record in an electronic format if the agency no longer has the record available in an electronic 
format 

(d) If the request is for information in other than electronic format, and the information 
also is in electronic format, the agency inay inform the requester that the information is available 
in electronic format. 

n:\codenf\as20 19\9600241\0 1364174.docx 

P525 



CITY AND COUNTY OF SAN FRANCISCO OFFICE OF THE CITY ATTORNEY 

TO: 
DATE: 
PAGE: 
RE: 

MEMORANDUM 
PRIVILEGED & CONFIDENTIAL 

.Sunshine Ordinance Task Force · 
June 3, 2019 
u· 
Complaint No. 19044 -Anonymous v. Dennis Herrera, Elizabeth Coolbrith · 

(e) Nothing in this section shall be construed to permit an agency to make information 
available only .in an electronic format. 

(f) Nothing in this section shall be construed to require the public agency to release an 
electronic record in the electronic form in which it is held by the agency if its release would 
jeopardize or compromise the security or integrity of the original record or of any proprietary 
software in which it is maintained. 

(g) Nothing in this section shall be construed to permit public access to records held by 
any agency to which access is otherwise restricted by statute. 

SEC. 6255 

(a) The agency shall justify withholding any re.cord by demonstrating that the record in 
question is exempt under express provisions of this chapter ·or that on the facts of the particular 
case the public interest served by not disclosing the record clearly outweighs the public interest 
served by disclosure of the record. 

(b) A response to a written request for inspection or copies of public records that includes 
a determination that the request is denied, in whole or in part, shall be in writing. 

n:\codenf\as20 19\9600241\0 1364174.docx 
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File No. 19044 

Sunshine Ordinance Task Force 
Complaint Summary 

Anonymous v. Dennis Herrera, Elizabeth Coolbrith 

Date filed with SOTF: 5/8/19 

Contacts information (Complainant information listed first): 
Anonymous (72056-973 3 9218@requests.muckrock.com) (.Complainant) 
Dennis Herrera, John Cote (John.Cote@sfcityatty.org), Office of the City Attorney (Respondent) 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office of the 
City Attorney for allegedly violating Administrative Code (Sunshine Ordinance), Sections 67,21, 
61.26, 61.27, Government Code Sections 6253, 6253.9 and 6255, by failing to respond to a 
public records request in a timely and/or complete manner. 

Administrative Summary if applicable: 

Complaint Attached. 
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#19044 
Anonymous 

vs 

AMeme) 'Client Pri, ilegecl & GenficleRtial 

Office of City Attorney, et al. 

· Before the Sunshine Ordinance Task Force 
San Francisco City Hall 

October 2, 2019 

Re: Disclosure of Emails in Native Formats and with 
Metadata & Headers 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 
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2 Attame).'GiieRt Privile§ecl ~ GaRf-i6eRtial 

Questions for the Task Force I Proposed Findings 

1. Must city agencies release emails in ".msg" or ".eml" format or 

other native email formats, when so requested? Yes. 
2. Must city agencies release PDFs in full-text format instead of 

image/scanned .format? Yes. 

3. Must city agencies release email metadata and headers, when 

so requested, and to what degree? Yes, all of them, except 
those values explicitly exempt (security, privilege, etc.). 

4. Must the Supervisor of Records provide a determination within 

10 days? Yes. 

I am not an attorney or IT administrator. Instead, this presentation is my lay opinion based on my research. 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

High level- what the Task Force needs to determine today. 
1. Gov Code 6253(b), 6253.9 and SFAC 67.21 (I) together require Government to 

produce records in ANY format that is either: original, available OR "easily 
generated." .msg emails are easily generated by a ~2-click export from 
Outlook. Note: ease of redaction is not addressed; only ease of generating 
the format. SFAC 67.26 dictates that such redaction is a normal part of 
Government employee work, and no fee be charged. 

2. Text PDFs are "easily generated." Good Govt Guide again discusses this in 
the context of accessibility. 

3. SFAC 67.26 and 67.27 permit agencies ONLY to redact/withhold exempt 
information. All other info, no matter how small, must be released, and 
redaction is a normal part of the job for custodians and attorneys. Some info, 
like email addresses, formatting, timestamps are obviously public. 

4. SFAC 67.21 (d) requires determination arid within 10 days of petition. 
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Atter=Aey/CiieAt Pri, ile~ed & GeAfiEieRtlal 

Timeline & Facts of the Case 

1. April 20, 2019 - Immediate Disclosure 

Request (lOR)* for 2 emails between 

Coolbrith and myself in a native format, 

with metadata/headers 

2. April 24- PDFs of both emails, without 

headers/metadata, without justification, 

provided. 

3. 

4. 

May 8- Follow-up; respondent refuses to 

provide any other info. SOTF complaint and 

Supervisor of Records petition filed. 

May 17 - Respondent provides an image 

PDF with nearly all headers redacted of 1 

of the 2 em ails (2nd email not provided) 

6. Aug. 20- Complaint Committee finds jurisdiction 

& records are public, refers to SOTF 

7. Aug. 21 -New IDR for just the redacted header 

names from May 17. 

8. Aug. 22 - Respondent responds with no further 

disclosure for Aug 21 I DR, GC 6253.9(f), 6254.19. 

9. Aug. 23- IDR for each of 50 potential individual 

header values from May 17. 

10. Aug. 26 - Resp. (as Sup. of Records) denies 

petition, 110 days after filing. 

11. Sept. 3- Resp rejects all Aug. 23 lOR's under GC 

6253.9(f), 6254.19 

5. May 18- 1 0-day Deadline for Supervisor of *Other records requested were provided satisfactorily 

Records determination expires; numerous 

follow-ups for months 

and are not at issue here. 

See Appendices for responses. 
i 9044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

Atteme;/GiieAt Pri, ilet~ed & GeAficlentlal 

How Email Works 

Sender's 
Laptop/Phone 

Sender's 
Email Server 

Internet 

Intermediate 
Servers 

All Recipients' 
Email Servers 

oa Each computer/server can add and delete headers, including 
evidence that the email traveled through that server and when 

e Each computer/server can store a copy of the email record as 
they see it- so the sender and recipient (and their email servers) 
retain different versions of the same email with different headers 

Recipient's 
Laptop/Phone 

19044 Anonymous vOffice of City Attorney, Herrera, Coolbrith 
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From: 
To: 
Date: 
Subject: 
Attachment(s): 

Hi David-

An Email* in PDF Format 

Y'Liggins, Matthew (CON). 
Steinberg, David (DPW). 
Nov 29, 2018 at 4:14 PM 
RE: Custodians letter 
2 

Attarfle)I/Giieflt Pri, ile~ed & GaRfideAtia! 

Apologies for not getting back to you sooner- between the holidays and the Butte County fires, it's 
been hectic over here. But apologies either way. 

I'm also sorry to say that I was directed by my leadership to not sign the letter. The thinking was that 
this could start an unnecessary.escalation with the SOTF; I'm not sure I agree with that interpretation 
but will follow my orders. Sorry to not be able to support the group effort. 

Thanks, 
Matt 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

*This is not the e-mail at issue in this case. This is an email public record already 
released, unredacted, by the City (DPW) online. The city released a .msg, I 
converted it to a PDF for purposes of illustration. 

Source: Excerpt of PDF conversion of a .msg e-mail public record published online by 
CCSFIDPW at: https://sanfrancisco.nextrequest.com/documents/1669341 I 
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6 Meaning of Email Headers [1 /2] Attemej.'GiieRtPrioilegecl&GeRficleRllal 

Content-Type: application/ms-tnef; name:::;11Winmai\.dat" 
Content-Transfer-Encoding: binary 
From: "Wiggins, Matthew (CON)" <matthew.wiggins@sfgov.org> 
To: "Steinberg, David (DPW)" <david.steinberg@sfdpw.org> 
Subject: RE: Custodians letter 
Thread-Topic: Custodians letter 
Thread-Index: AdSIG3aViiUcxRrhQ7CxVwcG+MMiRgAHZ4cw 
Date: Fri, 30 Nov 2018 00:14:43 +0000 

X-MIS-Has-1\ttac:h: yes 
X-MS-Exchange-Organlzation-SCL: -1 
X-MS-TNEF-Correlator: 
<DM5PR09MB146692BFFB46ADD52B285E39F7D30®IIII!!IIIIIilllilllillliiiiiiiiii·P'G 
MIME-Version: 1.0 
X-MS-Exchange-Organization-MessageDirectionality: Originating 
X-MS-Exchange-Organization-AuthSource: llllllllllllliBBIIIIBIIIlllllllll.prod.outlook.cor 
X-MS-Exchange-Organization-AuthAs: Internal 

Received: hostnames, IP addresses, and 
timestamps of the computers that routed the 
message 
Content-Type: computer encoding used 

From. To: e-mail addresses 
Sometimes "Sender" and 
"X-Envelope-From" headers are present, 
showing who sent a message on someone 
else's behalf (ex. ad min. assistants) 

Thread-Topic, Thread-Index: Allows you to 
identify multiple messages in one chain. 

Date: Transmission timestamp 

1 
Message-10: Unique 10 ofthis message 

I 

: References. In-Reply-To: Ids of messages 
1 you replied to, forwarded, etc. 
I 
I 

: X-MS-*: Non-standard Microsoft-specific 
1 headers 

19044 Anonymous v Office of City Attorney, Henrera, Coolbrith 

This is the same email as previous slide, but a view of the actual underlying 
record. [Part 1 of 2] 

All redactions on this slide were made voluntarily by complainant. The City 
(DPW) already published the entire record, unredacted, online. 

Source: Annotated Excerpt of a . msg e-mail public record published online by 
CCSF /0 PW at: https:/ /sanfrancisco. nextrequest. com/documents/1669341 I 
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7 AtteFRe)lG!ieRt Pri.ilegecl & CeRficleAtial 

Meaning of Email Headers [2/2] 
X~MS·ExchanQe..orQanization-A 
X-Origlnating-IP; [208.12 
X·MS-Exchange-Organiz on- etwork-Message-Jd: 

X-Oriqinating-iP: The email author's 
computer's IP address. 

The prefix "208. 121." is a block of IP addresses 
owned by the SF Dept. of Technology This 
information is officially and publicly documented by 
the American Registry for Internet Numbers: 
https:llsearch.arin.netlrdap/?querv=208. 121.0.0 

Return-Path: another header indicating the 
author or the location the "bounces" should 
be sent. 

·Many other headers can exist in an email. 
Technically, an email server could add any 
headers it wants to, but there is a standard 
of common headers defined by industry 
bodies. 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

This is the same email as previous slide, but a view of the actual underlying 
record. [Part 2 of 2] 

All redactions on this slide were made voluntarily by complainant. The City 
(DPW) already published the entire record, unredacted, online. 

Source: Annotated Excerpt of a . msg e-mail public record published online by 
CCSF/DPW at: https://sanfrancisco.nextrequest.com/documents/1669341 I 
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:A.t1eme)/GiieRt pfi,Jie§ee.l & GeRfidefltial 

Emails in ". msg"/" .em I" format are "easily generated" 
under SFAC 67.21 (1), and must be provided 

e The City has already released .msg emails for years. Earliest on NextRequest 

was released November 9, 2017 (could be others outside of NextRequest) 
o See: https://sanfrancisco.nextrequest.com/documents?filter==.msg 

• Public Works (DPW) released >200 raw emails in .msg format (many with 

headers) to me on Aug. 23 in less than 2 days of receiving my request. 
o See: https://sanfrancisco.nextrequest.com/requests/19-3455 and 

http s ://sa nfra nci sea. nextt·eq u est. co m/req u es ts/19-3456 

• When I requested their policies/guidelines re: releasing .msg emails, DPW 
provided Respondent's Good Government Guide (Feb 2019), pp. 100-102 

o See: https;//sanfrancisco. nextrequest.com/requests/19-3496 

e GC 6253.9(a) is superseded by the stronger requirement of SFAC 67.21 (I) 

19044 Anonymous v Office of City Attorney; Herrera, Coolbrith 

NOTE: Wherever I ask for ".msg," ".eml" may be used as well- they both provide the 
full content of the original record. However, ".eml" may be preferable for the City, 
because it stores the headers in a human-readable plain text format, so it should be 
extremely straightforward to redact. Furthermore ".eml" is just as easy to export, and 
other city agencies (such as the Library) have provided me .em I emails. 

CPRA requires "exact copies" when practicable. It is clearly practicable for the City to 
release ".msg" and ".eml" records, since some departments already do so. In the 
end, the City and County of San Francisco is a single entity that can sue and be sued; 
there is no legally distinct DPW vs City Attorney's office, etc. 
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9 AM:ame:YIG!ieAt Pri.i!eged & GaRfiE!eAtial 

Emails headers are not a// exempt 
• Records are presumed public unless 

explicitly exempt by ordinance, statute, or 

case law (generic balancing test 

prohibited by SFAC) 

• City has already released email 
metadata/headers for years and still does 

so (see previous NextRequest links) 

• No plausible argument for exemption of 
common information like the From, To, Cc, 

Sender, X-Envelope-From, and Bee public 
employee e-mail addresses (not just 

employee names), and all timestamps 
indicating when messages were sent and 

received. 

• Emails are not "information security 
records" under GC 6254.19 . 

o This would include records like: 

network firewall rules, lists of 

passwords, cryptographic private 
key materials, and possibly, 

certain header values, but not 
emails/headers in general 

• Non-City (external) recipients regularly 
receive numerous headers 

(unredacted, of course) when City 
employees, including Respondents, 

. send em ails to them. These headers 
include the IP addresses, hostnames, 

etc. That is simply how email works. 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

Dictionary definition of "information security": "The state of being protected against the 
unauthorized use of information, especially electronic data, or the measures taken to 
achieve this."- https:l/www.lexico.com/en/definition/information_security, based on 
Oxford dictionary 

Respondents raise concerns of spoofing, phishing, and other similar concerns. These 
are concerns of IT organizations in general, but they can be mitigated through 
standard email security measures like DKIM, SPF, DMARC, signed DNS entries, and 
many other standards -- since much of the header information they seek to exempt is 
already put into the public domain every time they send an email outside the City and 
since the City already releases such records online as well. If they do not use these 
technologies, they should consult their IT professionals (as I am not providing 

·professional advice). 
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10 

Sample of Respondent's May 17 Disclosure (A3/A4) 

Sender: 71 120@_,requests.muckrock.com 
Message-Id: <20 190418173050.1.2B43534B4544D903@requests.muckrock.com> 

To: cttyattomey@skttyatty.org 
From: 71969-5l399120@requests.muckrock.com 
Subject: California Public Records Act Request: Immediate Disclosure Request 
- PRA Opinions 
Mime-Version: 1.0 
Content~ Type: multipart/mixed; boundary="b2e lfbcebbd64db5 8 7 dfc7 e9a4eeaf40" 
Retum-Pafl1: 

Note that names of redacted headers 
were withheld, too. 

Approx -2 more pages of black 
rectangles in the disclosure. 

Document was provided as an image 
PDF (no selectable text) 

Respondent's own Good Government 
Guide's "Information in electronic form"· 
section acknowledges the use of P.DFs 
in full-text, not image, format to allow 
accessibility and analysis by public. 
Text PDFs are "easily generated." 

All redactions on this slide were made 
by Respondent. May 17, 2019 
production. 

19044 Anonymous v Office of City Attomey, Herrera, Coolbrith 

Withholding names of headers is like withholding the field name "Social Security 
Number" in a form, when you should just redact the SSN itself. 
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11 Email "A5/A6" so-far disclosed lacks even"eEiasrcd&CeefideRtial 

e-mail address headers 
Coolbrith, Elizabeth (CAT) 

From: 
Sent: 
To: 
Subject 

Hello, 

I Coolbrith, Elizabeth (CA1] ~n behalf afiCityAttome; I 
Thursday, April18, 2019 12:59 PM 
'71969-51399120@requests.muckrock.com' 
RE: California Public Records Ad Request Immediate Disclosure Request- PRA 
Opinions 

I am writing in response to your immediate disclosure request received April18} 2019. Please note that we are 
invoking an extension of time under Government Code section 6253(c) due to the need to search for, collect, 
and appropriately examine a voluminous amount of separate and distinct records. We will endeavor to 
process your request as quickly as possible and anticipate responding no later than the close of business j',l@y 

3, 2019. 

Please send replies to cityattorney@sfcityattv.org 

Sincerely, 

Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcitvattorney.org 
Find us on: Faceboak Twitter \nstagram 

from: 71969-51399120@ requests.muckrock.com <71969-5 1399120@ requests.muckrock.com> 
Sent: Thursday, April 18, 2019 10:31 AM 
To: CityAttorney <cityattorney@SFCITYATTY.ORG> 
Subject: Californla Public Records Act Request: Immediate Disclosure Request- PRA Opinions 

This is a PDF provided by recipient of a 
print-out of the A5/A6 email. Note that the 
From and Sender addresses are 
represented as names, not as email 
addresses. 

City employee emails are not exempt from 
disclosure. 

This is an excerpt of the April 24, 2019 
production by Respondent. 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

12 AtterRey.'CiieFd Privile§ed & CenfideAtial 

Native formats and headers/metadata are of great 
public interest 

• Native formats allow the public to efficiently analyze and search through 

public records; image PDFs do not allow this 

• Headers and metadata allow answers to investigative and journalistic 
questions like: 

o Who knew what when (timestamps, mailing list memberships) 

o Who actually wrote an email on behalf of a superior 
o What 'secret' (BCC) recipients exist for an email 

19044 Anonymous v Office of CityAttoniey, Herrera, Coolbrith 
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14 

Atteme;/Ciient Pfi .. ne~ed & Genr:iBeRtial 

Request for Relief- Find Respondents Violated: 

1. SFAC 67.21(d)- Resp. (as Supervisor of Records) failed to provide legal 

determination within 10 days of May 8 petition. Response on Aug. 26. 

2. SFAC 67.21(1)- Resp. failed to provide emails in requested ".msg" format 

(or text PDFs), which are "easily generated", on April 24 and May 17. 

3. SFAC 67.21(b), 67.26- Resp. withheld more than the legally exempt 

portions of the records, on April 24, May 8, May 17, Aug. 22, and Sept. 3. 

4. SFAC 67.21 (b), 67.27- Resp. failed to justify withholding, on April 24 and 

May 8. 

5. SFAC 67.21(k)- Violations of CPRA, incorporated by reference. 

6. SFAC 67.21(c)- Resp. failed to indicate the existence or non-existence of 

items requested on Sept. 3. 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

At:temej;'Giient Pri.Heged & GeRfleleRtial 

Request for Relief- Order Immediate Disclosure of: 

1. All requested email records in the" .msg" or ".eml" format (instead of .pdf 
format), with justified redactions if any 

2. Regardless, if PDFs of text are disclosed, they must be full-text & searchable, 
not images 

3. The email identified "A5/A6" (which was not produced on May 17) 

4a. Names and non-exempt values of all email headers in all requested email 
(regardless of format) 

Or, if you are unable to today determine which header values are exempt from disclosure: 

4b. All names of all email headers in all requested email 
4c. The values of all of the email headers in either Appendix A 1, A2, or A3 

19044 Anonymous v Office of City Attorney, Herrera, Coo-lbrfih 
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Atteme;lGiieAt Pfi ilile~eel & Getlfielef\tlal 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

Atteme)lGiieRt Pri • ile§ed & GeRfieieAtial 

Appendix A 1 - 87 Minimal Requested Header Values 

Age, Alternate-Recipient, Alternates, ARC-Authentication-Results, ARC-Message-Signature, ARC-Seal, 

Authentication-Results, Autoforwarded, Auto-Submitted, Autosubmitted, Bee, Body, CaiDAV-Timezones, 

Cc, Comments, Content-Description, Content-Duration, Content-Encoding, Content-Disposition, 

Content-Language, Content-MD5, Content-Type, Date, Date-Received, Deferred-Delivery, Delivery-Date, 

Disclose-Recipients, Distribution, DKIM-Signature, Encoding, ETag, Expires, Followup-To, Forwarded, 

From, Generate-Delivery-Report, Host, Importance, In-Reply-To, Keyw6rds, Label, Language, 

Latest-Delivery-Time, List-Archive, List-ld, List-Owner, Location, Message-ID, Message-Type, 

MIME-Version, Organization, Original-From, Originai-Message-ID, Original-Recipient, Original-Sender, 

Originator-Return-Address, Priority, Received, Received-SPF, References, Reply-By, Reply-To, 

Resent-Bee, Resent-Cc, Resent-Date, Resent-From, Resent-Message-ID, Resent-Reply-To, 

Resent-Sender, Resent-To, Return-Path, Sender, Subject, To, Topic, Xref, Thread-Index, Thread-Topic, 

X-Envelope-From, X-Envelope-To, Delivered-To, Mailing-List, Accept-Language, X-Originating-lp, 

X-MS-Exchange-Organization-ExpirationStartTime, X-MS-Exchange-CrossTenant-OriginaiArrivaiTime, 

X-MS-Exchange-CrossTenant-UserPrincipaiName 

Header names are case-insensitive, and can be repeated 

.. ~~·~· foL~XC3.rnPie: htlps://www.iana.org/assignments/message-headers/message-headers.xhtml 
19044 Anonymous v Office of City Attorney, Herrera, Coolbrith. 
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Atten;ey/GiieAt Prh ile~eet & GeAAeleRtial 

Appendix A2- 75 Minimal Requested Header Values 

Age, Alte rnate-Reci pie n t, Alternates, :.l\i*}-·/\1.:rtl:.re-rrt~eili+er~f"~f~e~HJi4:'3--t~ .. ;i\ .. ~1-G~, .. "p1/~_£es·&8-§<:t"'\S1"§i'2rafttrc: -J\i~~f;,,.,.ge,;l?r}~ 

/\ttt?n:;i<rHe-aHBA·.P~::-:m+t&;- Autoforwarded, Auto-Submitted, Autosubmitted, Bee, Body, CaiDAV-Timezones, 

Cc, Comments, Content-Description, Content-Duration, Content-Encoding, Content-Disposition, 

Content-Language, Gtin{en+-"~oq-8€, Content-Type, Date, Date-Received, Deferred-Delivery, Delivery-Date .. 

Disclose-Recipients, Distribution, f}y.;:jf,il·-S+~fi'l£'1hii'e, Encoding, ETag, Expires, Followup-To, Forwarded, 

From, Generate-Delivery-Report, }!e-s!t, Importance, In-Reply-To, Keywords, Label, Language, 

Latest-Delivery-Time, List-Archive, List-ld, List-Owner, Locatton, Message-ID, Message-Type, 

MIME-Version, Organization, Original-From, Original-Message-ID, Original-Recipient, Original-Sender, 

Originator-Return-Address, Priority, Received, fi-eee+'<''<::f.H;;H~, References, Reply-By, Reply-To, 

Resent-Bee, Resent-Cc, Resent-Date, Resent-From, Resent-Message-ID, Resent-Reply-To, 

Resent-Sender, Resent-To, Return-Path, Sender, Subject, To, Topic, Xref, Thread-Index, Thread-Topic, 

X-Envelope-From, X-Envelope-To, Delivered-To, Mailing-List, Accept-Language, ;'~,Jar+s+r;a'ttn:g··+is-; 
i'~)AtL~g ... J~-:Jfe-l4·B+14Je~,G-r"§B-fi;l'i~\3·ti-6J-::·r=2·x~o-·iff3-h&1··G{~art--:Fho.;'~-~;~~q.e; ..... ,f-~-:r~&A-Grt§·e~--G-"Fe-frC'~·a+lt'~9·ttgii~rS+;{,\rn~Pt;ctFF+;cr,~ 

i'~··4)(1q .. g,~~8-rel+&i1tl&~&r0SS:Fefh3.rr~+-J-s-e.~f{2,~n£~-p-al9r~~h3rt·i<:?: 

Except: AIIIP addresses and hostnames (but must disclose all timestamps in the Received fields) 

Header names are case-insensitive, and can be repeated 19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

Attome).'Ciient Pri. ilegeG & CaRfidential 

Appendix A3 - 50 Minimal Requested Header Values 

f\-§€;;hi\Her1~iete~--F*e&}pient7·~AlterTJBffi'f!r1-·l~d~G~.,.;\tltf+e1l4:k:JeHern-=R:es-Ci·~t:-ra11~"'P~···+Ji-esause.-.,_S·ign·a4t.:tfe·;..-P.rR~s .... ge·e?rf.;· 

Prtt:tfte{;.yfi.e·atf-6A·>·"lq€6ttffs~ r'\crt-efe-f\N·a-r-eJ-efJT-';iD.,;c;{B"=&e~,m+H-ei3-;---Attt8-erct3TfrH.fe&) 8 cc, 8 ody I €<Tilfh~\:V"'·Jrim-ez:Br~e&~ 
Cc, Gsrft'meA-~5·TGe-Aif&nH3e&ef·ipt+eH; .. -&&rlteni':·8af-ffiifl·P,;·C o nte nt -Encoding, ·-l7&Prt:eAt,.Jdisl3estH•3H; 

GEh"'rteft"~&r§tl·&ge;·GePrier.t··MB&~"Content-Type, Date, Date-Received, 8eteffEN'i"BeH-vePy';' Delivery-Date, 

Bts-e.f.es:e...f~pient-::r;-8*'-tft~Hefi-; D VJliJir81'§-r"Wk1:lfe·;£.,"\BeeHn§!&:fs§;' Expires, F o II owu p-To, Forwarded, 

From, Generate-Delivery-Report, f+&s~, Importance, In-Reply-To, Keywords, Label, Language, 

Latest-Delivery-Time, t:is-t--AreP~'o<e;·H34··la~.JcfsH:)worlef;··tee-atieA7 Message-ID, Message-Type, 

MIME-Version, Organization, Original-From, Original-Message-10, Original-Recipient, Original-Sender, 

Gft§+rratm-·R-etttffl-/\6-eln:>-Se, Priority, Received, R-ee&t'VeEl--'-&PF; References, R-epiy....Pdf,' Reply-To, 

Resent-Bee, Resent-Cc, Resent-Date, Resent-From, Resent-Message-ID, Resent-Reply-To, 

Resent-Sender, Resent-To, Rett!·m--Pa#r, Sender, Subject, To, Topic, i.,r-e.f, Thread-Index, Thread-Topic, 

X-Envelope-From, X-Envelope-To, Delivered-To, Mailing-List, Accept-Language, X:·.S'Ti'§trrstm.g·+p,· 

i\~J.l.b-~elfeh&A·§e·-8·f§Bftli1'ffiiB·rr~·ati&r&t-&rH+m-e;_:)(...f\d18-E~wha-r't§€~Gfess+efraAl·Gf+~jina-IPrfriv-aH+m-e-; 

~'"~~~4&-.f*&frat~ge.,-G·F6-&&fi=.Ytf1t"Yt=-t+s--e-ttQ,y;+rta-}p&~f~+arrt-e 

Except: AIIIP addresses and hostnames (but mustdisclose all timestamps in the Received fields) 

Header names are case-insensitive, and can be repeated 19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 
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Atterne)/Giient Pril'ile~eel & GenfiEieAtial 

Appendix B 1 a -April 24 Response excerpt 

• Provided PDFs of the 
emails, lacking even 
basic headers like the 
From and To email 

addresses. 

• Failed to justify their 
withholding of headers 
or use of PDF format. 

• Withheld information 
that is not exempt. 

Dear Sir/Madarn 1 

The attached twb emails are responsive to portions A3/A4, and A5/A6 of your 
request below. We have conducted a reasonable and diligent search and did not 
locate any f~rther responsive dOcuments. 

In addition, please note that we already responded to portion B of your request, 
on 4/22/2019. 

If you have further questions or need anything additional 1 please feel free to 
reach out ~o us at the below contact information. 

Please send replies to 
Cityattorney@sfcityatty~org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@OlD4FABE.F095BDAO]Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

Attaffle~/GiieAt Pri • ileged & GaAfi:eleAtial 

Appendix 81 b- April 24 Disclosed A3/A4 record excerpt 
(PDF) 

• Provided PDFs of the 
emails, lacking even 
basic headers like the 
From and To email 
addresses. 

• Failed to justify their 
withholding of headers 
or use of PDF format. 

• Withheld information 
that is not exempt. 

Coolbrith, Elizabeth (CAT) 

From: 
Sent 
To: 
subject 
Attachments: 

San Francisco City Attorney 
PRAOffice 
Room234 

71969-51399120@requests.muckrockcom 
Thursday, Aprii1B, 2019 10:31 AM 
CityAttorney 
California Public Records Act Request Immediate Disclosure Request- PRA Opinions 
ZX03-190418-0620-20SF20Attomey_pdf 

1 Doctor Cll!lton B Goodlett Place 
SF, CA 94102 

Aprill8, 2019 

This is anlounediate Disclosure Request under the San Francisco Sunshine Ordinance. 
Please see the attached letter. 

Filed via MuclcRock.com 
F.-mAil t'Prt!ff':TTf':rl.V 71 9fl9-'l11.991?.0(iJ)n~nliF'$b; mndnnr;k r.nm 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 
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/Uterne;/GiieRt Prit ile§Jed & Genfidential 

Appendix 81 c- April24 Disclosed A5/A6 record excerpt 
(PDF) 

• Provided PDFs of the 

emails, lacking even 

basic headers like the 
From and To email 

addresses. 

• Failed to justify their 

withholding of headers 

or use of PDF format. 

• Withheld information 

that is not exempt. 

Coolbrith, Elizabeth (CAT) 

From: 
Sent: 
To: 
Subject 

Hello, 

Coolbrith, Elizabeth (CA1) on behalf of CityAttorney 
Thursday, Aprl118, 2019 12:59 PM 
'71969~51399120@requests.muckrock.com' 

RE: California Public Records Act Request Immediate Disclosure Request- PRA 
Opinions 

1 am writing in response to your immediate disclosure request received April 18, 2019. Please note that we are 
invoking an extension of time under Government Code section 6253(c) due to the need to search for, collect, 
and appropriately examine a voluminous amount of separate and distinct records. We wlll endeavor to 
process your request as quickly as possible and anticipate responding no later than the close of business~ 

3, 2019. 

Elizabeth A. Coolbrith 
Paralegal 
Offlce of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
INWW.sfdty;ittorney.org 
F!nd us on:~Twitterlnstagr<~m 

Fram: 71969-51399120@requests.muckrock.com <71969-51399120@requests.muckrotk..com> 
Sent: Thursday, April18, '2019 10:31 AM 
To: City Attorney <tityattorney@5FCITY ATTY .ORG> 
Subject: California Public Records Act Request: lmm~:diate Disdosur~: Request- PRA Opinions 

·19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

Atteme){Giieflt Pri • ilegeel & CeAfieleflfla.l 

Appendix 82 - May 8 Response excerpt 

Failed to justify their 

withholding. 

Withheld information 

that is not exempt. 

Hel:).o, 

We already completed our response to your request on April 24, 2019. We do not 
intend to produce anything further in response to your request~ 

Please send replies to 
cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@OlD50583.20D9FFB0]Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 
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Af.:teme;.'GiieAt Pri, ilegeEI: & CeHfideAtial 

Appendix B3a - May 17 Response 

Used improper 
electronic format. 

Withheld information 
that is not exempt. 

5/171~ 

Subject: RE.: C:.Ufnmla Public ReomlsAct R(quut: Immediate D!.ti<»U"'- Requut- Email RetDrd Full lnfnrmatlnn 

Dear Sir/Madam, 

. We hav~ Investigated your request further and have conducted a reasonable and diligent search and are able to supplement our production wlth the att<Jched PDF. The PDF shows 

the headef5 and metadata associated with the email n-.sponsive to your request #s A3/A4. We have redacted some oft he metadata based on the need to protect t!Je security or our 

computer system. See Cal. EvJd. Code section 1040. Also, please noti that while we have agreed to produce some metadata excerpts in thls Instance, we reserve our right to revisit 
this approach in the future. Gener:al!y we do not disclose metildata at all, for the reasons stated to you In our prior responses, 

Unfortunately, we were not able to locate headers/metadata for the em a !Is responsive to your request #Is Al/IU and M/A6, We have conducted a reasonable and d!ligentsearch for 
theinformationyouaskedfor,butcouldnotlocateanythlngfi.Jrther, 

As we have now complied with your request, we would respectfully asK that you withdr.wJ your complaint to the Sunshine Ordinance Task Forte as well as your petition to ~he 
Supervisor of Records, 

Please send replies to dtyatlomey@skltyatty.org<mallto:cityattomey@.s.fdtyatty,orw 

SinCErely, 

[cld:image003.jpg@OlD50CC4.0DB6F790)Eiizabeth A. Coo!brlth 
Paralegal 
Office of City Attorney Dennis Herrera 
{415)554-4685Direct 
www.5fdtyottornl!y.org 
Find us on: Facebook<https://wwvJ.fac.ebook.tom/sftltyattorneyf.> Twitter<https://twittilr.com/SFCityflttorney> lnstagram<httpSi/]\'f\WI,inst.lgr«m.com{sfdtyilttornuyf;. 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

· AtterHe)/CiieAt Priwile§eel & CeAfieleAtial 

Appendix B3b- May 17 excerpt of A3/A4 responsive record 
(image PDF) 

• Used improper 
electronic format. 

• Withheld information 
that is not exempt. 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrlth 
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Attomej,'CliefltPriwilegeB & GoA~ 

Appendix 84- Aug. 22- response to requests for the 
names of the redacted headers in May 17 disclosure 

• Withheld information that is not exempt. 

Thank you for your request. We respectfully decline to produce the additional information you have requested, because we believe it is exempt from 

disclosure under Cal Govt Code sections 6253.9(f) and 6254.19, and as explained more fully in our prior responses to you concerning email metadata. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01D55906.692CD7CO]Eiizabeth A. Coolbrith 

Paralegal 

Office of City Attorney Dennis Herrera 

19044 Anonymous v Office of City Attorney, Herrera, Coolbrith 

Attame)}CiieAt Pri.Hege8 & GeFifidential 

Appendix 85 - Sept. 3 - response to requests for 50 
specific headers 

e Withheld information that is not exempt. 

• Failed to indicate existence vs non-existence of records. 

We respectfully decline to produce the additional information you have requested, because we believe it is exempt from disclosure under Cal Govt Code 

sections 6253.9(f) and 6254.19, consistent with our prior responses to you concerning email metadata. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@OlD5624D.AC3C1440]Elizabeth A. Coo!brith 

Paralegal 

Office of City Attorney Dennis Herrera 

P545 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

r 

72056-973392. 18@requests.muckrock.com 
Thursday, September 19, 2.019 3:06 PM 
SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 

Full Information 

This message is from outside the City email system. Do not open links or attachments frorn untrusted sources. 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 

. SF, CA 94102 

September 19, 2019 

This is a follow up to a previous request: 

Tha:nks- please let me know the conference call number for Oct. 2 for 19044 arid 19047. 

Also, is there a mechanism to make a computer/video conference presentation via something like Skype, or alternatively 

to ensure the Task Force has printed out copies of a slide deck that I can share to be included in the agenda packet? 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 

Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1iB4YQ%3APY 
Lj-

512 LG7ijCI M KvO hZTU Nysw&next=https%3A%2 F%2 Fwww .m uckrock.com%2Facco u nts%2Fiogin%2F%3 Fnext%3 D%252Fac 
cou nts%252 Fagency _logi n%252 Fsa n-fra ncisco-city-attorney-797%252 Fim mediate-d isclosu re-req uest -em a il-record-fu 11-
inform ation-72056%252 F%253 Fem ail%253 Dsotf%252540sfgov.org 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 

DEPT M R 72056 
411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 

requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 



On Sept. 19, 2019: 
Subject: SOTF- Notice of Appearance- Sunshine Ordinance Task Force: October 2, 2019, 4:00p.m., Room 408 
Good Afternoon: 

You are receiving this notice because you are named as a Complainant or Respondent in one ofthe following complaints 
scheduled before the Sunshine Ordinance Task Force to: 1) hear the merits of the complaint; 2) issue a determination; 
and/or 3) consider referrals from a Task Force Committee. 

Date: October 2, 2019 

Location: City Hall, Room 408 

Time: 4:00p.m. 

Complainants: Your attendance is required for this meeting/hearing. 

Respondents/Departments: Pursuant to Section 67.21 (e) ofthe Ordinance, the custodian of records or a representative 
of your department, who can speak to the matter, is required at the meeting/hearing. 

Complaints: 

File No. 17097: Complaint filed by Marc Bruno against the Planning Department, Board of appeals and the Department 
of Building Inspection for allegedly violating Administrative Code (Sunshine Ordinance), Sections 67.21 and 67.25, by 
failing to respond to a public records request in a timely and/or complete manner. 

File No. 17114: Complaint filed by Marc Bruno against the Department of Building Inspection for allegedly violating 
Administrative Code (Sunshine Ordinance), Sections 67.21 and 67.25, by failing to respond to a public records request in 

a timely and/or complete manner. 

File No. 17115: Complaint filed by Marc Bruno against the Board of Appeals for allegedly violating Administrative Code 
(Sunshine Ordinance), Sections 67.21 and 67.25, by failing to respond to a public records request in a timely and/or 
complete manner. 

File No. 17079: Complaint filed by Mary Miles against Mike Sallaberry, San Francisco Municipal Transportation Agency, 
for allegedly violating Administrative Code (Sunshine Ordinance), Section 67.25, by failing to respond to an Immediate 
Disclosure Request in a timely and/or complete manner. 

File No. 17080: Complaint filed by Mary Miles against Will Tabajonda, San Francisco Municipal Transportation Agency, 
for allegedly violating Administrative Code (Sunshihe Ordinance), Section 67.25, by failing to respond to an Immediate 
Disclosure Request in a timely and/or complete manner. 

File No. 17081: Complaint filed by Mary Miles against L.uis Montoya, San Francisco Municipal Transportation Agency, for 
allegedly violating Administrative Code (Sunshine Ordinance), Section 67 .25, by failing to respond to an Immediate 
Disclosure Request in a timely and/or complete manner. 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office of the City Attorney for allegedly 
violating Administrative Code (Sunshine Ordinance), Sections 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

File No. 19047: Complaint filed by Anonymous against Mayor London Breed, Hank Heckel and the Office of the Mayor 
for allegedly violating Administrative Code, (Sunshine Ordinance) Sections 67.25 and 67.29-5, bY- failing to respond to a 
request for public records in a timely and/or complete manner. 

P5~9 



File No. 19010: Hearing to consider action to close Sunshine Ordinance Task Force complaints due inactivity and other 
violations of the SOTF Complaint Procedures for the following files: 

17102 Liz Arb us vs Arts Commission 

18071 Liz Arbus vs Arts Commission 

18085 Liz Arb us vs Arts Commission 

18090 Carlos Petri vs Office of the City Attorney 

18091 Mark Zuckerberg vs Arts Commission 

19009 Lucinda Page vs Arts Commission. 

Documentation (evidence supporting/disputing complaint) 

For a document to be considered, it must be received at least five {5) working days before the hearing (see attached 
Public Complaint Procedure). For inclusion into the agenda packet, supplemental/supporting documents must be 
received by 5:00pm, September 25, 2019. 

Cheryl Leger 

Assistant Clerk, Board of Supervisors 

Tel: 415-554-7724 

<http:/ /www.sfbos.org/index.aspx?page=104> Click here< http:/ /www.sfbos.org/index.aspx?page=104> to complete a 
Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center<http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members of the public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members of the public may inspect or copy. 

On Sept. 3, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full information 
We respectfully decline to produce the additional information you have requested, because we believe it is exempt from 
disClosure under Cal Govt Code sections 6253.9{f) and 6254.19, consistent with our prior responses to you concerning 
email metadata. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Psto 



Sincerely, 

[cid:image002.jpg@01D5624D.AC3C1440]Eiizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Facebook<https:/ /www.facebook.com/sfcityattorney /> Twitter<https:/ /twitter.com/SFCityAttorney> 
lnstagram<https:/ /www. instagram.com/sfcityattorney /> 

On Aug. 26, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
You have sent us multiple record requests over the last week, many of which are still in progress due to their volume 
and complexity. In the below email, you purport to make another immediate disclosure request consisting of 50 discrete 
questions concerning email metadata. As you may be aware, the immediate disclosure process is intended to facilitate 
the response for requests that are "simple, routine, or otherwise readily answerable." Admin Code 67.25{a). This 
request does not meet that standard, due to how extensive it is, the many sub-parts, and the significant security 
concerns at stake. Therefore, the immediate disclosure deadlines do not apply. We will respond to this request based on 
the regular deadlines and will get back to you as soon as possible. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image003.jpg@01D55C1E.96E25FDO]Eiizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
{415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Facebook<https:/ /www.facebook.com/sfcityattorney/> Twitter<https:/ /twitter.com/SFCityAttorney> 
lnstagram<https:/ /www.instagram.com/sfcityattorney/> 

On Aug. 26, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
SOTF, 

RE: 19044, Anonymous v Office of City Attorney, et al. 

(resending with attachment) 

The Supervisor of Records provided the attached response today, 110 days after our petition. I plan to dispute his 
conclusions at the full Task Force meetingconsidering 19044. 
Since his response was provided 110 days (instead of 10 days) after my petition, I will not my withdraw my allegations 
before the SOTF regarding a 67.21{d) violation. 

Thanks, 
Anonymous {19044) 
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On Aug. 26, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
SOTF, 

RE: 19044, Anonymous v Office of City Attorney, et al. 

The Supervisor of Records provided the attached response today, 110 days after our petition. I plan to dispute his 
conclusions at the full Task Force meeting considering 19044. 
Since his response was provided 110 days (instead of 10 days) after my petition, I will not my withdraw my allegations 
before the SOTF regarding a 67.21(d) violation. 

Thanks( 
Anonymous (19044) 

On April 20, 2019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and in line images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prv-i:.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2B43534B4544D903@requests.muckrock.com 

A4. the e-mail message with Message-ld: 
<20190418173050.1.2B43534B4544D903@requests.muckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F802.60@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy ofyour internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
m ails exported in the ;em I or .msg format with all-non-exempt headers1 metadata1-attaGhments, etc are best. 
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However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 

that you have preserved the full content ofthe original email record (as specified in request "A"}, which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed emails 
with only a few of the headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 

on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 

fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 

Upload documents directly: 
https:/ /a ceo u nts.m uckrock.com/accou nts/logi n/? u rl_a uth _toke n=AAAu FBa WTyfyRXNxlh3 M kFOGTxo%3A1 i B4YQ%3APY 

Lj-

512LG7ijCIMKvOhZTUNysw&next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F%3Fnext%3D%252Fac 
cou nts%252 Fage ncy _iogin%252 Fsa n-fra ncisco-city-attorney-797%252 Fim mediate-d isclosu re-req uest -e mail-record-full

information-72056%252F%253Femaii%253Dsotf%252540sfgov.org 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 

DEPT MR 72056 

411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 
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Leger, Cheryl (BOS) 

·From: 

Sent: 
To: 
Subject: 

Anonymous <arecordsrequestor@ protonmail.com > 

Thursday, September 12, 2019 5:58 PM 
SOTF, (BOS) 
Case Management 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

Good afternoon SOTF, 

I am the anonymous complainant in the following pending cases: 

-19044 v City Attorney (re: Email, 67.21(d) failure)- awaiting en bane scheduling 
- 19047 v Mayor (re: Calendars)- awaiting en bane scheduling 

-19089 v City Attorney (re: 67.21(d) failure)- scheduled committee 9/24 

-19091 v Mayor (re: Email, text, chat, personal accounts)- awaiting committee scheduling 
-19094 v Dept. of Technology (re: SB 272 failure)- awaiting committee scheduling 
- 19095 v City Attorney (re: SB 272 failure)- awaiting committee scheduling 
-19097 v Public Works (re: Email, personal accounts)- awaiting committee scheduling 

I believe your internal rules, but not the Ordinance, have an overridable maximum of 2 complaints per meeting per 

complainant. . 
I am voluntarily informing you, and entering into the public record, that I am the same anonymous complainant in each 
ofthe above cases so you may enforce your agenda fairness rules as you see fit. Please continue to use the individual 
email addresses I have filed as contact information however for formal notices and replies and such in each of those 
cases so they are automatically organized to the correct docket. 

My requests/questions for either the committee chairs or administrators.are as follows: 

1. Can you schedule 19094 and 19095 together for committee? They share a lot of factual and legal subject matter, with 
different respondents. 
2. Can you schedule 19091 and 19097 together for committee? They share a lot of legal subject matter, with different 
respondents and facts. 
3. I expect to file shortly a series of additional complaints regarding matters of significantly more public interest in 
disclosure, is it permitted for a complainant to request that their later-fileQ complaints are prioritized before their own 
earlier-filed complaints? 
4. I understand you have a large backlog of complaints. Is there any mechanism for complainants to enforce the 45 day 
requirement in SFAC 67.21(e) 11The Sunshine Task Force shall inform the petitioner, as soon as possible and within 2 days 
after its next meeting but in no case later than 45 days from when a petition in writing is received, of its determination 
whether the record requested, or any part oft he record requested, is public. 11 

5. The Ordinance appears to require a hearing only if the complainant requests it (11 Where requested by the petition, the 
Sunshine Task Force may conduct a public hearing concerning the records request denial."). Is there a process to submit 
a complaint 11 0n the briefs" where the Task Force would issue orders based just on the written record from complainants 
an-d respondents? - - -. 
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If my requests for coordinated scheduling would delay hearing any file (ex. because only 1 slot and not 2 are available), 
then please ignore my requests and please choose the scheduling option with minimal delay. 

Sincerely, 

Anonymous 

Sent with Proton Mail Secure Email. 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

72056-97339218@ requests.muckrock.com 
Monday, August 5, 2019 5:06 PM 
SOTF, (BOS) 

RE: California Public Records Act Request: Immediate Disclosur~ Request- Email Record 
Full Information 

j 

I 
. I This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 

PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place· 

SF, CA 94102 

August 5, 2019 

This is a follow up to a previous request: 

Thank you. I would prefer to remain anonymous, and therefore not provide a phone number. 
Is it possible to get a call-in code or similar instead? 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@req uests.muckrock.com 

Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3 Fnext%3 D%252 Facco u nts%252 Fage ncy_logi n%252 Fsa n-francisco-city-attorn ey-797%25 2 Fi m mediate-disclosure

request-email-record-fuiHnformation-

72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1humy 

p%3AMWbeKSNLj_ZGgbb_xP2_plkFyjM 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT M R 72056 

411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 

requester's name rather .than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 



On Aug. 5, 2019: 
Subject: SOTF- Complaint Committee hearing of August 20, 2019 
Dear Anonymous: 

I write to you today to confirm your aUdio appearance at the August 20, 2019, Complaint Committee hearing. This is 
because you will need to provide your telephone number for a telephone appearance in hearing room 408 at City Hall in 
San Francisco. I will forward instructions for your appearance before that date. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[CustomerSatisfactionlcon]<http:/ jwww.sfbos.org/index.aspx?page=104> Click 
here< http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 
form. 

The Legislative Research Center<http:/ /www.sfbos.org/index.aspx?page=9681> provides 24~hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members ofthe public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members ofthe 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members of the public may inspect or copy. 

On July 29, 2019: 
Subject: SOTF- Notice of Appearance- Complaint Committee; August 20, 2019 5:30p.m. 
Good Afternoon: 

You are receiving this notice because you are named as a Complainant or Respondent in one of the following complaints 
scheduled before the Complaint Committee to: 1) hear the merits of the complaint; 2) issue a determination; and/or 3) 
consider referrals from a Task Force Committee. 

Date: August 20, 2019 

Location: City Hall, Room 408 

Time: 5:30p.m. 

Complainants: Your attendance is required for this meeting/hearing. 

Respondents/Departments: Pursuant to Section 67.21 (e) of the Ordinance, the custodian of records or a representative 
of your department, who can speak to the matter, is required at the meeting/hearing. 

Complaints: 
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File No. 19068: Complaint filed by Sophia DeAnda against the Human Services Agency for allegedly violating 
Administrative Code (Sunshine Ordinance), Section 67.21, by failing to respond to a public records request in a timely 
and/or complete manner. 

File No. 19061: Complaint filed by John Hooper against the Office of Economic and Workforce Development for allegedly 
violating Administrative Code (Sunshine Ordinance), Section 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

File No. 19062: Complaint filed by John Hooper against Public Works for allegedly violating Administrative Code 
(Sunshine Ordinance), Section 67.21, by failing to respond to a public records request in a timely and/or complete 
manner. 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office of the City Attorney for allegedly 
violating Administrative Code (Sunshine Ordinance), Sections 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

File No. 19047: Complaint filed by Anonymous against Mayor London Breed, Hank Heckel and the Office of the Mayor 
for allegedly violating Administrative Code, (Sunshine Ordinance) Sections 67.25 and 67.29-5, by failing to respond to a 
request for public records in a timely and/or complete manner. 

Documentation (evidence supporting/disputing complaint) 

For a document to be considered, it must be received at least five (5) working days before the hearing (see attached 
Public Complaint Procedure). For inclusion into the agenda packet, supplemental/supporting documents must be 
received by 5:00pm, August 13, 2019. 

Cheryl Leger 

Assistant Clerk, Board of Supervisors 

Tel: 415-554-7724 

<http:/ /www.sfbos.org/index.aspx?page=104> Click here< http:/ /www.sfbos.org/index.aspx?page=104> to complete a 
Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center<http://www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members of the public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members ofthe 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members ofthe public may inspect or copy. 
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On July 2.4, 2.019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Sunshine Ordinance Task Force, 

In re: SOTF 19044, I have some information to add to the record: 
- I petitioned the Supervisor of Records re: this issue on May 8. 

-Bradley Russi, Deputy City Attorney, on behalf of the Supervisor of Records, acknowledged this request on May 14. 
-On May 2.1, Russi said they 11 hope to have a response to you no later than the end of next week. 11 

-Russi replied again on June 7, with no estimated date. 
-On June 2.7, Russi indicated they would 11 respond tomorrow or early next week. 11 

-On July 1, Russi indicated they 11 Won't be able to respond to your petitions until next week11 

-On July 2.4, Russi again refused to provide an estimated date. 
-As you well know, the City Attorney (respondent) serves as the Supervisor of Records as well. 
-I therefore further allege in SOTF 19044 that the Supervisor of Records (i.e. the City Attorney) has violated SF Admin 
Code 67.2.1(d) which states in relevant part 11 

... The supervisor of records shall inform the petitioner, as soon as possible 
and within 10 days, of its determination whether the record requested, or any part ofthe record requested, is public .... 11 

All deadlines have long passed. 
-The Office of the City Attorney, as respondent, has gotten a continuance in 19044 for each of June 2.5, July 3, and July 

2.3. 
-The respondent appears to be delaying a full response for an unreasonable amount of time. 
- I ask that the Task Force take this in to account when judging this case. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 

representative).** 

Thank you, 
Anonymous 

On July 2.4, 2.019: 
Subject: RE: California PubliC Records Act Request: Immediate Disclosure Request- Email Record Full Information 
I thought we would be able to get back to you sooner, but unfortunately we are still investigating these issues and have 
not reached a resolution. We are continuing to look into the questions you have raised and hope to be able to provide a 
response soon. Thank you for your patience. 

[cid :image002..jpg@01 D542.2.7 .OC6FODAO) Bradley Russi 

Deputy City Attorney 
Office of City Attorney Dennis Herrera 
City Hall, Room 2.34 
1 Dr. Carlton B. Goodlett Pl., San Francisco, CA 94102. 
www .sfcityattorney .o rg 

On July 2.2., 2.019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record FIJIIInformation 

Supervisor of Records, 

. Re: My May 8 supervisor of records petition 

P5'59 



On July 1, Deputy City Attorney Russi said your office would finish responding to my petition "next week." 
SF Admin Code 67.21(d) states " ... The supervisor of records shall inform the petitioner, as soon as possible and within 10 
days, of its determination whether the record requested, or any part of the record requested, is public .... " 

All deadlines have long expired. Please provide a reply to my petition immediately. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

Thanks, 
Anonymous 

On April 20, 2019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and in line images, except those explicitly exempted by the Ordinance, of: 

Al. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2B43534B4544D903@requests.muckrock.com 

A4. the e-mail message with Message-ld: 
<20190418173050.1.2B43534B4544D903@requests.muckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message-ld's should uniquely identify a particular email cin your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
m ails exported in the .eml or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, ifyou choose-to convert emails, for example1 te PGFor-printedformat1 to-easilyredact-them, you-mustensure 
that you have preserved the full content ofthe original email record (as specified in request "A"), which contains many 
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detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed emails 
with only a few ofthe headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in Violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which ofthose records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred}: 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3 Fnext%3 D%252 Faccou nts%252 Fagency _logi n%252Fsa n-fra ncisco-city-atto rney-797%252 Fim mediate-disclosure-
req u est-em a i 1-reco rd-fu II-i nfo rm atio n-
72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1humy 
p%3AMWbeKSNLj_ZGgbb_xP2_plkFyjM 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
M uckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 



Leger, Cheryl (BOS) 

From: 

Sent: 
To: 
Subject: 
Attachments: 

72902-46637773@requests.muckrock.com on behalf of '72902-46637773 
@requests.muckrock.com' <72902-46637773@requests.muckrock.com> 
Tuesday, August 27, 2019 12:41 AM 
SOTF, (BOS) 
RE: California Public Records Act Request #19047 
01364809.pdf; May15-Petition.pdf 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

August 27, 2019 

This is a follow up to request number 19047: 

SOTF, 

RE: Case 19089, Anonymous v Supervisor of Records (City Attorney) 

We have now received a response (a denial, attached} from the Supervisor of Records; please add it to your 19089 File. 
The attached response bears a date of August 26, 2019, and the attached petition bears a date of May 15, 2019 .. · 

Since Aug 26 is clearly more than 10 days after May 15; a violation by respondent of SFAC 67.21(d) is clear, which is the 
sole issue in the case. 

If permitted by your bylaws or procedures and acceptable to Respondent, I am happy to waive a public hearing with oral 
argument in the interest of reducing the cost to both the City and myself, and instead submit case 19089 for your Task 
Force's consideration on the basis of my written complaint, the attached evidence, and any response by the 
Respondent, with the requested relief being a finding that the Supervisor of Records violated SFAC 67.21(d) and an 
associated Order of Determination. 

Thanks, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72902-46637773@requests.muckrock.com 
Upload documents directly: 

https:/ / accou nts.m uckrock.ccim/accou nts/logi n/?u rl_ a uth_ token=AAAxJ lxKb H L 78 P4h Pis99lsuo1 Y%3A1i2W5y%3Ad lu F
P95RhqXk6f
HUxedBML_QQ&next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Flogin%2F%3Fnext%3D%252Faccounts%25 
2 Fage ncy _logi n%252 Foffice-of-the-mayor-3891 %252 Fa pril-28-may-4-2019-ca lenda r-immed iate-d isclos u re-req uest-
72902%252F%253Femail%253Dsotf%252540sfgov.org 

· Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 

DEPT MR 72902 
_ 4118 l::ligbJand_t>,ye_ 
Somerville, MA 02144-2516 
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PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

On Aug. 27, 2019: 
Subject: RE: California Public Records Act Request #19047 
Thank you for your response, Supervisor of Records. We will continue to pursue SOTF 19047 v the Mayor re: the 
calendar data and SOTF 19089 v your office re: your prior violation of SFAC 67.21(d). 

Sincerely, 
Anonymous 

On Aug. 26, 2019: 
Subject: response to petition re mayor's office 
To Whom it may concern: 

Please see the attached response to your petition to the Supervisor of Records, submitted on May 15, 2019, concerning 
the Mayor's Office's response to your May 8, 2019 request. Thank you. 

On Aug. 23, 2019: 
Subject: SOTF- Complaint Filed with the Sunshine Ordinance Task Force- File No. 19089 
Good Afternoon: 

Bradley Russi and the City Attorney's Office have been named as Respondents in the attached complaint filed with the 
Sunshine Ordinance Task Force. Please respond to the following complaint/request within five business days. 

The Respondent is required to submit a written response to the allegations including any and all supporting documents, 
recordings, electronic media, etc., to the Task Force within five (5) business days of receipt ofthis notice. This is your 
opportunity to provide a full explanation to allow the Task Force to be fully informed in considering your response prior 
its meeting. 

Please include the following information in your response if applicable: 

1. List all relevant records with descriptions that have been provided pursuant to the Complainant request. 
2. Date the relevant records were provided to the Complainant. 
3. Description of the method used, along with any relevant search terms used, to search for the relevant records. 
4. Statement/declaration that all relevant documents have been provided, does not exist, or has been excluded. 
5. Copy ofthe original request for records (if applicable). 

Please refer to the File Number when submitting any new information and/or supporting documents pertaining to this 
complaint. 

The Complainant alleges: 

Complaint Attached. 
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Cheryl Leger 

Assistant Clerk, Board of Supervisors 

Tel: 415-554-7724 

<http://www.sfbos.org/index.aspx?page=104> Click here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a 
Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center<http://www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members ofthe public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members ofthe 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members ofthe 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 

·the public ejects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members ofthe public may inspect or copy. 

On Aug. 21, 2019: 
Subject: RE: California Public Records Act Request #19047 
**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

No, this specific issue was not discussed at Aug. 20 meeting. I believe you may be referring to: At last night's meeting, I 
pointed out that the Supervisor of Records has refused to provide a timely (10-day) opinion in *19044*, where he is 
already the respondent in the case as the City Attorney. Therefore, during questioning by the Committee, I asked the 
SOTF to find (in addition to other violations) a timeliness violation in 19044 on that basis. 

The complaint here is against the Supervisor of Records' (in)actions in *19047* as violating the timeliness requirement 
of 67.21(d). Since only the Mayor, and not the Sup. of Records~ is the respondent in 19047, I did not make those 
allegations against the Sup. of Records last night as it does not seem fair to do so without giving notice that they would 
.need to appear for 19047. I know of no way to compel an opinion except filing a new complaint each time the Sup. of 
Records fails to perform their duties under 67.21(d). If I don't make the specific allegation, I don't know ifthe SOTF 
would have the authority to make any orders re: each failure. 

I understand the SOTFmay want to combine this new complaint with 19047 under its procedures, however I'll point out 
that the respondents, types of allegations, and the legal question to be resolved would be different (ex. "Are native 
electronic formats, metadata/headers, and non-Prop G calendars exempt from Sunshine Ordinance?" VS "Can the Sup. 
of Records fail to provide an opinion within.10 days of a petition?"). 

If your procedure/bylaw~ allows you to skip the committee intake process at your discretion, I respectfully request that 
this complaint be considered for such process. I'm not sure what additional fact-finding can be done in this case. 

SinGe rely, 
Anonymous 
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====== 

Complaint against which Department or Commission 
Supervisor of Records (aka City Attorney) 

Name of individual contacted at Department or Commission 
Dennis Herrera (City AttorneyL Bradley Russi (Deputy City Attorney) 

Alleged Violation 
Public Records 

Sunshine Ordinance Section: 
67.21(d} 

Please describe alleged violation: 
If the Task Force has any mechanism to take up this complai'nt as the SOTF en bane, instead of first via a committee, to 
avoid months of waiting, I would like to take that path. The Supervisor of Records' violation of the Sunshine Ordinance is 
especially dangerous to San Francisco's public records regirne, since it is he who is responsible (among others) for 
enforcing the public's access to records. · 

SF Admin Code 67.21(d} states " ... The supervisor of records shall inform the petitioner, as soon as possible and within 10 
days, of its determination whether the record requested, or any part of the record requested, is public .... " 

There are no extensions or exceptions to this 10 day deadline. 

I petitioned the Supervisor of Records on May 15th for a determination re: the records at issue in SOTF 19047, 
Anonymous vs. Mayor (re: electronic calendar records}. The deadline was therefore May 25, no later, for a legal opinion 
from the Supervisor of Records. 

On May 21st, Deputy City Attorney Russi said " I hope to have a response to you no later than the end of next week." 
On June 7th, Russi said "We are still working through the issues raised by your petition and appreciate your patience." 
On July 1st, Russi said they " ... won't be able to respond to your petitions until next week." 
On July 24th, Russi said "We are continuing to look into the questions you have raised and hope to be able to provide a 
response soon." 

This is a clear violation of 67.21(d}. 

[[Please note the Supervisor of Records has similarly delayed a response to a petition re: SOTF 19044, but since the 
respondent in 19044 is the City Attorney himself (who is in fact the Supervisor of Records}, that allegation is being 
handled in 19044 itself.]] 

Name 
Anonymous 

Email 
72902-46637773@requests.muckrock.com <mailto:72902-46637773@requests.muckrock.com> 

If anonymous, please let us know how to'contact you. Thank you. 
Email72902-46637773@requests.muckrock.com <mailto:72902-46637773@requests.muckrock.com> 
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On Aug. 21, 2019: 
Subject: RE: New Response Complair)t Form 
Dear Anonymous: 

It is the process ofthe Sunshine Task Forceto have complaints heard attheCommittee level first to determine ifthe 
records are public, there is jurisdiction and whether or not to forward to the SOTF for review and to make a ruling on the 
matter. The complaint below seems to be your commentary of what took place during the hearing last night. Can you 
please confirm ifthis is true? Thank you. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[CustomerSatisfactionlcon]<http:/ /www.sfbos.org/index.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 
form. 

The Legislative Research Center< http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members ofthe public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member 
ofthe public elects to submit to the Board and its committees-may appear on the Boar.d of Supervisors website or in 
other public documents that members ofthepublic may inspect or copy . 

. On May 8, 2019: 
Subject: California Public Records Act Request: April 28-May 4, 2019 Calendar- Immediate Disclosure Request 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance, made before close of business 
May 8, 2019. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the 
public on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"1. an electronic copy, in the original electronic format, with all.calendar item headers, email addresses, meta data, 
timestamps, attachments, appendices, exhibits, and inline images, except those explicitly exempted by the Ordinance, of 
the Mayor's calendar, with all items, from April28 to May 4, 2019 (inclusive)." 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, 
calendars exported in the .ics, iCalendar, orvCard formats with all non-exempt headers, metadata, attachments, etc. are 
best. Such formats are easily exportable from Google Calendar, Microsoft Outlook, Microsoft Exchange or other 
common caleridaring/erriail systems. 



However, if you choose to convert calendar items, for example, to PDF or printed format, to easily redact them, you 
must ensure that you have preserved the full content of the original calendar item record (as specified in request "1"), 
which contains many detailed headers beyond the ones generally printed out. If you instead provide PDFs or printed 
items with only a few of the headers or lacking attachments/images, and therefore withhold the other · 
headers/attachments ~ithout justification, you may be in violation of SF Admin Code 67.26,67 .27, Govt Code 6253{a), 
6253.9, and/or 6255, and we may challenge your decision. 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 

in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail {Preferred): 72902-46637773@requests.muckrock.com 

Upload documents directly: 
https:/ /a ccou nts.m uckrock.com/accou nts/logi n/?u rl_ a uth _ token=AAAxJ lxKb H L78P4h Pis99lsuo 1 Y%3A1i2W5y%3Ad I u F

P95RhqXk6f
HUxedBML_QQ&next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Flogin%2F%3Fnext%3D%252Faccounts%25 
2Fagency_login%252Foffice-of-the-mayor-3891%252Fapril-28-may-4-2019-calendar-immediate-disclosure-request-
72902 %252 F%253 Fema il%253 Dsotf%252540sfgov .o rg 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 
DEPT MR 72902 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 
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CiTY AND COUNTY OF SAN FRANCISCO 

DENNIS J. HERRERA 

City Attorney 

Sent via email (72902-46637773@J·equests.muckrock.com) 

Re: Petition to Supervisor of Records 

To Whom It May Concern: 

OFFICE OF THE CiTY ATTORNEY 

BRADLEY A. RUSSI 

DEPUTY CiTY ATTORNEY 

Direct Dial: 
Email: 

( 415) 554-4645 
brad.russi@sfcityatty.org 

August 26, 2019 

This letter responds to your petition to the Supervisor of Records concerning your May 8, 
2019 request to the Mayor's Office for the following: 

an electronic· copy, in the original electronic format, with all calendar item 
headers, email addresses, metadata, timestamps, attachments, appendices, 
exhibits, .and inline images, except those explicitly exempted by the Ordinance, 
of the Mayor's calendar, with all items, from April28 to May 4, 2019 
(inclusive. 

In response to this request, the Mayor's Office produced the Mayor's calendar entries irt PDF 
format from the time period at issue. The Mayor's Office explained that it provided the records 
in PDF format for ease of transferability and to protect the security of the original record, citing 
Government Code Section 6253.9. 

Under the Sunshine Ordinance (Section 67.21(d) of the Administrative Code), the 
Supervisor of Records is responsible for determining whether a City department has withheld a 
record, or any part of a record, without a lawful basis for doing so - for determining "whether the 
record requested, or any part of the record requested, is public." You contend that the Mayor's 
Office improperly withheld headers, email addresses, metadata, timestamps, attachments, 
appendices, exhibits, and inline images from its response to your request. 

We understand that the responsive calendar entries include no email addresses, 
attachments, appendices, exhibits, or inline images, and thus the Mayor's Office did not 
improperly withhold this information. 

With regard to metadata, which we understand would include headers and timestamps, 
we conclude that the Mayor's Office properly withheld this information. 

First, you contend that the Mayor's Office should provide this information by producing 
the calendar entries in the "original electronic format." But you also request that the calendar 
entries be exported to ".ics, iCalendar, or vCard formats." The Public Records Act does not 
require the Mayor's Office to produce records in a format that it does not store them unless the 
Mayor's Office has used the records in the requested format or provided them in the requested 
format to another agency. Gov't Code§ 6253.9. We understand that the Mayor's Office does 
not hold the records in any of these formats, and it has not used any ofthese formats or provided 

CiTY HALL • 1 DR. CARLTON B. GOODLETI PLACE, CiTY HALL ROOM 234 · SAN FRANCISCO, CALIFORNIA 94102-4682 
RECEPTION: (415) 554-4700 · FACSIMILE: (415) 554-4699 

n:\govern\as2019\0l 00505\01364809.doc 
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CITY AND COUNTY OF SAN FRANCISCO 

Letter to Anonymous 
August 26, 2019 
Page 2 

OFFICE OF THE CiTY ATTORNEY 

the records in these formats to any agency. By contrast, the Mayor's Office does store calendar 
entries in PDF format, and it has used that format to provide the records in the past. 

Second, the Mayor's Office has determined that disclosure of the metadata associated 
with the original electronic files whether by producing it in native format or disclosing the 
metadata in some other format- may jeopardize or compromise the security of the City's 
computer system. Thus the Mayor's Office may decline to produce the metadata tinder 
Government Code Section 6253.9(£). Also, the Mayor's Office has determined that metadata 
contained in original electronic files may include unique identifiers for individual computer 
terminals and computer servers and associated security certificates and similar information. This 
information is highly sensitive, as disclosing it could allow a hacker to penetrate the City's 
computer system, "spoof'' emails and insert themselves into confidential and/or privileged 
discussions, or send unauthorized emails on behalf of city officials. Therefore the information 
may be withheld under Government Code section 6254.19. Given this security risk, the 
information may also be withheld because there is a substantial need for confidentiality that 
outweighs any interest the public may have in accessing this information. See Cal. Evid. Code § 
1040; Gov't Code§ 6254(k). · 

For the reasons stated above, your petition is denied. 

Very truly yours, 

DENNIS J. HERRERA 
City Attorney 

~ 
Bradley A. Russi 
Deputy City Attorney 

n:\govern\as20 19\0100505\0 1364809.doc 
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72902-46637773@requests.muckrock.com (Ai:wnymous requestor) 
US mail to: MuckRock News, DEPT MR 72902, 411A Highland Ave, Somerville, MA 02144-2516 

Please use email only. I am an anonymous user of MuckRock.com, not a MuckRock representative. 

Supervisor of Records 
City Hall, Room 234 
1 Dr. Carlton B. Goodlett Pl. 
San Francisco CA 94102 
cityattorney@SFCITYATTY.ORG 
sent via email to Supervisor of Records 

Our ref. 

#72902 

RE: SF Sunshine Ordinance petition against Mayor, ref 72902 

To the Supervisor of Records of the City and County ofSan Francisco: 

Date 

2019-05-15 

NOTE: Every response you send or provide (including all responsive records) may be 
automatically and immediately visible to the general public on the MuckRock.com 
web service used to issue this request. (I am not a representative of MuckRock) 

This petition is addressed to you in your capacity as Supervisor of Records, with regards to the 
actions of the Office. of Mayor with regards to a Sunshine Ordinance / California Public Records 
Act request. 

On May 8, 2019, I made an anonymous, Immediate Disclosure, request (see Attachment 1) for 
public records to Office of Mayor. 

Unsatisfied with the Mayor's response, I filed an anonymous complaint with the SF Sunshine 
Ordinance Task Force (see Attachment 2) regarding my experience, which has been captioned by 
the Task Force as File 19047, Anonymous v. Mayor London Breed and Hank Heckel, Office of the 
Mayor. Included in the attachment are exhibits detailing the request, the Mayor's responses, and 
my reasoning that the response of the Mayor was inadequate under the Sunshine Ordinance and 
the California Public Records Act, all of which I incorporate into this petition. 

As the complaint describes, the rights under the Sunshine Ordinance that I wish to vindicate are 
similar, but not identical (calendar vs. email content, and other minor differences), to those of my 
pending complaint against your office· in its capacity as City Attorney in Task Force File 19044, 
Anonymous v. Dennis Herrero, Elizabeth Coolbrith and the related petition I filed with your office 
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RE: SF Sunshine Ordinance petition against Mayor, ref 12902 

as Supervisor of Records. Please however note the distinct email addresses used for each of these 
proceedings and keep communications separate. 

While there is a City Attorney opinion1 entitled "Providing Electronic Records In PDF Rather 
Than Word Format When Responding To A Public Records Request," I believe that the opinion 
does not apply to the Mayor's request for two reasons because the calendar data I have requested, 
unlike Word documents, do not contain 'track changes' metadata that includes prior revisions. 
Furthermore, if you do believe the opinion is applicable, I believe, though I am not an attorney, the 
opinion's interpretation of Govt Code 6253.9(f) in section "Protecting The Text Of The Electronic 
Record" is wrong for the reasons detailed in my Attachment 2, Section D.2. Regardless, none of 
that justifies a public agency not providing a justification for withholding the portions of the records 
I requested, but were not withheld. I also ask that you consider any potential conflict of interest in 
these various cases. 

In parallel with Task Force complaint 19047, I am anonymously petitioning you under SF Admin 
Code Sec 67.21( d) 2 to, within 10 days, direct the Mayor to: (1) provide us with the full public records 
requested as specified in Attachment 1, (2) provide in writing any justifications for withholding 
specific parts of the responsive records, and (3) provide us all other relief requested of the Task 
Force in Section E of Attachment ·2, to the extent compatible with your powers as Supervisor of 
Records .. 

encl: Attachment 1 May 8, 2019 request 

encl: Attachment 2 - Complaint Filed with SF Sunshine Ordinance Task Force, including Exhibits 
A and B 

1https://www.sfcityattorney.org/wp-content/uploads/2015/07/Providing-Electronic-Records-in-PDF
Rather-than-Word-Format-When-Responding-to-a-Public-Records-Request.pdf 

2"(d) If the custodian refuses, fails to comply, or incompletely complies with a request described in (b), the person making 
the request may petition the supervisor of records for a determination whether the record requested is public. The 
supervisor of records shall inform the petitioner, as soon as possible and within 10 days, of its determination whether 
the record requested, or any part of the record requested, is public. Where requested by the petition, and where 
otherwise desirable, this determination shall be in writing. Upon the determination by the supervisor of records that 
the record is public, the supervisor of records shall immediately order the custodian of the· public record to ·comply 
with the person's request. If the custodian refuses or fails to comply with any such order within 5 days, the supervisor 
of records shall notify the district attorney or the attorney general who shall take whatever measures she or he deems 
necessary and appropriate to insure compliance with the provisions of this ordinance." 

2 of 4 
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RE: SF Sunshine Ordinance petition against Mayor, ref 12902 

Attachment 1 - request sent to mayorsunshinerequests@sfgov.org 

May 8, 2019 

This is an IJDIDediate' Disclosure Request under the San Francisco Sunshine Ordinance, 
made .before close of business May 8, 2019. 

** Note that all of your responses (including disclosed 'records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request 
(though I am not a MuckRock representative). ** 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California 
Public Records Act (CPRA): 

"1. an electronic copy, in the original electronic format, with all calendar item headers, 
email addresses, metadata, timestamps, attachments, appendices, 'exhibits, and inline 
images, except those explicitly exempted by the Ordinance, of the Mayor's calendar, w.ith 
all items, from April 28 to May 4, 2019 (inclusive)." 

We remind you of your obligations to provide electronic records in the original format you 
hold them in. Therefore, calendars exported in the .ics, iCalendar, or vCard formats with 
all non-exempt headers, metadata, attachments, etc.' are best. Such formats are easily 
exportable from Google Calendar, Microsoft Outlook; Microsoft Exchange or other 
coJDIDon calendaring/email systems. 

However, if you choose to convert calendar items, for example, to PDF or printed format, 
to easily redact them, you must ensure that you have preserved the full content of the 
original calendar item record (as specified in request "1"), which contains many detailed 
headers beyond the ones generally printed out. If you instead provide PDFs or printed 
items with only a few of the headers or lacking attachments/images, and therefore withhold 
the other headers/attachments without justification, you may be in violation of SF Admin 
Code 67.26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, and we may challenge 
your decision. 

Please provide only those copies of records available without any fees. If you determine 
certain records would require fees, please instead provide the required notice of which 
of those records are available and non-exempt for inspection in-person if we so choose. 

I look forward to your iiDIDediate disclosure. 

Sincerely, 
Anonymous 

3 of 4 
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RE: SF Sunshine Ordinance petition against Mayor, ref 72902 

Attachment 2 - Task Force complaint 

4 of 4 
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72902-46637773@requests.muckrock.com (Anonymous requestor) 
US mail to: MuckRock News, DEPT MR 72902, 411A Highland Ave, Somerville, MA 02144-2516 

Please use email only. I am an anonymous user of MuckRock.com, not a MuckRock representative. 

SUNSHINE ORDINANCE TASK FORCE 
Room 244 - Tel. ( 415) 554-7724; Fax ( 415) 554-7854 
1 Dr. Carlton B. Goodlett Place 
San Francisco CA 94102 
cc: Office of the Mayor (mayorsunshinerequests@sfgov.org) 
sent via .email and web-form to Task Force, email to Office of Mayor 

Our ref. 

#72902 

RE: SF Sunshine Ordinance Complaint against Office of Mayor, ref 72902 

To Whom It May Concern: 

Date 

2019-05-10 

NOTE: Every response you send or provide (including all responsive records) may be 
automatically and immediately visible to the general public· on the MuckRock.com 
web service used to issue this request. (I am not a representative of MuckRock) 

A. METADATA: 

Complainant Name: (Anonymous- use email 72902-46637773@requests.muckrock.com) 

Date of Request: May 8, 2019 

Complaint Against Employees: London N. Breed (Breed) in her official capacity as Mayor, Hank 
Heckel (Heckel) in his official capacity as Compliance Officer for Office of Mayor 

Complaint Against Agency: Office of Mayor 

Yes - Alleged violation of public records access 
Yes - Alleged failure to provide information in a timely manner in accordance. with the provisions 
of the Sunshine Ordinance 
No - Alleged violation of a public meeting 
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RE: SF Sunshine Ordinance Complaint against Office of Mayor, ref 12902 

B. NARRATIVE: 

On May 8, 2019 we sent a San Francisco Sunshine Ordinance (Ordinance) and California Public 
Records Act (CPRA) request to the Office of Mayor (enclosed herein as Exhibit A, which also 
includes the communication back and forth with the Mayor's office and Heckel) for, inter alia: 

11 1. an electronic copy, in the original electronic format, with all calendar item headers, 
email addresses, metadata, timestamps, attachments, appendices, exhibits, and inline 
images, except those explicitly exempted by the Ordinance, of the Mayor's calendar, 
with all items, from April 28 to May 4, 2019 (inclusive)." 

We remind you of your obligations to provide electronic records in the original format 
you hold them in. Therefore, calendars exported in the .ics, iCalendar, or vCard formats 
with all non-exempt headers, metadata, attachments, etc. are best. Such formats are 
easily exportable from Go ogle Calendar, Microsoft Outlook, Microsoft Exchange or 
other common calendaring/ email systems. 

However, if you choose to convert calendar items, for example, to PDF or printed 
format, to easily redact them, you must ensure that you have preserved the full content 
of the original calendar item record (as specified in request 11 1 11

), which contains many 
detailed headers beyond the ones generally printed out. If you instead provide PDFs 
or printed items with only a few of the headers or lacking attachments/images, and 
therefore withhold the other headers/attachments without justification, you may be in 
violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, and 
we may challenge your decision. 

On May 8, 2019 Heckel acknowledged the request and on May 9, 2019 Heckel replied on behalf of 
Breed with records responsive to the request in relevant part: 

Re: Public Records Request received May 8, 2019 

To whom it may concern: 

This responds to your Immediate Disclosure Request below. 

Response Dated April 24, 2019 {sic} 

Thank you for your inquiry. Please see attached the requested information. 

This information has been provided in a PDF format for its ease· of transferability and 
accessibility, consistent with Cal. Gov. Code 6253.9(a)(1). Moreover, pursuant to Cal. 
Gov. Code 6253.9 (f), an agency is not required to provide an electronic record in 
an electronic format that would jeopardize or compromise the security or integrity of 
the original record. The PDF format ensures the security and integrity of the original 
record. 

2 of 7 
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RE: SF Sunshine Ordinance Complaint against Office of Mayor, ref 12902 

and attached a PDF form (Exhibit B- the PDF file itself can also be downloaded at https: I I cdn. 
muckrock.comlfoia_filesi2019I05I091MuckRock_Calendar_Request_4-27_-_5-4.pdf) of the 
requested calendar including only: times, physical locations, and titles of events and names or 
descriptions of some attendees, to which.I replied on the same day in relevant part: 

We do not believe your arguments re: the acceptability of PDF format are valid and 
intend to contest them at the Sunshine Task Force. First, 6253.9(f) protects the integrity 
and security of the *original* record, not the copy of the record you provide to the public. 
Regardless, PDFs which are not digitally signed can be quite easily edited by anyone, no 
differently than editing say the .ics calendar file you could have provided to us. Second, 
6253.9(a)(l) plainly requires provision of the {sic} in "any electronic format in which 
it holds the information" and we asked for the original format. Our understanding of. 
computer systems indicates that format is not PDF. 

In the mean time, I will point out that the original electronic format of the Mayor's 
calendar may contain substantial additional information (such as email addresses, con
ference call numbers, actual names of attendees instead of group descriptions, the accep
tance/rejection of individual attendees to the invite, etc.) than that which was printed 
out for us. In addition to, and separately from, not being in the original format, by 
converting to PDF,' you may have withheld such portions of the record from us, without · 
pointing out to us that the portions were in fact withheld nor providing statutory justi
fication for exemption (required by CPRA and the Sunshine Ordinance) nor providing 
the name and title of the official responsible for such withholding. Please provide all 
such information, if any information was withheld in the PDF you released to us, as 
compared to the original format. 

Since I had previously requested the entire calendar items in their original electronic format, I 
proceeded to file this complaint. 

C. COMPLAINTS: 

I make the following allegations. I am not an attorney, so :iny understanding is associated with 
proper sections. of the law to the best of my (lay)· ability. 

1. Violations of SF Admin Code Sec. 67.27. Justification Of Withholding 

On May 9, 2019, Heckel's response did not justify withholding portions of the responsive calendar 
records (namely the headers and metadata, which we had specifically requested in our original 
request). No statutory nor case law authority was provided. Note Heckel provided an argument 
(which we believe to be wrong, see below) for why he had not provided the original format. He did 
not provide any justification for withholding the header and .metadata information, even in PDF 
format. Our original request did indicate that if the Mayor were to convert. the calendar to PDF 
format, we still wanted the entire record with all headers, metadata, etc. 

We specifically asked for calendars in the original electronic format. Calendars are not stored in 
PDF format by calendaring systems. From the City's SB 272 enterprise systems list, it appears the 
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RE: SF Sunshine Ordinance Complaint against Office of Mayor, ref 72902 

City1 uses Microsoft Exchange/Outlook as its email and calendaring system. Such a system should 
be able to export a full copy of calendar items in iCalendar / .ics format, which preserves most if not 
all of the item's content. This could be done by simply printing out the .ics/iCalendar exported 
file and redacting as needed. 

2. Violations of SF Admin Code Sec. 67.26. Withholding Kept To A Minimum 

On May 9, 2019, responsive records as provided in an attachment to Heckel's response (Exhibit 
B) did not withhold the minimum necessary portions of the calendars requested. While it may be 
argued that some of the headers of a calendar item could be withheld for privacy reasons (though we 
do not concede such point), that does not mean the Mayor can withhold all portions of the calendar 
items other than Time, Title, Physical Location, and (sometimes) Attendee Names/Descriptions. 

3. Violations of SF Admin Code Sec. 67.21. Process For Gaining Access To Public 
Records; Administrative Appeals. 

67.21(b) (" ... If the custodian believes the record or information requested is not a public record 
or is exempt, the custodian shall justify withholding any record by demonstrating, in writing as 
soon as possible and within ten days following receipt of a request, that the record in question 
is exempt under express provisions of this ordinance .... ") was violated by Heckel's May 9, 2019 
response wherein he did not indicate that the Mayor was withholding the remaining portions of the 
full calendar item records, with headers and metadata. 

67.21(1) ("Inspection and copying of documentary public information stored in electronic form shall 
be made available to the person requesting the information in any form requested which is available 
to or easily generated by the department ... ") was violated on May 9, 2019 since Heckel provided the 
calendars requested in PDF format and not the raw/ original format stored by the email servers. This 
original format (which we specifically requested) contains those additional headers we requested. 
As described in Complaint 1, paragraph 2, we believe exporting of calendar items in iCalendar/.ics 
format should be easy given the City's systems. 

4. Violations of CA Govt Code 6253.9 

6253.9(a)(1) (" ... The agency shall make the information available in any electronic format in which it 
holds the information .... ") was violated for reasons stated under the second paragraph of complaint 
#3. 

5. Violations of CA Govt Code 6253 

6253(a) ("Any reasonably segregable portion of a record shall be available for inspection by any 
person requesting the record after deletion of the portions that are exempted by law.") was violated 
for reasons stated under complaint #2. Portions of the responsive email records (headers, metadata) 
that are not exempt under the law were deleted by using the PDF print-out formats that the Mayor 
chose. 

1 For some reason, it appears only SF Public Health has listed its email system, not the Mayor, so this is an extrapolation. 
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RE: SF Sunshine Ordinance Complaint against Office of Mayor, ref 12902 

6. Violations of CA Govt Code 6255 

6255(a) was violated for reasons stated under complaint #1. 

D. REBUTTALS: 

1. CA Govt Code 6253.9(a)(l) does not permit use of formats for "transferability and 
accessibility" 

In Heckel's May 9 response, the Office of the Mayor argued "This information has been provided 
in a PDF format for its ease of transferability and accessibility, consistent with Cal. Gov. Code 
6253.9( a) (1) ." 

By its plain language, that is not what 6253.9(a)(1) requires. CA Govt Code 6253.9(a) reads: 

(a) Unless otherwise prohibited by law, any agency that has information that constitutes 
an identifiable public record not exempt from disclosure pursuant to this chapter that 
is in an electronic format shall make that information available in an electronic format 
when requested by any person and, when applicable, shall comply with the following: 

- (1) The agency shall make the information available in any electronic format in which 
it holds the information. 

- (2) Each agency shall provide a copy of an electronic record in the format requested 
if the requested format is one that has been used by the agency to create copies for its 
own use or for provision to other agencies. The cost of duplication shall be limited to 
the direct cost of producing a copy of a record in an electronic format. . 

Since there is no ambiguity in the statute's language, 6253.9(a)(1) should be given its plain meaning. 
Nothing in this clause refers to conversion of files for transferability and accessibility. 

2. CA Govt Code 6253.9(f) protects the security and integrity of originals, not copies 

In Heckel's May 9 response, the Office of the Mayor argued "pursuant to Cal. Gov. Code 6253.9 
(f), an agency is not required to provide an electronic record in an electronic format that would 
jeopardize or compromise the security or integrity of the original record. The· PDF format ensures 
the security and integrity of the original record." 

This. argument fails for two reasons. 

Most importantly, 6253.9(f) states (emphasis mine) "Nothing in this section shall be construed to 
require the public agency to release an electronic record in the electronic form in which it is held 
by the agency if its release would jeopardize or compromise the security or integrity of the original 
record or of any proprietary software in which it is maintained." The Mayor appears to believe 
that the PDF format makes it harder for someone to modify the file. However that would be 
(if it was true) a protection of the integrity of the copy. That is not what the statute requires. 
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RE: SF Sunshine Ordinance Complaint against Office of Mayor, ref 12902 

Otherwise, physical copies could not be provided under the CPRA, as they can be easily altered in 
writing/printed, and recopied, and passed off as the originals. 

Secondarily, the PDF format, in the form that the Mayor has used it to provide the responsive 
record on May 9, does not even protect the security and integrity of the copy. Anyone can modify 
a PDF file with, among many other products, Apple's Preview app (a free default app that comes 
with Mac OS X computers), Adobe's Acrobat or Photoshop. Persons could also of course modify 
the iCalendar/.ics exported file copies just as easily. If the Mayor wants to use the PDF format 
to protect the copies (even though that is not what the statute requires), they would need to be, 
for example, digitally signed, which is an information technology solution that uses cryptography 
to make it extremely difficult to pass off an altered version of the copy as identical to the original. 
My examination of the PDF file provided by Heckel (https: I I cdn .muckrock. comlfoia_filesl 
2019IOSI091MuckRock_Calendar_Request_4-27 __ 5-4.pdf) shows no indication of a standard 
PDF digital signature. 

E. RELIEF REQUESTED 

I have a parallel pending complaint (Anonymous v. Dennis Herrera, Elizabeth Coolbrith, SOTF File 
No. 19044) against the Office of the City Attorney for similar (but not identical) claims regarding 
alleged failure to disclose emails (not calendars) in their full, original electronic format. I ask the 
Task Force to keep in mind the possible conflicts of interest apparent in an attorney from the Office 
of City Attorney assisting the Task Force on this complaint, for which a ruling in my favor would 
tend to also favor finding against the City Attorney in case 19044 as well. 

I ask the Task Force to find that the Office of the Mayor violated the Sunshine Ordinance (including 
any requirements of the CPRA incorporated by reference in SF Admin Code ) on May 9, 2019. 

I ask the Task Force to direct the Mayor or her delegate to produce the full calendars we originally 
requested, with redaction of only those headers or metadata (if any) that can be justified legally 
and explicitly. · 

I ask the Task Force to direct that calendars be produced by San Francisco agencies subject to the 
Sunshine Ordinance in their original format, preserving headers and metadata, except those that 
can be withheld with explicit justification. 

I ask for a hearing, to the extent possible given my desire to remain anonymous. 

I reserve my right to petition the Supervisor of Records and/or any judicial remedies that may be 
available. 
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RB: SF Sunshine Ordinance Complaint against Office of Mayor, ref 72902 

end: Exhibit A - Original Request and Communications with Mayor's Office 

end: Exhibit B- Responsive record titled "MuckRock Calendar Request 4-27- 5-4.pdf" · 
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Exhibit A 

Correspondence with Office of Mayor 
The MuckRock system censors the email address 
as 'requests@muckrock.com' in certain locations. 
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Subject: California Public Records Act Request: April 28-May 4, 2019 Calendar- Immediate Disclosure ... 

This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance, made 
before close of business May 8, 2019. 

** Note that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though 
I am not a MuckRock representative).** 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public 
Records Act (CPRA): 

"1. an electronic copy, in the original electronic format, with all calendar item headers, email 
addresses, metadata, timestamps, attachments, appendices, exhibits, and inline images, except 
those explicitly exempted by the Ordinance, of the Mayor's calendar, with all items, from April 28 
to May 4, 2019 (inclusive)." 

We remind you of your obligations to provide electronic records in the original format you hold 
them in. Therefore, calendars exported in the .ics, iCalendar, or vCard formats with all non
exempt headers, metadata, attachments, etc. are best. Such formats are easily exportable from 
Google Calendar, Microsoft Outlook, Microsoft Exchange or other common calendaring/email 
systems. 

However, if you choose to convert calendar items, for example, to PDF or printed format, to easily 
redact them, you must ensure that you have preserved the full content of the original calendar 
item record (as specified in request "1"), which contains many detailed headers beyond the ones 
generally printed out. If you instead provide PDFs or printed items with only a few of the headers 
or lacking attachments/images, and therefore withhold the other headers/attachments without 
justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 6253.9, 
and/or 6255, and we may challenge your decision. 

Please provide only those copies of records available without any fees. If you determine certain 
records would require fees, please instead provide the required notice of which of those records 
are available and non-exempt for inspection in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Subject: RE: California Public Records Act Request: April 28-May 4, 2019 Calendar- Immediate Disclos ... 

We remind you of your obligation under City of San Jose v Superior Court (2017) to search 
personal accounts/devices for calendar items regarding the public's business, as appropriate. 

** Note that all of your responses (including disclosed records) may be automatically and 
· iAstaAtlyavailaele tG.othe.pu blic on the MuckRock.com-service usedtoissue_tbisrequesL(tboug h 
I am not a MuckRock representative). ** 
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Subject: RE: California Public Records Act Request: April 28-May 4, 2019 Calendar- Immediate Disclos ... 

Received. We are processing our response. 

Thank you 1 

·Hank Heckel 
Compliance Officer 
Office of Mayor London N. Breed 
City and County of San Francisco 
(415) 554-4796 

Subject: RE: California Public Records Act Request: April 28-May 4, 2019 Calendar- Immediate Disclos ... 

VIA ELECTRONIC MAIL 
Requestor: Anonymous 

Email: requests@muckrock.com 

May 91 2019 

Re: Public Records Request received May 8, 2019 

To whom it may concern: 

This responds to your Immediate Disclosure Request below. 

Response Dated April 24, 2019 

Thank you for your inquiry. Please see attached the requested information. 

This information has been provided in a PDF format for its ease of transferability and 
accessibility/ consistent with Cal. Gov. Code 6253.9(a)(1). Moreover/ pursuant to Cal. Gov. Code 
6253.9 (f) 1 an agency is not reqUired to provide an electronic record in an electronic format that 
would jeopardize or compromise the security or integrity of the original record. The PDF format 
ensures the security and integrity of the original record. 

Please also note that we are responding on behalf of the Mayor's Office only, and not on behalf of 
other city departments. 

If you have any questions about your request or would like to submit another public records 
request/ please feel free to contact us 

at mayorsunshinerequests@sfgov.org<mailto:mayorsunshinerequests@sfgov.org>. 
Best Regards, 

Hank Heckel 
Compliance Officer 

·Office of Mayor london N. Breed· 
City and County of San Francisco 
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MuckRock Calendar Request 4-27- 5-4 

~View ~Embed U Download 

Subject: RE: California Public Records Act Request: April 28-May 4, 2019 Ca.lendar- Immediate Disclos ... 

We do not believe your arguments re: the acceptability of PDF format are valid and intend to 
contest them at the Sunshine Task Force. First, 6253.9(f) protects the integrity and security of 
the *original* record, not the copy of the record you provide to the public. Regardless, PDFs 
which are not digitally signed can be quite easily edited by anyone, no differently than editing say 
the .ics calendar file you could have provided to us. Second, 6253.9(a) (1) plainly requires 
provision of the in "any electronic format in which it holds the information" and we asked for the 
original format. Our understanding of computer systems indicates that format is not PDF. 

In the mean time, I will point out that the original electronic format of the Mayor's calendar may 
contain substantial additional information (such as email addresses, conference call numbers, 
actual names of attendees instead of group descriptions, the acceptance/rejection of individual 
attendees to the invite, etc.) than that which was printed out for us. In addition to, and separately 
from, not being in the original format, by converting to PDF, you may have withheld such portions 
of the record from us, without pointing out to us that the portions were in fact withheld nor 
providing statutory justification for exemption (required by CPRA and the Sunshine Ordinance) 
nor providing the name and title of the official responsible for such withholding. Please provide all 
such information, if any information was withheld in the PDF you released to us, as compared to 
the original format. · · 

** Note that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though 
I am not a MuckRock representative).** 

Thank you. 
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.Exhibit B 
Responsive record produced by Heckel 
on May 9, 2019 

Page 4 of the calendar contained fonts missing on my computer -they appear to be merely 
bullet points. 

PDF file available at: 
https:/ I cdn.muckrock.com/foia_files/20 19/05/09 /MuckRock_ Calendar_Request_ 4-2 7 _-_5-4.pdf 
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I Ap. ril '2.7, 2019 
Saturday . 

8:45 AM - 9:15 AM 

11:55 AM - 1:25 PM 

7:05 PM - 7:20 PM 

7:35 PM - 8:00 PM 

8:40 PM - 9:00 PM 

I April28, 2019 
Sunday 

12:30 PM - 1:00 PM 

7:00 PM - 7:30 PM 

I April 29, 2019 
Monday 

9:00 AM - 9:30 AM 

1:05 PM - 1:30 PM 

1:39 PM - 1:46 PM 

1:51 PM - 2:10 PM 

2:34 PM - 2:45 PM 

PropG, Mayor (MYR) 

North Beach Farmers Market 2019 Season Open -- 699 Columbus Avenue, San Francisco, CA 94133 

12th Annual McKinley Elementary School Dogfest -- Duboce Park, Noe Street at Duboce Avenue, San 
Francisco, CA 94114 

A Banner of Love Gala: A Night in Venice-- St. Mary's Cathedral, 1111 Gough St., San Francisco 

San Francisco Gay Men's Chorus Crescendo Gala-- The Fairmont San Francisco, 950 Mason Street, Main 
Ballroom 

Beyond Differences Gala-- Terra Gallery, 511 Harrison Street, San Francisco 

St. Francis Wood Women's League Annual Luncheon --The Olympic Club Lakeside, Garden Court, 599 
Skyline Blvd, San Francisco, CA 94132 

North Beach Citizens' Spring Dinner -- 666 Filbert Street, San Francisco CA.94l33 

Meeting Re: Staff Check In -- Remote Conference Call 

Attendees: 
Mayor's Office Staff 

Meeting with President Vee Re: District 7 --City Hall, Room 200, Mayor's Office 

Attendees: 
President Yee, Supervisor for District 7, Board of Supervisors 
Jen Lowe, Legislative Aide, Board of Supervisors 
Mayor's Office Staff 

Press availability re: MTA Director-- City Hall, Room 200 

Meeting Re: Scheduling -- City Hall, Room 200, Mayor's Office 

Attendees: 
Mayor's Office Staff 

Swearing In Ceremony for Sophie Maxwell and Tim Paulson-- City Hall, International Room 

Attendees: 
Sophie Maxwell, Public Utilities Commission Appointee 
Tim~eaulson, eublic~UJilitLe_s_C_ommiss1oo~APPJ)intee_ 

1 
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I April 29, 2019 Continued 
Monday · 

3:01 PM - 3:29 PM 

3:31 PM - 4:03 PM 

4:10 PM - 4:55 PM 

6:00 PM - 6:30 PM 

6:45 PM - 8:00 PM 

I April 30, 2019 
Tuesday 

9:00 AM - 9:30 AM 

10:35 AM - 10:50 AM 

12:00 PM - 12:30 PM 

12:35 PM - 1:15 PM 

PropG, Mayor (MYR) 

Harlan Kelly Jr., General Manager, San Francisco Public Utilities 
Commission 

Larry Mazzola Jr., President (Plumbers & Pipe Fitters Local 38), 
Recreation and Park Commissioner 

Sandra Duarte, Executive Assistant San Francisco Building and 
Construction Trades Council 

Kim Tavaglione, Campaign Director San Francisco Labor Council 
Willie Adams, Port Commissioner 
Mayor's Office Staff 

Meeting Re: Government Affairs-- City Hall, Room 200, Mayor's Office 

Attendees: 
Mayor's Office Staff 

Meeting Re: City Operations and Government Affairs --City Hall, Room 200, Mayor's Office 

Attendees: 
Mayor's Office Staff 

Meeting Re: Housing Bond with Supervisor Vee and Members of Housing Bond Working Group-- City 
Hall, Room 201 

Grace Cathedral Paris Sister City Event for Notre-Dame, Sri lanka, louisiana Churches, and Poway 
Synagogue --Grace Cathedral, 1100 California Street 

Recode Decode Podcast live Recording -- Manny's 3092 16th Street 

Meeting Re: Staff Check In -- Remote Conference Call 

Attendees: 
Mayor's Office Staff 

Public Works Week Awards and Pins Ceremony-- Moscone Center South, Third Floor, 747 Howard St. 

Telephone Interview with LA Times Reporter Heidi Chang -- Remote Conference Call 

Attendees: 
Heidi Chang, Reporter, Los Angeles Times 
Mayor's Office Staff 

Meeting Re: Budget-- City Hall, ROom 200, Mayor's Office 

Attendees: 
Mayor's Office Staff 

2 
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I April 30, 2019 Continued 
Tuesday 

1:34 PM - 1:50 PM 

2:09 PM - 2:45 PM 

2:46 PM - 3:10 PM 

3:10 PM - 3:33 PM 

I May 1, 2019 
yvednesday 

9:00 AM - 9:30 AM 

10:00 AM - 10:30 AM 

11:00 AM - 11:30 AM 

12:00 PM - 12:15 PM 

2:04 PM - 2:43 PM 

2:43 PM - 2:46 PM 

PropG, Mayor (MYR) 

Meeting Re: Town Hall Event-- City Hall, Room 200, Mayor's Office 

Attendees: 
· Mayor's Office Staff 

Meeting with San Francisco Latino Parity and Equity Coalition-- City. Hall, Room 201 

Meeting Re: Scheduling -- City Hall, Room 200, Mayor's Office 

Attendees: 
Mayor's Office Staff 

Meeting Re: Government Affairs-- City Hall, Room 200, Mayor's Office 

Attendees: 
Mayor's Office Staff 

Meeting Re: Staff Check In --·Remote Conference Call 

Attendees: 
·- Mayor's Office Staff 

Live Phone Interview with JaQI -" Remote Conference Call 

Attendees: 
Isabel Gutierrez, KIQI radio. host 
Marcos Gutierrez, KIQI radio host 
Mayor's Office Staff 

Fire Station 5 Ribbon Cutting -- Fire Station No. 5, 1301 Turk St 

Jewish Vocational Service Strictly Business Luncheon -- San Francisco Marriott Marquis Hotel, 780 Mission 
Street · 

Meeting Re: City Services and Operations --City Hall, Room 200, Mayor's Office 

Attendees: 
Naomi Kelly, City Administrator, City and County of San Francisco 
Heather Green, Capital Planning Director, City and County of San 

Francisco 
Mayor's Office Staff 

Swearing In Ceremony for Frank Fung --City Hall, Room 200, Mayor's Office 

Attendees: 
Frank Fung, Planning Commissioner 
Aimee Fung, Daughter of Frank Fung 
Mayor's Office Staff 
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I May 1, .2019 Continued 
Wednesday 

2:46 PM - 3:13 PM 

3:20 PM - 3:46 PM 

4:03 PM - 4:35 PM 

5:00 PM - 5:20 PM 

5:30 PM - 6:00 PM 

I May 2, 2019 
Thursday 

9:00 AM - 9:30 AM 

12:04 PM - 12:25 PM 

12:31 PM - 12:48 PM 

PropG, Mayor (MYR) 

Meeting Re: City Services and Operations -- City Hall, Room 200, Mayor's Office 

Attendees: 
Naomi Kelly, City Administrator, City and County of San Francisco 
Heather Green, Capital Planning Director, City and County of San 

Francisco 
Mayor's Office Staff 

Meet and Greet with Jamestown Community Center Youth -- City Hall, International Room 

Meeting Re: Public Safety-- City Hall, Room 200 Mayor's Office 

Attendees: 
Chief William Scott, SFPD 
Deirdre Hussey, Director of Policy and Public Affairs, SFPD 
Mayor's Office Staff 

Neighborhood Preference Program Tour and SFGovlV Interview-- 150 Van Ness 

Attendees: 
Mario Watts, resident 
Josiah Watts, resident 
Kim Dubin, Mayor's Office of Community Housing and Development 
Max Barnes, Mayor's Office of Community Housing and Development 
Mayor's Office Staff 

Asian Pacific American Heritage Month Awards and Reception Celebration-- Herbst Theater, War 
Memorial Building, 401 Van Ness Avenue 

Meeting Re: Staff Check In -- Remote Conference Call 

Attendees: 
Mayor's Office Staff 

lest We Forget Photo Exhibit for Holocaust Remembrance Pay-- City Hall, Room 200, Mayor's Office . ' 

Meeting re: Street Conditions -- City Hall, Room 200, Mayor's Office 

Attendees: 
Chief William Scott, Chief of Police, San Francisco Police 

Department 
Dr. Grant Colfax, Director, Department of Public Health 
Mohammed Nuru, Director, Department of Public Works 
Jeff Kositky, Director, Department of Homelessness and Supportive 

Housing 
Mary Ellen Carrol, Director, Department of Emergency Management 
Mayor's Office Staff 

4 5/8/2019 2:49 PM 

#SFSOTf>-Q2B~-000016 



I 
May 2, 2019 Continued ·1 

. Thursday . 

1:31 PM - 2:11 PM Meeting Re: Budget-- City Hall, Room 200, Mayor's Office 

Attendees: 
Mayor's Office Staff 

2:14 PM - 2:34 PM Meeting Re: Communications -- City Hall, Room 200, Mayor's Office 

Attendees: 
Mayor's Office Staff 

2:34 PM - 3:07 PM Meeting Re: Commissions -- City Hall, Room 200, MO 

Attendees: 
Mayor's Office Staff 

3:10 PM - 3:41 PIVI Meeting with Civil Grand Jury-- City Hall, Room 201 

3:42 PM - 3:49 PM Meeting Re: Government Affairs -- City Hall, Room 200, Mayor's Office 

Attendees: 
Kylecia Broom, Community Development Assistant, Mayor's Office 

of Housing and Community Development 
Steven Gallardo, Displaced Tenant Housing Preference Program 

Coordinator, Mayor's Office of Housing and Community Development 
Mayor's Office Staff 

5:30 PM - 6:00 PM Alliance of Black School Educators Scholarship and Salute Banquet-- African American Art and Culture 

I May 3_,_ 2019 
Friday 

9:00 AM - 9:30 AM 

1:00 PM - 1:30 PM 

1-.-- ·_· __ ---_-_--_-_-_-_· __ --__ -_-_--_---_ .. _: __ -_-_-_---_- --_ .· -May4~2019·· ·_ 
Saturday•···· .. _-.·. ·• 

3:30 PM - 4:30 PM 

PropG, Mayor (MYR) 

Complex, 762 Fulton Street, 3rd Floor · 

Meeting Re: Staff Check In -- Remote Conference Call 

Attendees: 
Mayor's Office Staff 

Downtown Streets Team Mission Ribbon Cutting -- 3100 17th Street, San Francisco 

San Francisco Lowrider Council Cinco De Mayo John O'Connell High School Car Show and Cruise-- John 
O'Connell High School Parking Lot, 2300 Block of Harrison Street 

5 
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I May.4; 2019 Continued 
Saturday 

6:10 PM - 6:40 PM 

PropG, Mayor (MYR) 

The Association of Chinese Teachers 50th Anniversary Gala --Scottish Rite Masonic Center, 28SO 19th 
Avenue 
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Leger, Cheryl (BOS) 

From: 

Sent: 
To: 
Subject: 

Attachments: 

72056-97339218@ requests.muckrock.com on behalf of '72056-97339218 
@requests.muckrock.com' <72056-97339218@ requests.muckrock.com> 
Monday, August 26, 2019 11:51 AM 
SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 

Full Information 
SupRecords-Response-01365566.pdf 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 

PRA Office 

Room 234 
1 Doctor Carlton B Goodlett Place 

SF, CA 94102 

August 26, 2019 

This is a follow up to a previous request: 

RE: 19044, Anonymous v Office of City Attorney, et al. 

(resending with attachment) 

The Supervisor of Records provided the attached response today, 110 days after our petition. I plan to dispute his 
conclusions at the full Task Force meeting considering 19044. 
Since his response was provided 110 days (instead of 10 days) after my petition, I will not my withdraw my allegations 

before the SOTF regarding a 67.21(d) violation. 

Thanks, 
Anonymous {19044) 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 

Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 

%3 Fnext%3 D%252 Faccou nts%252 Fagency _login%252Fsa n-fra ncisco-city-atto rney-797%252 Fim mediate-disclosure-

req uest -em a il-record-fu 11-info rmation-
72056%252 F%253 Fema il%253 Dsotf%252540sfgov .o rg&u rl_a uth_ token=AAAu FBa WTyfyRXNxlh3 M kFOGTxo%3A1i2KOz 

%3AfiPB07rrd Pn-3 FAdyo4gPH560gO 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 
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For mailed responses, please address (see note): 
M uckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note !hat improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

On Aug. 26, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
SOTF, 

RE: 19044, Anonymous v Office of City Attorney, eta I. 

The Supervisor of Records provided the attached response today, 110 days after our petition. I plan to dispute his 
conclusions at the full Task Force meeting considering 19044. 
Since his response was provided 110 days (instead of 10 days) after my petition, I will not my withdraw my allegations 
before the SOTF regarding a 67.21(d) violation. 

Thanks, 
Anonymous (19044) 

On Aug. 26, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Thank you for your response, Supervisor of Records. I plan to dispute your conclusions at the full Task Force meeting 
considering 19044. 
Since your response was provided 110 days instead of 10 days after my petition, I will not my withdraw my allegations 
before the SOTF regarding a 67.21(d) violation. 

Thanks, 
Anonymous 

On Aug. 26, 2019: 
Subject: response to petition re city attorney's office 
To Whom it may concern: 

Please see the attached response to your petition to the Supervisor of Records, submitted on May 8, 2019, concerning 
the City Attorney's Office's response to your April20, 2019 request. Thank you. 

On Aug. 23, 2019: 
·Subject: RE: C:!lifornii:CPDolicRecords ActRequest: Immediate Disclosure Request- Email Record Full Information -
Good evening, 
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This is another set of Immediate Disclosure Requests under the San Francisco Sunshine Ordinance, made hefore start of 
business August 23, 2019 to the Office of City Attorney, in the 19044 portfolio. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the 
public on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

On August 22, I made an unrelated sunshine request to Dept of Public Works (DPW} for various emails, word processing, 

and spreadsheet documents. 
Within less than 24hr, I was pleasantly surprised that David Steinberg of the DPW produced raw .msg (Emails}, .docx 
(Word}, and .xlsx (Excel} files, and, taking his withholding reasons at face-value, there were no security-related 

redactions. 

See: https:j /sanfrancisco.nextrequest.com/requests/19-3455 for details. 

Furthermore, as far as I can tell, DPW has fully published to the public Internet, all headers and meta data in those 
records. For example, consider the .msg email record at 
https:/ /sanfrancisco.nextrequest.com/documents/1669448/download -this .msg file contains all of the following 
headers (values elided here, but are present in the .msg file}: Received, Authentication-Results, Content-Type, Content
Transfer-Encoding, From, To, Subject, Thread-Topic, Thread-Index, Date, Message-ID, References, In-Reply-To, Accept
Language, Content-Language, X-MS-Has-Attach, X-MS-Exchange-Organization-SCL, X-MS-TNEF-Correlator, MIME
Version, X-MS-Exchange-Organization-MessageDirectionality, X-MS-Exchange-Organization-AuthSource, X-MS-
Excha nge-0 rga nization-AuthAs, X-MS-Excha nge-Orga nizatio n-Auth Mechanism, X-Origi nati ng-1 P, X-MS-Exchange
Organization-Network-Message-ld, X-MS-PublicTrafficType, Return-Path, X-MS-Exchange-Organization-
Ex pi ratio nSta rtTim e, X -MS-Excha nge-0 rga n izatio n-Expiratio flSta rtTi me Reason, X-M S-Exch a nge-0 rga n izatio n
Expirationlnterval, X-MS-Exchange-Organization-ExpirationlntervaiReason, X-MS-Office365-Filtering-Correlation-ld, X
MS-Office365-Filtering-HT, X-Microsoft-Antispam, X-MS-TrafficTypeDiagnostic, X-MS-Exchange-PUriCount, X-LD

Processed, X-MS-Oob-TLC-00 BCiassifiers, X-Forefront-Antispa m-Report, X-MS-Exchange-CrossTena nt
Origini'!IArrivaiTime, X-MS-Exchange-CrossTenant-FromEntityHeader, X-MS-Exchange-CrossTenant-ld, X-MS-Exchange
CrossTenant-Network-Message-ld, X-MS-Exchange-CrossTenant-MailboxType, X-MS-Exchange-CrossTenant
UserPrincipa I Name, X-MS-Excha nge-Tra nsport-CrossTenantHeadersSta m ped, X-MS-Excha nge-Transport
EndToEndLatency, X~MS-Exchange-Processed-By-BccFoldering,·X-Micr()soft-Antispam-Mailbox-Delivery, X-Microsoft

Aritispam-Message-lnfo. 

I believe DPW uses the same email system as City Attorney and that there is only one IT Department for the City. 
Moreover, apparently multitudes of such .msg records have been released by the City for years: 
https:/ j sa nfra ncisco. nextreq uest.com/docu ments?filter=.msg&docu me nts _smart _listi ng[sort] [upload_ date]= 

This is strong evidence against multiple arguments made by your office, and strong evidence for: 
* the" .msg" format (which is one we requested in 19044} fore-mails is in fact "easily generated" by City agencies 

(Admin Code 67.21(1}} 
*at least some City agencies have no security qualms about disclosing all email headers/metadata (Govt Code 6253.9(f)) 
*email messages are in fact not "information security records" within the meaning of Govt Code 6254.19 (frankly this 
phrase would appear to instead refer to documentation of network security/firewalls, lists of passwords, cryptographic 

secrets/keys, and similar) 

Given all of the evidence above, I am making the following **50 Immediate Disclosure Requests**, all of which, as 
before, should be completely answerable from a simple perusal of the un-redacted version of your 3-page May 17 
disclosure of https:/ /cdn.muckrock.com/foia_files/2019/05/17 /4-18-19_Emaii_Received_Redacted.pdf (the 
"Unredacted May 17 Record"). 

Remember_ -=..u nderth e_CeH.tl. aod_S_uJJsbLn_e_i)_rdimw~e, :ygu_ rnu ~tjQc:!ic:<:J!~_fo_r_~ ~_a_c:b_* -~e_g u es_t:_th at_y_o_LJ__§_r-~~i!b~r~ _ _ 
providing the record OR withholding the record (with statutory or case law justification) OR that no such responsive 
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records exist (for headers not present in the Unredacted May 17 Record). The requests a reworded in such a way that 

we can finally get to the bottom of exactly what you are withholding and why, and thus present a fully-researched case 
to the SOTF. All names for headers are case insensitive and come directly from the DPW disclosure. 

I anticipate that you may attempt to argue that my requests are not identifying a record (since they identify a portion of 
a record), however, (and without conceding the point) please understand they do identify "public information" (SFAC 
67.20(b)) which is the *content* of a public record, and also thatSFAC 67.21(c) states in relevant part "(c) A custodian of 
a public record shall assist a requester in identifying the existence, form, and nature of any records or information 
maintained by, available to, or in the custody of the custodian,whether or not the contents of those records are exempt 
from disclosure .... " Your Office does not have the option of refusing to indicate whether or not the information exists, 
regardless of whether the information itself is purportedly exempt. 

1. The value of all Unredacted May 17 Record headers named 'Received' 

2. The value of all Unredacted May 17 Record headers named 'Authentication-Results' 
3. The value of all Unredacted May 17 Record headers named 'Content-Type' 

4. The value of all Unredacted May 17 Record headers named 'Content-Transfer-Encoding' 
5. The value of all Unredacted May 17 Record headers named 'From' 
6. The value of all Unredacted May 17 Record headers named 'To' 
7. The value of all Unredacted May 17 Record headers named 'Subject' 
8. The value of all Unredacted May 17 Record headers named 'Thread-Topic' 
9. The value of all Unredacted May 17 Record headers named 'Thread-Index' 
10. The value of all Unredacted May 17 Record headers named 'Date' 
11. The value of all Unredacted May 17 Record headers named 'Message-10' 
12. The value of all Unredacted May 17 Record headers named 'References' 
13. The value of all Unredacted May 17 Record headers named 'In-Reply-To' 
14. The value of all Unredacted May 17 Record headers named 'Accept-Language' 
15. The value of all Unredacted May 17 Record headers named 'Content-Language' 
16. The value of all Unredacted May 17 Record headers named 'X-MS-Has-Attach' 

17. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-SCL' 
18. The value of all Unredacted May 17 Record headers named 'X-MS-TNEF-Correlator' 
19. The value of all Unredacted May 17 Record headers named 'MIME-Version' 

20. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-MessageDirectionality' 
21. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-AuthSource' 
22. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-AuthAs' 
23. The~alue of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-AuthMechanism' 
24. The value of all Unredacted May 17 Record headers named 'X-Originating-IP' 

25. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-Network-Message-ld' 
26. The value of all Unredacted May 17 Record headers named 'X-MS-PublicTrafficType' 
27. The value of all Unredacted May 17 Record headers named 'Return-Path' 

28. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-ExpirationStartTime' 
29. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization
ExpirationStartTimeReason' 

30. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-Expirationlnterval' 

31. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-ExpirationlntervaiReason' 
32. The value of all Unredacted May 17 Record headers named 'X-MS-Office365-Filtering-Correlation-ld' 
33. The value of all Unredacted May 17 Record headers named 'X-MS-Office365-Filtering-HT' 
34. The value of all Unredacted May 17 Record headers named 'X-Microsoft-Antispam' 
35~ The value of all Unredacted May 17 Record headers named 'X-MS-TrafficTypeDiagnostic' 
36. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-PUriCount' 
37. The value of all Unredacted May 17 Record headers named 'X-LD-Processed' 

38. The value of all Unredacted May 17 Record headers named 'X-MS-Oob-TLC-OOBCiassifiers' 
39. Th~ ~a~~~ of a-1Tu~-r~dacteclc-Mayi7 Record headers-na-med-1X-{o-refront-An1:ispam~Report' 
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40. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-OriginaiArrivaiTime' 
41. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-FromEntityHeader' 
42. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-ld' 
43. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-Network-Message-ld' 
44. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-MailboxType' 
45. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-UserPrincipaiName' 
46. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Transport

CrossTenantHeadersStamped' 
47. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Transport-EndToEndLatency' 
48. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Processed-By-BccFoldering' 

49. The value of all Unredacted May 17 Record headers named 'X-Microsoft-Antispam-Mailbox-Delivery' 
50. The value of all Unredacted May 17 Record headers named 'X-Microsoft-Antispam-Message-lnfo' 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

On Aug. 22, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 

Dear SOTF, 

RE: 19044- Anonymous v City Attorney 

Further evidence has come to light which I would wish to add to the file #19044. In addition to the letter below, I ask 
that the 3 webpages at the URLs labeled [1] through [3] below be printed and included in the file. 

PART 1: 

On August 22, I made an unrelated immediate disclosure request to Dept of Public Works (DPW) for various em ails, 

word processing, and spreadsheet documents. 
Within less than 24hr, David Steinberg of the DPW produced raw .msg (Emails), .docx(Word), and .xlsx (Excel) files, 
without complaints or delay, and taking his withholding reasons at face-value, there were no security-related redactions. 

I commend DPW and Mr. Steinberg for their professionalism. 

See: https:/ /sanfrancisco.nextreq uest.com/req uests/19-3455 [1] for details. 

Furthermore, as far as I can tell, DPW has fully published to the public Internet (not just to me), all headers and 
metadata in those records. For example, consider the .msg email record at 
https://sanfrancisco.nextrequest.com/documents/1669448/download [2]- this .msg file contains all ofthe following 
headers (values elided here, but are present in the .msg file): Received, Authentication-Results, Content-Type, Content-

. Transfer-Encoding, From, To, Subject, Thread-Topic, Thread-Index, Date, Message-ID, References, In-Reply-To, Accept
Language, Content-Language, X-MS-Has-Attach, X-MS-Exchange-Organization-SCL, X-MS-TNEF-Correlator, MIME
Version, X-MS-Exchange-Organization-MessageDirectionality, X-MS-Exchange-Organization-AuthSource, X-MS-

Excha nge-0 rga nizatio n-AuthAs, X-MS-Exchange-Orga nization-Auth Mechanism, X-Originating-1 P, X-MS-Excha nge-
0 rga n ization-Netwo rk-Message-ld, X-MS-Pu blicTrafficType, Return-Path, X-MS-Exchange-0 rga nization-
Exp irationStartTime, X-MS-Excha nge-Orga n ization-Expiratio nSta rtTime Reason, X-MS-Excha nge-Orga nizatio n
Expirationlnterval, X-MS-Exchange-Organization-ExpirationlntervaiReason, X-MS-Office365-Filtering-Correlation-ld, X-

·- · -- MS-Offic:eg65-~ilteriRg~b!TrX=Micmsoft~Anti:Spam,X-MS:cirafficTypeDiagnostic,X~MS::EKcha.oge:f>UriC::pqnt,X-W::. __ _ 
. Processed, X-MS-Oob-TLC-OOBCiassifiers, X-Fo refront-Antispam-Report, X-MS-Excha nge-CrossTena nt-
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OriginaiArrivaiTime, X-MS-Exchange-CrossTenant-FromEntityHeader, X-MS-Exchange-CrossTenant-ld, X-MS-Exchange
CrossTena nt -N etwo rk-Message-ld, X-MS-Excha nge-CrossTe na nt-M a ilboxType, X-MS-Excha nge-CrossTe na nt-

UserP ri nci pa INa me, X-MS-Excha nge-Tra nspo rt-CrossTena ntHead e rsSta m ped, X-MS-Excha nge-Transport
EndToEndlatency, X-MS-Exchange-Processed-By-BccFoldering, X-Microsoft-Antispam-Mailbox-Delivery, X-Microsoft
Antispam-Message-lnfo. 

I believe DPW uses the same email system as City Attorney, and there is only one IT Department for the City, namely 

https:/ /tech.sfgov.o rg/ . 
Moreover, apparently multitudes of such .msg records. have been released by the City for years: 

https:/ I sa nfra ncisco. nextreq uest.com/docu me nts ?filter=. msg&d ocu me nts_sma rt_listi ng[so rt] [upload_ date]= [3] 

This is strong evidence against multiple arguments made by City Attorney's Office in writing and by Mr. Cote at the 
Committee meeting: 

*the ".msg" format (which is one we requested) fore-mails is in fact "easily generated" by City agencies (Admin Code 

67.21(1)) 

*some City agencies have no security qualms about disclosing all email headers/metadata (Govt Code 6253.9(f)) 
* email messages with headers/metadata are not in fact "information security records" within the meaning of Gov Code 
6254.19 (frankly this phrase would appear to instead refer to documentation of network security/firewalls, lists of 

passwords, cryptographic secrets/keys, and similar) 

PART 2: 

On August 21, I made an immediate disclosure request to the City Attorney for "a version ofthis record you provided on 
May 17 to me: https://cdn.muckrock.com/foia_files/2019/05/17/4-18-19_Emaii_Received_Redacted.pdf, but with *all* 

of the header *names* un-redacted ". 

Respondents refused on August 22: "We respectfully decline to produce the additional information you have requested, 
because we believe it is exempt from disclosure under Cal Govt Code sections 6253.9(f) and 6254.19, and as explained 
more fully in our prior responses to you concerning email metadata." 

I document this request and refusal as evidence for the full Task Force hearing in this case that even these header names 
are explicitly being improperly withheld by the Respondent. 

[Note: certain webpages have been archived for evidence: 

[1] https:/ /we b.a rchive .org/web/20190823022624/https:/ I sa nfra ncisco .nextreq uest.comjreq uests/19-3455 
[2] https:/ /we b.a rch ive .org/we b/20190823022 705/https:/ I nextreq uestdev.s3 .amazo naws.com/ sa nfra ncisco/19-
3455/b82cefe b-09ea-419b-8b62-7 e06678 b4f1 f?respo nse-content
disposition=attachment%3B%20filename%3D%2208.09.19%20SOTF%20hearing%20on%20conduct%20%285%29.msg%2 

2 &X-Amz-Aigo rithm=A WS4-H MAC-SHA256&X-Amz-Cred entia I=AKIAIZ7 J EKN PM5KKD FYQ%2 F20190823 %2 Fus-east-
1 %2 Fs3 %2 Faws4_req uest&X-Amz-Date=20190823T022705Z&X-Amz-Expi res=1000&X-Amz-Signed Headers=host&X-Amz
S ignatu re=ed 38 7 63a d 6ccad De 3e9 d 6f62f5 777 69 7 ed 5d 3 b9 bd c62c945 3e3101a Of8d 3d d 5e 

[3] 

https:/ jweb.a rch ive .o rg/web/20190823023812/https:/ /sa nfra neisco. nextreq uest.com/ documents ?filter=. msg&docume 
nts _ sma rt_listing[so rt] [upload_ date]= 

l 

Sincerely, 

Anonymous 
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On April 20, 2019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and inline images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.284353484544D903@ requests. muckrock.corn 

A4. the e-mail message with Message-ld: 
<20190418173050.1.284353484544D903@requests.muckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09M81497363CAA88E6806E68810F80260@DMSPR09M81497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAAB8E6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
m ails exported in the .eml or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, .to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content of the original email record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed em ails 
with only a few of the headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I a'm not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and ncin-exempt for inspection 
in-person if we so choose. 

!look forward to your-immediate disclosure. 

P5~8 



Sincerely, 
Anonymous 

Filed via MuckRock.com 

E-mail (Preferred}: 72056-97339218@requests.muckrock.com 

Upload documents directly: 

https:/ /accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%iF 

%3Fnext%3D%252Faccounts%252Fagency_login%252Fsan-francisco-city-attorney-797%252Fimmedjate-disclosure-

re quest-em a i 1-reco rd-fu II-i nfo rm atio n-

7 2056%252 F%253 Fe ma i 1%253 Dsotf%25 2540sfgov .o rg& u rl_ a uth _toke n=AAAu F Ba WTyfyRX Nx Lh 3M kFOGTxo %3A1 i2 KOz 

%3AfiPB07rrdPn-3FAdyo4gPH560gO 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 
DEPT MR 72056 

411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 

requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 
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CITY AND COUNTY OF SAN FRANCISCO OFFICE OF THE CITY ATTORNEY 

DENNIS J. HERRERA 

City Attorney 
BRADLEY A. RUSSI 

DEPUTY CiTY ATTORNEY 

Direct Dial: ( 415) 554-4645 
Email: brad .russi@sfcityatty .org 

August26, 2019 

Sent via email (72056-97339218@requests.muckrock.com) 

Re: Petition to Supervisor of Records 

To Whom It May Concern: 

This letter responds to your petition to the Supervisor of Records concerning your April 
20,2019 request to the City Attorney's Office for the following: 

A. an electronic copy, in the original electronic format, with all e-mail headers, 
metadata, attachments, appendices, exhibits, and inline images, except those 
explicitly exempted by the Ordinance, of: 

AI. the e-mail message with Message-Id: 
20190418173050.839 .30844@f720c6d2-4be2-44 78-af65-
b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-Id: 
· <20190418173050.839.30844@f720c6d2-4be2-4478-af65-
b9b764b 16768 .prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-Id: 
20 190418173050.1.2B43534B4544D903@requests.muckrock.com 

A4. the e-mail message with Message-Id: 
<20190418173050.1.2B43534B4544D903@requests.muckrock.com> 

A5. the e~mail message with Message-Id: 
<DM5PR09MB 14973 63CAABBE6806E6881 OF80260@DM5PR09MB 
1497 .namprd09 .prod. outlook. com> 

A6. the e-mail message with Message-Id: 
DM5PR09MB 1497363CAABBE6806E6881 OF80260@DM5PR09MB 1 
497 .namprd09 .prod.outlook.com 

B. an electronic copy of your internal public records 
policies/manuals/instructions/guidelines for the public and/or your own 
employees 

As an alternative to producing the records in original electronic format, your request asked that 
the metadata from these emails be copied into a PDF. The City Attorney's Officeproduced PDF 

CiTY HALL · 1 DR. CARLTON B. GOODLETI PLACE, CiTY HALL ROOM 234 · SAN FRANCISCO, CALIFORNIA 94102-4682 
RECEPTION: (415) 554-4700 · FACSIMILE: (415) 554-4699 

n:\govern\as2019\0l 00505\0l365566.doc 
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CiTY AND COUNTY OF SAN FRANCISCO 

Letter to Anonymous 
August 26, 2019 
Page 2 

OFFICE OF THE CiTY ATTORNEY 

copies of the emails and the metadata but redacted portions ofthe metadata. We conclude that 
the City Attorney's Office responded appropriately to this request. 

Under the Sunshine Ordinance (Section 67.2l(d) of the Administrative Code), the 
Supervisor of Records is responsible for determining whether a City department has withheld a 
record, or any part of a record, without a lawful basis for doing so -for determining "whether the 
record requested, br any part of the record requested, is public." You contend that the City 
Attorney's Office improperly redacted information from the metadata in its response to your 
request. 

State law does not provide authoritative guidance on whether metadata is subject to 
disclosure under the Public Records Act. Assuming that it is subject to disclosure, there are 
proper grounds to redact it. Disclosure of the metadata associated with the original electronic 
files -whether by producing it in original electronic format or disclosing the metadata in some 
otherfmmat-may jeopardize or compromise the security ofthe City's computer system, and the 
City Attorney's Office may decline to produce the native files and additional metadata under 
Government Code Section 6253.9(£). See Gov't Code § 6254(£) ("Nothing in this section shall 
be construed to require the public agency to release an electronic record in the electronic form in 
which it is held by the agency if its release would jeopardize or compromise the security or 
integrity of the original record or of any proprietary software in which it is maintained.") 

If native files are produced, metadata disclosed with those files may include unique 
identifiers for individual computer terminals and computer servers and associated security 
certificates and similar information. This information is highly sensitive, as disclosing it could 
allow a hacker to penetrate the City's computer system, "spoof" emails and insert themselves 
into confidential and/or privileged discussions, or send unauthorized emails on. behalf of city 
officials. Therefore, this information may also be withheld under Government Code Section 
6254.19, which allows information security records to be withheld if disclosure "would reveal 
vulnerabilities to, or otherwise increase the potential for an attack on, an information technology 
system of a public agency." Finally, given this security risk, the information may also be 
withheld because there is a substantial need for confidentiality that outweighs any interest the 
public may have in accessing this information. See Cal. Evid. Code§ 1040; Gov't Code § 
6254(k). 

For the reasons stated above, your petition is denied. 

P601 

Very truly yours, 

DENNIS J. HERRERA 
City Attorney 

~ 
Bradley A. Russi 
Deputy City Attorney 
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Leger, Cheryl (BOS) 

From: 

Sent: 
To: 
Subject: 

72056-973392l8@requests.muckrock.com on behalf of '72056-97339218 
@requests.muckrock.com' < 72056-97339218@requests.muckrock.com > 
Monday, August 26, 2019 11:50 AM 
SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 
Full Information 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

August 26, 2019 

This is a follow up to a previous request: 

RE: 19044, Anonymous v Office of City Attorney, et al. 

The Supervisor of Records provided the attached response today, 110 days after our petition. I plan to dispute his 

conclusions at the full Task Force meeting considering 19044. 
Since his response was provided 110 days (instead of 10 days) after my petition, I will not my withdraw my allegations 

before the son regarding a 67.21(d) violation. 

Thanks, 
Anonymous {19044) 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/login/7next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3 Fnext%3 D%252 Faccou nts%252 Fagency _login%252 Fsa n-fra ncisco-city-attorney-797%252 Fim mediate-disclosure-

req uest-ema il-reco rd-full-info rm ation-
72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1i2KOz 

%3AfiPB07rrdPn-3FAdyo4gPH560gO 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT-MR-72056- --- - - --
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411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

On Aug. 26, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Thank you for your response, Supervisor of Records. I plan to dispute your conclusions at the full Task Force meeting 
considering 19044. 
Since your response was provided 110 days instead of 10 days after my petition, I will not my withdraw my allegations 
before the SOTF regarding a 67.21(d) violation. 

Thanks, 
Anonymous 

On Aug. 26, 2019: 
Subject: response to petition re city attorney's office 
To Whom it may concern: 

Please see the attached response to your petition to the Supervisor of Records, submitted on May 8, 2019, concerning 
the City Attorney's Office's response to your April20, 2019 request. Thank you. 

On Aug. 23, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Good evening, 

This is another set of Immediate Disclosure Requests under the San Francisco Sunshine Ordinance, made before start of 
business August 23, 2019 to the Office of City Attorney, in the 19044 portfolio. 

**Note that all ofyourresponses (including disclosed records) may be automatically and instantly available to the 
public on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

On August 22, I made an unrelated sunshine request to Dept of Public Works (DPW) for various emails, word processing, 
and spreadsheet documents. 
Within less than 24hr, I was pleasantly surprised that David Steinberg of the DPW produced raw .msg (Emails), .docx 
(Word), and .xlsx (Excel) files, and, taking his withholding reasons at face-value, there were no security-related 
redactions. 

See: https://sanfrancisco.nextrequest.com/requests/19-3455 for details. 

Furthermore, as far as I can tell, DPW has fully published to the public Internet, all headers and metadata in those 
records . For example, consider the .msg email record at 
https:/ /sa nfra ncisco.nextrequest~com/documents/1669448/download -this ,msgfile contains a II of the following 
headers (values elided here, but are present in the .msg file): Received, Authentication-Results, Content-Type, Content-
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Transfer-Encoding, From, To, Subject, Thread-Topic, Thread-Index, Date, Message-ID, References, In-Reply-To, Accept
Language, Content-Language, X-MS-Has-Attach, X-MS-Exchange-Organization-SCL, X-MS-TNEF-Correlator, MIME-

. Version, X-MS-Exchange-Organization-MessageDirectionality, X-MS-Exchange-Organization-AuthSource, X-MS
Exchange-Organizatio[1-ALithAs, X-MS-Exchange-Organization-AuthMechanism, X-Originating-IP, X-MS-Exchange
Organization-Network-Message-ld, X-MS-PublicTrafficType, Return-Path, X-MS-Exchange-Organization-
Exp iratio nStartTime, X-MS-Exchange-Orga nizatio n-ExpirationSta rtTime Reason, X-MS-Excha nge-0 rga nizatio n
Expirationlnterval, X-MS-Exchange-Organization-ExpirationlntervaiReason, X-MS-Office365-Filtering~Correlation-ld, X
MS-Office365-Filtering-HT, X-Microsoft-Antispam, X-MS-TrafficTypeDiagr:10stic, X-MS-Exchange-PUriCount, X-LD
Processed, X-MS-Oo b-TLC-OOBCiassifiers, X-Forefro nt -Antispa m-Re port, X-MS-Excha nge-CrossT enant
OriginaiArrivaiTime, X-MS-Exchange-CrossTenant-FromEntityHeader, X-MS-Exchange-CrossTenant-ld, X-MS-Exchange
CrossTe na nt -Netwo rk-Message-ld, X-MS-Excha nge-CrossTe na nt-M ailboxType, X-MS-Excha nge-CrossTenant-
Use rPri ncipa I Name, X-MS-Excha nge-Tra nsport-CrossTe na ntHead ersStam ped, X-MS-Excha nge-Transport

EndToEndLatency, X-MS-Exchange-Processed-By-BccFoldering, X-Microsoft-Antispam-Mailbox-Delivery, X-Microsoft
Antispa m-Message-1 nfo. 

I believe DPW uses the same email system as City Attorney and that there is only one IT Department for the City. 
Moreover, apparently multitudes of such .msg records have been released by the City for years: 
https:/ I sa nfrancisco.nextreq uest.com/ documents?filte r=. msg&d ocuments _smart _listing[sort] [upload_ date]= 

This is strong evidence against multiple arguments made by your office, and strong evidence for: 
*the ".msg" format (which is one we requested in 19044) fore-mails is in fact "easily generated" by City agencies 
(Admin Code 67.21(1)) 

* at least some City agencies have no security qualms about disclosing all email headers/metadata (Govt Code 6253.9(f)) 
* email messages are in fact not "information security records" within the meaning of Govt Code 6254.19 (frankly this 
phrase would appear to instead refer to documentation of network security/firewalls, lists of passwords, cryptographic 
secrets/keys, and similar) 

Given all ofthe evidence above, I am making the following **SO Immediate Disclosure Requests**, all of which, as 
before, should be completely answerable from a simple perusal of the un-redacted version of your 3-page May 17 
disclosure of https:/ /cdn.muckrock.com/foia_files/2019/05/17 /4-18-19_Emaii_Received_Redacted.pdf (the 
"Unredacted May 17 Record"). 

Remember- under the CPRA and Sunshine Ordinance, you must indicate for *each* request that you are either: 
providing the record OR withholding the record (with statutory or case law justification) OR that no such responsive 
records exist (for headers not present in the Unredacted May 17 Record). The requests are worded in such a way that 
we can finally get to the bottom of exactly what you are withholding and why, and thus present a fully-researched case 
to the SOTF. All names for headers are case insensitive and come directly from the DPW disclosure. 

I anticipate that you may attempt to argue that my requests are not identifying a record (since they identify a portion of 
a record), however, (and without conceding the point) please understand they do identify "public information" (SFAC 
67.20(b)) which is the *content* of a public record, and also that SFAC 67.21(c) states in relevant part "(c) A custodian of 
a public record shall assist a requester in identifying the existence, form, and nature of any records or information 
maintained by, available to, orin the custody of the custodian, whether or notthe contents ofthose records are exempt 
from disclosure .... " Your Office does not have the option of refusing to indicate whether or not the information exists, 
regardless of whether the information itself is purportedly exempt. 

1. The value of all Unredacted May 17 Record headers named 'Received' 
2. The value of all Unredacted May 17 Record headers named 'Authentication~Results' 
3. The value of all Unredacted May 17 Record headers named 'Content-Type' 
4. The value of all Unredacted May 17 Record headers named 'Content-Transfer-Encoding' 
5. The-value-of-alLUnredacted May 17_Hecord he_adex~ narne_d_.'Emm' 
6. The value of all Unredacted May 17 Record headers named 'To' 
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7. The value of all Unredacted May 17 Record headers named 'Subject' 

8. The value of all Unredacted May 17 Record headers named 'Thread-Topic' 
9. The value of all Unredacted May 17 Record headers named 'Thread-Index' 
10. The value of all Unredacted May 17 Record headers named 'Date' 
11. The value of all Unredacted May 17 Record headers named 'Message-ID' 

12. The value of all Unredacted May 17 Record headers named 'References' 
13. The value of all Unredacted May 17 Record headers named 'In-Reply-To' 

14. The value of all Unredacted May 17 Record headers named 'Accept-Language' 
15. The value of all Unredacted May 17 Record he<~ders named 'Content-Language' 
16. The value of all Unredacted May 17 Record headers named 'X-MS-Has-Attach' 

17. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-SCL' 
18. The value of all Unredacted May 17 Record headers named 'X-MS-TNEF-Correlator' 
19. The value of all Unredacted May 17 Record headers named 'MIME-Version' 

20. The value of all Unredacted May 17 Rec.ord headers named 'X-MS-Exchange-Organization-MessageDirectionality' 
21. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-AuthSource' 

22. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-AuthAs' 
23. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-AuthMechanism' 
24. The value of all Unredacted May 17 Record headers named 'X-Originating-IP' 

25. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-Network-Message-ld' 
26. The value of all Unredacted May 17 Record headers named 'X-MS-PublicTrafficType' 
27. The value of all Unredacted May 17 Record headers named 'Return-Path' 

28. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-ExpirationStartTime' 
29. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization
ExpirationStartTimeReason' 

30. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-Expirationlnterval' 

31. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Organization-ExpirationlntervaiReason' 
32. The value of all Unredacted May 17 Record headers named 'X-MS-Office365-Filtering-Correlation-ld' 
33. The value of all Unredacted May 17 Record headers named 'X-MS-Office365-Filtering-HT' 

34. The value of all Unredacted May 17 Record headers named 'X-Microsoft-Antispam' 
35. The value of all Unredacted May 17 Record headers named 'X-MS-TrafficTypeDiagnostic' 
36. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-PUriCount' 
37. The value of all Unredacted May 17 Record headers named 'X-LD-Processed' 

38. The value of all Unredacted May 17 Record headers named 'X-MS-Oob-TLC-OOBCiassifiers' 

39. The value of all Unredacted May 17 Record headers named 'X-Forefront-Antispam-Report' 

40. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-OriginaiArrivaiTime' 
41. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-FromEntityHeader' 
42. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-ld' 

43. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-Network-Message-ld' 

44. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-MailboxType' 
45. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-CrossTenant-UserPrincipaiName' 
46. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Transport
CrossTe na ntHeadersStam ped' 

47. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Transport-EndToEndLatency' 
48. The value of all Unredacted May 17 Record headers named 'X-MS-Exchange-Processed-By-BccFoldering' 
49. The value of all Unredacted May 17 Record headers named 'X-Microsoft-Antispam-Mailbox-Delivery' 

50. The value of all Unredacted May 17 Record headers named 'X-Microsoft-Antispam-Message-lnfo' 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymoljs 
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On Aug. 22, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Dear SOTF, 

RE: 19044- Anonymous v City Attorney 

Further evidence has come to light which I would wish to add to the file #19044. In addition to the letter below, I ask 
that the 3 webpages at the URLs labeled [1] through [3] below be printed and included in the file. 

PART 1: 

On August 22, I made an unrelated immediate disclosure request to Dept of Public Works (DPW) for various em ails, 
word processing, and spreadsheet documents. 
Within .less than 24hr, David Steinberg of the DPW produced raw .msg (Emails), .docx (Word), and .xlsx (Excel) files, 
without complaints or delay, and taking his withholding reasons at face-value, there were no security-related redactions. 
I commend DPW and Mr. Steinberg for their professionalism. 

See: https://sanfrancisco.nextrequest.com/requests/19-3455 [1] for details. 

Furthermore, as far as I can tell, DP\t\1 has fully published to the public Internet (not just to me), all headers and 
metadata in those records. For example, consider the .msg email record at 
https:/ I sa nfra ncisco. nextrequest.com/ documents/1669448/ down load [2] - this . msg file contains a II of the following 
headers (values elided here, but are present in the .msg file): Received, Authentication-Results, Content-Type, Content
Transfer-Encoding, From, To, Subject, Thread-Topic, Thread-Index, Date, Message-ID, References, In-Reply-To, Accept
Language, Content-Language, X-MS-Has-Attach, X-MS-Exchange-Organization-SCL, X-MS-TN EF-Correlator, MIME
Version, X-MS-Exchange-Organization-MessageDirectionality, X-MS-Exchange-Organization-AuthSource, X-MS
Exchange-Organization-AuthAs, X-MS-Exchange-Organization-AuthMechanism, X-Originating-IP, X-MS-Exchange-
Orga n ization-Netwo rk-Message-ld, X-MS-Pu blicTrafficType, Return-Path, X-MS-Excha nge-Orga nization
ExpirationStartTime, X-MS-Exchange-Organization-ExpirationStartTimeReason, X-MS-Exchange-Organization
Expirationlnterval, X-MS-Exchange-Organization-ExpirationlntervaiReason, X-MS-Office365-Filtering-Correlation-ld, X
MS-Office365-Filtering-HT, X-Microsoft-Antispam, X-MS-TrafficTypeDiagnostic, X-MS-Exchange-PUrlCount, X-LD
.Processed, X-MS-Oob-TLC-OOBClassifiers, X-Forefront-Antispam-Report, X-MS-Exchange-CrossTenant
OriginaiArrivaiTime, X~MS-Exchange-CrossTenant-FromEntityHeader, X.-MS-Exchange-CrossTenant-ld, X-MS-Exchange
CrossTenant-Network-Message-ld, X-MS-Exchange-Cros5Tenant-MailboxType, X-MS-Exchange-CrossTenant-

. UserPrincipalName, X-MS-Exchange-Transport-CrossTenantHeadersStamped, X-MS-Exchange-Transport-
EndTo End Latency, X-MS-Exchange-Processed-By-BccFoldering, X-M icrosoft-Antispa m-M ail box-Delivery, X-M icrosoft
Antispam-Message-lnfo. 

I believe DPW uses the same email system as City Attorney, and there is only one IT Department for the City, hamely 

https:/ /tech.sfgov.org/ . 
Moreover, apparently multitudes of such .msg records have been released by the City for years: 
https:/ /sa nfra ncisco. nextreq uest.com/ d ocu ments?filter=. msg&documents _ sma rt_listing[sort] [upload_ date]= [3] 

This is strong evidence against multiple arguments made by City Attorney's Office in writing and by Mr. Cote at the 
Committee meeting: 
* the" .msg" format (which is one we requested) for e-m ails is in fact "easily generated" by City agencies (Admin Code 

67.21(1)) 
*some City agencies have no security qualms about disclosing all email headers/metadata (Govt Code 6253.9(f)) 

··- * email-messages-with headers/metadata-are noUrdact"information secudty_recocds~' witbinthe mJ;aniog.9LG()V_C_odg 
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6254.19 (frankly this phrase would appear to instead refer to documentation of network security/firewalls, lists of 
passwords, cryptographic secrets/keys, and similar) 

PART 2: 

On August 21, I made an immediate disclosure request to the City Attorney for "a version of this record you provided on 
·May 17 to me: https://cdn.muckrock.com/foia_files/2019/05/17/4-18-19_Email_Received_Redacted.pdf, but with *all* 

of the header *names* un-redacted ". 

Respondents refused on August 22: "We respectfully decline to produce the additional information you have requested, 
because we believe it is exempt from disclosure under Cal Govt Code sections 6253.9(f) and 6254.19, and as explained 
more fully in our prior responses to you concerning email meta data." 

I document this request and refusal as evidence for the full Task Force hearing in this case that even these header names 
are explicitly being improperly withheld by the Respondent. 

[Note: certain webpages have been archived for evidence: 
[1] https:/ /web.archive.org/web/20190823022624/https:/ /sanfrancisco.nextrequest.com/requests/19-3455 
[2] https:/ /web.a rchive .o rg/web/20190823022 705/https:/ I nextreq uestdev .s3 .amazo naws .com/ sa nfra ncisco/19-
3455/b82cefe b-09ea-419 b-8 b62 -7 e06678 b4f1 f?response-co ntent
dispositiQn=attachment%3B%20filename%3D%2208.09.19%20SOTF%20hearing%20on%20conduct%20%285%29.msg%2 
2&X-Amz-Aigo rith m=A WS4-H MAC-S HA256&X-Amz-Credentia I=AKIAIZ7 J E KN P M5KKD FYQ%2F20190823 %2Fus-east-
1%2Fs3%2Faws4_request&X-Amz-Date=20190823T022705Z&X-Amz-Expires=1000&X-Amz-SignedHeaders=host&X-Amz
Signature=ed38763ad6ccad0e3e9d6f62f5777697ed5d3b9bdc62c9453e3101a0f8d3dd5e 
[3] 
https:/ /we b.a rchive.o rg/we b/20190823023812/https:/ /sa nfra ncisco. nextreq uest.com/ docume nts?filter=.msg&d ocu me 
nts_sma rt_listing[sort] [upload_ date]= 

l 

Sincerely, 
Anonymous 

On Aug. 22, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Thank you for your request. We respectfully decline to produce the additional information you have requested, because 
we believe it is exempt from disclosure under Cal Govt Code sections 6253.9(f) and 6254.19, and as explained more fully 
in our prior responses to you concerning email metadata. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01D55906.692CD7CO]Eiizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 

· Find us on: Facebook<https:/ /www.facebook.com/sfcityattorney/> Twitter<https:/ /twitter.com/SFCityAttorney> 
·lnstagram<https://www.instagr:am.Gom/sfGityattorney/>-
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On April 20, 2019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, rrietadata, attachments, appendices, 
exhibits, and in line images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2:-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.284353484544D903@requests.muckrock.com 

A4. the e-mail message with Message-ld: 
<20190418173050.1.2 84353484544D903 @req uests.m uckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
mails exported in the .em I or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content of the original email record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed em ails 
with only a few of the headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67 .26, 67 .27, Govt Code 6253(a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
-in-p~ersornfwe-so~ehob~se:- ~~ ~- ~- ~ ~ 
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I look forward to your immediate disclosure. 

Sincerely, 

Anonymous 

Filed via MuckRock.com 

E-mail {Preferred): 72056-97339218@requests.muckrock.com 

Upload documents directly: 

https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3 Fnext%3 D%252 Faccou nts%252 Fage ncy _login%252 Fsa n-francisco-city-attorney-797%252 Fim mediate-disclosure

request-email-record-full-information-

72056%252 F%253 Fem ail%253 Dsotf%252540sfgov .org&u rl_ a uth_ to ken=AAAw FBaWTyfyRXNxlh3 M kFOGTxo%3A1i2 KOz 

%3A fl PB07 rrd Pn-3 FAdyo4gPH560gO 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 

DEPT MR 72056 

411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 

requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 
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Leger, Cheryl (BOS) 

From: 

Sent: 
To: 
Subject: 

72056-97339218@ requests.muckrock.com on behalf of '72056-97339218 
@ requests.muckrock.com' <72056-97339218@requests.muckrock.com > 
Thursday, August 22, 2019 7:52 PM 
SOTF, (BOS) 
RE: California Public Records Act Request Immediate Disclosure Request- Email Record 
Full Information 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

August 22, 2019 

This is a follow up to a previous request: 

Dear SOTF, 

RE: 19044- Anonymous v City Attorney 

Further evidence has come to light which I would wish to add to the file #19044. In addition to the letter below, I ask 
that the 3 webpages at the URLs labeled [1] through [3] below be printed and included in the. file. 

PART 1: 

On August 22, I made an unrelated immediate disclosure request to Dept of Public Works (DPW) for various emails, 
word processing, and spreadsheet documents. 

Within less than 24hr, David Steinberg of the DPW produced raw .msg (EmailsL .docx (WordL and .xlsx (Excel) files, 
without complaints or delay, and taking his withholding reasons at face-value, there were no security-related redactions. 
I commend DPW and Mr. Steinberg for their professionalism. 

See: https:/ /sanfrancisco.nextrequest.com/requests/19-3455 [1] for details. 

Furthermore, as far as I can tell, DPW has fully published to the public Internet (not just to meL all headers and 
metadata in those records. For example, consider the .msg email record at 
https:/ /sanfrancisco.nextrequest.com/documents/1669448/download [2]- this .msg file contains all of the following 
headers (values elided here, but are present in the .msg file): Received, Authentication-Results, Content-Type, Content-

. Transfer-Encoding, From, To, Subject, Thread-Topic, Thread-Index, Date, Message-ID, References, In-Reply-To, Accept
Language, Content-Language, X-MS-Has-Attach, X-MS-Exchange-Organization-SCL, X-MS-TNEF-Correlator, MIME
Version, X-MS-Excha nge-Organ izatio n-MessageDi rectiona lity, X-MS-Excha nge-0 rga nization-AuthSource, X-MS-
Ext:ha nge-Orga n izatio n-AuthAs, X-M£-~xcha nge=Orga nizatio n,Auth Mechanism, X-0 rigi nati ngciP ,X-MS_-Excbaoge~ __ 
0 rga n izatio n-Network-Message-ld, X-MS-Pu blicTrafficType, Return-Path, X-MS-Excha nge-0 rga n ization-



Expiratio nStartTime, X-MS-Excha nge-Orga n izatio n-Expiratio nSta rtTime Reason, X-MS-Excha nge-Orga n izatio n

Expirationlnterval, X-MS-Exchange-Organization-ExpirationlntervaiReason, X-MS-Office365-Filtering-Correlation-ld, X

M S-Office365-Filtering-HT, X-M icrosoft-Antispa m, X-MS-Traffic Type Diagnostic, X-MS-Exch a nge-PU riCo u nt, X-LD

Processed, X-MS-Oob-TLC-OOBCiassifiers, X-Forefront-Antispam-Report, X-MS-Exchange-CrossTenant

OriginaiArrivaiTime, X-MS-Exchange-CrossTenant-FromEntityHeader, X-MS-Exchange-CrossTenant-ld, X-MS-Exchange

CrossTena nt -Netwo rk-Message-ld, X-MS-Excha nge-CrossTe na nt -Ma ilboxType, X-MS-Excha nge-CrossTena nt-

UserPri ncipa INa me, X-MS-Excha nge-Tra nsport-CrossTe na ntH ead ersStam ped, X-MS-Excha nge-Transport-

E ndTo End Latency, X-M S-Excha nge-Processed-By-BccFolde ring, X-M icrosoft-Antispa m-M ail box-Delivery, X-M icrosoft

Antispa m-Message-1 nfo. 

I believe DPW uses the same email system as City Attorney, and there is only one IT Department for the City, namely 

https:/ /tech.sfgov.org/ . 
Moreover, apparently multitudes of such .msg records have been released by the City for years: 

https:/ /sa nfra ncisco. nextreq uest.co m/docume nts?fi lte r=. msg&documents _sm a rt_l isti ng[sort] [upload_ date]= [3] 

This is strong evidence against multiple arguments made by City Attorney's Office in writing and by Mr. Cote at the 

Committee meeting: 

*the ".msg" format (which is one we requested) fore-mails is in fact "easily generated" by City agencies (Admin Code 

67.21(1)) 

*some City agencies have no security qUalms about disclosing all email headers/metadata (Govt Code 6253.9(f)) 

*email messages with headers/meta data are not in fact "information security records" within the meaning of Gov Code 

6254.19 (frankly this phrase would appear to instead refer to documentation of network security/firewalls, lists of 

passwords, cryptographic secrets/keys, and similar) 

PART 2: 

On August 21, I made an immediate disclosure request to the City Attorney for "a version of this record you provided on 

May 17 to me: https://cdn.muckrock.com/foia_files/2019/05/17 /4-18-19_Emaii_Received_Redacted.pdf, but with *all* 

ofthe header *names* un-redacted ". 

Respondents refused on August 22: "We respectfully decline to produce the additional information you have requested, 

because we believe it is exempt from disclosure under Cal Govt Code sections 6253.9(f) and 6254.19, and as explained 

more fully in our prior responses to you concerning email metadata." 

I document this request and refusal as evidence for the full Task Force hearing in this case that even these header names 

are explicitly being improperly withheld by the Respondent. 

[Note: certain webpages have been archived for evidence: 

[1] https:j /web. archive .org/we b/20190823022624/https:/ /sa nfrancisco. nextreq uest.co m/ req uests/19-3455 

. [2] https:/ /web.a rch ive .o rg/we b/20190823022 705/https:/ / nextreq uestd ev.s3 .a mazonaws.co m/ sa nfra ncisco/19-

3455/b82cefeb-09ea-419b-8b62-7e06678b4f1f?response-content

disposition=attachment%3B%20filename%3D%2208.09.19%20SOTF%20hearing%20on%20conduct%20%285%29.msg%2 

2&X-Amz-Aigo rith m=A WS4-H MAC-SHA256&X~Amz-Cred entia I=AKIAIZ7 J E KN PM 5KKDFYQ%2 F20190823%2 Fus-east-

1%2Fs3%2Faws4_request&X-Amz-Date=20190823T022705Z&X-Amz-Expires=1000&X-Amz-SignedHeaders=host&X-Amz

Signature=ed38763ad6ccadOe3e9d6f62f5777697ed5d3b9bdc62c9453e3101aOf8d3dd5e 

[3] 

https://web.archive.org/web/20190823023812/https://sanfrancisco.nextrequest.com/documents?filter=.msg&docume 

nts_sma rt_listing[sort] [upload _date]= 

l 

Sim:erely, 

Anonymous 
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Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documeRts directly: 
https://accounts.muckrock.com/accounts/login/?url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1i0zgb%3Auu 
B6 j03x80avm hz7kyZHZI BfbwQ&next=https%3A%2F%2 Fwww. m uckrock.com%2Faccounts%2 Flcigin%2 F%3 Fnext%3 D%25 
2Faccounts%252Fagency_login%252Fsan-francisco-city-attorney-797%252Fimmediate-disclosure-request-email-record
full-information-72056%252F%253Femaii%253Dsotf%252540sfgov.org 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This requ~st is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

On Aug. 22, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Thank you for your request. We respectfully decline to produce the additional information you have requested, because 
we believe it is exempt from disclosure under Cal Govt Code sections 6253.9(f) and 6254.19, and as explained more fully 
in our prior responses to you concerning email metadata. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01D55906.692CD7CO]Eiizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www .sfcityatto rn ey. o rg 
Find us on: Facebook<https:jjwww.facebook.com/sfcityattorney/> Twitter<https://twitter.com/SFCityAttorney> 
lnstagra m<https:/ /www .instagra m .com/sfcityattorney /> 

On Aug. 22, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Supervisor of Records, 

** Note that all of your responses (including disclosed records) may be automatically and instantly available to the 
public on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

As you may know, the SOTF Complaint Committee unanimously found on Aug 20 that the SOTF has jurisdiction, that the 
requested records are public,-and-to refer-thematterto theSOTF.for- heal"ing, in 19044Anonymous \L. City £1.ttomey, .. 
regarding the refusal ofthe City Attorney to provide to me non-PDF electronic formats and metadata/headers for email 
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information, amongother things. As part of the hearing, I also alleged a violation by your office of 67.21(d) which states 
in relevant part: 
"The supervisor of records shall inform the petitioner, as soon as possible and within 10 days, of its determination 
whether the record requested, or any part of the record requested, is public." 

As of this email, it has been 104 days. lam aware of no authority that exists to permit you to continue delaying beyond 
even 10 days. 
I renew my request for you to immediately provide your determination and legal opinion. 

I also remind you that your determination must address whether *any part* of the requested record is public. I believe it 
will be extremely difficult for the City to argue in court that even the *names* of the headers for example in your office's 
May 17 supplemental disclosure of a redacted version of one of the emails are somehow exempt from the Sunshine 
Ordinance. 

Sincerely, 
Anonymous (19044) 

On Aug. 22, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Supervisor of Records, 

As you may know, the SOTF Complaint Committee unanimously found on Aug 20 that the SOTF has jurisdiction, that the 
requested records are public, and to refer the matter to the SOTF for hearing, in 19044 Anonymous v. City Attorney, 
regarding the refusal of the City Attorney to provide to me non-PDF electronic formats and meta data/headers for email 
information, among other things. As part ofthe hearing, I also alleged a violation by your office of 67.21(d) which states 
in relevant part: 
"The supervisor of records shall inform the petitioner, as soon as possible and within 10 days, of its determination 
whether the record requested, or any part of the record requested, is public." 

As of this email, i.t has been 104 days. I am aware of no authority that exists to permit you to continue delaying beyond 
even 10 days. 
I renew my request for you to immediately provide your determination and legal opinion. 

I also remind you that your determination must address whether *any part* of the requested record is public. I believe it 
will be extremely difficult for the City to argue in court that even the *names* of the headers for example in your office's 
May 17 supplemental disclosure of a redacted version of one ofthe emails are somehow exempt from the Sunshine 
Ordinance. 

Sincerely, 
Anonymous (19044) 

On Aug. 21, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Thank you for considering my case 19044last night and moving it to the full SOTF. 

When this case is agendized for the SOTF, please note: 
Your currenfcaptionforthe case states an allegation re: 67.21,-but my complaint actually alleged thatResponclent 
violated all of Admin Code 67.21, 67.26, 67.27, and Govt Code 6253, 6253.9, and 6255 (incorporated via Admin Code 
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67.21(k)). 

On Aug. 21, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full information 
Office of City Attorney, 

This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance, made before start of business 
August 21, 2019. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the 
public on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

I request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

11 1. a version ofthis record you provided on May 17 to me: https:/ /cdn.muckrock.com/foia_files/2019/05/17 /4-18~ 
19_Emaii_Received_Redacted.pdf, but with *all* of the header *names* un-redacted 11 

You already have the record, obviously, and it is less than 3 pages. There is no reason you cannot disclose the few words 
naming the headers immediately. 
As I discussed at the Complaint Committee, there is nothing exempt in the names of the redacted headers, they are just 
labels. 

As you know, the SOTF Complaint Committee unanimously found on Aug 20 that the SOTF has jurisdiction, that the 
requested records are public, and to refer the matter to the SOTF for hearing, in both 19044 Anonymous v. City Attorney 
and 19047 Anonymous v. Mayor, regarding the refusal of the City Attorney and Mayor, respectively, to provide to me 
non-PDF electronic formats and metadata/headers for email and calendar information, among other things. This new 
request in no way replaces our original April 20 request or the related 19044 complaint, which we will continue to 
pursue. 

However, from the discussion at the Committee, it appears your office and I will be arguing at the full Task Force over 
the purported exemption from disclosure of the various specific header values you have redacted. Providing the names 
ofthose headers will allow us to effectively have that debate. Refusal to provide the header names will also be noted to 
our existing SOTF complaint. 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

On April 20, 2019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 
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"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and in line images, except those explicitly exempted by the Ordinance, of: 

Al. the e-mail message with Message-Jd: 
20190418173050.839 .30844@f720c6d2 -4be2 -44 78-af65-b9b 7 64b 167 68. prvt.dyno .rt. heroku .com 

A2. the e-mail message with Message-Jd: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-Jd: 
20190418173050.1.2B4353484544D903@requests.muckrock.com 

A4. the e-mail message With Message-Jd: 
<20190418173050.1.2B4353484544D903@requests.muckrock.com> 

AS. the e-mail message with Message-Jd: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-Jd: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message-Jd's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
m ails exported in the ~em I or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content ofthe original email record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed emails 
with only a few ofthe headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253{a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which ofthose records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
· · E~maii{PYefeYred): 72056~97339218@requests.muckrock:com 

Upload documents directly: 
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https://accounts.muckrock.com/accounts/login/7url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1iOzgb%3Auu 
B6j03x80avm hz7kyZH:Z.I BfbwQ&next=https%3A%2 F%2 Fwww. m uckrock.com%2Faccou nts%2 Flogi n%2 F%3 Fnext%3 D%25 
2Faccounts%252Fagency_login%252Fsan-francisco-city-attorney-797%252Fimmediate-disclosure-request-email-record
full-information-72056%252F%253Feniaii%253Dsotf%252540sfgov.org 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let u~ know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

P6716 



Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

72056-97339218@requests.muckrock.com 
Wednesday, August 21,2019 3:26AM 

SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 

Full Information 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

· San Francisco City Attorney 

PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 

SF, CA 94102 

August 21, 2019 

This is a follow up to a previous request: 

Tharik you for considering my case 19044last night and moving it to the full SOTF. 

When this case is agendized for the SOTF, please note: 
Your current caption for the case states an allegation re: 67.21, but my complaint actually alleged that Respondent 
violated all of Admin Code 67.21, 67.26, 67.27, and Govt Code 6253, 6253.9, and 6255 (incorporated via Admin Code 

67.21(k)). 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 

%3 Fnext%3 D%252 Facco u nts%252 Fagency Jogi n%252Fsa n-francisco-city-atto rney-797%252 Fim mediate-disclosure-

req uest -em a il-reco rd-full-infomiatio n-
72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1i0NoR 

%3ATOfR3mWJ-FFS6c2Vr2_8FLObqeA 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 

DEPT M R 72056 

411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 

requester1sname rather than "MuckRm:k-News" and the depa~tmentnumber) requests might be returned as_ 

undeliverable. 
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On Aug. 21, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Office of City Attorney, 

This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance, made before start of business 
August 21, 2019. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the 
public on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

I request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act {CPRA): 

11 1. a version ofthis record you provided on May 17 to me: https://cdn.muckrock.com/foia_files/2019/05/17/4-18-
19_Email_Received_Redacted.pdf, but with *all* ofthe header *names* un-redacted 11 

You already have the record, obviously, and it is less than 3 pages. There is no reason you cannot disclose the few words 
naming the headers immediately. 
As I discussed at the Complaint Committee, there is nothing exempt in the names of the redacted headers, they are just 
labels. 

As you knciw, the SOTF Complaint Committee unanimously found on Aug 20 that the SOTF has jurisdiction, that the 
requested records are public, and to refer the matter to the SOTF for hearing, in both 19044 Anonymous v. City Attorney 
and 19047 Anonymous v. Mayor, regarding the refusal ofthe City Attorney and Mayor, respectively, to provide to me 
non-PDF electronic formats and metadata/headers for email and calendar information, among other things. This new 
request in no way replaces our original April 20 request or the related 19044 complaint, which we will continue to · 
pursue. 

However, from the discussion at the Committee, it appears your office and I will be arguing at the full Task Force over 
the purported exemption from disclosure of the various specific header values you have redacted. Providing the names 
of those headers will allow us to effectively have that debate. Refusal to provide the header names will also be noted to 
our existing SOTF complaint. 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

!look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

On Aug. 20, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
URGENT: RE: SOTFComplaint Committee Aug. 20- anonymous complainant in 19044 and 19047 

Alright, your phone system seems to be working again. I can hear the proceedings at least, though it is very very faint. I 
hope I am unmuted when my cases come up. 
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Thank you! 

On Aug. 20, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
URGENT: RE: SOTF Complaint Committee Aug. 20- anonymous complainant in 19044 and 19047 

I have called (415} 554-9532 repeatedly since 5:15 as I was told to do. The phone picks up but no one is there. 
I had just spoken to Ms. Leger, on that phone number, as specified by her, about an hour ago. Is something wrong? 

I really want to present my cases in 19044 and 19047 today. Could anyone alert Ms. Leger to the issue? 

Thank you for your consideration. 

On Aug. 20, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email RecordFulllnformation 

URGENT: RE: SOTF Complaint Committee- anonymous complainant in 10944 and 10947 

I have called (415} 554-9632 repeatedly since 5:15. The phone picks up but no one is there. 
I had just spoken to you about an hour ago. Is something wrong? 

On Aug. 20, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
I have called (415} 554-9632 repeatedly. Your phone picks up but no one is there. 
I had just spoken to you about twenty minutes. Is something wrong? 

On April 20, 2019: 
Subject: California Public Records Act Request: lmmE7diate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco S\.lnshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA}: 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and inline images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839 .30844@f720c6d2 -4be2-44 78-af65-b9 b7 64b167 68. prvt.dyno .rt.he ro ku .com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2B43534B4544D903@requests.muckrock.com 

A4. the e-mail message with Message-ld: 
<2Di96418i7305-0.L284353484544D903@requests.mucl(rock.com> 
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AS. the e-mail message with Message-Jd: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-Jd: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message-Jd's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
mails exported in the .em I or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content of the original email record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed em ails 
with only a few ofthe h'eaders or lacking attachments/images, and therefore withhold the other headers/attachments 

. without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253{a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3Fnext%3D%252Faccounts%252Fagency_login%252Fsan-francisco-city-attorney-797%252Fimmediate-disclosure-
req uest-ema il-record-fu ll-information-
72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1iONoR 
%3ATOfR3mWJ-FFS6c2Vr2_8FLObqeA 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT M R 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRockstaff member, but-is-beingsentthrougf:lMuci<Rock-by-the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
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requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

72056-97339218@ requests.muckrock.com 
Monday, August 19, 2019 10:22 PM 
SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 
Full Information 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

August 20,2019 

This is a follow up to a previous request: · 

Good evening Task Force, 

RE: File 19044 /Complaint Committee Aug 20 agenda item 7 

It appears there may have been some clerical error in the Aug 20 complaint committee agenda packet. 

On both August 13 before 5pm, and previously on July 1st, I replied to the Assistant Clerk's call for documents by asking 
3 documents be included on my (complainant's) side for 19044. My emailed request to include my three documents is in 
fact in page 297 ofthe record. The agenda packet only includes two ofthem (my original May 8 complaint at p. 355 and 
my May 17 follow up with respondents at p. 341), and it seems the third item was left out. 

The missing item is here: https:/ /cdn.muckrock.com/outbound_request_attachments/ Anonymous_2859385/72056/5-
SF-Attorney-:Emaii-Appeai-SOTF-19044-followup.pdf- it is niy June 4 rebuttal to the respondents' response to my 
complaint (This document was furthermore originally emailed to both the SOTF and the respondent on June 4). 

I am aware that one ofthe complaint committee's jobs is to ensure a complete record is available for the full task force, 
and hope this third document is in fact correctly included in the record. · 

Page numbers are provided with respect to: https://sfgov.org/sunshine/sites/default/files/complaint082019_item7.pdf 

Thanks, 
Anonymous.(19044) 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the Muci<Rock.com service used to issue this request (though I am not a MuckRock 

_ r_epre.se_niatjy~).** 
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Filed via MuckRock.com 
E-mail (Preferred}: 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3Fnext%3D%252Faccounts%252Fagency_login%252Fsan-francisco-city-attorney-797%252Fimmediate-disclosure-
re q uest-ema il-reco rd-fu 11-inform atio n-
72056%252 F%253 Fem a i 1%253 Dsotf%252540sfgov .o rg&u rl_ a uth _toke n=AAAu FBa WTyfyRXNxLh3 M kFOGTxo%3A1 hzwa h 
%3AYOdVcc8pB6KhGLy7cGndnLD-WGY . 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 

On Aug. 16, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Thank you so much! 

On Aug. 15, 2019: 
Subject: SOTF- Complaint Committee Hearing of August 20, 2019; 5:30PM 

Dear Anonymous: 

By now you should have received the Agenda packet sent to you this morning regarding the upcoming hearing on your 
complaints. Since your matters will be heard at the end ofthe hearing, I am asking that you be named Callers No.1 
(72056, File No. 19044) and No.2 (72902, File No. 19047}; items 7 and 8, respectively. You need to call in to 415-554-. . . 

9632 before the hearing begins to make certain that both of you are on line and can hear the proceeding. You will be 
able to hear the audio from the room on the phone line. Please note that this is a conference line so both parties will be 

on the line at the same time. lf you have further questions regarding calling in, please let me know. Thank you. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[CustomerSatisfactionlcon]<http:/ /www.sfbos.org/index.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 

form. 

The legislative Research Center<http://www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures' Personal information that-is provided in communications to the Board_ of Supervisors issu_bject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
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not be redacted. Members ofthe public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members ofthe 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members ofthe 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members of the public may inspect or copy. 

On Aug. 15, 2019: 
Subject: SOTF- Agenda for Complaint Committee hearing of August 20, 2019 
Dear SOTF Parties: 

The agenda packet for the August 20, 2019, Complaint Committee of the Sunshine Ordinance Task Force, 5:30 pm 
hearing is available online at the following link: 

https:/ I sfgov .org/s u nsh ine/ sites/ default/files/ com pia int082019 _agenda. pdf 

The packet material is linked to each item listed on the agenda mark with an "attachment". Click anywhere on the title 
of the item to open the link to the pdf of the packet material in question. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[CustomerSatisfactionlcon]<http://www.sfbos.org/index.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 

form. 

The Legislative Research Center< http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

·Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members of the public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members ofthe 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 

. the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members ofthe public may inspect or copy. 

On Aug. i3, 2019: . 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full information 
RE: File No. 19044- Aug 20 complaint committee. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
· instantlyavailabletothe publicon-theMuckRock,GOm service used to-issueJhis r:equest(thougb Lam nota Muck8.ock 

representative).** 

P6324 



As previously indicated, my files to consider and include in the record are: 
1. My complaint: https:/ lcdn.m uckrock.comloutbound_request_attachmentsl Anonymous_2859385I72056ISan
Fra ncisco-S u nshi ne-Ord ina nce-Appea 1-Req uest -7205 6. pdf 
2. My May 17 follow up to Respondents and the Task Force after Respondents made additional disclosure: 
https:l I cd n .m uckrock.coml outbound _request_ atta chm entsl Anonymous_ 2859385I72056ISF-Ema ii-Appea 1-72056-
SOTF-19044-corrected-a.pdf 
3. My Julie 4 rebuttal to Respondents' response: 
https:l I cd n .m uckrock.coml outbound _request_ attac hmentsl Anonymous_ 285938517205615-SF-Atto rney-Ema il-Appea 1-
SOTF-19044-followup.pdf 
4. The Supervisor of Records (who is also the City Attorney) has not completed a response to my May 8 petition now 
months after the fact, which I allege is a further violation of Admin Code 67.21(d). Details are below. 

If I am unable to appear completely anonymously via teleconference, etc. I am happy to have my complaint judged on 
the written record. 

Thanks, 
Anonymous 

========== 

Sunshine Ordinance Task Force, 

In re: SOTF 19044, I have some information to add to the record: 
-I petitioned the Supervisor of Records re: this issue on May 8. 
-Bradley Russi, Deputy City Attorney, on behalf of the Supervisor of Records,·acknowledged this request on May 14. 
-On May 21, Russi said they "hope to have a response to you no later than the end of next week." 
- Russi replied again on June 7, with no estimated date. 
-On June 27, Russi indicated they would "respond tomorrow or early next week." 
-On July 1, Russi indicated they "won't be able to respond to your petitions until next week" 
-On July 24, Russi again refused to provide an estimated date, 
-As you well know, the City Attorney (respondent) serves as the Supervisor of Records as well. 
-I therefore further allege in SOTF 19044 that the Supervisor of Records (i.e. the City Attorney) has violated SF Admin 
Code 67.21(d) which states in relevant part " ... The supervisor of records shall inform the petitioner, as soon as possible 
and within 10 days, of its determination whether the record requested, or any part ofthe record requested, is public .... " 
Alldeadlines have long passed. 
-The Office of the City Attorney, as respondent, has gotten a continuance in 19044 for each of June 25, July 3, and July 
23. 
-The respondent appears to be delaying a full response for an unreasonable amount of time. 
-I ask that the Task Force take this in to account when judging this case. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

Thank you, 
Anonymous 

On Aug. 7, 2019: 
Subject: Re: SOTF- Complaint Committee; August 20, 2019 5:30p.m: submitting info for the record? 
Re: f=iles: 19061 and 19062 
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Hi Cheryl: May I submit written materials ahead of time for SOTF to read? If so, when would you like to receive 
materials? 

May I assume information previously submitted by myself or others is already part of the SOTF record and may be 
referenced without resubmitting? 

Thank you. 

John Hooper 

On April 20, 2019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

· "A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and inline images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2 B43534B4544D903@ req uests.m uckrock.com 

A4. the e-mail message with Message-ld: 
<20190418173050.1.2 B43534B4544D903@ req uests.m uckrock.com> 

. AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
m ails exported in the.eml or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content of the original email record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed em ails 
with on lia-few of fh-eheaa e rs-o-rTacl<illg aft:ac hme nts/im-ages,-aha t:nerefore-withli olctHn~-ot h erh eaders/attach me nts 
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without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253{a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

!look forward to your immediate disclosure. · 

Sincerely, 
Anonymous 

Filed via MuckRock.com 

E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 

https:/ /accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3 Fnext%3 D%25 2 Fa ceo unts%252 Fagency _login%25 2 Fsa n-fra ncisco-city-atto rney-797%252 Fimmed iate-disclosu re-

req uest -em a il-record-fu 11-informatio n-
72056%252 F%253 Fem a il%253 Dsotf%25 2540sfgov .org&u rl_a uth_ token=AAAu FBa WTyfyRXNxlh3 M kFOGTxo%3A1hzwa h 
%3AYOdVcc8pB6KhGLy7cGndnLD-WGY . 

ls.this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 

DEPT MR 72056 

411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 
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Leger, Cheryl (BOS) 

From: 

Sent: 
To: 
Subject: 

72056-97339218@requests.muckrock.com on behalf of '72056-97339218 
@ requests.muckrock.com' < 72056-97339218@ requests.muckrock.com > 

Wednesday, July 24, 2019 5:15 PM 
SOTF, (BOS) 

RE: California Public Records Act Request Immediate Disclosure Request- Email Record 
Full Information 

This message is from outside the City email system. Do not open links or attachments from uritrusted sources. 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

July 24, 2019 

This is a follow up to a previous request: 

Sunshine Ordinance Task Force, 

In re: SOTF 19044, I have some information to add to the record: 
- I petitioned the Supervisor of Records re: this issue on May 8. 
- Bradley Russi, Deputy City Attorney, on behalf of the Supervisor of Records, acknowledged this request on May 14. 
-On May 21, Russi said they "hope to have a response to you no later than the end of next week." 
-Russi replied again on June 7, with no estimated date. 
-On June 27, Russi indicated they would "respond tomorrow or early next week." 
-On July 1, Russi indicated they "won't be able to respond to your petitions until next week" 
-On July 24, Russi again refused to provide an estimated date, 
-As you well know, the City Attorney (respondent) serves as the Supervisor of Records as well. 
-I therefore further allege in SOTF 19044 that the Supervisor of Records (i.e. the City Attorney) has violated SF Admin 
Code 67.21(d) which states in relevant part " ... The supervisor of records shall inform the petitioner, as soon as possible 
and within 10 days, of its determination whether the record requested, or any part ofthe record requested, is public .... " 
All deadlines have long passed. 
-The Office of the City Attorney, as respondent, has gotten a continuance in 19044 for each of June 25, July 3, and July 
23. 
-The respondent appears to be delaying a full response for an unreasonable amount of time. 
-I ask that the Task Force take this in to account when judging this case. 

**Note this is a public mailbox, and that all of your responses (inCluding disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

__ Thank_you, __ 

Anonymous 
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Filed via MuckRock.com 

E-mail {Preferred): 72056-97339218@requests.muckrock.com 

Upload documents directly: 
https:/ /accounts. m uckrock.com/accou nts/logi n/?next=https%3A%2 F%2 Fwww. m uckrock. com%2 Fa ccou nts%2 Flogi n%2 F 
%3 Fnext%3 D%252 Faccou nts%252 Fagency _logi n%252 Fsa n-fra ncisco-city-atto rney-797%25 2 Fi m mediate-disclosure-

re quest-em a i 1-reco rd-fu II-i nfo rm ati on-

7 2056%252 F%253 Fema i 1%253 Dsotf%252540sfgov.o rg&u rl_a uth_ to ken=AAAu FBa WTyfyRXNxlh3 M kFOGTxo%3A1 hq RPP 

%3ABW-NZIQ5CWLHpTX8de-XkwNKn_A 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 

411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 

On July 24, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
I thought we would be able to get back to you sooner, but unfortunately we are still investigating these issues and have 

not reached a resolution. We are continuing to look into the questions you have raised and hope to be able to provide a 
response soon. Thank you for your patience. 

[cid:image002.jpg@01D54227.0C6FODAO]Bradley Russi 

Deputy City Attorney 

Office of City Attorney Dennis Herrera 

City Hall, Room 234 
1 Dr. Carlton B. Goodlett Pl., San Francisco, CA 94102 

www .sfcityattorney .org 

On July 22, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 

Supervisor of Records, 

Re: My May 8 supervisor of records petition 

On July 1, Deputy City Attorney Russi said your office would finish responding to my petition "next week." 

SF Admin Code 67.21{d) states " ... The supervisor of records shall inform the petitioner, as soon as possible and within 10 

days, of its determination whether the record requested, or any part of the record requested, is public .... " 

All deadlines have long expired. Please provide a reply to my petition immediately. 
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**Note this is a public mailbox, and that all of your responses(including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

Thanks, 
Anonymous 

On July 1, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Ms. Leger, 

Thank you for the notice. This is acceptable, but please let's resolve this as soon as possible thereafter as my original 
CPRA/Sunshine request has been outstanding since April20. 
I will note that the respondent has requested 3 continuances in 19044- from June 25, July 3, and July 23. 

I would very much appreciate a response to my requests to appear telephonically. I have received no response. 

Thanks, 
Anonymous in 19044 

On July 1, 2019: 
Subject: SOTF- Complaint Committee Appearance of July 23, 2019; File No. 19044 
Dear Anonymous: 

I just received word from the Respondent regarding the complaint below, that they will be on vacation during the time 
of the Complaint Committee hearing of July 23,2019, and therefore unavailable. Please let me know as soon as possible 
if you agree to this change in scheduling. I would like to schedule this matter for the August Complaint Committee 
hearing. Thank you. 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office of the City Attorney for allegedly 
violating Administrative Code (Sunshine Ordinance), Sections 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

Thank you for your consideration. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[ Custome rSatisfaction lcon]<http:/ /www .sfbos.o rg/index.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 
form. 

The Legislative Research Center<http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
-not-be-redacted~ M em be l"s of-the IJUb li~a re not required-to-provide-persona 1-identif¥i ng inform ationwhe n.the'{ 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
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public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members of the public may inspect or copy. 

On July 1, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Re: My May 8 supervisor of records petition 

Thank you. I understand that my petition raises potentially novel technological issues and that is causing some delay. 

I would however remind you of SF Admin Code 67.21(d) " ... The supervisor of records shall inform the petitioner, as soon 
as possible and within 10 days, of its determination whether the record requested, or any part ofthe record requested, 

is public .... " 

Please provide a reply as soon as you are able to. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 

representative).** 

Thanks, 
Anonymous 

On April 20, 2019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, meta data, attachments, appendices, 
exhibits, and in line images, except those explicitly exempted by the Ordinance, of: 

Al. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2B43534B4544D903@requests.muckrock.com 

A4. the e-mail message with Message-ld: 
<20190418173050.1.2B43534B4544D903@requests.muckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 
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A6. the e-mail message with Message-ld: 
DM5PR09MB1497363CAABBE6806E68810F80260@DM5PR09MB1497,namprd09.prod.outlook.com 

B. an electronic copy of yo~r internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message_:ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
mails exported in the .em I or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content ofthe original email record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed emails 
with only a few ofthe headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on th~ MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous. 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3Fnext%3D%252Faccounts%252Fagency_login%252Fsan-francisco-city-attorney-797%252Fimmediate-disclosure
request-email-record-fu1Hnformation-
7 2056%252 F%253 Fe m a i 1%253 Dsotf%252540sfgov. o rg& u rl_ a uth _toke n=AAAu FBa WTyfyRXNxlh3 M k FOGTxo%3A1 hq RP P 
%3ABW-NZIQ5CWLHpTX8de-XkwNKn_A 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Cc: 

Subject: 

72056-97339218@requests.muckrock.com 
Monday/ July 11 2019 7:20PM 
SOTF/ (BOS). 

COTE/ JOHN (CAT) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 
Full Information 

~ This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 

SF, CA 94102 

July 1, 2019 

This is a follow up to a previous request: 

Ms. Leger, 

Thank you for the notice. This is acceptable, but please let's resolve this as soon as possible thereafter as my original 
CPRA/Sunshine request has been outstanding since April 20. 
I will note that the respor]dent has requested 3 continuances in 19044- from June 25, July 3, and July 23. 

I would very much appreciate a response to my reque5ts to appear telephonically. I have received no response. 

Thanks, 
Anonymous in 19044 

Filed via MuckRock.com. 
· E-mail (Preferred): 72056-97339218@requests.muckrock.com 

Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3Fnext%3D%252Faccounts%252Fagency_login%252Fsan-francisco-city-attorney-797%252Fimmediate-disclosure-
req uest-ema il-reco rd-full~information-
72056%252F%253Femail%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1hi80i 

%3A-FUtViVBfjqAibiCtAQdDkkgQMI 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 
DEPT MR 72056 

LJ.llA_tl[ghlgl1d_AV~ 

Somerville, MA 02144-2516 
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PLEASE NOTE: This request is not filed by a MuckRock staff member/ but Is being sent through MuckRock by the above in 
order to better track1 share1 and manage public records requests. Also note that improperly addressed (i.e. 1 with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

On July 11 2019: 
Subject: SOTF- Complaint Committee Appearance of July 231 2019; File No. 19044 
Dear Anonymous: 

I just received word from the Respondent regarding the complaint below1 that they will be on vacation during the time 
ofthe Complaint Committee hearing of July 23 1 2019 1 and therefore unavailable. Please let me know as soon as possible 
if you agree to this change in scheduling. I would like to schedule this matter for the August Complaint Committee 
hearing. Thank you. 

File No. 19044: Coni plaint filed by Anonymous against Dennis Herrera and the Office of the City Attorney for allegedly 
violating Administrative Code (Sunshine OrdinanceL Sections 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

Thank you for your consideration. 

Cheryl Leger 
Assistant Clerk1 Board of Supervisors 
Tel: 415-554-7724 

[CustomerSatisfactionlcon]<http:/ /www.sfbos.org/index.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 
form. 

The Legislative Research Center<http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members of the public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members ofthe 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbe'rsl addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members ofthe public may inspect or copy. 

On July 11 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Re: My May 8 supervisor of records petition· 

Thank you. I understand that my petition raises potentially novel technological issues and that is causing some delay. 

Prf35 



I would however remind you of SF Admin Code 67 .21(d) " ... The supervisor of records shall inform the petitioner, as soon 
as possible and within 10 days, of its determination whether the record requested, or any part ofthe record requested, 
is public .... " 

Please provide a reply as soon as you are able to. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

Thanks, 
Anonymous 

On July 1, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Unfortunately, we are still working with our IT staff on the issues you have raised and won't be able to respond to your 
petitions until next week. Thanks for your patience. 

[cid:image002.jpg@01D53017.091E2810]Bradley Russi 
Deputy City Attorney 
Office of City Attorney Dennis Herrera 
City Hall, Room 234 
1 Dr. Carlton B. Goodlett Pl., San Francisco, CA 94102 
www.sfcityattorney.org 

On July 1, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
I (anonymous requestor in 19044) am happy to appear telephonically on July 23. I cannot be physically present however. 
If you decide to go ahead with a July 23rd hearing, please let me know conference call, Google Hangouts, Skype, or 
similar credentials by which I may answer any questions the Task Force may have. I do believe, however, I have laid ciut 
all of my arguments in the documents re-sent to the task force on June 14 for inclusion in the agenda, and copied again 
below for the Task Force's and Respondents' convenience. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRocl(.com serviCe used to issue this request (though I am not a MuckRock 
representative).** 

· Files to consider: 
. 1. My complaint: https://cd n.muckrock.com/outbound_request_attachments/ Anonymous_2859385/72056/San
Fra ncisco-Su nshine-0 rd inance-Appea 1-Req uest-72056. pdf 
2. My May 17 follow up to Respondents and the Task Force after Respondents made additional disclosure: 
https:/ I cd n.m uckrock.com/ outbound__,req uest_ attachments/ Anonymous _2859385/72056/S F-Ema ii-Appea 1-72056-
SOTF-19044-corrected-a. pdf 
3. My June 4 rebuttal to Respondents' response: 
https:/ I cd n. m uc krock. com/ 0 utbo u nd_req u est-attachments/ An 0 nym ous _28593 85/72056/ 5-S F-A tto rney-Em a i l-Ap pea 1-
SOTF-19044-followup.pdf 



On July 1, 2019: 
Subject: SOTF- Notice of Appearance- Complaint Cor:nmittee; July 23, 2019 5:30p.m. 
Good Afternoon: 

You are receiving this notice because you are named as a Complainant or Respondent in one of the following complaints 
scheduled before the Complaint Committee to: 1) hear the merits of the complaint; 2) issue a determination; and/or 3) 
consider referrals from a Task Force Committee. 

Date: July 23, 2019 

Location: City Hall, Room 408 

Time: 5:30p.m. 

Complainants: Your attendance is required for this meeting/hearing. 

Respondents/Departments: Pursuant to Section 67.21 (e) ofthe Ordinance, the custodian of records or a representative 
of your department, who can speak to the matter, is required at the meeting/hearing. 

Complaints: 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office of the City Attorney for allegedly 
violating Administrative Code (Sunshine Ordinance), Sections 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

File No. 19047: Complaint filed by Anonymous against Mayor London Breed, Hank Heckel and the Office of the Mayor 
for allegedly violating Administrative Code, (Sunshine Ordinance) Sections 67.25 and 67.29-5, by failing to respond to a 
request for public records in a timely and/or complete manner. 

File No. 19052: Complaint filed by Alex Koskinen against the Department of Public Health for allegedly violating 
Administrative Code '(Sunshine Ordinance), Section 67.25, by failing to respond to an Immediate Disclosure Request in a 
timely and/or complete manner. 

File No. 19060: Complaint filed by Ashley Rhodes against the Arts Commission fc:ir allegedly violating Administrative 
Code, Section 67 .21, by failing to respond to a request for public records in a timely and/or complete manner. 

File No. 19025: Complaint filed by Jamie Whitaker against the Homelessness and Supportive Housing for allegedly 
violating Administrative Code (Sunshine Ordinance), Section 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

Documentation (evidence supporting/disputing complaint) 

For a document to be considered, it must be received at least five (5) working days before the hearing (see attached 
Public Complaint Procedure). For inclusion into the agenda packet, supplemental/supporting documents must be 
received by 5:00pm, July 16; 2019. 

Cheryl Leger 

Assistant Clerk, Board of Supervisors 
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<http:/ /www.sfbos.org/index.aspx?page=104> Click here<http://www.sfbos.org/index.aspx?page=104> to complete a 
Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center<http:/ /www.sfbos.org/index.aspx?page=9681>provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the .Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members of the public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members ofthe 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submitto the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members of the public may inspect or copy. 

On April 20, 2019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendiCes, 
exhibits, and inline images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478..:af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2B43534B4544D903@requests.muckrock.com 

A4. the e-mail message with Message-ld: 
<20190418173050.1.2 B43534B4544D903@ requests. muckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09M B1497363CAABBE6806E68810F80260@ DMSPR09M B1497 :namprd09. prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

P6'38 



We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e

m ails exported in the .eml or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 

that you have preserved the full content ofthe original email record (as specified in request "A"), which contains many 

detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed emails 
. with only a few ofthe headers or lacking attachments/images, and therefore withhold the other headers/attachments 

without justification, you may be in violation of SF Admin Code 67 .26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 

on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available. without any fees. If you determine certain records would require 

fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 

Upload documents directly: 
https :/ j a ceo u nts. m u ckrock. com/ a ceo u nts/lo gin/? next= https%3A %2 F%2 Fwww. m u c kro ck.co m%2 Fa ceo u nts%2 Flo gi n%2 F 

%3 Fnext%3 D%252 Fa ceo u nts%252 Fagency _login%252Fsa n-fra ncisco-city-atto rney-797%252 Fim mediate-disclosure-
req uest -em a il-reco rd-fu 11-inform ation-

72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1hi80i 
%3A-FUtViVBfjqAib ICtAQd DkkgQM I 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 

DEPT MR 72056 
411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly. addressed (i.e., with the 

requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

72056-97339218@requests.muckrock.com 
Monday, July 1, 2019 2:09PM 
SOTF, (BOS) 
RE: California Public Records Act Request Immediate Disclosure Request- Email Record 
Full Information 

. . 

This message is from outside the City email system. Do not open links or attachments from uhtrusted source·s. 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 

SF, CA 94102 . 

July 1, 2019 

This is a follow up to a previous request: 

I (anonymous requestor in 19044) am happy to appear telephonically on July 23. I cannot be physically present however. 
If you decide to go ahead with a July 23rd hearing, please let me know conference call, Google Hangouts, Skype, or 
similar credentials by which I may answer any questions the Task Force may have. I do believe, however, I have laid out 
all of my arguments in the documents re-sent to the task force on June 14 for inclusion in the agenda, and copied again 
below for the Task Force's and Respondents' convenience. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 

representative).** 

· Files to consider: 

1. My complaint: https:/ /cdn.m uckrock.com/outbound_request_attachments/ Anonymous_2859385/72056/San- · 
Francisco-Sunshine-Ordinance-Appeai-Request-72056.pdf 
2. My May 17 follow up to Respondents and the Task Force after Respondents made additional disclosure: 
https:/ / cd n.m uckrock.com/ o utbo u n(_req uest_ attachments/ A no nymo us _2859385/72056/SF-Ema ii-Appea 1-72056-
SOTF-19044-co rrected-a .pdf 
3. My June 4 rebuttal to Respondents' response: 
https:/ I cd n. m uckro ck.co m/ 0 utbo u nd_req uest_ attachments/ Anonym 0 us-28 59 385/7 2056/5-S F-Atto rney-Em a i I"Ap pea 1-
SOTF-19044-followup.pdf 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 

Upload documents directly: 
https:/ /accounts.muckrock.com/accounts/login/?next=https%3A%2F%2FwwV:J.muckrock.com%2Faccounts%2Fiogin%2F 
%3 Fnext%3 D%252 Facco u nts%252 Fagency _logi n%252Fsa n-fra ncisco-city-atto rney-797%252Fim mediate-disclosure
request-email~record-full-information- -
72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1hi3YB 
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%3A _gwH lxCN ueypw1 P-G EL5-IIyLWE 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

On July 1, 2019: 
Subject: SOTF- Notice of Appearance- Complaint Committee; July 23, 2019 5:30p.m. 
Good Afternoon: 

You are receiving this notice because you are named as a Complainant or Respondent in one ofthe following complaints 
scheduled before the Complaint Committee to: 1) hear the merits of the complaint; 2) issue a determination; and/or 3) 
consider referrals from a Task Force Committee. 

Date: July 23, 2019 

Location: City Hall, Room 408 

Time: 5:30p.m. 

Complainants: Your attendance is required for this meeting/hearing. 

Respondents/Departments: Pursuant to Section 67.21 (e) of the Ordinance, the custodian of records or a representative 
of your department, who can speak to the matter, is required at the meeting/hearing. 

Complaints: 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office of the City Attorney for allegedly 
violating Administrative Code (Sunshine Ordinance), Sections 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

File No. 19047: Complaint filed by Anonymous against Mayor London Breed, Hank Heckel and the Office of the Mayor 
for allegedly violating Administrative Code, (Sunshine Ordinance) Sections 67.25 and 67.29-5, by failing to respond to a 
request for public records in a timely and/or complete manner. 

File No. 19052: Complaint filed by Alex Koskinen against the Department of Public Health for allegedly violating 
Administrative Code (Sunshine Ordinance), Section 67.25, by failing to respond to an Immediate Disclosure Reqwest in a 
timely and/or complete manner. 

File No. 19060: Complaint filed by Ashley Rhodes against the Arts Commission for allegedly violating Administrative 
Code, Section 67.21, by failing to respond to a reEiuest for public records in a timely and/or complete manner. 
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File No. 19025: Complaint filed by Jamie Whitaker against the Homelessness and Supportive Housing for allegedly 
violating Administrative Code (Sunshine Ordinance), Section 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

Documentation (evidence supporting/disputing complaint) 

For a document to be considered, it must be received at least five (5) working days before the hearing (see attached 
Public Complaint Procedure). For inclusion into the agenda packet, supplemental/supporting documents must be 
received by 5:00pm, July 16, 2019. 

Cheryl Leger 

Assistant Clerk, Board of Supervisors 

Tel: 415-554-7724 

<http://www.sfbos.org/index.aspx?page=104> Click here<http://www.sfbos.org/index.aspx?page=104> to complete a 
Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center<http://www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members ofthe public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members of the public may inspect or copy. 

On June 27, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Sorry for the delay. We will respond tomorrow or early next week. 

[cid:image002.jpg@01D52DOD.298897AO]Bradley Russi 
Deputy City Attorney 
Office of City Attorney Dennis Herrera 
City Hall, Room 234 
1 Dr. Carlton B. Goodlett Pl., San Francisco, CA 94102 
www.sfcityattorney .org 

On June 27, 2019: 
Subject: SOTF- Request for a continuance by City Attorney's office 
Dear Anonymous: · 
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Yesterday, I received a request for continuance from the City Attorney's Office and are not available on July 3. The 
request was granted. I will keep you posted on when it will be heard. In the meantime, have a nice 4th of July. Thank 
you. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[CustomerSatisfactionlcon]<http:/ /www.sfbos.org/index.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 
form. 

The Legislative Research Center<http://www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members ofthe public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members ofthe 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member 
of the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in 
other public documents that members ofthe public may inspect or copy. 

On June 26, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Assistant Clerk, 

I (and Respondent) were asked on June 19 if I was available on July 3 for a SOTF File 19044 hearing. 
I responded that I could appear, but only telephonically. 

I have not heard back from the Task Force or Respondent on whether or not July 3 is going forward for 19044. 
Could you please let me know if the July 3 hearing is happening for 19044, and a response to my request to my appear 
telephonically? 

Thank you, 

Anonymous (complainant in 19044) 

On June 26, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Supervisor of Records, 

Do you have a response to my petition of May 8 (associated with SOTF file 19044)? 

Thanks, 
Anonymous 
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**Note this is a public mailbox, and thatall of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

On April 20, 2019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA}: 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and in line images, except those explicitly exempted by the Ordinance, of: 

Al. the e-mail message with Message-ld: 
201904181730S0.839.30844@f720c6d2-4be2-4478-af6S-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<201904181730S0.839.30844@f720c6d2-4be2-4478-af6S-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
201904181730S0.1.2B43S34B4S440903@requests.muckrock.com 

A4. the e-mail message with Message-ld: 
<201904181730S0.1.2B43S34B4S440903@requests.muckrock.com> 

AS. the e-mail message with Message-ld: 
<OM SPR09 M B1497363CAABBE 6806E68810F80260@ OMS PR09 M B1497. na m prd09. p rod.outloo k.com > 

· A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records pdlicies/manuals/instructions/guidelinesfor the public and/or your 
own employees" 

Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
m ails exported in the .em! or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content ofthe original email record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed em ails 
with only a few of the headers or lacking attachments/images, and therefore withhold the other headers/attachments 
Without justification, you may be in violation of SF Admin Code 67.26, 67.27, Go\,lt Code 62S3(a), 62S3.9, and/or 62SS, 

. and we may challenge your decision. 

Note that all of your responses (including disclosed records} may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 
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Please provide only those copies of records available without any fees. If you determine certain. records would require 
fees, please instead provide the required notice of which ofthose records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3 Fnext%3 D%252 Facco u nts%252 Fagency _login%252Fsa n-fra ncisco-city-atto rney-797%252 Fim m ed iate-disclosu re-
req uest -email-record-full-information-
72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxLh3MkFOGTxo%3A1hi3YB 
%3A_gwHixCNueypw1P-GEL5-IIyLWE 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For. mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

72056-97339218@requests.muckrock.com 
Tuesday, June 18; 2019 11:24 AM 
SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 
Full Information 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 
PRA Office 
Room.234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

June 1$, 2019 

This is a follow up to a previous request: 

Task Force and Committee members, 

**Note this is a public mailbox, and that all of your responses (including disclosed records} may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

Thank you. I have also received an email from Mr. Cote on behalf of the City Attorney regarding the continuance of 
10944 so they can consult with their IT Staff. I hope that the SOTF does take this matter up without undue delay, and 
without continuing it beyond one further meeting date. I maintain my prior request to attend telephonically. 

As I have noted in the past, the instant 19044 case raises similar (but not identical} issues to my case 19047, Anonymous 
v. Mayor London Breed, Hank Heckel, Offic;e of Mayor. I will be following up with the respondents in.both cases to 
suggest they work with each other and the city's IT experts to come up with a reasonable set of specific metadata that 
must be withheld for security (and any other lawful exemption reasons), so the City has a consistent policy on such 
disclosure. 

However, I intend to continue. to pursue both cases to ensure that, even if the respondents in these cases eventually 
provide some meta data, that the Task Force make a determination that the prior responses of the agencies withholding 
meta data in general were violations of the Sunshine Ordinance, in order to vindicate the general right of the public to 
receive copies of non-exempt metadata when they ask for it. 

Sincerely, 

Anonymous 

Filed via Muck Rock. torn 
E-mail (Preferred}: 720S6-97339218@requests.muckrock.com 
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Upload documents directly: 

https:/ jacco u nts. m uckrock.com/acco u nts/logi n/? u rl_ a uth _toke n=AAAu FBil WTyfyRXNxLh3 M kFOGTxo%3A1h d lla%3Act6 
HyZmLCOWDRuXQAASM703u8rE&next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F%3Fnext%3D% 
252 Faccou nts%252 Fage ncy _logi n%252 Fsa n-fra ncisco-city-atto rney-797%2 52 Fi ni mediate-d isclosu re-req uest-e mail
record-full-i nfo rmation-72056%252 F%253 Fema il%253 Dsotf%252540sfgov.o rg 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 

DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 

requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 

On June 18, 2019: 

Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Dear. Anonymous: 

We are in receipt of and thank you for your response. This matter has been postponed until further notice. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[CustomerSatisfactionlcon]<http:/ /www.sfbos.org/index.aspx?page=104> Click 

here< http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 

form. 

The Legislative Research Center<http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 

under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members of the public are not required to provide personal identifying information when they 

communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all membersofthe 

public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 

the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 

public documents that members of the public may inspect or copy. 

On June 17, 2019: 
Subject: Request for Continuance> RE: SOTF- Notice of Hearing- Complaint Committee; June 25 

Dear Ms. Leger, 
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I would like to request a continuance for File No. 19044, currently scheduled for the June 25 hearing of the Complaint 
Committee. I'd like to reschedule this item to the committee's next hearing date. The records request in this matter 
raises unusual security questions, and we are continuing to review the matter with our IT staff~o see ifthere is a way to 
safely provide the requester more ofthe information that they have requested. We expect to know one way or another 
by the next hearing date. 

Thank you for your consideration, 

[cid:image003.jpg@01D5251E.F9A7FBCO]John Cote 
Communications Director 
Office of City Attorney Dennis Herrera 
(415) 554-4662 Direct 
www.sfcityattorney.org 
Find us on: Facebook<https:/ /www.facebook.com/sfcityattorney /> Twitter<https:/ /twitter.com/SFCityAttorney> 
I nstagra m<https://www. instagra m .com/sfcityattorney /> 

On June 14, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
To the Sunshine Ordinance Task Force and Complaint Committee, 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

In Case No. 19.044, I be'lieve the following documents, previously sent to the task force, should be considered from my 
side (some may not have come through the fax well, so the PDFs are linked below) and included in the packet/agenda: 

1. My com plaint: https :/I cd n. m uckrock.co m/ outbound _request_ attachments/ Anonymous_2859385/72056/Sa n
Francisco-Sunshine-Ordinance-Appeai-Request-72056.pdf 
2. My May 17 follow up to Respondents and the Task Force after Respondents made additional disclosure: 
https:/ I cd n .m uckrock.com/ outbound _req uest_attachm ents/ Anonymous_2859385/72056/SF-Em a i 1-Appeai-72056-
SOTF-19044-corrected-a. pdf 
3. My June 4 rebuttal to Respondents' response: 
https://cdn.muckrock.com/outbound_request_attachments/Anonymous_2859385/72056/5-SF-Attorney-Emaii-Appeai
SOTF-19044-followup.pdf 

As I previously requested, I would appreciate the opportunity to be heard telephonically or via audio conference 
because (1) it would be quite difficult to be physically present at your meeting and (2) I would like to protect my 
anonymity. lfthis is possible, please let me know conference call credentials or similar. 

Thank you, 
Anonymous 

On June 14, 2019: 
Subject: SOTF- Notice of Hearing- Complaint Committee; June 15, 2019 5:30 p.m. 
Good Morning: 
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You are receiving this notice because you are named as a Complainant or Respondent in one ofthe following complaints 
scheduled before the Complaint Committee to: 1) hear the merits ofthe complaint; 2) issue a determination; and/or 3) 
consider referrals from a Task Force Committee. 

Date: June 25, 2019 

Location: City Hall, Room 408 

Time: 5:30p.m. 

Complainants: Your attendance is required for this meeting/hearing. 

Respondents/Departments: Pursuant to Section 67.21 (e) ofthe Ordinance, the custodian of records or a representative 
of your department, who can speak to the matter, is required at the meeting/hearing. 

Complaints: 

File No. 19042: Complaint filed by Ray Hartz against Norman Yee, President ofthe Board of Supervisors, for allegedly 
violating Administrative Code (Sunshine Ordinance), Sections 67.16, by failing to place his 150-word summaries in the 
meeting minutes (Board of Supervisors April 30, 2019 meeting). 

File No. 19043: Complaint filed by Ray Hartz against Angela Calvillo, Clerk of the Board of Supervisors, for allegedly 
violating Administrative Code (Sunshine Ordinance), Sections 67.15(d), by failing to place his 150-word summaries as 
submitted to the Board of Supervisors "in the minutes." 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office of the City Attorney for allegedly 
violating Administrative Code (Sunshine Ordinance), Sections 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

File No. 19049: Complaint filed by Liz Arb us against the Arts Commission for allegedly violating Administrative Code 
(Sunshine Ordinance), Section 67.25, by failing to respond to an Immediate Disclosure Request in a timely and/or 
complete manner. 

Documentation (evidence supporting/disputing complaint) 

For a document to be considered, it must be received at least five (5) working days before the hearing (see attached 
Public Complaint Procedure). For inclusion into the agenda packet, supplemental/supporting documents must be 
received.by 5:00pm, June 18, 2019. 

Cheryl Leger 

Assistant Clerk, Board of Supervisors 

Tel: 415-554-7724 

<http:/ /www.sfbos.org/index.aspx?page=104> Click here< http:/ /www.sfbos.org/index.aspx?page=104> to complete a 
Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center<http://www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 



Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members ofthe public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members ofthe 
public submit to the Clerk's·Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other. 
public documents that members of the public may inspect or copy. 

On June 7, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Sorry- that follow up is for our other petition. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) maybe automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

On April 20, 2019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San-Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and inline images, except those explicitly exempted by the Ordinance, of:. 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
2019041817 3050.1.2 B43534B4544D903@ requests. m uckrock.com 

A4. the e-mail message with Message-ld: 
<2019041817 3050.1.2 B43534B4544D903@ req uests.muckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB.1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/mqnuals/instructions/guidelines for the public and/or your 
own employees" 
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Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 

sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
mails exported in the .eml or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you mustensure 
that you have preserved the full content ofthe original email record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed emails 
with only a few of the headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67 .26, 67 .27, Govt Code 6253(a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which ofthose records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https:/ I accounts.m uckrock.com/acco u nts/login/?u rl_a uth _to ken=AAAu FBaWTyfyRXNxLh3 M kFOGTxo%3Alhd lla%3Act6 
HyZm LCOWDRuXQAASM 703 u8rE&next=https%3A%2 F%2 Fwww. muckrock.com%2 Faccou nts%2 Flogin%2F%3 Fnext%3 D% 
252Faccounts%252Fagency_login%252Fsan-francisco-city-attorney-797%252Fimmediate-disclosure-request-email-
reco rd-fu II-i nfo rmat ion-72 056%2 52 F%253 Fem a i 1%253 Dsotf%25 2540sfgov .o rg 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
·order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 



Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: . 

72056-97339218@ requests.muckrock.com 
Friday, June 14, 2019 3:47PM 
SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request~ Email Record 
Full Information 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

June 14, 2019 

This is a follow up to a previous request: 

To the Sunshine Ordinance Task Force and Complaint Committee, 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

In Case No. 19044, I believe the following documents, previously sent to the task force, should be considered from my 
side (some may not have come through the fax well, so the PDFs are linked below) and included in the packet/agenda: 

1. My complaint: https:/ /cdn.muckrock.com/outbound_request_attachments/ Anonymous_2859385/72056/San
Francisco-Su nsh in e-O rdina nce-Appea !-Request -72056. pdf 
2. My May 17 follow up to Respondents and the Task Force after Respondents made additional disClosure: 
https:/ I cd n. m uckrock.com/ outbound _request_ attachments/ Anonymous _2859385/72056/S F-Ema ii-Appea 1-72056-
SOTF-19044-corrected-a. pdf 
3. My June 4 rebuttal to Respondents' response: 
https:/ I cd n.m uckrock.com/ outbound_req uest_ attachments/ Anonymous _2859 385/72056/5-SF-Attorney-Emaii-Appea 1-
SOTF-19044-followup.pdf 

As I previously requested, I would appreciate the opportunity to be heard telephonically or via audio conference 
because {1) it would be quite difficult to be physically present at your meeting and (2) I would like to protect my 
anonymity. If this is possible, please let me know conference call credentials or similar. 

Thank you, 
Anonymous 

Flied via MLii::kRocl<.colii 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
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Upload documents directly: 

https:/ /a ceo u nts.m uckrock.com/ a ceo u nts/login/?next=https%3A%2 F%2 Fwww. m uckrock.co m%2 Fa ceo unts%2 Flogin%2 F 

%3 Fnext%3 D%252 Fa ceo unts%252 Fagency _logi n%252 Fsa n-fra ncisco-city-attorney-797%252 Fimm ed iate-d isclosu re-
req uest-em a il-record-fu 11-info rm atio n-

72056%252F%253Fem a il%253 Dsotf%252540sfgov.org&u rl_a uth _toke n=AAAu FBaWTyfyRXNxLh3 M kFOGTxo%3A1h buy a 

%3AQ_RBugzCCOoVfPGYONx5gB5EebU 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 

DEPT MR 72056 

411A Highland Ave 
Somerville, MA02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 

requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 

On June 14, 2019: 
Subject: SOTF- Notice of Hearing- Complaint Committee; June 15, 2019 5:30 p.m. 
Good Morning: 

You are receiving this notice because you are named as a Complainant or Respondent in one of the following complaints 
scheduled before the Complaint Committee to: 1) hear the merits of the complaint; 2) issue a determination; and/or 3) 

consider referrals from a Task Force Committee. 

Date: June 25, 2019 

Location: City Hall, Room 408 

Time: 5:30 p.m.· 

Complainants: Your attendance is required for this meeting/hearing. 

Respondents/Departments: Pursuant to Section 67.21 (e) ofthe Ordinance, the custodian of records or a representative 
of your department, who can speak to the matter, is required at the meeting/hearing. 

Complaints: 

File No. 19042: Complaint filed by Ray Hartz against Norman Yee, President of the Board of Supervisors, for allegedly 
violating Administrative Code (Sunshine Ordinance), Sections 67.16, by failing to place his 150-word summaries in the 

meeting minutes (Board of Supervisors April 30, 2019 meeting). 

File No. 19043: Complaint filed by Ray Hartz against Angela Calvillo, Clerk of the Board of Supervisors, for allegedly 
violating AdministrativeCode (Sunshine Ordinance), Sections 67.15(d), by failing to place his 150-word summaries as 
submitted to the Board of Supervisors "in the minutes." 
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File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office ofthe City Attorney for allegedly 
violating Administrative Code (Sunshine Ordinance), Sections 67.21, by failing to respond to a public records request ina 
timely and/or complete manner. 

File No. 19.049: Complaint filed by Liz Arbus against the Arts Commission for allegedly violating Administrative Code 
(Sunshine Ordinance), Section 67.25, by failing to respond to an Immediate Disclosure Request in a timely and/or 
complete manner. 

Documentation (evidence supporting/disputing complaint) 

For a document to be considered, it must be received at least five (5) working days before the hearing (see attached 
Public Complaint Procedure). For inclusion into the agenda packet, supplemental/supporting documents must be 
received by 5:00pm, June 18, 2019. 

Cheryl Leger 

Assistant Clerk, Board of Supervisors 

Tel: 415-554-7724 

<http:/ /www.sfbos.org/index.aspx?page=104> Click here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a 
Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center<http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members of the public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members ofthe 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members ofthe 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members ofthe public may inspect or copy. 

On June 7, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Sorry- that follow up is for our other petition. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

On June 7, 2019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure.Request ~Email Record Full Information 
Thank you! I provided you my rebuttal because it addresses the purported Prop G limitation on the portions of calendars 
_beingpublic was not something cited by thernayo!'s office in their originalr~cords request response. 
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**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

On June 7, 2.019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
Thank you for this. We are still working through the issues raised by your petition and appreciate your patience. 

[cid:image002..jpg@01D51D2.0.F7D41CDO]Bradley Russi 
Deputy City Attorney 
Office of City Attorney Dennis Herrera 
City Hall, Room 2.34 
1 Dr. Carlton B. Goodlett Pl., San Francisco, CA 94102. 
www.sfcityattorney.org 

On June 4, 2.019: 
Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
For your information, I sent a rebuttal to the Task Force to the City Attorney's response to SOTF 19044. In summary for 
your files: 
My May 8 Supervisor of Records petition (including my May 8 Task Force complaint vs. City Attorney):· 
https:l I cd n. m uckrock.co ml outbound ~request_ attach me ntsl Ana nymo us_ 2.859385I72.056ISF-Sunshine-Ord ina nce
S u pe rviso r-of-Records-Petition-72.056-a. pdf 
My May 17 follqw up to City Attorney and the Task Force: 
https:l I cdn .muckrock.coml outbound _req uest_attach mentsl Anonymous_ 2.859385I72.056ISF-Ema ii-Appea 1-72.056-
SOTF-19044-corrected-a .pdf 
My June 4 rebuttal to City Attorney and the Task Force: 
https:l I cd n .m uckrock.coml outbound _req uest_atta chme ntsl Anonyma us_ 2.859385172.05615-SF-Atto rney-Ema ii-Appea 1-
SOTF-19044-followup.pdf 

**Note this is a public mailbox, and that all of your responses (including disclosed records} may be automatically and 
instantly available to the public on the Muci<Rock.com service used to issue this request (though I am not a MuckRock 
representative).** 

!look forward to your response to my petition. 

Thank you for your consideration, 
Anonymous 

On April 2.0, 2.019: 
Subject: California Public Records Act Request: Immediate Disclosure Request- Email Record Full Information 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and inline images, except those explicitly exempted by the Ordinance, of: 
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A1. the e-mail message with Message-ld: 
20190418173050.83 9. 30844@f720c6d2 -4be2-44 78-af65-b9 b 7 64b16768. prvt.dyno .rt. heroku.co m 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2B43534B4544D903@requests.muckrock.com 

A4. the e-mail message with Message-ld: 
<20190418173050.1.2 B43534B4544D903@ requests. m uckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com . 

. B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 

own employees". 

Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
mails exported in the .em I or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content of the original email record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed em ails 
with only a few of the headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (inCluding disclosed records) may be automatically and instantly available to the public · 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via M uckRock.com 
E-mail {Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https ://a ceo u nts. m uc krock. com/ a ceo u nts/lo gi n/7 next=https%3A%2 F%2 Fwww. m uckrock.co m%2 Fa ceo u nts%2 Flogi n %2 F 
%3F=next%3oo/;2s-2f:accoun1:s%252FagencyJogin%252Fsan:.frandstcH::itF<Htorney-797%252Fimmediate-'disclosure"
req uest-em ail-record-full-information-
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72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1hbLiya 

%3AQ_ RB ugzCCOo VfPGYO Nx5gB5 Ee b U 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 

DEPT MR 72056 

411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 

requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 



Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Cc: 

Subject: 

7 477 4-88881134@ requests.muckrock.com 
Monday, June 10, 2019 8:37AM 
Bruce Wolfe 
SOTF, (BOS) 
RE: California Public Records Act Request: SOTF Pending Complaint Files and Legal 
Advice 

This message is·from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco Sunshine Ordinance Task Force 
PRA Office 

Room 244 
1 Dr. Carlton B. Goodlett Place 

San Francisco, CA 94102-4689 

June 10, 2019 

This is a follow up to a previous request: 

I see- thank you very much! 

Filed via MuckRock.com 
E-mail (Preferred}: 74774-88881134@requests.muckrock.com 

Upload documents directly: https:/ /accounts.muckrock.com/accounts/login/?url_auth_token=AABdvefR19wJBEu
s6NsCQAx03s%3A1haMLW%3AbVQIPoq5_CGuE910211GEsEOHiU&next::::https%3A%2F%2Fwww.muckrock.com%2Faccou 
nts%2Fiogi n%2 F%3 Fnext%3 D%252Faccou nts%252 Fagency _login%252 Fsa n-fra ncisco-su nshi ne-ord ina nee-task-farce-. 
17720%252 Fsotf-pe nd ing-com pia int-files-a nd-leg·a 1-advice-7 4 77 4%252 F%253 Fema il%253 Dsotf%252540brucewolfe. net 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 

DEPT MR 74774 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through Muck Rock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 

requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

On June 10, 2019: 

Dear Anonymo!Js, . 
To date and to our knowledge, the SOTF hasn't invoked attorney-client 



privilege. What Ms. Leger and I are saying to you is all legal counsel 
advice is contained in the files (cases) we hear meaning we released them 
to the public and are contained in the agendas which have the complete case 
file of which the compendium is available online. In other words, there is 
no other legal counsel advice to present that already isn't made publicly 
available. 

Unless there is something specific you are seeking through this request I'm 
not sure there is anything more to report or be responsive to. 

Yours, 
Bruce Wolfe, Chair 

On June 10, 2019: 
Thank you Chair Wolfe and Asst. Clerk Leger. Given both of your responses, it is unclear to me whether all the advice by 
the City Attorney's office to your Task Force is in fact already disclosed on the linked website or not. If it is not, while I 
understand the St. Croix case prevents the voters from abrogating via Ordinance the A/C privilege impliedly present in 
the Charter, I also understand that the A/C privilege can always be waived, voluntarily, by the client, and that the 
exemptions from disclosure in the CPRA are, in the case of privileges held by the responding public agency, 
discretionary. Therefore I would ask whether your Task Force would like to voluntarily waive the privilege you hold in 
some or all of the documents withheld re: part 2 and relea.se further advice provided to your Task Force by the Gty . 
Attorney's office. 

Thank you, 
Anonymous 

On June 7, 2019: 
Dear Anonymous, 
For the second part of your request, in addition to our official response, 
please note that under *St. Croix v Allen Grossman, Real Party of Interest* 
(Court ofAppeal, First District, Division 1, California. 2014) *this 
section ofthe Sunshine Ordinance is currently suspended.* As noted in our 
official response, you may find all other communications and advice between 
SOTF legal counsel and the body contained in our existing public records 
for that time period. 

The Court of Appeal agreed with the City's argument and ruled accordingly 
in the City's favor. 
"*B. The Charter Incorporates the State Law Attorney-Client Privilege and 
Supersedes the Contrary Ordinance Provision* 

City argues provisions of its charter establishing the office and duties of 
the city attorney (1) incorporate the protections of the state law 
attorney-client privilege for written communications between the city 
attorney and his or her clients, and therefore (2) supersede the provision 
of the Sunshine Ordinance purporting to compel disclosure of documents 
falling withinthe scope of the privilege. *We agree.*" 

p~g 



"The above charter provisions, by establishing the office and 
responsibilities of the city attorney, establish an attorney-client 
relationship between the city attorney on the one hand, and City and.its 
officers and agencies (including the Ethics Commission) on the other. As 
noted above, state law establishes that the privilege's protection of the 

confidentiality of written attorney-client communications is fundamenta I to 
the attorney-client relationship, in the public sector as well as in the 
private sector, and is vital to the effective administration of justice. 
(See Evid.Code, § 950 et seq.; Roberts, supra, 5 Cal.4th at pp. 380-381.) *We 
therefore conclude the charter incorporates the state law attorney-client 
privilege for written communications between the city attorney and his or 
her clients.*" 
https:/ /case law .find law .com/ ca-cou rt-of-a ppea 1/1673907. htm I 

We consider your request and this matter responded, fulfilled and completed. 

*Bruce Wolfe, Chair* 
*SF Sunshine Ordinance Task Force* 

*(Response is very limited during business hours on business days and 
holidays)* 

On June 6, 2019: 
Dear Anonymous: 

Thank you for your inquiry. On behalf of the Sunshine Ordinance Task Force, I am confirming receipt of your request. 

The first request is expansive and voluminous, and the resources necessary for our office to research any and all pending 
files that resulted in no order of determination by the Sunshine Ordinance Task Force would unreasonably impinge on · 
our office's ability to perform our regular public duties. However, please note that associated agendas and meeting 
minutes ofthe Sunshine Ordinance Task Force and its Committees containing all corresponding complaint packet 
materials and actions are publicly and chronologically available for your research and review at 
https:/ /sfgov.org/sunshine/sunshine-meeting-information. 

In regard to the second request, please note that petitions, requests for opinions, and opinions by the City Attorney's 
office are published and publicly available on the respective meeting agenda item packet materials found under the 
Sunshine Ordinance Task Force agenda; this Information is publicly and chronologically available for your research and 
review at https:/ /sfgov.org/sunshine/sunshine-meeting-information. In general, please also note that San Francisco 
Administrative Code 67.21(i), may not provision nor preclude the redaction or withholding of personal information, 
privileged information, or personnel matters pursuantto CA Government Code 6254; Evidence Code sec. 952; Evidence 
Code sec. 954; Code of Civil Procedure 2018.030; Government Code 6254(c), Art. I, sec. 1; CA Canst., Evidence Code sec. 
1041; Evidence Code sec. 1040; Government Code sec. 6254(1<); and/or Government Code sec. 6276.32. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 
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[Custom erSatisfactio n leo n]<http:/ /www .sfbos.o rg/index.aspx?page=104> Click 
here<http://www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 
form. 

· The Legislative Research Center<http://www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members of the public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members ofthe 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members ofthe public may inspect or copy. 

On June 4, 2019: 
Dear Anonymous: 

We are in receipt of your request dated June 4, 2019. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[CustomerSatisfactionlcon]<http:/ /www.sfbos.org/index.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a_ Board of Supervisors Customer Service Satisfaction 
form. 

The Legislative Research Center< http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members ofthe public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communiCations that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members ofthe 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects t'o submit to the Board and its committees-may appear on the Board of Supervisors webs.ite or in other 
public documents that members of the public may inspect or copy. 

On June 4, 2019: 
To Whom It May Concern: 
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**Note that this is a public mailbox, and all responses you send, upload, or mail (inCluding all disclosed records) may be 
automatically and instantly available to the general public on the MuckRock.com service used to issue this request 
(though I am not a MuckRock representative).** 

Pursuant to the California Public Records Act and Sunshine Ordinance, I hereby request the following records from the 
Sunshine Ordinance Task Force: 
1. The complete file including all complaints, responses, any other follow-ups incl. all appendices, attachments and 
exhibits of each SOTF complaint currently pending before the Task Force or its committees (i.e. those files not dismissed 
and having no order of determination issued). 
2. All communication between the SOTF and the Office ofthe City Attorney fo,r advice re: the Sunshine Ordinance from 
Jan 1 2018 to June 4 2019. Note that SF Admin Code 67.21(i) specifically makes all communication with the City Attorney 
re: the Sunshine Ordinance public, notwithstanding supposed attorney-client privilege (see, 1999 Prop G ballot digest, 
which states [pg.119, https:/ /sfpl.org/pdf/main/gic/elections/November2_1999short.pdf] : "The City Attorney could 
not give confidential advice to City officers or employees on matters concerning government ethics, public records and 
open meeting laws."). 

In the event that there are fees, I would be grateful if you would inform me of the total charges in advance of fulfilling 
my request. I would prefer the request filled eleCtronically, by e-mail attachment i.f available. 
The format is not important as long as it is electronic. PDFs are fine. Please provide records in rolling manner. 

Thank you in advance for your anticipated cooperation in this matter. 

I look forward to receiving your response to this request within 10 calendar days, as the statute requires. 

Sincerely, 

Anonymous Person 

Filed via MuckRock.com 
E-mail (Preferred): 74774-88881134@requests.muckrock.com 
Upload documents directly: https://accounts.muckrock.com/accounts/login/?url_auth_token=AABdvefR19wJBEu
s6NsCQAx03s%3A1haMLW%3AbVQIPoqS_CGuE910211GEsEOHiU&next=https%3A%2F%2Fwww.muckrock.com%2Faccou 
nts%2Fiogin%2F%3Fnext%3D%252Faccounts%252Fagency_login%252Fsan-francisco-sunshine-ordinance-task-force-
17720%252Fsotf-pending-complaint-files-and-legal-advice-74774%252F%253Femaii%253Dsotf%252S40brucewolfe.net 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 74774 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 
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I (BOS) 

From: 
Sent: 
To: 
Cc: 
Subject: 

7 477 4-88881134@requests.muckrock.com 
Sunday, June 9, 2019 11:14 PM 
Bruce Wolfe 
SOTF, (BOS) 

RE: California Public Records Act Request: SOTF Pending Complaint Files and Legal 
Advice 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco Sunshine Ordinance Task Force 
PRA Office 
Room 244 
1 Dr. Carlton B. Goodlett Place 

San Francisco, CA 94102-4689 

June 10, 2019 

This is a follow up to a previous request: 

Thank you Chair Wolfe and Asst. Clerk Leger. Given both of your responses, it is unclear to me whether all the advice by 

the City Attorney's office to your Task Force is iri fact already disclosed on the linked website or not. If it is not, while I 

understand the St. Croix case prevents the voters from abrogating via Ordinance the A/C privilege impliedly present in 
the Charter, I also understand that the A/C privilege can always be waived, voluntarily, by the client, and t~at the 

exemptions from disclosure in the CPRA are, in the case of privileges held by the responding public agency, 
discretionary. Therefore I would ask whether your Task Force would like to voluntarily waive the privilege you hold in 
some or all of the documents withheld re: part 2 and release further advice provided to your Task Force by the City 

Attorney's office. 

Thank you, 
Anonymous 

Filed via MuckRock.com 

E-mail (Preferred): 7 4774-88881134@requests.muckrock.com 

Upload documents directly: 

https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3Fnext%3 D%252 Faccou nts%252 Fagency _login%252 Fsa n-fra ncisco-su nsh ine-ord ina nce-task-force-17720%252 Fsotf
pend irig-com pia i nt-files-a nd-lega 1-advice-

7 4 77 4%252 F%253 Fem ail%253 Dsotf%252540brucewo lfe .net&u rl_ a uth_ toke n=AABdvefR19wJ B Eu

s6NsCQAx03s%3A1haDZC%3AwdxcJ1Savhvto7KxWZiytVZQRnl 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 

DEPT MR 74774 



411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE:. This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

On June 7, 2019: 
Dear Anonymous, 
For the second part of your request, in addition to our official response, 
please note that under *St. Croix v Alleri Grossman, Real Party of Interest* 
(Court of Appeal, First District, Division 1, California. 2014) *this 
section ofthe Sunshine Ordinance is currently suspended.* As noted in our 
official response, you may find all other communications and advice between 
SOTF legal counsel and the body contained in our existing public records 
for that time period. 

The Court of Appeal agreed with the City's argument and ruled accordingly 
in the City's favor. 
"*B. The Charter Incorporates the State Law Attorney-Client Privilege and 
Supersedes the Contrary Ordinance Provision* 

City argues provisions of its charter establishing the office and duties of 
the city attorney (1) incorporate the protections ofthe state law 
attorney-client privilege for written communications between the city 
attorney and his or her clients, and therefore (2) supersede the provision 
ofthe Sunshine Ordinance purporting to compel disclosure of documents 
falling within the scope of the privilege. *We agree.*" 

"The above charter provisions, by establishing the office and 
responsibilities of the city attorney, establish an attorney-client 
relationship between the city attorney on the one hand, and City and its 
officers and agencies (including the Ethics Commission) on the other. As 
noted above, state law establishes that the privilege's protection ofthe 
confidentiality of written attorney-client communications is fundamental to 
the attorney-client relationship, in the public sector as well as in the 
private sector, and is vital to the effective administration of justice. 
(See Evid.Code, § 950 et seq.; Roberts, supra, 5 Cal.4th at pp. 380-381.) *We 
therefore conclude the charter incorporates the state law attorney-client 
privilege for written communications between the city attorney and his or 
her clients.*" 
https:/ /case law. find law .com/ ca-cou rt -of-a ppeal/167 3907 .html 

We consider your request and this matter responded, fulfilled and completed. 

*Bruce Wolfe, Chair* 
*SF Sunshine Ordinance Task Force* 
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*(Response is very limited during business hours on business days and 
holidays)* 

On June 6, 2019: 
Dear Anonymous: 

Thank you for your inquiry. On behalf of the Sunshine Ordinance Task Force, I am confirming receipt of your request. 

The first request is expansive and voluminous, and the resources necessary for our office to research any and all pending 
files that resulted in no order of determination by the Sunshine Ordinance Task Force would unreasonably impinge on 
our office's ability to perform our regular public duties. However, please note that associated agendas and meeting 
minutes of the Sunshine Ordinance Task Force and its Committees containing all corresponding complaint packet 
materials and actions are publicly and chronologically available for your research and review at 
https://sfgov.org/sunshine/sunshine-meeting-information. 

In regard to the second request, please note that petitions, requests for opinions, and opinions by the City Attorney's 
office are published and publicly available on the respective meeting agenda item packet materials found under the 
Sunshine Ordinance Task Force agenda; this information is publicly and chronologically available for your research and 
review at https:/ /sfgov.org/sunshine/sunshine-meeting-information. In general, please also note that San Francisco 
Administrative Code 67.21(i), may not provision nor preclude the redaction or withholding of personal information, 
privileged information, or personnel matters pursuant to CA Government Code 6254; Evidence Code sec. 952; Evidence 
Code sec. 954; Code of Civil Procedure 2018.030; Government Code 6254(c), Art. I, sec.1; CA Canst., Evidence Code sec. 
1041; Evidence Code sec. 1040; Government Code sec. 6254(k); and/or Government Code sec. 6276.31. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[ CustomerSatisfactio n Icon]< http:/ jwww .sfbos.org/index.aspx?page=104> Click 
here<http://www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 

form. 

The Legislative Research Center< http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that Is provided in communications to the Board of supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members of the public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members ofthe public may inspect or copy. 

On June 4, 2019: 
Dear Anonymous: 



We are in receipt of your request dated June 4, 2019. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[CustomerSatisfactionlcon]<http:/ /www.sfbos.org/index.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 
form. 

The Legislative Research Center<http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members ofthe public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. ·All written or oral communic;:ations that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members ofthe 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of supervisors website or in other 
public documents that members ofthe public may inspect or copy. 

On June 4, 2019: 
To Whom It May Concern: 

**Note that this is a public mailbox, and all responses you send, upload, or mail (including all disclosed records) may be 
automatically and instantly available to the general public on the MuckRock.com service used to issue this request 

. (though I am not a MuckRock representative).** 

Pursuant to the California Public Records Act and Sunshine Ordinance, I hereby request.the following records from the 
Sunshine Ordinance Task Force: 
1. The complete file including all complaints, responses, any other follow-ups incl. all appendices, attachments and 
exhibits of each SOTF complaint currently pending before the Task Force or its committees (i.e. those files not dismissed 
and having no order of determination issued). 
2. All communication between the SOTF and the Office ofthe City Attorney for advice re: the Sunshine Ordinance from 
Jan 1 2018 to June 4 2019. Note that SF Admin Code 67.21(i) specifically makes all communication with the City Attorney 
re: the Sunshine Ordinance public, notwithstanding supposed attorney-client privilege (see, 1999 Prop G ballot digest, 
which states [pg. 119, https:f/sfpl.org/pdf/main/gic/elections/November2_1999short.pdf] :"The City Attorney could 
not give confidential advice to City officers or employees on matters ·concerning government ethics, public records and 
open meeting laws."). 

In the event that there are fees, I would be grateful if you would inform me of the total charges in advance of fulfilling 
my request. I would prefer the request filled electronically, by e-mail attachment if available. 
The format is not important as long as it is electronic. PDFs are fine. Please provide records in rolling manner. 

Thank you in advance for your anticipated cooperation in this matter. 

llooldorward to receiving your respGnse to this request within 10 calendar days, as the statuterequi[es._ 
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Sincerely, 

Anonymous Person 

On June 4, 2019: 
To Whom It May Concern: 

**Note that this is a public mailbox, and all responses you send, upload, or mail (including all disclosed records) may be 
automatically and instantly available to the general public on the MuckRock.com service used to issue this request 
(though I am not a MuckRock representative). ** 

Pursuant to the California Public Records Act and Sunshine Ordinance, I hereby request the following records from the 
Sunshine Ordinance Task Force: 
1. The complete file including all complaints, responses, any other follow-ups incl. all appendices, attachments and 
exhibits of each SOTF complaint currently pending before the Task Force or its committees (i.e. those files not dismissed 
and having no order of determination issued). 
2. All communication between the SOTF and the Office of the City Attorney for advice re: the Sunshine Ordinance from 

Ji;Jn 12018 to June 4 2019. Note that SF Admin Code 67.21(i) specifically makes all communication with the City Attorney 
re: the Sunshine Ordinance public, notwithstanding supposed attorney-client privilege (see, 1999 Prop G ballot digest, 
which states [pg. 119, https://sfpl.org/pdf/main/gic/elections/November2_1999short.pdf]: "The City Attorney could 
not give confidential advice to City officers or employees on matters concerning government ethics, public records and 
open meeting laws."). 

In the event that there are fees, I would be grateful if you would inform me of the total charges in advance of fulfilling 
my request. I would prefer the request filled electronically, by e-mail attachment if available. 
The format is not important as long as it is electronic. PDFs are fine. Please provide records in rolling manner. 

Thank you in advance for your anticipated cooperation in this matter. 

I look forward to receiving your response to this request within 10 calendar days, as the statute requires. 

Sincerely, 

Anonymous Person 

Filed via MuckRock.com 
E-mail (Preferred): 74774-88881134@requests.muckrock.com 

Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Flogin%2F 
%3 Fnext%3 D%252 Faccou nts%252 Fagency _login%252 Fsa n-fra ncisco-su ns hine-ord ina nce-task-force-17720%252Fsotf-

pe nding-com plaint-files-a nd-lega !-advice- . . 
74774%252F%253Femaii%253Dsotf%252540brucewolfe.net&url_auth_token=AABdvefR19wJBEu
s6 NsCQAx03s%3A1ha DZC%3AwdxcJ 1Savhvto 7 KxWZiytVZQRn I 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 
DEPT MR 74774 
411A Highland Ave 
Somerville, MA 02144-2516 



PLEASE NOTE: This request is not filed by q MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

P&fi8 



Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

Attachments: 

72056-97339218@requests.muckrock.com 

Tuesday, June 4, 2019 3:53 PM 
SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 
Full Information 
5-S F-Atto rney-Emaii-Appeai-SOTF-19044-followup.pdf 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 
PRA Office 

Room 234 
1 Doctor Carlton B Goodlett Place 

. SF, CA 94102 

June 4, 2019 

This is a follow up to a previous request: 

Re: SOTF File No. 19044 

Task Force, 

I have included a rebuttal to Respondents' response. Please consider this in conjunction with my May 17 follow up and 

original May 8 complaint. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 

instantly available to the public on the MuckRock.com service used to issue this request {though I am not a MuckRock 

representative).** 

Thank you for your consideration, 

Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 

Upload documents directly: · 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%:2F 

%3 Fnext%3 D%252Faccounts%252 Fagency _logi n%252Fsa'n-fra ncisco-city-atto rney-797%252 Fim mediate-disclosure-

req u est-em a i 1-reco rd-full-information-
72056%252F%253 Fema il%253 Dsotf%252540sfgov .o rg&url_ a uth _to ken=AAAu FBa WTyfyRXNxlh3 M kFOGTxo%3A1 hYII E% 

3AV17 AqzQIJZDAHJ5z77q2dVhs024 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (s~e note): 

MuckRock News 
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DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, an.d manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

On June 4, 2019: 
RE: File No. 19044 

Thank you, since the Respondents have indeed provided a response !hope to have a rebuttal for your consideration by 
tomorrow. 

On June 4, 2019: 
Dear Muckrock Requestor. 

I apologiz€ for not forwarding this response. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[Custo merSatisfactio n lcon]<http:/ /www .sfbos.o rg/i ndex.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 
form. 

The Legislative Research Center<:http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members ofthe public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members ofthe 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members ofthe public may inspect or copy. 

On June 3, 2019: 
Re: SOTF File No. 19044 

Task Force, 
Please read the attached follow up letter. 
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Thank you for your consideration. 

**Note this is a public mailbox, and that all of your responses (including disclosed records} may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

On May 22, 2019: 
To the Supervisor of Records: 

I understand. Ms. Coolbrith sent us additional disclosures in the interim, and we have replied here: 
https:/ I cd n .m uckrock.com/ outbound _request_ attachments/ Anonymous_ 2859385/72056/SF-Emaii-Appea 1-72056-
SOTF-19044-co rrecte d-a. pdf 

Thank you for your consideration. 

**Note this is a public mailbox, and that all of your responses (including disclosed records} may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

On May 21, 2019: 
To Whom It May Concern: I write to inform you that we are still working on responding to your petition. I hope to have a 
response to you no later than the end of next week. Thank you for your patience. 

[cid:image003.jpg@01D51004.01E2EBEO]Bradley Russi 

Deputy City Attorney 
Office of City Attorney Dennis Herrera 
City Hall, Room 234 
1 Dr. Carlton B. Goodlett Pl., San Francisco, CA 94102 
www .sfcityattorney .o rg 

On April 20, 2019: 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA}: 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and in line images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839 .30844@f720c6d 2 -4be2-44 78-af65-b9b764b 16768. prvt.dyno. rt. hero ku .com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2 B43534B4544D903@ req uests.m uckrock.com 
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A4. the e-mail message with Message-ld: 
<20190418173050.1.2B43534B4544D903@ requests. m uckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the publiC and/or your 
own employees" 

Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
mails exported in the .em I or .msg format with all non-exempt headers, meta data, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content of the original email record (as specified in request "A"L which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed emails 
with only a few of the headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(aL6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all cifyour responses (including disclosed records) may be automatically. and instantly available to the public 
on the IViuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies ofrecords available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred):· 72056-97339218@requests.muckrock.com 
Upload documents directly: . 
https :/I a ceo u nts. m uckro ck.co m/ accci u nts/login/7 next=https%3A %2 F%2 Fwww. m uckrock.co m%2 Fa ceo u nts%2. Flo gin %2 F 
%3 Fnext%3 D%252 Faccou nts%252 Fagency _login %252 Fsa n-fra ncisco-city-atto rney-797%25 2 Fimmediate-disclosure-
req uest-ema il-reco rd-full-informatio n-
72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxLh3MkFOGTxo%3A1hYIIE% 
3fl: Vl} AqzQIJZDAHJ5z77q2dVhs024 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 

· 4iiA-RTglllar1·cff...ve 
Somerville, MA 02144-2516 
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PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock ~ews" and the department number) requests might be returned as 
undeliverable. 
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Leger, Cheryl (BOS) 

From: 

Sent: 
To: 
Subject: 

72056-97339218@ requests.muckrock.com 
Tuesday, June 4, 2019 2:33PM 
SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 
Full Information 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 
PRA Office 

Room 234 
1 Doctor Carlton B Goodlett Place 

SF, CA 94102 

June 4, 2019 

This is a follow up to a previous request: 

RE: File No. 19044 

Thank you, since the Respondents have indeed provided a response I hope to have a rebuttal for your consideration by 
tomorrow. 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https://accounts.muci<rock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3 Fnext%3 D%252 Faccou nts%252Fagency _logi n%252 Fsa n-fra ncisco-city-atto rney-797%252 Fim mediate-disclosure
request-email-record-full-information-

· 72056%252F%253Fetnaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxLh3MkFOGTxo%3A1hYH2z 

%3AWGQMvurTi3qDNI35wjDtriDTrS8 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville; MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 
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On June 4, 2019: 
Dear Muckrock Requestor. 

I apologize for not forwarding this response. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[CustomerSatisfpctionlcon]<http:/ /www.sfbos.org/index.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 
form. 

The Legislative Research Center<http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subjectto disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members ofthe public; are not required to providepersonal identifying information when they 
communiCate with the Board of Supervisors and its committees. All written or oral communications that members ofthe 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member of 
the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in other 
public documents that members ofthe public may inspect or copy. 

On June 3, 2019: 
Re: SOTF File No. 19044 

Task Force, 
Please read the attached follow up letter. 

Thank you for your consideration. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
representative).** 

On May 22, 2019: 
To the Supervisor of Records: 

I understand. Ms. Coolbrith sent us additional disclosures in the interim, and we have replied here: 
https :// cd n. m uckrock.co m/ outbo Lind _req uest_attachments/ An onymous _2859385/7205 6/SF- Em a ii-Appea 1-72056-
SOTF-19044-corrected-a.pdf 

Thank you for your consideration. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 
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representative).** 

On May 21, 2019: 
To Whom It May Concern: I write to inform you that we are still working on responding to your petition. I hope to have a 
response to you no later than the end of next week. Thank you for your patience. 

[cid :image003.jpg@01D51004.01E2EBEO] Bradley Russi 
Deputy City Attorney 
·Office of City Attorney Dennis Herrera 
City Hall, Room 234 
1 Dr. Carlton B. Goodlett Pl., San Francisco, CA 94102 
www .sfcityattorney.org 

On May 17, 2019: 
Re: SOTF File No. 19044 

Task Force: The respondent agency recently disclosed additional portions of records after the complaint filing. I have 
attached my response for your files here, as I am not withdrawing my complaint. The PDF has been emailed to the 
respondent agency (City Attorney office) as well. . 

Thank you for your consideration. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 
instantly available to the public on the MuckRock.com service used to issue this request (though I am riot a MuckRock 
representative).** 

On April 20, 2019: 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and inline images, except those explicitly exempted by the Ordinance, of: 

Al. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2 B43534B4544D903@ req uests.m uckrock.com 

A4. the e~mail message with Message-ld: 
<2019041817 3050.1.2 B43 534 B4544D903@ requests. m uckrock.co m > 

-· 

AS. the e-mail messagewith Mess!'Jge-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

P637 6 



A6. the e-mail message with Message-ld: 

DM5PR09MB1497363CAABBE6806E68810F80260@DM5PR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message-ld'sshould uniquely identify a particular email on your email servers/s~rvices. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
mails exported in the .em I or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content ofthe original email record (as specified in request "A"L which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed em ails 
with only a few ofthe headers or lacking attachments/images, and therefore withhold the other headers/attachments 

without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(aL 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https: //a ceo u nts. muck rock. com/ a ceo u nts/logi n/?next= https%3A%2 F%2 Fwww. m uckrock.co m %2 Fa ceo u nts%2 Flogi n %2 F 
%3Fnext%3D%252Faccounts%252Fagency_login%252Fsan-francisco-city-attorney-797%252Fimmediate-disclosure-
req uest -em a i 1-reco rd-fu 11-info rm atio n-
7 2056%252 F%253 Fem a i1 %253 Dsotf%252540sfgov .org&u rl_a uth_ toke n=AAAu FBaWTyfyRXNxLh3 M kFOGTxo%3A1h YH 2z 
%3AWGQMvurTi3q DN 135wjDtriDTrS8 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News'' and the department number) requests might be returned as 

undeHveralile. 
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Leger, Cheryl (BOS) 

From: 

Sent: 
To: 
Subject: 

Attachments: 

72056-97339218@requests.muckrock.com on behalf of '72056-97339218 

@ requests.muckrock.com' < 72056-97339218@ requests. muckrock.com > 

Friday, May 17, 2019 7:30 PM 
SOTF, . (BOS) 

RE: California Public Records Act. Request: Immediate Disclosure Request- Email Record 

Full information 
SF-Emaii-Appeai-72056-SOTF-19044-corrected-a.pdf 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 

PRA Office 

Room 2.34 

1 Doctor Carlton B Goodlett Place 

SF, CA 94102. 

May 17, 2.019 

This is a follow up to a previous request: 

Re: SOTF File No. 19044 

Task Force: The respondent agency recently disclosed additional portions of records·after the complaint filing. I have 

attached my response for your files here, as I am not withdrawing my complaint. The PDF has been emailed to the 

respondent agency (City Attorney office) as well. 

Thank you for your consideration. 

**Note this is a public mailbox, and that all of your respohses (including disclosed records) may be automatically and 

instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 

representative).** 

Filed via MuckRock.com 

E-mail (Preferred}: 72.056-973392.18@requests.muckrock.com 

Upload documents directly: 

https://accounts.muckrock.com/accounts/login/?url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3A1hRp6l%3AoT 

YDaemFTyLiQL7jlpjfwzDyNVKU&next=https%3A%2.F%2.Fwww.muckrock.com%2.Faccounts%2.Fiogin%2.F%3Fnext%3D%2.5 

2. Facco u nts%2.5 2. Fagen cy _login %2.5 2. Fsa n-francisco-city-attorney-797%2.5 2. F i m media te-d iscl os u re-req u est-email-record

full-inform ation-72.056%2.52. F%2.53 Femail%2.53 Dsotf%2.52.540sfgov .org. 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 

· DEPT MR 72.Q56 
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411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 

requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 

On May 17, 2019: 

Apologies, the second sentence to pg. 2, para 4, should read" Since I believe the record responsive to **AS/A6** is in 

fact an email sent by Coolbrith herself..." not A3/ A4. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 

instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 

representative).** 

On May 17, 2019: 

Re: SOTF File No. 19044 

Task Force: The respondent agency recently disclosed additional portions of records after the complaint filing. I have 

attached my response for your files here, as I am not withdrawing my complaint. The PDF has been emailed to the 

respondent agency (City Attorney office) as well. 

Thank you for your consideration. 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 

instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 

representative).** 

On May 17, 2019: 
My response is attached. It will also be sent to the Sunshine Task Force. 

Thank you! 

**Note this is a public mailbox, and that all of your responses (including disclosed records) may be automatically and 

instantly available to the public on the MuckRock.com service used to issue this request (though I am not a MuckRock 

representative).** 

Ori May 17, 2019: 

Dear Sir/Madam, 

We have investigated your request further and have conducted a reasonable and diligent search and are able to 

supplement our production with the attached PDF. The PDF shows the headers and metadata associated with the email 

responsive to your request #s A3/ A4. We have redacted some of the meta data based on the need to protect the security 

ofour cpmputer system. See Cal. Evid. Code section 1040. Also, please note that while we have agreed to produce some 
~et~d~ta -~xcerpts- in this instance, we reserve our r@1tto- revisiffliis approach ih-the futore:-Generallywe do not 

disclose metadata at all, for the reasons stated to you in our prior responses. 
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Unfortunately, we were not able to locate headers/metadata for the.emails responsive to your request #s A1/A2 and 

A5/A6. We have conducted a reasonable and diligent search for the information you asked for, but could not locate 

anything further. 

As we have now complied with your request, we would respectfully ask that you withdraw your complaint to the 

Sunshine Ordinance Task Force as well as your petition to the Supervisor of Records. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image003.jpg@01D50CC4.0D86F790]Eiizabeth A. Coolbrith 

Paralegal 
Office of City Attorney Dennis Herrera 

(415) 554-4685 Direct 

www.sfcityattorney.org 

Find us on: Facebook<https:/ /www.facebook.com/sfcityattorney /> Twitter<https:/ /twitter.com/SFCityAttorney> 

I nstagra m<https:/ /www .instagra m .com/sfcityattorney /> 

On May 14, 2019: 

To Whom It May Concern: 

· I write to acknowledge receipt of your petition to the Supervisor of Records below. Thank you. 

[ cid :image002.jpg@01 D50A4E.10559A30] Bradley Russi 

Deputy City Attorney 
Office of City Attorney Dennis Herrera 

City Hall, Room 234 
1 Dr. Carlton B. Goodlett Pl., San Francisco, CA 94102 

www.sfcityattorney.org 

On April 20, 2019: 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 

exhibits, and in line images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
2019041817 3050.839.30844@f720c6d 2-4be2 -447 8-af65-b9 b 7 64b 16768. p rvt. dyno. rt. heroku.co m 

A2. the e-mail message with Message-ld: 
<2019041817 3050.83 9.30844@f720c6d2-4be 2-44 7 8-af65-b9b 7 64b 16768. prvt.dyno. rt. heroku .com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2B43534B4544D903@requests.muckrock.com 
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A4. the e-mail message with Message-ld: 
<2019041817 3050.1.2 B43534B4544D903@ requests. m uckrock.com> 

AS. the e-mail message with Message-ld: 

<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 

DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" · 

Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
mails exported in the .em I or .msg format with all non-exempt headers, metadata, attachments,. etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content ofthe original email record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed em ails 
with only a few ofthe headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, 
and we. may challenge your decision. 

Note that all of your responses (inCluding disclosed records) may be automatically and instantly available to the public. 
on the MuckRock.com service used to Issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. · 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-ma.ii.(Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 

https :/I a ceo u nts. m u c krock.com/ a ceo u nts/logi n/? uri_ a uth _toke n=AAAu F Ba WTyfyRXNxLh3 M kFOGTxo %3A1 h Rp 61%3Ao T 
YDaemFTyuQL7jlpjfwzDyNVKU&next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F%3Fnext%3D%25 
2 Fa ceo u nts%252 Fagen cy _login %25 2 Fsa n-francisco-city-attorney-797%25 2 Fi mmed iate-d isclosu re-req uest-em a i 1-reco rd
full-information-72056%252F%253Femaii%253Dsotf%252540sfgov.org 
Is this email coming to the wrong contact? Something else wrong? Use the abovelink to let us know. 

For mailed responses, please address (see note): 

MuckRock News 
DEPT MR 72056 
411A Highland Ave 
soinervlile;-IVIA. 62144-2516 
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PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the · 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 
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72056-97339218@requests.muckrock.com (Anonymous requestor) 
US mail to: MuckRock News, DEPT MR 72056, 411A Highland Ave, Somerville, MA 02144-2516 

Please use email only. I am an· anonymous user of MuckRock.com, not a MuckRock representative. 

City Attorney 
Room 234 
1 Dr. Carlton B. Goodlett Place 
San Francisco CA 94102 
cc: Sunshine Ordinance Task Force 
sent via email to. Task Force, email to City Attorney 

Our ref. 

SOTF 19044 
Dote 

2019-0.'5-17 

RE: SF Sunshine Ordinance Complaint 19044, Anonymous v. Dennis Herrera, Eliza
beth Coolbrith 

To the City Attorney and Sunshine Ordinance Task Force: 

NOTE: Every response you send or provide (including all responsive records) may be 
automatiCally and immediately visible to the general public on the MuckRock.com 
web service used to issue this request. (I am not a representative of MuckRock) 

On May 17, 2019 I received an additional email (Exhibit A) from Ms. Coolbrith on behalf of the 
City Attorney: (i) disclosing additional portions of one of the records (Exhibit B) responsive to my 
request (Exhibit .C), (ii) justifying withholding the redacted portions per Cal. Evid. Code section 
1040, (iii) stating in part that: 

Also, please note that while we have agreed to produce some metadata excerpts in this 
instance, we reserve om right to revisit this approach in the futme. Generally we do 
not disclose metadata at all, for the reasons stated to you in om prior responses. 

and (iv) requesting I withdraw my Task Force complaint1 and my parallel petition to the Supervisor 
of Records? I am replying both to the City Attorney's office and also forwarding this response to 
the Task Force for their files and consideration. 

1https://cdn.muckrock.com/outbound_request_attachments/Anonymous_2859385/72056/ 
San-Francisco-Sunshine-Ordinance-Appeal-Request-72056 .pdf · 

2 https://cdn.muckrock.com/outbound_request_attachments/Anonymous_2859385/72056/ 
SF-Sunshine-Ordinance-Supervisor-of-Records-Petition-72056-a.pdf 
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Corrected 

RE: SF Sunshine Ordinance Complaint 19044, Anonymous 'V. Dennis Herrera, Elizabeth Coolbrith 

While I appreciate the additional, partial, disclosure to my request, I unfortunately cannot withdraw 
my complaint arid petition for at least the following reasons: 

1. In prior cases,3 the Task Force has, notwithstanding additional disclosures by the respondent 
agency, formally decided that prior actions/ disclosures of the agency did in fact violate the 
Sunshine Ordinance/CPRA. While I believe the current disclosure is still deficient relative to 
the standards of the Sunshine Ordinance and the CPRA (see below), even if the Task Force 
determines that the May 17 disclosure does in fact meet all legal requirements, I ask that the 
Task Force still rule that the May 8 and April 24 responses of the City Attorney 
violated one or more of SF Admin Code 67.27, 67.26, 67.21, and/or Govt Code 
6253.9, 6253, 6255 as discussed in my initial Task Force complaint. This is especially 
important because the City Attorney has stated explicitly that they reserve their right to 
revisit the production of even the partial metadata excerpts they provided in their May 17 
response, and appear to have a general policy of not disclosing email headers/metadata. 

2. The May 17 response continues to not be disclosed in the original electronic format as 
requested. This should be easy to do via export of the message (in for example .msg format) 
using the Microsoft Exchange/Outlook systems the City Attorney's office appears to use (or 
from other similar mechanisms of other widely used e-mail systems, like the 11 Show Original 11 

feature of a Google Apps e-mail system). Anecdotally, I have requested email public records 
from many other California public agencies U:nder the CPRA and have in-fact received disclo
sure of .msg format e-mails, regardless of the even stricter requirements of the SF Sunshine 
Ordinance in particular. 

3. Even if the disclosure in PDF format is acceptable under the law, the May 17 response fails 
to disclose one or more headers that I believe are part of the full A3/ A4 record responsive 
to my requests. You will notice in Exhibit B that for headers that are redacted both the name 
and value are redacted. Since the City Attorney must minimize its withholding to only those 
parts of the record explicitly excluded from disclosure, I believe the Task Force should direct 
the City Attorney to: (a) disclose all header names regardless of whether the values of those 
headers are exempt under Evid. Code section 1040 (or otherwise), and (b) disclose the values 
of one or more of the following headers since I do not believe they are all in fact exempt: 
Cc, Bee, X-Envelope-From, Thread-Topic, Thread-Index, Sender, References, In-Reply-To, 
X-Originatororg, Delivered-To, X-Forwarded-To, X-Forwarded-For 

4. The May 17 response fails to disclose any additional headers or metadata of the email · 
record responsive to request A5 / A6 (it only includes additional info for A3/ A44). Since 
I believe the record responsive to A5/A6 is in fact an email sent by Coolbrith herself, it 
should be easy to export this email. At the very least, as paragraph 2 of section C2 of the 
original complaint states, the actual email addresses of the 'From' and 'Sender', not just 
names, should be disclosed. Moreover, Outlook/Exchange should have one or more of the: 
Date, Sender, Message-Id, To, From, Subject, Mime-Version, Content-Type, Return-Path, 
Cc, Bee, X-Envelope-From, Thread-Topic, Thread-Index, Sender, References, In-Reply-To, X-

3 Examples: Ann Treboux v. Kate Patterson and the Arts Commission (17001), Ann Treboux v. Margaret Baumgartner 
and the Office of the City Attorney (17023) 

41 accept the City Attorney's determination that it does not have records responsive to Al/ A2, and do not request any 
further action from the City Attorney or Task Force on Al/ A2. Request B was satisfactorily handled previously. 
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RE: SF Sunshine Ordinance Complaint 19044, Anonymous v. Dennis Herrera, Elizabeth Coolbrith 

Originatororg, Deli.vered-To, X-Forwarded-To, X-Forwarded-For headers that can and should 
be exported. 

Vindicating the right of the public under the Sunshine Ordinance/CPRA to receive emails in their 
full, original electronic format, with minimal withholding (including disclosure of all headers and 
metadata riot explicitly exempted from disclosure by-the Sunshine Ordinance), and with all with
holding justified, is a goal of this complaint. It 1s important that the Task Force re-inforces that 
this is required of San Francisco agencies. 

Furthermore, I hope the City Attorney will, after a decision from the Task Force, prepare an 
official opinion that carefully considers all the variou~ e-mail headers and metadata (in good-faith 
consultation with information technology security experts) and promulgate a minimal set of headers 
that must be exempted from disclosure under the law which can be applied uniformly by San 
Francisco agencies, and thus fulfill the office's responsibility to !J.dvocate on behalf of the public's 
right to know all non-exempt portions of emails regarding the public's business. 

However, I am also willing to compromise with the City Attorney in the following way: 

1. the City Attorney publishes an opinion that in its independent legal judgment, and in good
faith consultation with information technology security experts, that all e-mail header names 
are non-exempt and at least the following e-mail header values (in addition to body, at
tachments and inline images) [Date, Sender, Message-Id, To, From, Subject, Mime-Version, 
Content-Type, Return-Path, Cc, Bee, X-Envelope-From, Thread-Topic, Thread-Index, Sender, 
References, In-Reply-To, X-Originatororg, Delivered-To, X-Forwarded-To, X-Forwarded-For] 
are in fact not automatically exempt from disclosure (unless the specific content is exempt); 
and 

2. I withdraw my complaint to the Task Force and petition to the Supervisor of Records. 

However, I do not know whether such a compromise coupled with a withdrawal from the Task Force 
is permitted by relevant policies and laws or would be something the City Attorney and Task Force 
would like to consider. 

If instead the City Attorney only finishes further disclosure of A3/ A4/ AS/ A6, I currently intend to 
maintain my complaint to the Task Force so they can determine that May 17 and prior disclosures 
were in fact insufficient. 

Thank you. 

encl: Exhibit A - May 17, 2019 Email from Coolbrith 

encl: Exhibit B- May 17, 2019 Disclosed Record entitled "4-18-19 Email Received_Redacted.pdf" 

encl: Exhibit C- My original April 20, 2019 request 
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RE: SF Sunshine Ordinance Complaint 19044, AnonymQus v. Dennis Herrera, Elizabeth Coolbrith 

Exhibit A May 17, 2019 Email from Coolbrith 

Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 
Full Information 

Dear Sir /Madam, 

We. have investigated your request further and have conducted a reasonable and diligent search and 
are able to supplement our production with the attached PDF. The PDF shows the headers and 
metadata associated with the email responsive to your request #s A3/ A4. We have redacted some 
of the metadata based on the need to protect the security of our computer system. See Cal. Evid. 
Code section 1040. Also, please note that while we.have agreed to produce some metadata excerpts 
in this instance, we reserve our right to revisit this approach in the future. Generally we do not 
disclose metadata at all, for the reasons stated to you in our prior responses. 

Unfortunately, we were not able to locate headers/metadata for the emails responsive to your request 
#s Al/ A2 and A5/ A6. We have conducted a reasonabie and diligent search for the information 
you asked for, but could not locate anything further. 

As we have now complied with your request, we would respectfully ask that you withdraw your 
complaint to the Sunshine Ordinance Task Force as well as your petition to the Supervisor of 
Records. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Facebook<https:/ /www.facebook.com/sfcityattorney/> 
Twitter<https:/ /twitter.com/SFCityAttorney> · 
Instagram<https:/ /www.instagram.com/sfcityattorney /> 
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RE: SF Sunshine Ordinance Complaint 19044, Anonymous v. Dennis Herrera, Elizabeth Coolbrith 

Exhibit B- May 17, 2019 Disclosed Record entitled "4-18-19 Email Received Redacted.pdf'' 
Next page. Also available at: 
https://cdn.muckrock.com/foia_files/2019/05/17/.4-18-19_Email_Received_Redacted.pdf 
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Sender: 71 1399120@requests.muckrock.com . , 
Message~Id: <20190418173050. L2B43534B4544D903@requests.muckrock.com> 

¥o: dtyattorney@sfcityatty.org . · 
From: 71969~51399120@requests.muckrock.com 
Subject: California Public Records Act Request: Immediate Disclosure Request 
~ PRA Opinions 

Mime-Version: 1.0 
Content-Type: multipart/mixed; boundary="b2el fbcebbd64db587 dfc7 e9a4eeaf40 11 

Return-Path: 
bounce+5bea6f.5 5 
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RE: SF Sunshine Ordinance Complaint 19044, Anonymous v. Dennis Herrera, Elizabeth Ooolbrith 

Exhibit C- Original April 20, 2019 Email Request 

Subject: Califm'nia Public Records Act Request: Immediate. Disclosure Request - Email Record 
Full Information 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

April 20, 2019 

This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) andthe California Public 
Records Act (CPRA): 

11 A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attach
ments, appendices, exhibits, and inline images, except. those explicitly exempted by the Ordinance, 
of: 

Al. the e-mail message with Message-Id: 20190418173050.839.30844@f720c6d2-4be2-4478-af65-
b9b764b16768.prvt.dyno.rt.heroku.com 

· A2. the e-mail message with Message-Id: <20190418173050.839.30844@f720c6d2-4be2-4478-af65~ 
b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-Id: 20190418173050.1.2B43534B4544D903@requests.muckrock.com 

A4. the e-mail message with Message-Id: <20190418173050.1.2B43534B4544D903@requests.muckrock.com> 

A5. the e-mail message with Message-Id: 
<DM5PR09MB 1497363CAABBE6806E68810F80260@DM5PR09MB 1497 .namprd09. prod. outlook. com> 

A6. the e-mail message with Message-Id: 
DM5PR09MB1497363CAABBE6806E68810F80260@DM5PR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for 
the public and/or your own employees 11 

Message-Id's should uniquely identify a particular email on your email servers/services. These may 
be emails the City sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them 
in. Therefore, e-mails exported in the .enil or .msg format with all non-exempt headers, metadata, 
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RE: SF Sunshine Ordinance Complaint 19044, Anonymous v. Dennis Herrera, Elizabeth Coolbrith 

attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact 
them, you must ensure that you have preserved the full content of the original email record 
(as specified in request 11 A'1

), which. contains many detailed headers beyond the generally used 
Ffom/To/Subject/Sent/etc. If you instead provide PDFs or printed emails with only a few of 
the headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 
6253.9, and/or 6255, and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly 
available to the public on the MuckRock.com service used to issue this request (though I am not a 
MuckRock representative) . 

. Please provide only those copies of records available without any fees. If you determine certain 
records would require fees, please instead provide the required notice of which of those records are 
available and non-exempt for inspection in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

72056-97339218@requests.muckrock.com 
Wednesday, May 8, 2019 1:42PM 
SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 
Full Information 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

May 8, 2019 

This is a follow up to a previous request: 

I have gone ahead and submitted a form entry. Please note however your own website says that instead of filling out the 
form I could send a letter, which I previously did. 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https:/ /acco.unts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3Fnext%3D%252Faccounts%252Fagency_login%252Fsan-fraricisco-city-attorney-797%252Fimmediate-disclosure
request-email-record-full-information-
72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxLh3MkFOGTxo%3A1hOTNj 
%3ACvu_j_jWvCNNKOGFdP3SmqFOVMI 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 

P&94 



On May 8, 2019: 
To Whom It May Concern: 

I need for you to fill out the Complaint Form in order to process your request. It is at the link below: 

https:/ /sfgov .o rg/ sunshine/ com pia i nt -form 

Thank you. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

[Custome rSatisfaction lcon]<http:/ /www .sfbos.org/index.aspx?page=104> Click 
here<http:/ /www.sfbos.org/index.aspx?page=104> to complete a Board of Supervisors Customer Service Satisfaction 
form. 

The Legislative Research Center<http:/ /www.sfbos.org/index.aspx?page=9681> provides 24-hour access to Board of 
Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure 
under the California Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will 
not be redacted. Members of the public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral communications that members of the 
public submit to the Clerk's Office regarding pending legislation or hearings will be made available to all members of the 
public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This 
means that personal information-including names, phone numbers, addresses and similar information that a member 
of the public elects to submit to the Board and its committees-may appear on the Board of Supervisors website or in 
other public documents that members ofthe public may inspect or copy .. 

On May 8, 2019: 
Hello, 

I was previously told I need to file a complaint form. I do not believe using your specific form is necessary even under 
your own polices, which merely require me to include "Short and concise description of the facts, The name of the 
Department where the request was submitted- as well as any individual working at the agency who the request 
involves, A description of how the action or inaction violates the Sunshine Ordinance, Supporting documentation, if 
applicable, such as a copy of the request to department and or any response from the department, Provide at least one 
reliable method of contacting the requester (i,e. email address, mailing address or telephone number)." Your website 
says I may send my own formal letter. 

All ofthose minimum requirements, incl. the request and responses, are met in my original emailed PDF letter, which I 
have again attached here and also faxed to the SOTF. Please confirm receipt. 

Thank you! 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 
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On May 8, 2019: 
We sent the attached Sunshine Ordinance complaint to the Sunshine Ordinance Task Force. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

On May 8, 2019: 
See attached Sunshine Ordinance complaint. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock repre~entative).** 

On May 8, 2019: 
See attached Sunshine Ordinance complaint. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

On April 20, 2019: 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and inline images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2 B43534B4544D903@ req uests.m uckrock.com 

A4. the e-mail message with Message-ld: 
<20190418173050.1.2B43534B4544D903@requests.muckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own employees" 

Message-ld's should uniquely identify a particular email on your email servers/services. These-may be emails-the Eity 
sent or received. 
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We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
m ails exported in the .em I or .msg format with all non-exempt headers, meta data, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content ofthe original email record (as specified in request "A"L which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/~:tc. If you instead provide PDFs or printed emails 
with only a few ofthe headers or lacking attachments/images, and therefore withhold the other headers/attachments 

without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(aL 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, please instead provide the required notice of which ofthose records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 

https:/ /acco u nts.m uckrock.com/ acco unts/logi n/?next=https%3A%2 F%2 Fwww .m uckrock.com%2 Facco unts%2 Flogin%2 F 
%3 Fnext%3 D%252 Faccou nts%252 Fagency _login%252 Fsa n-fra ncisco-city-atto rney-797%252 Fim mediate-disclosure-
req u est-em a i 1-reco rd-fu II-i nfo rm atio n-
72056%252 F%253 Fema il%253 Dsotf%252540sfgov .o rg&url_ a uth_ to ken=AAAu FBa WTyfyRXNxlh3 M kFOGTxo%3A1 hOTN j 
%3ACvujjWvCNNKOGFdP3SmqFOVMI 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 
undeliverable. 
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72056-97339218@requests.muckrock.com (Anonymous requestor) 
US mail to: Muck:Rock News, DEPT MR 72056, 411A Highland Ave, Somerville, MA 02144-2516 

Please use email only. I ani an anonymous user of MuckRock.com, not a MuckRock representative. 

SUNSHINE ORDINANCE TASK FORCE 
Room 244- Tel. ( 415) 554-7724; Fax ( 415) 554-7854 
1 Dr. Carlton B. Goodlett Place 
San Francisco CA 94102 
cc: City Attorney (cityattorney@SFCITYATTY.ORG) 
sent via email and fax to Task Force, email to City Attorney 

Our ref. 

#72056 

RE: SF Sunshine Ordinance Complaint against City Attorney, ref 72056 

To Whom It May Concern: 

Date 

2019-05-08 

NOTE: Every response you send or provide (including all responsive records) may be 
automatically and immediately visible to the general public on the MuckRock.com 
web service used to issue this request. (I am not a representative of MuckRock) 

A. METADATA: 

Complainant Name: (Anonymous- use email 72056-97339218@requests.muckrock.com) 

Date of Request: April 20, 2019 

Complaint Against Employees: Dennis Herrera (Herrera) in his official capacity as city attorney, 
Elizabeth A. Coolbrith (Coolbrith) in her official capacity as paralegal for city attorney 

Complaint Against Agency: Office of City Attorney 

Yes- Alleged violation of public records access 
Yes - Alleged failure to provide information in a timely manner in accordance with the provisions 
of the Sunshine Ordinance 
No- Alleged violation of a public meeting 
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RE: SF Sunshine Ordinance Complaint against City Attorney, ref 72056 

B. NARRATIVE: 

On April 20, 2019 we sent a San Francisco Sunshine Ordinance (Ordinance) and California Public 
Records Act (CPRA) request to the City Attorney - enclosed herein as Exhibit A, which also 
includes the communication back and forth with the City Attorney's office and Co olbrith. On April 
22, 2019 Coolbrith replied on behalf of Herrera with records responsive to part 11 B 11 and asking for 
clarification on part 11 A 11

, tow hich I replied on the same day. On April23, 2019 Coolbrith notified 
us our request would not be treated as an Immediate Disclosure request. 

On April 24, 2019 Coolbrith provided us "two emails [that] are responsive to portions A3/ A4, and 
A5/A6 of your request." (with the responsive records provided as Exhibit Band Exhibit C). 

I replied on the same day as follows: 

Thank you. As we noted in our initial request, we requested the entire email message, 
which contains numerous other headers in addition to those you have provided so far. 

We do not see any statutory justification cited for withholding that portion of the public 
record. Please do provide the entire message with all headers (except those statutorily 
excluded from disclosure). 

The MuckRock.com system automatically sent a reminder to City Attorney on May 8, 2019, to 
which Coolbrith replied on the same day in part: 

We already completed our response to your request on April 24, 2019. We do not intend 
to produce anything further in response to your request. 

I replied on the same day, in part: 

Your PDFs include From, To, Subject, Sent, Attachments, and Body of the emails. You 
have withheld certain portions of the email records, including but not limited to: 
-Header: X-Envelope-From 
- Header: Received 
- Header: Thread-Topic 
- Header: X-Originating-Ip 
- Header: Thread-Index 
- Header: Sender 
- Header: X-Originatororg 

Please provide a statutory justification for such withholding, and the name and title of 
the official responsible for that withholding, per CPRA. 

Since I had previously requested the entire email message with full headers and statutory justifica
tion, I proceeded to file this complaint. 
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RE: SF Sunshine Ordinance Complaint against City Attorney, ref 12056 

C. COMPLAINTS: 

I make the following allegations. I am not an attorney, so my. understanding is associated with 
proper sections of the law to the best of my (lay) ability. 

1. Violations of SF Admin Code Sec. 67.27. Justification 0 fWithholding 

On April 24, 2019 and May 8, 2019, Coolbrith's responses did not justify withholding portions 
of the responsive email records (namely the headers, which we had specifically requested in our 
original request and April 24, 2019 reply). No statutory nor case law authority was provided. 

2. Violations of SF Acj.min Code Sec. 67.26. Withholding Kept To A Minimum 

On April24, 2019, responsive records as provided in attachments to Coolbrith's response (Exhibits 
B and C) did not withhold the minimum necessary portions of the emails requested. While it may 
be argued that some of the headers of an email could be withheld for privacy reasons (though we 
do not concede such point), that does not mean the City Attorney can withhold all portions of the 
email other than From, To, Subject, Sent, the attachments, and the email body. 

Furthermore, information that is clearly public record was withheld by converting the email record 
to PDF format in the specific manner that the City Attorney did. For example, the From header 
in one of the PDFs states 11 Coolbrith, Elizabeth (CAT) on behalf of CityAttorney. 11 The original 
e-mail record would include the email address of 11 Coolbrith, Elizabeth (CAT)" and 11 CityAttorney 11 

instead of just their names - these are official, public employee email addresses that there is no 
reason to withhold. 

3. Violations of SF Admin Code Sec. 67.21. Process For Gaining Access To Public 
Records; Administrative Appeals. 

67.21(b) (" ... If the custodian believes the record or information requested is not a public record or 
is exempt, the custodian shall justify withholding any record by demonstrating, in writing as soon 
as possible and within ten days following receipt of a request, that the record in question is exempt 
under express provisions of this ordinance .... ") was violated by Coolbrith's April 24, 2019 response 
wherein she did not indicate that the City Attorney believed the remaining portion (other headers) 
of the emails we requested were exempt, and on May 8 as well when Coolbrith indicated they would 
not disclose any more records without any justification. 

67.21(i) ("The San Francisco City Attorney's office shall act to protect and secure the rights of the 
people of San Francisco to access public information and public meetings and shall not act as legal 
counsel for any city employee or any person having custody of any public record for purposes of 
denying access to the public. ") was violated since it is the City Attorney itself denying us access 
to a portion of the email record. 

67.21(1) ("Inspection and copying of documentary public information stored in electronic form shall 
be made available to the person requesting the information in any form requested which is avail
able to or easily generated by the department ... ") was violated on April 24, 2019 since Coolbrith 
provided the emails requested in PDF format and not the raw/ original format stored by the email 
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RE: SF Sunshine Ordina.nce Complaint against City Attorney, ref 12056' 

servers. This original format (which we specifically requested) contains those additional headers we 
requested. 

4. Violations of CA Govt Code 6253.9 

6253.9(a)(l) (" ... The agency shall make the information available in any electronic format in which 
it holds the information .... ") was violated for reasons stated under the third paragraph of complaint 
#3. We specifically asked for emails in the format the agency held them in. Emails are not held in 
PDF format by email servers. 

5. Violations of CA Govt Code 6253 

6253(a) ("Any reasonably segregable portion of a record shall be available for inspection by any 
person requesting the record after deletion of the portions that are exempted by law.") was violated 
for reasons stated under complaint #2. Portions of the responsive email records that are not exempt 
under the law were deleted. 

6. Violations of CA Govt Code 6255 

6255(a) was violated for reasons stated under complaint #1. 

D. RELIEF REQUESTED 

SF Admin Code Sec 67.30 provides in part that "The City Attorney shall serve as legal advisor to 
the task force. The Sunshine Ordinance Task Force shall, at its request, have assigned to in an 
attorney from within the City Attorney 11 s Office or other appropriate City Office, who is experienced 
in public-access law matters. This attorney shall serve solely as a legal advisor and advocate to 
the Task Force and an ethical wall will be maintained between the work of this attorney on behalf 
of the Task Force and any person or Office that the Task Force determines inay have a conflict of 
interest with regard to the matters being handled by the attorney." I a.Sk the Task Force to keep 
in mind the possible conflicts of interest apparent in an attorney from the Office of City Attorney 
investigating complaints against the City Attorney itself. 

I ask for the Task Force to direct the City Attorney to produce the full emails we originally re
quested, with redaction of only those headers (if any) that can be justified legally and explicitly. 
I ask the Task Force to direct that emails be produced by San Francisco agencies subject to the 
Sunshine Ordinance in their original format, preserving headers, except those that can be withheld 
with explicit justification. I ask for a hearing, to the extent possible given my desire to remain 
anonymous. 

I do not believe adequate relief is a~ailable under SF Admin Code Sec 67.21(d) since the City 
Attorney is also the Supervisor of Records. However, we reserve our right to petition the Supervisor 
of Records in that capacity, separate from his capacity as the local agency responsible for responding 
to our request under the CPRA. 
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RE: SF Sunshine Ordinamce Compla.int against City Attorney, ref 72056 

encl: Exhibit A Original Request and Communications with City Attorney 

encl: Exhibit B- Responsive record titled Email_4.18.19.pdf 

encl: Exhibit C- Responsive record titled Email_ 4.19.19.pdf 
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Exhibit A 



Subject: Calif~rllia Public Records Act,Request: immediate Di~closure Request~ Em ... 

This is an Immediate Disclosure Request under the San Francisco Sunshine 
Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the 
California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, 
metadata, attachments, appendices, exhibits, and inline images, except those 
explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-
b9b764b16768.prvt.dyno.rt. heroku .com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-
b9b764b16768.prvt.dyno.rt.heroku.~om> 

A3. the e-mail message with Message-ld: 
requests@muckrock.com 

A4. the e-mail message with Message-ld: 
<requests@muckrock.com> 

A5. the e-mail message with Message-ld: 
<DM5PR09MB1497363CAABBE6806E68810F80260@DM5PR09MB1497.nampr 
d09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DM5PR09MB1497363CAABBE6806E68810F80260@DM5PR09MB1497.namprd 
09.prod.outlook.com 

B. an electronic copy of your internal public records 
policiesjmanuals/instructions/guidelines for the public and/or your own 
employees" 

Message-ld's should uniquely identify a particular email on your email 
servers/services. These may be emails the City sent or received. 

We remind you of your obligations to provide electronic records in the original 
format you hold them in. Therefore, e-mails exported in the .em I or .msg format 
with all non-exempt headers, metadata, attachments, etc. are best. 



However1 if you choose to convert emails 1 for example 1 to PDF or printed format 1 

to easily redact them) you must ensure that you have preserved the full content 
of the original email record (as specified in request "A't which contains many 
detailed headers beyond the generally used From/To/Subject/Sent/etc. If you 
instead provide PDFs or printed emails with only a few of the headers or lacking 
attachments/images) and therefore withhold the other headers/attachments 
without justification) you may be in violation of SF Admin Code 67.26 1 67.271 Govt 
Code 6253 (a) 1 6253.9 1 and/or 62551 and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be 
automatically and instantly available to the public on the MuckRock.com service 
used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you 
determine certain records would require fees) please instead provide the 
required notice of which of those records are available and non-exempt for 
inspection in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely) 
Anonymous 

Subject: RE: California Public Records Act Request: Immediate DisClosure. Request - ... 

Hello) 

I am writing in response to your below immediate disclosure request) received 
today. 

Regarding your first request 1 "A" - could you please provide more context? I am 
not sure I understand what the emails are or how to locate them based on the 
information provided. 

Regarding your second request) "8"1 please see below links to the Good 
Government Guide and to information on the San Francisco Sunshine Ordinance. 
Our office's internal advice is exempt from disclosure under attorney-client 
privilege. 

https://www.sfcityattorney.org/good.,-governmentjgood-government-guide/ 

https://www.sfcityattorney.org/good-government/ 

Please send replies 
to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

P705 
#SFson=-72056-oooooa 



Sincerely, 

[cid:image003.jpg@01 D4F8F6.4D963580] Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www. sfc ityattorn ey. o rg 
Find us on: Facebook<https://www.facebook.com/sfcityattorney/> 
Twitter<https:/jtwitter.com/SFCityAttorney> 
lnstagram<https:jjwww.instagram.com/sfcityattorney/> 
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D Download 

Message-Ids uniquely identify e-mail messages in your email servers. 
From the headers of your most recent email, it appears your office uses 
Microsoft Outlook and/or Microsoft Exchange - therefore, your IT 
department/contractor should be able to retrieve e-mail records directly from 
your server using the Message-Ids we have provided. 

Si.ib)ed:' RE: Calito'rnia PLiblicRei::ordsActReque~t:.ll1lm~diat~ Disclosufe Re. quest- •. ! • 
. ' ' ' . 

Hello, 

I am writing in response to part A of your below request. 

Your request was sent as an "Immediate Disclosure Request" under San 
Francisco Administrative Code Section 67.25(a). But to qualify under that 
section, the request must be "simple, routine and readily answerable." The 
Sunshine Ordinance requires shorter response times in those situations where a 
department is able to quickly locate and produce the requested records. In order 
to respond to your request, this office will need to conduct a review of our 
electronic files to find responsive records. For this reason, we are not treating 
your request as one appropriately filed as an "immediate disclosure" request, but 
as one which is subject to the normally applicable 10-day response time, which 
will be May 2, 2019. However, we will endeavor to fulfill your request as soon as 
possible. 
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Sincerely, 

[cid:image003.jpg@01D4F8F6.4D963580]Eiizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www. sfc ityatto rney. o rg 
Find us on: Facebook<https:j/www.facebook.com/sfcityattorney/> 
Twitter<https:jjtwitter.com/SFCityAttorney> 
lnstagram<https:jjwww.instagram.comjsfcityattorney/> 
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Subject: RE: California Public Records Act Request: Immediate Disclosure Request- ... 

Message-Ids uniquely identify e-mail messages in your email servers. 
From the headers of your most recent email, it appears your office uses 
Microsoft Outlook and/or Microsoft Exchange- therefore, your IT 
department/contractor should be able to retrieve e-mail records directly from 
your server using the Message-Ids we have provided. 

Subject: RE: California Public Records Act Request: Immediate Disclosure Request- ... 

Hello, 

I am writing in response to part A of your below request. 

Your request was sent as an "Immediate Disclosure Request" under San 
Francisco Administrative Code Section 67.25(a). But to qualify under that 
section, the request must be "simple, routine and readily answerable." The 
Sunshine Ordinance requires shorter response times in those situations where a 
department is able to quickly locate and produce the requested records. In order 
to respond to your request, this office will need to conduct a review of our 
electronic files to find responsive records. For this reason, we are not treating 
your request as one appropriately filed as an "immediate disclosure" request, but 

·as one which is subject to the normally applicable 10-day response time, which 
will be May 2, 2019. However, we will endeavor to fulfill your request as soon as 
possible. 
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Please send replies 
to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01 D4F9EE.FD8B8960] Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Facebook<https:/ /www.facebook.comjsfcityattorney/> 
Twitter<https://twitter.com/SFCityAttorney> 
lnstagram<https://www.instagram.com/sfcityattorney/> 

...... : ....................................................................................................................................................................................................................................................... : ............................................. . 
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~ " 

errorn: San eraneisco em~ ~ttorne~ 0ZJ.Z2?1-/2019 
- " 

Subjeci:: RE;.CaliforniaPublic Records Act Request: lm"mediate Disclosure Request- ... 
- ------------'" -·----··-·-- ··--·------------

Dear Sir/Madam, 

The attached two emails are responsive to portions A3/A4, and A5/A6 of your 
request below. We have conducted a reasonable and diligent search and did not 
locate any further responsive ,documents. 

In addition, please note that we already responded to portion B of your request, 
on 4/22/2019. 

If you have further questions or need anything additional, please feel free to 
reach out to us at the below contact information. 

Please send replies 
to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01 D4FA8E.F0958DAO] Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 
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Find us on: Facebook<https://www.facebook.com/sfcityattorneyj> 
Twitter<https://twitter.com/SFCityAttorney> 
lnstagram<https://www.instagratTl.com/sfcityattorney/> 
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Email 4.18.19 

<9 View ~ Embed U Download 

Subject: RE: California Public Records Act Request: Immediate Disclosure Reque;st- ... 

Thank you. As we noted in our initial request, we requested the entire email 
message, which contains numerous other headers in addition to those you have 
provided so far. 
We do not see any statutory justification cited for withholding that portion of the 
public record. Please do provide the entire message with all headers (except 
those statutorily excluded from disclosure). 

Subject: HE: California Public. Records Act Request: Immediate Disclosure Request,.. ... 

To Whom It May Concern: 

I'm following up on the following California Public Records Act request, copied 
below, and originally submitted on April 20, 2019. You had previously indicated 
that it would be completed on May 2, 2019. I wanted to check on the status of 
my request, and to see if there was a new estimated completion date. 

Thanks for your help, and let me know if further clarification is needed. 
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Subject: RE: CaliforniaPublicR~~orc:ls Act Request: Immediate Disclosure Requ~st- ... 
'' ,' ·, - -- ' '. - - ' -· ' 

We already completed our response to your request on April 24, 2019. We do not 
intend to produce anything further in response to your request. 

Please send replies 
to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01D50583.20D9FFBO]Eiizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Facebook<https://www.facebook.com/sfcityattorney/> 
Twitter<https://twitter.com/SFCityAttorney> 
lnstagram<https:/jwww.instagram.com/sfcityattorney/> 
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Subject: RE:_~-~Iif~~~ia Public R~~o_rds A?~ Request: _Immediate Disclosure Req~est - ~·· 
Your PDFs include From, To, Subject, Sent, Attachments, and Body of the emails. 
You have withheld certain portions of the email records, including but not limited 
to: 
-Header: X-Envelope-From 
- Header: Received 
-Header: Thread-Topic 
- Header: X-Originating-lp 
- Header: Thread-Index 
- Header: Sender 
- Header: X-Originatororg 

Please provide a statutory justification for such withholding, and the name and 
title of the official responsible for that withholding, per CPRA. 

**Note that all of your responses (including disclosed records) may be 
automatically and instantly available to the public on the MuckRock.com service 
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used to issue this request (though I am not a MuckRock representative).** 
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Exhibit B - a responsive email record. note it includes an attachment of a separate 
CPRA request. 
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Coolbrith, Elizabeth (CAT) 

From: 
Sent: 
To: 
Subject: 
Attachments: 

San Francisco City Attorney 
PRA Office 
Room 234 

71969-51399120@requests.muckrock.com 

Thursday, April18, 2019 10:31 AM 

City Attorney 
California Public Records Act Request Immediate Disclosure Request- PRA Opinions 
ZX03-190418-0620-20SF20Attorney. pdf 

1 Doctor Carlton B Goodlett Place 
SF,CA 94102 

April 18, 2019 

This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 
Please see the attached letter. 

Filed viaMuckRock.com 
E-mail (Preferred): 71969-51399120@requests.muckrock.com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2 
Flogin%2F%3Femail%3Dcityattorney%2540sfcityatty.org%26next%3D%252Faccounts%252Fagency _login% 
252Fsan-francisco-city-attorney-797%252Fimmediate-disclosure-request-pra-opinions-
71969%252F%2523agency- · 
reply&url_auth_token=AAAuFPyowSKviSVcsOY_QbVFM%3AlhHAs4%3AOwQe4c_mSkc6wjcWujmU_ 
cmkaGU 
Is this email coming to the wrong contact? Something dse wrong? Use the above link to let us know. 

For mailedresponses, please address (see note): 
MuckRock News 
DEPTMR 71969 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock 
by the above in order to better track, share, and manage public records requests. Also note that improperly 
addressed (i.e., with the requester's name rather than "MuckRock News" and the department number) requests 
might be returned as undeliverable. 
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RE: California Public Records Act Request - Ref# ZXOS-1904-18-06 

Your immediate response is requested. 

2019-04-18. ZXOS-190418-06 

Please provide the following public records pursuant to the California Public Records Act (the 
"Act") 1, the San Francisco Sunshine Ordinance, and Article I of the California Constitution. If the 
recipient cannot address this request, please forward it to the appropriate official or staff member. 
''You" and "your," refer to each of the one or more requestee public agencies, and not merely the 
individual recipient or member, agent, officer, or employee of the public agency. "Including" means 
"including but not limited to." We reserve all of our rights under the Act and other applicable law. 

~II ofi ,Mour resgonses, inc:luCiing anM Clisc:loseCI rec:orCis, sec:ret W~His or; file 
sllar;e gassworCis, maM JJe automatic:aiiM, instantiM, anC:I guJJiic:IM viewaJJie via 

~ tile muc:J<roc:J<.c:om sel\'vic:e: ~ ~~~ _ ~ 
~ " ~- """' 

Please be certain all responses are properly redacted. I am not a representative of MuckRock. 

We request electronic copies of only those records that will be provided to us without 
any fees and/or that you waive fees: As we do not want any physical copies, we are not 
expecting any fees. However, if you determine that you would assess fees to provide us with copies 
of some or all records (which we may challenge), instead provide us with the fee-free determination 
of which responsive records exist, so that we may inspect the records instead (for. free), if we so 
choose. As numerous records may be responsive, after providing your statutory response within 
appropriate deadlines, we are happy to receive record production in a rolling or incremental manner. 

An anonymous member of the· public 2 , who may be contacted only via email 

1 References t~ the Act are made with respect to the Cal. Gov't. Code as listed on https: I /leginfo .legisLiture. 
ca.gov/faces/codes_displayexpandedbranch.xhtml?tocCode~GDV&division~7.&title~1.&part~&chapter~3.5. 
&article~ 

2 Since Act requests are not even required to be in writing ('The California Public Records Act plainly does not require 
a written request." Los Angeles Times v. Alameda Corridor Transp. Auth. {2001) 88 Cai.App.4th 1381, 1392.) and 
may not be distinguished by the purpose of the request (Gov't Code sec. 6257.5), I choose not to use any forms you 
may have made available for Act requests nor will I identify myself nor provide contact information other than e-mail 
address. I will not use any private entity's contracted public records website if doing so would require agreement to 
terms or privacy policies which impose any conditions beyond the requirements of the Act. 

1 of 3 

P714 
#SFSOTF-72056-000017 



RE: California Pv.blic Records Act Reqv.est- Ref# ZX03-190418-06 

"~eguest~ 
Electronic copies, via email, of all records prepared, owned, used, or retained by each agency 
(including all appendices, attachments, inline images, exhibits, or shared files referenced in or by 
the below requested records, and including all public records that pursuant to City of San Jose 
v. Superior Court (2017) 2 Cal.5th 608 may exist on personal accounts or devices) of any of the 
following: 

Rl. all requests for legal opinion from the City Attorney pursuant to San Francisco Administrative 
Code 67.21 from January 1, 2010 through April18, 2019 

. R2. all responses to R1, including published and unpublished opinions and refusals to provide an 
opinion 

Note that per Gov't Code 6253.9(a)(1): "The agency shall make the information available in any 
electronic format in which it holds the information." If you have these records in .msg or .eml 
formats, please provide a lossless copy of that record in that original format, or in another format 
that fully preserves all e-mail headers and other metadata. If you instead, for example, print the 
email to PDF format, we will lose valuable data associated with the record, and you will not have 
provided us a complete copy of the public record. 

In your notice of determination, state whether you have records responsive to each of the requests 
made. Please cite legal authority for any records or portions thereof withheld 3 and the names 
and titles4 of each person responsible for such withholding. Please perform a diligent search for 
responsive records and examine them before determining they are exempt, as you may find that 
responsive records have segregatable disclosable portions that you must disclose, 5 which cannot be 
determined unless you actually search for records. 

Please provide all records solely in electronic format 6 and via e-mail. If a record is available on 
your public website, a URL is preferable to duplication. If it is not, please consider publishing it 
so as to benefit the entire public and not just me. If records are too large to provide over e-mail, 
please use a file sharing service if your .agency has one. If you use your file sharing service, and file 
access would expire, please set the expiration to no less than 30 days after notifying us of record 
availability. We choose not to provide a mailing address for physical CD-ROMs or USB drives both 
to preserve anonymity and reduce financial and environmental costs. 

All public records "prepared, owned, used, or retained" 7 by every agency8 named must be considered. 
Under City of San Jose v .. Superior Court (2017) 2 Cal.5th 608 personal email accounts or mobile 
devices may contain disclosable public records - please search them as appropriate. If multiple 
agencies are addressed, a response from each is expected. 

Please make note of the reference number (ZX03-190418-06) as I may have sent you multiple, 

3 Gov't Code sec. 6255 
4 Gov't Code sec. 6253(d) 
5 Gov't Code sec. 6253(a) 
5 Gov't Code sec. 6253.9(a) 
7 Gov't Code sec. 6252( e) 
8 See Gov't Code sec. 6527(e)(5) if you are a joint powers agency or joint powers authority. 

2 of 3 

P715 
#SFSOTF-72056-000018 



RE: California Public Records Act Request- Ref# ZXOS-190418-06 

distinct requests with different reference numbers. 

Please promptly disclose9 of all disclosable records responsive to this request, and provide assis
tance, as needed, in identifying and locating responsive records and overcoming objections to their 
disclosure, 10 in accordance with the Act, any "requirements for [yourself] that allow for faster, more 
efficient, or greater access to records,'' 11 and other applicable laws and regulations. 

Thank you for your prompt attention to this matter. 

9 Gov't Code sec. 6253(b) 
1°Gov't Code sec. 6253.l(a) 
11Gov't Code sec. 6253( e) 
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Exhibit C 
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Coolbrith, Elizabeth (CAT) 

From: 
Sent: 
To: 
Subject: 

Hello, 

Coolbrith, Elizabeth (CAT) on behalf of City Attorney 
Thursday, April18, 2019 12:591PM 
'71969-51399120@ requests.muckrock.com' 
RE: California Public Records Act Request: Immediate Disclosure Request- PRA 
Opinions 

I am writing in response to your immediate disclosure request received April18, 2019. Please note that we are 

invoking an extension of time under Government Code section 6i53(c) due to the need to search for, collect, 

and appropriately examine a voluminous amount of separate and distinct records. We will endeavor to 

process your request as quickly as possible and anticipate responding no later than the close of business May 

3, 2019. 

Please send replies to cityattorney@sfcityatty.org 

Sincerely, 

Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
{415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Facebook Twitter lnstagram 

From: 71969-51399120@requests.muckroclccom <71969-51399120@requests.muckrock.com> 
Sent: Thursday, April18, 2019 10:31 AM 
To: CityAttorney <cityattorney@SFCITYATIY.ORG> 
Subject: California Public Records Act Request: Immediate Disclosure Request- PRA Opinions 

San Francisco City Attorney 
PRA Office 
Rooni 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

April18,2019 

This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 
Please see the attached letter. 

Filed via MuckRock.com 
E-mail (Prefened): 71969-51399120@reguests.muclaock.com 
Upload documents directly: 
.hitps :7 I accounts .m1lckfock. ccimh.ccol_n1ts71()ginl?ne:if==littps %3A%2F%2Fwww .Tnlickfock.com%2F accouhts%2 



Flogin%2F%3Femail%3Dcityattorney%2540sfcityatty.org%26next%3D%252Faccounts%252Fagency login% 
252F san-francisco-city-attorney-7 97%25 2F immediate-disclosure-request-pra -opinions-
719690/o252Fo/o2523agency-
reply&url auth token=AAAuFPyowSKviSVcsOY QbVFM%3AlhHAs4%3AOwQe4c mSkc6wjcWujmU 
crnkaGU 
Is this email corning to the wrong contact? Something else wrong? Use the above linlc to let us know. 

For mailed responses, please address (see note): 
Muck:Rock News 
DEPTMR 71969 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a Muck:Rock staff member, but is being sent through Muck:Rock 
by the above in order to better track, share, and manage public records requests. Also note that improperly 
addressed (i.e., with the requester's name rather than "Muck:Rock News" and the department number) requests 
might be returned as undeliverable. 

P7219 
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RE: California Public Records Act Request: Im +11213638111 

•'· -. 
~3 o .. \ ~: ~; L) ;~ , __ , r~ ;.~~ ·-/ ~ ·.:.· ,_ .. ~·- _ 

S ;\ :~ J F :-: _ .. -. \:_~ !-~.: l ·~ c: :J 

May 8, 2819 

This is a follow up to a previous request: 

See attached sunshine ordinance complaint. 

**Note that all of your responses (including disclosed records) ~~y be 
automatically and instantly available to the public on the MuckRock.com service 
used to issue this request (though I am not a MuckRock representative).** 

Filed via MuckRock.com 
E-mail (Preferred): 72856-97339218@requests.muckrock.com 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72856 
411A Highland Ave 
Somerville, MA 82144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being 
sent through MuckRock by the above in order to better track, share, and manage 
public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests 
might be returned as undeliverable. 

on May 8, 2819: 
Your PDFs include From, To, Subject, sent, Attachments, and Body of the emails. 
You have withheld certain portions of the email records, including but not 
limited to: 
- Header: X-Envelope-From 
- Header: Received 
- Header: Thread-Topic 
- Header: X-originating-Ip 
- Header: Thread-Index 
- Header: sender 
- Header: X-originatororg 

Please provide a statutory justification for such withholding, and the name and 
title of the official responsible for that withholding, per CPRA. 

**Note that all of your responses (including disclosed records) may be 
automatically and instantly available to the public on the MuckRock.com service 
used to issue this request (though I am not a MuckRock representative).** 

on May 8, 2819: 
Hello, 

We already completed our response to your request on April 24, 2819. We do not 
intend to produce anything further in response to your request. 

P~ease send replies to 
cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

sincerely, 

[cid:image882.jpg@81D58583.28D9FFB8]Elizabeth A. Coolbrith 
-Paralegal- -
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8-May-2019 14:27 RE: California Public Records Act Request: lm 

Office of City Attorney Dennis Herrera 
(4~5) 554-4685 Direct 
www.sfcityattorney.org 

+14243638444 

Find us on: Facebook<https://www.facebook.com/sfcityattorney/> 
Twitter<https://twitter.com/SFCityAttorney> 
Instagram<https://www.instagram.com/sfcityattorney/> 

On April 24, 28~9: 

Thank you. As we noted in our initial request, we requested the entire email 
message, which contains numerous other headers in addition to those you have 
provided so far. 
We do not see any statutory justification cited for withholding that portion of 
the public record. Please do provide the entire message with all headers 
(except those statutorily excluded from disclosure). 

On April 24, 2819: 
Dear Sir /Madam, 

The attached two emails are responsive to portions A3/A4, and A5/A6 of your 
request below. We have conducted a reasonable and diligent search and did not 
locate any further responsive documents. 

In addition, please note that we already responded to portion B of your request, 
on 4/22/28~9. 

If you have further questions or need anything additional, please feel free to 
reach out to us at the below contact information. 

Please send replies to 
cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image882,jpg@81D4FA8E.F8958DA8]Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Facebook<https://www.facebook.com/sfcityattorney/> 
Twitter<https://twitter.com/SFCityAttorney> 
Instagram<https://www.instagram.com/sfcityattorney/> 

On April 23, 2819: 
Hello, 

I am writing in response to part A of your below request. 

Your request was sent as an "Immediate Disclosure Request" under san Francisco 
Administrative Code section 67.25(a). But to qualify under that section, the 
request must be "simple, routine and readily answerable." The sunshine 
Ordinance requires shorter response times in those situations where a department 
is able to quickly locate and produce the requested records. In order to 
respond to your request, this office will need to conduct a review of our 
electronic files to find responsive records. For this reason, we are not 
treating your request as one appropriately filed as an "immediate disclosure" 
request, but as one which is subject to the normally applicable 18-day response 
time, which will be May 2, 2819. However, we will endeavor to fulfill your 
request- as- soon as- possible~ 
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8-May-2019 11:27 HE: California Public Records Act Request: Im +11243638444 

Please send replies to 
cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image~~2.jpg@~1D4F9EE.FDBB896~]Elizabeth A. coolbrith 
Paralegal 
office of city Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Facebook<https://www.facebook.com/sfcityattorney/> 
Twitter<https://twitter.com/SFCityAttorney> 
Instagram<https://www.instagram.com/sfcityattorney/> 

on April 2~, 2~19: 
This is an Inmediate Disclosure Request under the San Francisco sunshine 
ordinance. 

we request under the San Francisco Sunshine Ordinance (Ordinance) and the 
california Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail 
headers, metadata, attachments, appendices, exhibits, and inline images, except 
those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-Id: 
2~19~418173~5~.839.3~844@f72~c6d2-4be2-447B-af65-

b9b764b1676B.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-Id: 
<2~19~418173~5~.839.3~844@f72~c6d2-4be2-447B-af65-

b9b764b1676B.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-Id: 
2~19~418173~5~.1.2B43534B4544D9~3@requests.muckrock.com 

A4. the e-mail message with Message-Id: 
<2~19~418173~5~.1.2B43534B4544D9~3@requests.muckrock.com> 

A5. the e-mail message with Message-Id: 
<DM5PR~9MB1497363CAABBE68~6E6881~F8~26~@DM5PR~9MB1497.namprd~9.prod.outlook.com> 

A6. the e-mail message with Message-Id: 
DM5PR~9MB1497363CAABBE68~6E6881~F8~26~@DM5PR~9MB1497,namprd~9.prod.outlook.com 

B. an electronic copy of your internal public records 
policies/manuals/instructions/guidelines for the public and/or your own 
employees" 

Message-Id's should uniquely identify a particular email on your email 
servers/services. These may be emails the City sent or received. 

we remind you of your obligations to provide electronic records in the original 
format you hold them in. Therefore, e-mails exported in the .eml or .msg format 
with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, 
to easily redact them, you must ensure that you have preserved the full content 
of the original email.record (as specified in request "A"), which contains many 
detailed headers beyond the generally used From/To/subject/Sent/etc. If you 
insTead provide· PDFs- or printed-emails with only a few-·of·iche- headers or- laeking-
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8-May-2019 14:28 RE: California Public Records Act Request: Im +14243638444 

attachments/images, and therefore withhold the other headers/attachments without 
justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 
6253(a), 6253.9, and/or 6255, and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be 
automatically and instantly available to the public on the MuckRock.com service 
used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you 
determine certain records would require fees, please instead provide the 
required notice of which of those records are available and non-exempt for 
inspection in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72S56-973392~B@requests.muckrock.com 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72S56 
4~~ Highland Ave 
somerville, MA S2~44-25~6 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being 
sent through MuckRock by the above in order to better track, share, and manage 
public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests 
might be returned as undeliverable. 
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8-May-2019 14:28 RE: California Public Records Act Request: Im +14243638444 

72056-97339218@requests.muckrock.com (Anonymous requestor) 
US mail to: MuckRock News, DEPT MR 72056, 411A Highland Ave, Somerville, MA 02144-2516 

Please use email only. I am an anonymous user of MuckRock.com, not a MuckRock representative. 

SUNSHINE ORDINANCE TASK FORCE 
Room 244- Tel. (415) 554-7724; Fax (415) 554-7854 
1 Dr. Carlton B. Goodlett Place 
San Francisco CA 94102 
cc: City Attorney (cityattorney@SFCITYATTY.ORG) 
sent via email and fax to Task Force, email to City Attorney 

Our ref. 

#72056 

RE: SF Sunshine Ordinance Complaint against City Attorney, ref 72056 

To Whom It May Concern: 
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Date 

2019-05-08 

NOTE: Every response you send or provide (including all responsive records) may be 
automatically and immediately visible to the general public on the MuckRock.com 
web service used to issue this request. (I am not a representative of MuckRock) 

A. METADATA: 

Complainant Name: (Anonymous- use email 72056-97339218@requests.muckrock.com) 

Date of Request: April 20, 2019 

Complaint Against Employees: Dennis Herrera (Herrera) in his official capacity as city attorney, 
Elizabeth A. Coolbrith (Coolbrith) in her official capacity as paralegal for city attorney 

Complaint Against Agency: Office of City Attorney 

Yes - Alleged violation of public records access 
Yes- Alleged failure to provide information in a timely manner in accordance with the provisions 
of the Sunshine Ordinance 
No- Alleged violation of a public meeting 
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8-May-2019 14:29 RE : California Pub I i c Records Act Request: I m +14243638444 

RE: SF Stmshine Ordinance Complaint against City Attorney, ref 72056 

B. NARRATIVE: 

On April 20, 2019 we sent a San Francisco Sunshine Ordinance (Ordinance) and California Public 
Records Act (CPRA) request to the City Attorney - enclosed herein as Exhibit A, which also 
includes the communication back and forth with the City Attorney's office and Co olbrith. On April 
22, 2019 Coolbrith replied on behalf of Herrera with records responsive to part "B 11 and asking for 
clarification on part 11 A", to which I replied on the same day. On April23, 2019 Coolbrith notified 
us our request would not be treated as an Immediate Disclosure request. 

On April 24, 2019 Coolbrith provided us "two emails [that] are responsive to portions A3/ A4, and 
A5/ A6 of your request." (with the responsive records provided as Exhibit B and Exhibit C). 

I replied on the same day as follows: 

Thank you. As we noted in our initial request, we requested the entire email message, 
which contains numerous other headers in addition to those you have provided so far. 

We do not see any statutory justification cited for withholding that portion of the public 
record. Please do provide the entire message with all headers (except those statutorily 
excluded from disclosure). 

The MuckRock.com system automatically sent a reminder to City Attorney on May 8, 2019, to 
which Coolbrith replied on the same day in part: 

We already completed our response to your request on April24, 2019. We do not intend 
to produce anything further in response to your request. 

I replied on the same day, in part: 

Your PDFs include From, To, Subject, Sent, Attachments, and Body of the emails. You 
have withheld certain portions of the email records, including but not limited to: 
-Header: X-Envelope-From 
- Header: Received 
- Header: Thread-Topic 
- Header: X-Odginating-Ip 
-Header: Thread-Index 
- Header: Sender 
- Header: X-Originatororg 

Please provide a statutory justification for such withholding, and the name and title of 
the official responsible for that withholding, per CPRA. 

Since I had previously requested the entire email message with full headers and statutory justifica
tion, I proceeded to file this complaint. 

2 of 5 
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8-May-2019 11:30 RE: California Public Records Act Request: Im +11213638111 

RE: SF Sunshine Ordina.nce Compla.int a.ga.inst City Attorney, ref 12056 

C. COMPLAINTS: 

I make the following allegations. I am not an attorney, so my understanding is associated with 
proper sections of the law to the best of my (lay) ability. 

1. Violations of SF Admin Code Sec. 67.27. Justification 0 £Withholding 

On April 24, 2019 and May 8, 2019, Coolbrith's responses did not justify withholding portions 
of the responsive email records (namely the headers, which we had specifically requested in our 
original request and April 24, 2019 reply). No statutory nor case law authority was provided. 

2. Violations of SF Admin Code Sec. 67.26. Withholding Kept To A Minimum 

On April 24, 2019, responsive records as provided in attachments to Coolbrith's response (Exhibits 
B and C) did not withhold the minimum necessary portions of the emails requested. While it may 
be argued that some of the headers of an email could be withheld for privacy reasons (though we 
do not concede such point), that does not mean the City Attorney can withhold all portions of the 
email other than From, To, Subject, Sent, the attachments, and the email body. 

Furthermore, information that is clearly public record was withheld by converting the email record 
to PDF format in the specific manner that the City Attorney d id. Fore xample, the From header 
in one of the PDFs states 11 Coolbrith, Elizabeth (CAT) on behalf of City Attorney. 11 The original 
e-mail record would include the email address of 11 Coolbrith, Elizabeth (CAT)" and "City Attorney" 
instead of just their names - these are official, public employee email addresses that there is no 
reason to withhold. 

3. Violations of SF Admin Code Sec. 67.21. Process For Gaining Access To Public 
Records; Administrative Appeals. 

67.21(b) (" ... If the custodian believes the record or information requested is not a public record or 
is exempt, the custodian shall justify withholding any record by demonstrating, in writing as soon 
as possible and within ten days following receipt of a request, that the record in question is exempt 
under express provisions of this ordinance .... ") was violated by Coolbrith's April 24, 2019 response 
wherein she did not indicate that the City Attorney believed the remaining portion (other headers) 
of the emails we requested were exempt, and on May 8 as well when Coolbrith indicated they would 
not disclose any more records without any justification. 

67.21(i) ("The San Francisco City Attorney's office shall act to protect and secure the rights of the 
people of San Francisco to access public information and public meetings and shall not act as legal 
counsel for any city employee or any person having custody of any public record for purposes of 
denying access to the public. ") was violated since it is the City Attorney itself denying us access 
to a portion of the email record. 

67.21(1) ("Inspection and copying of documentary public information stored in electronic form shall 
be made available to the person requesting the information in any form requested which is avail
able to or easily generated by the department ... ") was violated on April 24, 2019 since Coolbrith 
provided the emails requested in PDF format and not the raw/original format stored by the email 

3 of 5 
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8-May-2019 14:30 RE: Ca I iforn ia Pub lie Records Act Request: Im +14243638444 

RE: SF Sunshine Ordinance Complaint against City Attorney, ref 72056 

servers. This original format (which we specifically requested) contains those additional headers we 
requested. 

4. Violations of CA Govt Code 6253.9 

6253.9(a)(l) (" ... The agency shall make the information available in any electronic format in which 
it holds the information .... ") was violated for reasons stated under the third paragraph of complaint 
#3. We specifically asked for emails in the format the agency held them in. Emails are not held in 
PDF format by email servers. 

5. Violations of CA Govt Code 6253 

6253(a) ("Any reasonably segregable portion of a record shall be available for inspection by any 
person requesting the record after deletion of the portions that are exempted by law.") was violated 
for reasons stated under complaint #2. Portions of the responsive email records that are not exempt 
under the law were deleted. 

6. Violations of CA Govt Code 6255 

6255(a) was violated for reasons stated under complaint #1. 

D. RELIEF REQUESTED 

SF Admin Code Sec 67.30 provides in part that ''The City Attorney shall serve as legal advisor to 
the task force. The Sunshine Ordinance Task Force shall,. at its request, have assigned to in an 
attorney from within the City Attorney 11 s Office or other appropriate City Office, who is experienced 
in public-access law matters. This attorney shall serve solely as a legal advisor and advocate to 
the Task Force and an ethical wall will be maintained between the work of this attorney on behalf 
of the Task Force and any person or Office that the Task Force determines may have a conflict of 
interest with regard to the matters being handled by the attorney." I ask the Task Force to keep 
in mind the possible conflicts of interest apparent in an attorney from the Office of City Attorney 
investigating complaints against the City Attorney itself. 

I ask for the Task Force to direct the City Attorney to produce the full emails we originally re
quested, with redaction of only those headers (if any) that can be justified legally and explicitly. 
I ask the Task Force to direct that emails be produced by San Francisco agencies subject to the 
Sunshine Ordinance in their original format, preserving headers, except those that can be withheld 
with explicit justification. I ask for a hearing, to the extent possible given my desire to remain 
anonymous. 

I do not believe adequate relief is available under SF Admin Code Sec 67.21(d) since the City 
Attorney is also the Supervisor of Records. However, we reserve our right to petition the Supervisor 
of Records in that capacity, separate from his capacity as the local agency responsible for responding 
to our request under the CPRA. 
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8-May-2019 14:31 RE: California Public Records Act Request: Im +14243638444 

RE: SF Sunshine Ordinance Complaint against City Attorney, ref 72056 

encl: Exhibit A - Original Request and Communications with City Attorney 

encl: Exhibit B Responsive record titled Email_ 4.18.19.pdf 

encl: Exhibit C- Responsive record titled Email_ 4.19.19.pdf 

5 of 5 

. #SFSOTP-72$6-000005 

p.9 



8-May-2019 14:32 RE: California Public Records Act Request: Im +14243638444 p.1B 

Exhibit A 
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8-May-2019 14:32 RE: California Public Records Act Request: Im +14243638444 

This is an Immediate Disclosure Request under the San Francisco Sunshine 
Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the 
California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, wlth ail e-mail headers, 
metadata, attachments, appendices, exhibits, and inline images1 except those 
explicitly exempted by the Ordinance, of: 

At the e-mail message witl1 Message-id: 

A2. tl1e e-mail message with Message-ld: 

A3. the e-mail message with Message-id: 

A4. the e-mail message with Message-!d: 

A5. the e~mail message with Message-ld: 

A6. the e-mail message witl1 Messa ge-ld: 

B. an electronic copy of your Internal public records 
policies/manuals/instructions/guidelines for the public and/or your own 
employees11 

Message-! d's should uniquely identify a particular emeil on your email 
servers/services. These may be emails the City sent or received. 

We remind you of your obligations to provide electronic records in the original 
format you hold them in. Therefore, e-mails exported in the .eml or .msg format 
with all non-exempt headers, metadata, attachments, etc. are best 

#SFSOT!p"¥Jie6-000007 
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8-May-ZB19 11:33 RE: California Public Records Act Request: Im +14213638444 

! However, if you choose to convert emal!s1 for example, to PDF or printed format, 
1 to easily redact them, you must ensure that you have preserved the full content 
1 of the original email record (as speclfled in request "A"}, which contains many 
1 detailed headers beyond the generally used From/To/Subject/Sent/etc. If you 
1 instead provide PDFs or printed emaiis with only a few of the headers or !addng 
1 attachments/images, and therefore withhold the other headers/attachments 
l without justification, you may be in violation of SF Admin Code 67.26, 67.271 Govt 
1 Code 6253(a}, 6253.9, and/or 62551 and we may challenge your decision. 

I Note that all of your responses (including disclosed records) may be 
! automatically and instantly available to the public on the ~,.1uckR~x.:lcccm) service 
t used to issue this request (though I am not a MuckRock representative), 

I Please provlde only those copies of records available wltl'mut any fees. If you 
determine certain records would require fees, please instead provide the 
required notice of which of those records are available and non-exempt for 
Inspection in-person if we so choose. 

i !oak forward to your immediate disclosure. 

Sincere!yr 
t Anonymous l 
' ' )...~~~._ .... ._~._._._._."'"""'"".,_._._._._._._._._._._H._._ .. ._._._._._"''""""""'"""'"""""""""""""""HU ........ ._ .. ._._._._ ......... ._ .. ._._._._._._._"'"._._._._._._ • ._ .. ._._._._"'"''""'"'"""""""""""""""'""'""""'"""""""'"""""""""""""""""""""""""''""'"'""'"''"""'"""""~ 

Hello, 

i am writing in response to your below immediate disclosure request, received 
today. 

Regarding your first request, "A" - could you please provide more context? I am 
not sure! understand what the emails are or how to locate them based on the 
information provided. 

Regarding your second request, "B", please see below links to the Good · 
Government Guide and to information on the San Francisco Sunshine Ordinance. 
Our office's internal advice is exempt from disclosure under attorney-client 
privilege. 

#SFSOTF-72056-000008 
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8-May-ZB19 14:34 RE: Cal if orn i a Public Records Act Request: I m 

Sincerely, 

[cid:image003.jpg@01 D4F8F6.4D963580} Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
{415) 554-4685 Direct 
~\~\~·~lV .. ~';f~:~ityett~~~rn~~~t .. c~r~~ 
Find us on: Facebook<~~~ttrJs~1~l~'\.s~\~·~~'.:h~~c~~t~&)\)}c.~~()n'1./~~'fs:~~t}:~~tt.r)rn~t.~//> 
Twitter< h tt~)~~~/ll~'¥~ttt~r,t~z) rn/Sr-~z~~t~/i-\tb:.Jrn~~y·> 
I nstag ram <~1 tt ~J~~~}~l~\rk~)t·JJr-~~~t~~~~r=~~ t!1,.C:(:H~'1/St::t~lt~t~~~ttxJrnf~/y:/> 
"'"'''''-'"'\:; 
~ * ~ 
~ 
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+14243638444 

Message-Ids uniquely identify e-mail messages in your email servers. 
From the headers of your most recent email, lt appears your office uses 
Microsoft Outlook and/or Mlcrosoft Exchange- therefore1 your IT 
department/contractor should be able to retrieve e-mail records directly from 
your server using the Message-Ids we have provided. 

I am writing in response to part A of your below request 

Your request was sent as an ulmmediate Disclosure Request11 under San 
Francisco Administrative Code Section 67.25{a). But to qualify under that 
section, the request must be "simple, routlne and readily answerable." The 
Sunshine Ordinance requires shorter response times in those situations where a 
department is able to quickly locate and produce the requested records. In order 
to respond to your request, this office will need to conduct a review of our 
electronic flies: to find responsive records. For this reason, we are not treating 
your request as one appropriately filed as an "immediate disclosure" request, but 
as one which is subject to the normally applicable 10~day response tlme, which 
wm be May 21 2019. However1 we will endeavor to fulfill your request as soon as 
possible. 
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8-May-2019 14:35 RE : Calif orn ia PLlb li c Records Act Request: I m 

Sincerelyr 

[dd:imageQ03.jpg@01D4F8F6AD963580JEilzabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
{415) 554-4685 Direct 
\sVVV\~~, ~~fc:~t)~~~tt(1 fT1~?y ... c~ r~1 
Find us on: Facebook<~·~tt~:~-&://~v~~\·v . .f;:~z~~~~X}r·~k .. c(~n·1./~~·h· .. ~~ty~~tt~)rn~~~·i> 
Twitter<htt~J':..~~//t");'Vitt~~r..cc~rn/Sf·-.(~~t}~}\tb:)rn~~~l> 
lnstagram<htt~J~}~/i\~~~··')l·J\·~-.. ~~)~1t~~~~~t~~rn.,~~()n·1/S.~~c~ft\l~~~tt~)rn~~~~/> 
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lmage001 

+14243638444 

Message-Ids uniquely identify e-mail messages in your email servers. 
From the headers of your most recent email, it appears your office uses 
Microsoft Outlook and/or Mlcrosoft Exchange~ therefore, your IT 
department/contractor should be ab!.e to retrieve e-mail records directly from 
your server using the Message-Ids we have provided. 

Hello, 

I am writing ln response to part A of your below request 

Your request was sent as an 11 Im mediate Disclosure Request" under San 
Francisco Administrative Code Section 67.25(a). But to qualify under that 
section! the request must be "simple, routine and readily answerable." The 
Sunshine Ordinance requires shorter response times in those situations where a 
department is able to quickly locate and produce the requested records. In order 
to respond to your request, this office will need to conduct a review of our 
electronic files: to find responsive records. For this reason, we are not treating 
your request as one appropriately filed as an "Immediate disclosure" request, but 
as one which is subject to the norma!ly applicable 10-day response time, wh1ch 
will be May 21 2019. Howeverr we will endeavor to fulfill your request as soon as 
possible. 

#SFSOTFp~§6·0000 10 
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8-May-2019 14:37 RE: California Public Records Act Request: Im 

Please send replies 
to dty1t~tti.:lt'rlt~~y·@~~fclty~~tty,t:sr~~§<rnallto:cityattorney@sfcityatty"org> 

Sincerely, 

[cid:image002.jpg@01D4F9EE.FD8B8960] Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
\\~¥V~V .. t~·~:s:.~tty~~~ tt~)f'f)~~y·,'-.}r'~~ 
Find us on: Facebook<f1tt~is://~'d"~tt!~~rJ~~<.;~~l)t)t)k .. r.:t.Jn·1/~i\:.~fty·t~~ttz)rnt~y:l> 
Twitter<~·~tt~:S~)~.l~~~t\~·i~tt~~r,~~t:~rt1/B~--::c~~ty/\tt.tJrn~~)s> 
lnstagram<~1tt~J~~::/i\~·:l\~v~vJf1~~tt~~f~rt~~n1~i~~:H11/$fC~ityl~ttc~rns..~y/> 
, .................. ... 
~ ~ ~ 

~ 
1mage001 

lmage002 

Dear Slr/Madarnr 

+14243638444 

The attached two emails are responsive to portions A3/A41 and A5/A6 of your 
request below. We have conducted a reasonable a.nd diligent search and did not 
locate any further responsive documents. 

In addition, please note that we already responded to portion B of your request, 
on 4/22/2019. 

If you have further questions or need anything additional, please feel free to 
reach out to us at the below contact information. 

Please send replies 
to t;~ty~~ttt':l1Ti~~y·~~sft;lty<~~U)/.01\"1<mailto:cityattorney@sfdtyatty.org> 

Sincerely, 

[ cid:image002.jpg@01D4FA8E. F0958DAO] Elizabeth A. Coo!brith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 

#SFSOTFp~~G-000011 
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8-May-2019 14:37 RE: California Public Records Act Request: Im +14243638444 

Ffnd us on: Facebook<~--~tt~J~~~.l/i..:V\::V':i'-:.~~·h~~s:~t~~~:~s:~s::~k~-(~~.srr~/~~'fcl·t~l~~tt(~rn$;:~yt> 
T\i"'tter< h ~+~· .. ".::..~~· l ~*~.~~~"t'~:s~~ \.,.,.,~,-~ ~~~~~-~~~,-~,~'\ i·~·· .. ""'~"'~~l> 

. '\t~. ~~'-·"'-~•':....",~$S.'b:..:.~~'''"'S.•'-"''"'~~\!X..,. .. ~ , .... ,~J;'..''\~ . ...,\.,•~ ~~'\.•·.~ 

tnstagram<httF)~~~/!~iP:\\t\~Jn~~t~$~1r~$tlt.~~c~~rl/~~-f~(~1ty··~~tt:z)rn~~y/> 

Email 4.19.19 

~- ~- ~- ................... -~ -~ -~ -~ ......................................................................................................................................................................... -................... '• ....... '• ........................................ .. 
f'''~1 

~ 
image001 

, ...................... ... 
~ *' ~ • image002 

............................................. ........................................................ ........................................................ ........................................ .. 

[~] 
Email 4.18.19 

Thank you. As we noted in our initial request 1 we requested the entire email 
message1 which contains numerous other headers in addition to those you have 
provided so fur. 
We do not see any statutory justification cited for withholding that portion of the 
public record, Please do provide the entire message with all headers (except 
those statutorily excluded from disclosure). 

To Whom It May Concern: 

I'm following up on the following California Public Records Act request! copied 
below, and originally submitted on April20, 2019. You had previously indicated 
that it would be completed on May 2, 2019. I wanted to check on the status of 
my request, and to see if tl1ere was a new estimated completion date. 

Thanks for your help, and let me know lf further clarification is needed. 

#SFSOTifl-1~§6-000012 
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8-May-2019 14:39 RE: Citlifornia Public Records Act Request: Im +14Z43fl38444 

::::::~~~~~~~::~~~::lmi~~~~::~~mi,g::~!lf:lil~::a~~~~::~:m~~~m1~::~J&~~~::~:~~~~~::M::f:i::::::::•:::::l 
Hello, 

We already completed our response to your request on April 241 20'19. We do not 
intend to produce anything further in response to your request. · 

Sincerely, 

[cid:image002.jpg@01D5058320D9FFBO]Eiizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
{415) 554-4685 Direct 
\$.·J\~\~I .. ~f(~ftv·~~~tt{:srt~~~~'/ .. (!r~1 
Find us on: Facebook<~1tt~)i~~//~\~\:~·tr\NJ~f~~c:~~t)tJ~:~~\.\(~i:~rn/~~fcity~rttt:srnt~ry/> 
Twitter<t1'ttf.~~://t~v~tt~~r .. cc~rr~/SF(:~ty'i\tt~~rn~~y> 
I nstag ram< frtif:s~~//vv~vvvJr~~t~~{$f~~~r~ .. ~>~)~,r~/~~fi:~lf~l~~tt~~Jrth~~y/>· 
-:"''''''"' 
~ ~· ~ 

~ 
image002 

Your PDFs include From, To1 Subject~ Sent1 Attachments, and Body of the emails. 
You have withheld certain portions of the email records, including but not limited 
to: 
- Header: X-Envelope-From 
- Header: Received 
- Header: Thread-Topic 
- Header: X:-Originating-lp 
- Header: Thread-Index 
- Header: Sender 
- Header: X-Originatororg 

Please provide a statutory justification for such withholding, and the name and 
title of the official responsible for that withholding, per CPRA 

**Note that all of your responses (including disclosed records) may be 
automatically and instantly available to the public on the ~Aud:J~()C-k.-~~~)rn service 

#S FSOT!p-'IJ?Jl96-000013 
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t used to issue this request (though lam not a MuckRock representative),** ! 
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8-May-2019 14:40 RE : California Pub 1 i c Records Act Request: I m +14243638444 

Exhibit B - a responsive email record. note it includes an attachment of a separate 
CPRA request. 

#SFSOT!p-1~86-000015 
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8-May-2019 14:41 RE: Ca 1 iforn ia Pub 1 ic Records Act Request: Im 

Coolbrith, Elizabeth (CAT) 

From: 

Sent: 
To: 

71969-51399120@ requests.muckrock.com 
Thursday, April18, 2019 10:31 AM 
City Attorney 

+14243638444 p.20 

Subject: 
Attachments: 

California Public Records Act Request: Immediate Disclosure Request PRA Opinions 
ZX03-190418-0620-20S F20Attorney.pdf 

San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

April18, 2019 

This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 
Please see the attached letter. 

Filed via MuckRock.com 
E-mail (Preferred): 71969-513 99120@requests .muckrock. com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/loginl?next=https%3A%2F%2Fwvvvv.muckrock.com%2Faccounts%2 
Flo gin %2F%3 F email %3 Dcityattorney%25 40 sfc ityatty. org%26next%3 D%25 2Faccounts%25 2Fagency _login% 
25 2F san-francisco-city-attorney-797%25 2Fimmediate-disclosure-request-pra-opinions-
719690/o252Fo/o2523agency
reply&url_auth_token=AAAuFPyowSKviSVcsOY_QbVFM%3A1hHAs4%3AOwQe4c_mSkc6wjcWujmU_ 
cmkaGU 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 71969 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock 
by the above in order to better track, share, and manage public records requests. Also note that improperly 
addressed (i.e., with the requester's name rather than "MuckRock News" and the department number) requests 
might be returned as undeliverable. 

1 
#SFSOTF-72056-000016 
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8-May-2019 14:41 RE: California Pub I ic Records Act Request: Im +14243638444 

RE: California Public Records Act Request- Ref# ZXOJ-190418-06 

Your immediate response is requested. 

~-2-0-19_-_o4_-_ls----------------------~~ 
Please provide the following public records pursuant to the California Public Records Act (the 
"Act") 1

, the San Francisco Sunshine Ordinance, and Article I of the California Constitution. If the 
recipient cannot address this request, please forward it to the appropriate official or staff member. 
"You" and "your," refer to each of the one or more requestee public agencies, and not merely the 
individual recipient or member, agent, officer, or employee of the public agency. ''Including" means 
"including but not limited to." We reserve all of our rights under the Act and other applicable law. 

Please be certain all responses are properly redacted. I am not a representative of MuckRock. 

We request electronic copies of only those records that will be provided to us without 
any fees and/or that you waive fees. As we do not want any physical copies, we are not 
expecting any fees. However, if you determine that you would assess fees to provide us with copies 
of some or all records (which we may challenge), instead provide us with the fee-free determination 
of which responsive records exist, so that we may inspect the records instead (for free), if we so 
choose. As numerous records may be responsive, after providing your statutory response within 
appropriate deadlines, we are happy to receive record production in a rolling or incremental manner. 

An anonymous member of the public2 , who may be contacted only via email 

1 References to the Act are made with respect to the Cal. Gov't. Code as listed on https: / /leginfo .legislature. 
ca.gov/faces/codes_displayexpandedbranch.xhtml?tocCode~GDV&division~7.&title~l.&part~&chapter~3.5. 
&article~ 

2 Since Act requests are not even required to be in writing ('The California Public Records Act plainly does not require 
a written request." Los Angeles Times v. Alameda Corridor Transp. Auth. {2001) 88 Cai.AppAth 1381, 1392.) and 
may not be distinguished by the purpose of the request (Gov't Code sec. 6257.5), I choose not to use any forms you 
may have made available for Act requests nor will I identify myself nor provide contact information other than e-mail 
address. I will not use any private entity's contracted public records website if doing so would require agreement to 
terms or privacy policies which impose any conditions beyond the requirements of the Act. 

1 of 3 
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8-May-2019 14:42 RE: California Pllhlic Records Act Request: Im +14243638444 

RE: California Public Records Act Request- Ref# ZX03-190418-06 

Electronic copies, via email, of all records prepared, owned, used, or retained by each agency 
(including all appendices, attachments, inline images, exhibits, or shared files referenced in or by 
the below requested records, and including all public records that pursuant to City of San Jose 
v. Superior Court (2017) 2 Ca1.5th 608 may exist on personal accounts or devices) of any of the 
following: 

Rl. all requests for legal opinion from the City Attorney pursuant to San Francisco Administrative 
Code 67.21 from January 1, 2010 through April18, 2019 

R2. all responses to R1, including published and unpublished opinions and refusals to provide an 
opinion 

Note that per Gov't Code 6253.9(a)(l): "The agency shall make the information available in any 
electronic format in which it holds the information." If you have these records in .msg or .eml 
formats, please provide a lossless copy of that record in that original format, or in another format 
that fully preserves all e-mail headers and other metadata. If you instead, for example, print the 
email to PDF format, we will lose valuable data associated with the record, and you will not have 
provided us a complete copy of the public record. 

In your notice of determination, state whether you have records responsive to each of the requests 
made. Please cite legal authority for any records or portions thereof \'lithheld3 and the names 
and titles4 of each person responsible for such withholding. Please perform a diligent search for 
responsive records and examine them before determining they are exempt, as you may find that 
responsive records have segregatable disclosable portions that you must disclose, 5 which cannot be 
determined unless you actually search for records. 

Please provide all records solely in electronic format 6 and via e-mail. If a record is available on 
your public website, a URL is preferable to duplication. If it is not, please consider publishing it 
so as to benefit the entire public and not just me. If records are too large to provide over e-mail, 
please use a file sharing service if your agency has one. If you use your file sharing service, and file 
access would expire, please set the expiration to no less than 30 days after notifying us of record 
availability. We choose not to provide a mailing address for physical CD-ROMs or USB drives both 
to preserve anonymity and reduce financial and environmental costs. 

All public records "prepared, owned, used, or retained" 7 by every agency8 named must be considered. 
Under City of San Jose v. Superior Court (2017) 2 Cal.5th 608 personal email accounts or mobile 
devices may contain disclosable public records - please search them as appropriate. If multiple 
agencies are addressed, a response from each is expected. 

Please make note of the reference number (ZX03-190418-06) as I may have sent you multiple, 

3 Gov't Code sec. 6255 
4 Gov't Code sec. 6253(d) 
5 Gov't Code sec. 6253(a) 
6 Gov't Code sec. 6253.9(a) 
7 Gov't Code sec. 6252( e) 
8 See Gov't Code sec. 6527(e)(5) if you are a joint powers agency or joint powers authority. 

2 of 3 
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8-May-2019 11:13 HE: California Public Records Act Request: Im +11213638111 

RE: California Public Records Act Request- Ref# ZX03-190418-06 

distinct requests with different reference numbers. 

Please promptly disclose9 of all disclosable records responsive to this request, and provide assis
tance, as needed, in identifying and locating responsive records and overcoming objections to their 
disclosure, 10 in accordance with the Act, any "requirements for [yourself] that allow for faster, more 
efficient, or greater access to records,'' 11 and other applicable laws and regulations. 

Thank you for your prompt attention to this matter. 

9 Gov't Code sec. 6253(b) 
10 Gov't Code sec. 6253.1(a) 
11 Gov't Code sec. 6253( e) 

3 of 3 
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Exhibit C 
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8-May-2019 14:14 HE: California Pub lie Records Act Request: Im +14243638444 

Coolbrith. Elizabeth (CAT) 

From: 
Sent: 
To: 

Subject: 

Coolbrith, Elizabeth (CAT) on behalf of CityAttorney 
Thursday, April18, 2019 12:59 PM 
'71969- 513 99120@ requests. muckrock.com' 
RE: California Public Records Act Request: Immediate Disclosure Request- PRA 
Opinions 

p.25 
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San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

April18, 2019 

This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 
Please see the attached letter. 

Filed via MuckRock.com 
E-mail (Preferred): ~Z1~;?J~~2~:~5~J~2~~~2J~£~~(~~ir~~'flll9~~~~i:.~JJl~f~~I~!f~k~:.~;£!PJ. 
Upload documents directly: 

1 
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8-May-2019 14:45 RE: California Public Records Act Request: Im +14243638444 p.26 

~Ej~~g=Qx~~~~~1El!~~LE~~rr:-u~~~t::/~j~~J~;-c.1·t ~~~t1~t}}J~~s v·f.:.~ D2 =l~~:Q s.~1 1.1 ~~~lt)~~s~~J~t~~~}2~i1!S~~j~~ib?Il:~£z~:~Z~l~~~~§;s~~~~~JK!t~?~~~~~~~~~1~~~lt~~~~1~~5;~)~~-l~?J~lr~~i~ 
~~~~~St~f~g£k:tt~~I!5;~L?s~~2::~~iJ:Y::~~~~t91!1~~~Y.:~Z~~:Z2~~~;L~~~I:in1Jlt~~i]g~t~::~iL?.s~l~?~i1ll~~:I~~~~l!JS~rt::12I~t:~}ll~Iti,911~S::. 
2~1~~~sd~£~?-~~1Ez~~~~~~l~lg~2!l£·v-~~. 
I~12t~{~\~~~li1~~~gl~1~tt"LJ~Qk~~1l:~~~l1:~~~1~1:1~~~l~f~IS~l~It~:~,~;~§~~21~---~~~~ ...... -~)1L~lJ:~~t:~i~2i~JJlii~~~t.41~h~1~~:~,~~~~y~.:C~~~=~f:.. ...... 1Itf~J~£~§~yi~;.lY,!ti1l},~)~-= 

Is this email coming to the wrong contact? Something else vvrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 71969 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock 
by the above in order to better track, share, and manage public records requests. Also note that improperly 
addressed (i.e., with the requester1s name rather than 11 MuckRock News 11 and the departmentnumber)requests 
might be returned as undeliverable. 

2 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

Attachments: 

72056-97339218@requests.muckrock.com 
Wednesday, May 8, 2019 1:14PM 
SOTF, (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 
Full Information 
San-Francisco-Sunshine-Ordinance-Appeai-Request-72056.pdf 

This message is from outside the City email system. Do not open links or attachments from untrusted sources . 

. San Francisco City Attorney 
PRA Office 
Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

May 8, 2019 

This is a follow up to a previous request: 

I was previously told I need to file a complaint form. I do not believe using your specific form is necessary even under 
your own polices, which merely require me to include "Short and concise description of the facts, The name of the 
Department where the request was submitted- as well as any individual working at the agency who the request 
involves, A description of how the action or inactio.n violates the Sunshine Ordinance, Supporting documentation, if 

applicable, such as a copy of the request to department and or any response from the department, Provide at least one 
reliable method of contacting the requester (i.e. email address, mailing address or telephone number)." Your website 
says I may send my own formal letter. 

All of those minimum requirements, incl. the request and responses, are met in my original emailed PDF letter, which I 
have again attached here and also faxed to the SOTF. Please confirm receipt. 

Thank you! 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 

Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3 Fnext%3 D%252 Faccounts%252Fage ncy _login%252 Fsa n-fra ndsco-city-atto rney-797%252 Fim mediate-disclosure-
req uest -email-record-full-information-

72056%252F%253~Femaii%253Dsotf"/o25254()sfgov.org&.l1ri_(JLjth_tok~n=AAAuJE\aWJyfygXNxlh3[V1kFQ(JT)(Oo/o~~A_1hQSw 
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q %3AUSdr2dvH FzLRenwXwcwadp_ TKjw 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 
DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 

On May 8, 2019: 
We sent the attached Sunshine Ordinance complaint to the Sunshine Ordinance Task Force. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request {though I am not a MuckRock representative).** 

On May 8, 2019: 
See attached Sunshine Ordinance complaint. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request {though I am not a MuckRock representative).** 

On May 8, 2019: 
See attached Sunshine Ordinance complaint. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available·to the public 
on the MuckRock.com service used to issue this request {though I am not a MuckRock representative).** 

On May 8, 2019: 
Your PDFs include From, To, Subject, Sent, Attachments, and Body ofthe emails. You have withheld certain portions of 

the email records, including but not limited to: 
- Header: X-Envelope-From 

- Header: Received 
-Header: Thread-Topic 
- Header: X-Originating-lp 
- Header: Thread-Index 

- Header: Sender 
- Header: X-Originatororg 

Please provide a statutory justification for such withholding, and the name and title ofthe official responsible for that 

withholding, per CPRA. 

P7A7 



**Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock repr~sentative).** 

On May 8, 2019: 
Hello, 

We already completed our response to your request on April24, 2019. We do not intend to produce anything further in 
response to your request. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01D50583.20D9FFBO]Eiizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Facebook<https:/ /www.facebook.com/sfcityattorney/> Twitter<https:/ /twitter.com/SFCityAttorney> 

I nstagra m<https:/ /www .in~tagra m .com/sfcityattorney /> 

On April 20, 2019: 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronidormat, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and inlineimages, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-.4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-ld: 
20190418173050.1.2 843534845440903@ req uests.m uckrock.com 

A4. the e-mail message with Message-ld: 
<20190418173050.1.2B43534B4544D903@requests.muckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: . 
DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an el~ctronic copy ofyour internal public records policies}manuals/ins-trlictlons/guidelines forthe public ana/or your 

own employees" 
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Message-! d's should uniquely identify a particular email on your email servers/services. These may be emails the City 

sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
m ails exported in the .em I or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 

that you have preserved the full content of the original email record (as specified in request "A"), which contains many 

detailed headers beyond the generally used From/To/Subject/Sent/etc. lfyou instead provide PDFs or printed emails 

with only a few of the headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, 

and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 

on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 

fees, please instead provide the required notice of which ofthose records are available and non-exempt for inspection 

in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 

E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https:/ I accounts. m uckrock.com/accou nts/logi n/? next=https%3A%2 F%2 Fwww. m uckrock.com%2 Faccou nts%2 Flogin%2 F 
%3 Fnext%3 D%252 Faccou nts%252 Fagency _login%252 Fsa n-fra ncisco-city-attorney-797%252 Fimmed iate-d isclosu re-

req uest-ema il-reco rd-fu II-i nfo rmatio n-
72056%252 F%253 Fema il%253 Dsotf%252540sfgov .o rg&u rl_a uth_ to ken=AAAu FBa WTyfyRXNxlh3 M kFOGTxo%3Al hOSw 

q%3AUSd r2dvH FzLRenwXwcwad p _ TKjw 

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 

MuckRock News 

DEPT MR 72056 
411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 

order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 
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Leger, Cheryl (BOS) 

From: 

Sent: 
To: 
Subject: 

Attachments: 

72056-97339218@requests.muckrock.com on behalf of '72056-97339218 
@requests.muckrock.com' <72056-97339218@requests.muckrock.com > . 
Wednesday/ May 8/ 2019 12:22 PM 
SOTF/ (BOS) 
RE: California Public Records Act Request: Immediate Disclosure Request- Email Record 
Full Information 
San-Francisco-Sunshine-Orid nance-Appeai-Request-72056 _Hf2o 1 Ov.pdf 

This message is from outside the City email system. Do not open links or attachments from untrusted sources. 

May 8, 2019 

This is a follow up to a previous request: 

See attached Sunshine Ordinance complaint. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https:/ /accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Fiogin%2F 
%3Fnext%3D%252Faccounts%252Fagency_login%252Fsan~francisco-city-attorney-797%252Fimmediate-disclosure
request-email-record-full-information-
7 2056%2 52 F%253 Fem a i I %253 D sotf%252 540sfgov .o rg& u rl_ a uth _toke n=AAAu F Ba WTyfyRX Nxlh3 M kFO GTxo%3A1hOS8T 
%3AP51Ym2REzYM7cKphKGmel7xASmU 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 

DEPT MR 72056 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 

On May 8, 2019: 
See attached Sunshine Ordinance complaint. 
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**Note that all of your responses (including disclosed records) may be automatically and instantly available to the publi,c 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative).** 

On May 8, 2019: 
Your PDFs include From, To, Subject, Sent, Attachments, and Body ofthe emails. You have withheld certain portions of 
the email records, including but not limited to: 
-Header: X-Envelope-From 
-Header: Received 
- Header: Thread-Topic 
-Header: X-Originating-lp 
- Header: Thread-Index 
- Header: Sender 
- Header: X-Originatororg 

Please provide a statutory justification for such withholding, and the name and title of the official responsible for that 
withholding, per CPRA. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the Muci<Rock.com service used to issue this request (though I am not a MuckRock representative).** 

On May 8, 2019: 
Hello, 

We already completed our response to your request on April 24, 2019. We do not intend to produce anything further in 
response to your request. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01D50583.20D9FFBO)Eiizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Facebook<https:/ /www.facebook.com/sfcityattorney /> Twitter<https:/ /twitter.com/SFCityAttorney> 
lnstagra m<https:/ /www.instagram .com/sfcityattorney /> 

On April 24, 2019: 
Thank you. As we noted in our initial request, we requested the entire email message, which contains numerous other 
headers in addition to those you have provided so far. 
We do not see any statutory justification cited for withholding that portion ofthe public record. Please do providethe 
entire message with all headers (except those statutorily excluded from disclosure). 

On April 24, 2019: 
Dear Sir/Madam, 
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The attached two emails are responsive to portions A3/A4, and AS/A6 of your request below. We have conducted a 
reasonable and diligent search and did not locate any further responsive documents. 

In addition, please note that we already responded to portion B of your request, on 4/22/2019. 

If you have further questions or need anything additional, please feel free to reach out to us at the below contact 
information. · 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01D4FA8E.F0958DAO]Eiizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 

www.sfcityattorney.org 
Find us on: Facebook<https:/ /www.facebook.com/sfcityattorney/> Twitter<https:j /twitter.com/SFCityAttorney> 
lnstagram<https:/ /www.instagram.com/sfcityattorney/> 

On April 20, 2019: 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the California Public Records Act (CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, appendices, 
exhibits, and inline images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-ld: 
20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-ld: 
<20190418173050.839.30844@f720c6d2-4be2-4478-af65-b9b764b16768.prvt.dyno.rt.heroku.com> 

A3: the e-mail message with Message-ld: 
20190418173050.1.2B43534B4544D903@ req uests.m uckrock.com 

A4. the e-mail message with Message-ld: 

<20190418173050.1.2 B43534B4544D903@ req uests.m uckrock.com> 

AS. the e-mail message with Message-ld: 
<DMSPR09MB1497363CAABBE6806E68810F80260@DMSPR09MB1497.namprd09.prod.outlook.com> 

A6. the e-mail message with Message-ld: 
DMSPR09MB1497363CAABBE6806E6S810F80260@DMSPR09MB1497.namprd09.prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public and/or your 
own gmr:>loy_ees" 
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Message-ld's should uniquely identify a particular email on your email servers/services. These may be emails the City 
sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. Therefore, e
m ails exported in the .em I or .msg format with all non-exempt headers, metadata, attachments, etc. are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you must ensure 
that you have preserved the full content of the original email record (as specified in request "A"), which contains many 

. detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead provide PDFs or printed emails 
with only a few of the headers or lacking attachments/images, and therefore withhold the other headers/attachments 
without justification, you may be in violation of SF Admin Code 67.26, 67.27, Govt Code 6253(a), 6253.9, and/or 6255, 
and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the public 
on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies of records available without any fees. If you determine certain records would require 
fees, piease instead provide the required notice of which of those records are available and non-exempt for inspection 
in-person if we so choose. 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72056-97339218@requests.muckrock.com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2Flogin%2F 
%3 Fnext%3 D%25,2 Faccou nts%252 Fagency _logi n%252 Fsa n-fra ncisco-city-atto rney-797%252 Fim mediate-disclosure-
req u est-em a i 1-reco rd-fu II-information-
72056%252F%253Femaii%253Dsotf%252540sfgov.org&url_auth_token=AAAuFBaWTyfyRXNxlh3MkFOGTxo%3AlhOS8T 
%3AP51Ym2 REzYM7 cKph KG me 17xASmU 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 72056 
411A Highland Ave 

Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock by the above in 
order to better track, share, and manage public records requests. Also note that improperly addressed (i.e., with the 
requester's nam.e rather than "MuckRock News" and the department number) requests might be returned as 

undeliverable. 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

FYI 

Young{ Victor (BOS) 
Monday{ May 201 2019 3:04 PM 
SOTF1 (BOS) 
Calvillo{ Angela (BOS) 
FW: SOTF- Complaint Filed with the Sunshine Ordinance Task Force - File No. 19044 
response.pdf 

John Cote 
Communications Director 
Office of City Attorney Dennis Herrera 
(415} 554-4662 Direct 
www.sfcityattorney.org 
Find us on: Face book Twitter lnstagram 

From: Cote, John (CAT)· 
Sent: Friday, May 17, 2019 4:56PM 
To: SOTF1 (BOS) <sotf@sfgov.org> 
Cc: Guzman, Andrea (CAT) <Andrea.Guzman@sfcityatty.org> 
Subject: RE: SOTF- Complaint Filed with the Sunshine Ordinance Task Force- File No. 19044 

Dear Sunshine Ordinance Task Force: 

Our response to File No. 19044 is attached. 

Best, 

John Cote 
Communications Director 
Office of City Attorney Dennis Herrera 
(415} 554-4662 Direct 
www.sfcityattorney.org 
F.ind us on: Face book Twitter lnstagram 

From: SOTF, (BOS) <sotf@sfgov.org> 
Sent: Friday, May 10, 2019 3:54PM 
To: Cote, John (CAT) <John.Cote@sfcityatty.org>; Guzman, Andrea (CAT) <Andrea.Guzman@sfcityatty.org> 
Cc: 72056-97339218@requests.muckrock.com 
Subject: SOTF- Complaint Filed with the Sunshine Ordinance Task Force- File No. 19044 

Good Afternoon: 

Dennis Herrera, Elizabeth Coolbrith and the Office of the City Attorney have been named as Respondents in the 
attached complaint filed with the Sunshine Ordinance Task Force. Please respond to the following 
complaint/request within five business days. 
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The Respondent is required to submit a written response to the allegations including any and all 
supporting documents, recordings, electronic media, etc., to the Task Force within five (5) business days 
of receipt of this notice. This is your opportunity to provide a full explanation to allow the Task Force to be 
fully informed in considering your response prior its meeting. 

Please include the following information in your response if applicable: 

1. List all relevant records with descriptions that have been provided pursuant to the Complainant 
request. 

2. Date the relevant records were provided to the Complainant. 
3. Description of the method used, along with any relevant search terms used, to search for the relevant 

records. 
4. Statement/declaration that all relevant documents have been provided, does not exist, or has been 

excluded. 
5. Copy of the original request for records (if applicable). 

Please refer to the File Number when submitting any new information and/or supporting documents 
pertaining to this complaint. 

The Complainant alleges: 
Complaint Attached. 

Cheryl Leger 

Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

• II.~ Click here to complete a Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center provides 24-hour access to Board of Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure under the California 
Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will not be redacted. Members of the public are 
not required to provide personal identifying information when they communicate with the Board of Supervisors and its committees. All written 
or oral communications that members of the public submit to the Clerk's Office regarding pending legislation or hearings will be made available 
to all members of the public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This means 
that personal information-including names, phone numbers, addresses and similar information that a member of the public elects to submit to 
the Board and its committees-may appear on the Board of Supervisors website or in other public documents that members of the public may 
inspect or copy. 
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CIN AND COUNN OF SAN FRANCISCO 

DENNIS J. HERRERA 
City Attorney 

VIA ELECTRONIC MAIL 

Honorable Members of the Sunshine Ordinance Task Force 
c/o: Clerk of the Board of Supervisors 
Attn: Victor Young, Administrator 
Room 244, City Hall 
1 Dr. Carlton B. Goodlett Place 
San Francisco CA 94102 
victor. young@ sfgov .org 

. OFFICE OF THE CIN A TTORNEV 

JOHN COTt 

Press Secretary, 
Communications Director 

Direct Dial: (415) 554-4662 
Email: john.cote@sfcl1ya1ty.org 

May 17,2019 

Re: Sunshine Ordinance Task Force Complaint No. 19044 
Anonymous (MuckRock News) v. Office of the City Attorney 

Dear Honorable Task Force Members: 

We write in response to the complaint filed by an anonymous person affiliated with 
MuckRock News, alleging that our office failed to respond to a request in a timely and/or 
complete manner. We received the request on April22, 2019. It provided three email "message
Ids," and asked for either a native copy of the associated emails, or in the alternative a copy in 
PDF format, with the metadata· from the native copy pasted into an attachment. 

A message-Id is a unique tracking number for an email that is not visible in the body or 
header of the email, but is nonetheless available in the email's metadata. The term "metadata" 
refers to electronic data embedded in a document about the document itself. The amount of 
email metadata available for a particular email can vary greatly depending ort the particulars of 
the email itself and the system(s) used to send and recyive the email. Searching through 
metadata is a highly technical and specialized effort, and we do not beli~ve we have ever 
received. a request like this' before. . 

If a requester already knows a particular email's message-Id, that may suggest that the 
requester already has access to the email in native form or to the metadata in which the message:.. 
Id is encoqed. After investigating the matter with help from our information technology 
department, we were able to locate two responsive records: emails that MuckRock had 
.exchanged with our office just one week prior, on Aprill8 and Aprill9. Although MuckRock 
presumably still had these emails, we produced the emails back to them, on April24, in PDF 
format but without any further metadata. Upon receipt of the PDFs, MuckRock responded that it 
also wanted the metadata. · 

Our office generally does not produce metadata. State law does not provide authoritative 
guidance on whether metadata are subject to disclosure under the Public Records Act. Producing 
documents with metadata can subject the City to security risks and can lead to the inadvertent · 
disclosure of privileged information. And the Public Records Act expressly does not require an 
agency to produce records in their electronic formats if it would jeopardize or compromise the 

CITY HALL· 1 DR. CARLTON B. GOOD LEn PL SUITE 234 ·SAN FRANCISCO, CALIFORNIA 94102-5408 
RECEPTION:. (415) 554~4700 ·FACSIMILE: (4 r5)554-4699 .. 
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CITY AND COUNTY OF SAI\l FRANCISCO OFFICE OF THE CITY A TIORNEY 

Letter to Sunshine Ordinance Task Force, Page 2 
May 17,2019 · 

security or integrity of the original records, or of any proprietary software in which they are 
maintained. Cal. Govt. Code§ 6253.9(f). 

In this instance, we have elected to supplement our production, and have now given the 
requester the metadata we were able to find following a reasonable and diligent good faith 
search. See Exhibit A To safeguard the security of our computer system, it is necessary for us 
to withhold certain portions of the metadata that describe unique identifiers for our individual 
computer terminals and computer servers and our security certificates and similar information. 
This information is highly sensitive, as disclosing it could allow a hacker to penetrate our system 
or enable a hacker to "spoof' our emails and insert themselves into attorney-client discussions or 
send unauthorized emails on our behalf. There is a real need for confidentiality that outweighs 
any interest the requester may have in accessing this information. See Cal. Evid. Code§ 1040. 

Our decision to disclose any metadata at all is limited to this specific case- the request 
covered only two emails, the emails were to and from MuckRock and- therefore were not 
privileged, and we determined that disclosing these certain metadata excerpts would be unlikely 
to compromise the security or integrity of our system. We reserve our right to withhold metadata 
in response to future requests. Metadata may include a wide variety of information that the City 
Attorney's Office has a right, and in some cases a legal duty, to withhold from public view. For 
example, metadata may be used to reveal the history of how our office has edited a document or 
to whom within the City we have sent a draft, which is exempt from disclosure under the 
attorney-client privilege and work product privilege. Cal. Gov't Code§ 6276.04; Cal. Evid. 
Code§ 954; Cal. Code Civ. Proc. § 2018.030. Disclosing metadata could also reveal the identity 
of a confidential whistleblower, which is privileged. Cal. Evid. Code§ 1041; Charter§§ 
C3.699-13(a), F1.107(c); C&GC Code§§ 4.120, 4.123. Finally, as with the metadata fields that 

. we have redacted here, disclosure may also reveal sensitive information about the operation of 
the City's computer and communications system that a third party could use to hack into our 
system, or to otherwise undermine the integrity and security of our system. 

A court is likely to conclude that the principles of reasonableness and cost containment . 
that govern the disclosure of records under the Public Records Act and the Sunshine Ordinance 
allow the City to decline to produce metadata from electronic records. These. principles would 
also allow the City to extend the normal deadlines for responding to a record request, to give the 
City time to investigate whether the metadata should be disclosed at all, and if so to perform any 
necessary redactions, particularly if the information requested was voluminous. 

This position is consistent with our office's general position concerning the obligations of 
a City department with respect to metadata and the production of electronic records i:£!. PDF 
format, as stated in the Good Government Guide which is available on our website. See Exhibit · 
B (excerpts). Because we have now complied with the request to search for and produce 
metadata, we respectfully ask that the complaint be dismissed. 

Very truly yours, 

DENN S J. HERRERA 
Cit tomey ¥ 
Joh Cote 
Pre ~ Secretary, Communications Director · 



Coolbrith, Elizabeth (CAT) 

From: 
Sent: 
To: 
Cc: 
Subject: 

Attachments: 

Dear Sir/Madam, 

Coolbrith, Elizabeth (CAT) on behalf of CityAttorney 
Friday, May 17, 2019 3:20PM 
'72056-97339218@requests.muckrock.com' 
City Attorney 
RE: California Public Records Act Request: Immediate Disclosure Request- Email 
Record Full Information 
4-18-19 Email Received_Redacted.pdf 

·We have investigated your request further and have conducted a reasonable and diligent search and are able 
to supplement our production with the attached PDF. The PDF shows the headers and metadata associated 
with the email responsive to your request #s A3/ A4. We have redc;1cted some of the meta data based on the 
need to protect the security of our computer system. See Cal. Evid. Code section 1040. Also, please note that 
while we. have agreed to produce some metadata excerpts in this instance, we reserve our right to revisit this 
approach in the future. Generally we do not disclose meta data at all, for the reasons stated to you in our prior 
responses. 

Unfortunately, we were not able to locate headers/meta data for the emails responsive to your request #s 
A1/A2 and A5/A6. We have conducted a reasonable and diligent search forthe information you asked for, but 

. could not locate anything further. 

As we have now complied with your request, we would respectfully ask that you withdraw your complaint to 
the Sunshine Ordinance Task Force as well as your petition to the Supervisor of Records. 

Please send replies to cityattorney@sfcityatty.org 

Sincerely, 

Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www.sfcityattorney.org 
Find us on: Face book Twitter lnstagram 

From: 72056-97339218@requests.muckrock.com <72056-97339218@requests.muckrock.com> 
Sent: Wednesday, May 08, 2019 9.:55 AM 
To: CityAttorney <cityattorney@SFCITYAnY.ORG> 
Cc: CityAttorney <cityattorney@SFCITYATTY.ORG> 

Subject: RE: California Public Records Act Request: Immediate Disclosure Request- Email Record Full information 

San Francisco City Attorney 
PRA Office 
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Room 234 
1 Doctor Carlton B Goodlett Place 
SF, CA 94102 

May 8, 2019 

This is a follow up to a previous request: 

Your PDFs include From, To, Subject, Sent, Attachments, and Body of the emails. You have withheld certain 
portions of the email records, including but not limited to: 
-Header: X-Envelope-From 
- Header: Received 
- Header: Thread-Topic 
-Header: X-Originating-Ip 
-Header: Thread-Index 
- Header: Sender 
-Header: X-Originatororg 

. . 
Please provide a statutory justification for such withholding, and the name and title of the official responsible 
for that withholding, per CPRA. 

**Note that all of your responses (including disclosed records) may be automatically and instantly available to 
the public on the Muck:Rock.com service used to issue this request (though I am not a Muck:Rock 
representative).** 

Filed via MuckRock.com 
E-mail (Preferred): 7205 6-9733 9218@requests.muckrock.com 
Upload documents directly: 
https://accounts.muckrock.com/accounts/login/?next=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2 
Flogin%2F%3Fnext%3D%252Faccounts%252Fagency login%252Fsan-francisco-city-attomey- · 
797%252Fimmediate-disclosure-request-email-record-full-information-
72056%252F%253Femail%253Dcityattomey%252540sfcityatty.org&url auth token=AAAuFBa WTyfyRXNx 
Lh3MkFOGTxo%3A1h0PqN%3A7oronmiVFTUFdlOTsdhK9kZpwVk 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
Muck:Rock News 
DEPT MR 72056 
411AHighland Ave . . 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a Muck:Rock staff member, but is being sent through Muck:Rock 
by the above in order to better track, share, and manage public records requests. Also note that improperly 
addressed (i.e., with the requester's name rather than "Muck:Rock News" and the department number) requests 
might be returned as undeliverable. . . · 

On May 8, 2019: 
Hello, 

2 
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We already completed our response to your request on April24, 2019. We do not intend to produce anything 
further in response to your request. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattomey@sfcityatty.org> 

Sincerely, 

[ cid:image002.jpg@O 1D505 83 .20D9FFBO]Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
( 415) 5 54-4685 Direct 
www.sfcityattomey.org 
Find us on: Facebook<https://www.facebook.com/sfcityattomey/> 
Twitter<https ://twitter .com/SF City Attorney> Instagram<https:/ /www. instagram. com/ sfcityattorney /> 

On April24, 2019: 
Thank you. As we noted in our initial request, we requested the entire email message, which contains numerous 
other headers in addition to those you have provided so far. 
We do not see any statutory justification cited for withholding that portion of the public record. Please do 
provide the entire message with all headers (except those statutorily excluded from disclosure). 

On April24, 2019: 
Dear Sir/Madam, 

The attached two emails are responsive to portions A3/A4, and A5/A6 of your request below. We have 
conducted a reasonable and diligent search and did not locate any further responsive documents. 

In addition, please note that we already responded to portion B of your request, on 4/22/2019. 

If you have further questions or need anything additional, please feel free to reach out to us at the below contact 
information .. 

Please send replies to cityattomey@sfcityatty.org<mailto:cityattomey@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01D4F A8E.F0958DAO]Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www .sfcityattorney .org 
Find us on: Facebook<https://www.facebook.com/sfcityattorney/> 
Twitter<https://twitter.com/SFCityAttorney> Instagram<https://www.instagram.com/sfcityattorney/> 

On April23, 2019: 
Hello, 
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I am writing in response to part A of your below request. 

Your request was sent as an "Immediate Disclosure Request" under San Francisco Administrative Code Section 
67.25(a). But to qualify under that section, the request must be "simple, routine and readily answerable." The 
Sunshine Ordinance requires shorter response times in those situations where a department is able to quicldy 
locate and produce the requested records. In order to respond to your request, this office will need to conduct a 
review of our electronic files to find responsive records. For this reason, we are not treating your request as one 

· appropriately filed as an "immediate disclosure" request, but as one which is subject to the normally applicable 
10-day response time, whichwill be May 2, 2019. However, we will endeavor to fulfill your request as soon as 
possible. 

Please send replies to cityattorney@sfcityatty.org<mailto:cityattorney@sfcityatty.org> 

Sincerely, 

[cid:image002.jpg@01D4F9EE.FD8B8960]Elizabeth A. Coolbrith 
Paralegal 
Office of City Attorney Dennis Herrera 
(415) 554-4685 Direct 
www .sfcityattorney .org 
Find us on: Facebook<https://www.facebook.com/sfcityattorney/> 
Twitter<https ://twitter .com/SF City Attorney> Instag,ram<https ://www .instagram.com/ sfcityattorney/> 

On April22, 2019: 
Message-Ids uniquely identify e-mail messages in your email servers. 
From the headers of your most recent email, it appears your office uses Microsoft Outlook and/or Microsoft 
Exchange -therefore, your IT department/contractor should be able to retrieve e-mail records directly from your 
server using the Message-Ids we have provided. 

On April20, 2019: 
This is an Immediate Disclosure Request under the San Francisco Sunshine Ordinance. 

We request under the San Francisco Sunshine Ordinance (Ordinance) and the Californifl. Public Records Act 
(CPRA): 

"A. an electronic copy, in the original electronic format, with all e-mail headers, metadata, attachments, 
appendices, exhibits, and inline images, except those explicitly exempted by the Ordinance, of: 

A1. the e-mail message with Message-Id: . 
20190418173 05 0.839 .30844@f720c6d2-4be2-44 78-af65-b9b764b 16768.prvt.dyno.rt.heroku.com 

A2. the e-mail message with Message-Id: 
<20 190418173050.839 .30844@f720c6d2-4be2-44 78-af65-b9b764b 16768.prvt.dyno.rt.heroku.com> 

A3. the e-mail message with Message-Id: 
20190418173050.1.2B43534B4544D903@reguests.muckrock.com 
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A4. the e-mail message with Message-Id: 
<20190418173050.1.2B43534B4544D903@requests.muckrock.com> 

AS. the e-mail message with Message-Id: 
<DM5PR09MB 1497363CAABBE6806E6881 OF80260@DM5PR09MB 1497 .namprd09 .prod. outlook. com> 

A6. the e-mail message with Message-Id: 
DM5PR09MB 1497363CAABBE6806E6881 OF80260@DM5PR09MB 1497 .namprd09 .prod.outlook.com 

B. an electronic copy of your internal public records policies/manuals/instructions/guidelines for the public 
and/or your own employees" 

Message-Id's should uniquely identify a particular email on your email servers/services. These may be emails 
the City sent or received. 

We remind you of your obligations to provide electronic records in the original format you hold them in. 
Therefore, e-mails exported in the .eml or .msg format with all non-exempt headers, metadata, attachments, etc. 
are best. 

However, if you choose to convert emails, for example, to PDF or printed format, to easily redact them, you 
must ensure that you have preserved the full content of the original email record (as specified in request "A"), 
which contains many detailed headers beyond the generally used From/To/Subject/Sent/etc. If you instead 
provide PDFs or printed emails with only a few of the headers or lacking attachments/images, and therefore 
withhold the other headers/attachments without justification, you may be in violation of SF Admin Code 67 .26, 
67.27, Govt Code 6253(a), 6253.9, and/or 6255, and we may challenge your decision. 

Note that all of your responses (including disclosed records) may be automatically and instantly available to the 
public on the MuckRock.com service used to issue this request (though I am not a MuckRock representative). 

Please provide only those copies ofrecords available without any fees. If you determine certain records would 
require fees, please instead provide the required notice of which of those records are available and non-exempt 
for inspection in-person if we so choose. · 

I look forward to your immediate disclosure. 

Sincerely, 
Anonymous 

Filed via MuckRock.com 
E-mail (Preferred): 72056-9733 9218@requests.muckrock.com 
Upload documents directly: 
https :/I accounts .muckrock.com/ acco unts/login/?next=https%3 A %2F%2Fwww .muckrock.com %2F accounts%2 
Fl ogin%2F%3 Fnext%3 D%25 2F accounts%25 2F agency login%25 2F san-francisco-city -attomey-
797%252Fimmediate-disclosure-reguest-email-record-full-information-
72056%252F%253Femail%253Dcityattomey%252540sfcityatty.org&url ai.1th token=AAAuFBaWTyfyRXNx 
Lh3MkFOGTxo%3A1h0PqN%3A7oronmiVFTUFdl0TsdhK9kZpwVk . 
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know. 

For mailed responses, please address (see note): 
MuckRock News 
DEPT MR 720% 
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411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock 
by the above in order to better track, share, and manage public records requests. Also note that improperly 
addressed (i.e., with the requester's name rather than "MuckRock News" and the department number) requests 
might be returned as undeliverable. 
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Sender: 7 1399120@requests.muckrock.com 
Message~Id: <20190418173050.1.2B43534B4544D903@requests.muckrockcom> 

fo: dtyattorney@sfdtyatty.org 
From: 71969-51399120@requests.muckrock.com 
Subject: California Public Records Act Request: Immediate Disclosure Request 
~ PRA Opinions 

Mime-Version: 1.0 
Content-Type: multipart/mixed; boundary="b2e lfbcebbd64db587 dfc7 e9a4eeaf40" 
Return-Path: 
bounce+5bea6f.556-cityattorney=sfcityatty.org@requests.muckrock.com 
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The Public Records Act imposes additional requirements about information that is in an 
electronic format. Cal. Govt. Code§ 6253.9. As a general rule, the Act requires a department 
to make the information available in any electronic format in which it holds the information, 
and to make a copy of an electronic record available in the format requested if the 
department has used that format to create copies for its own use or for other agencies. Cal. 
Govt. Code§§ 6253.9(a)(1), (2). But these provisions do not require a department to 
reconstruct a record in an electronic format if the record is no longer available electronically 
or create it in a format it has not used. Cal. Govt. Code§ 6253.9(c). However, the text of the 
Sunshine Ordinance on these issues is not clear, so the saferlegal course is to make electronic 
records available in the format requested if that can· be easily accomplished without 
requiring the department to reprogram a computer. This general approach is subject to 
limitations, discussed below, regarding metadata and easily manipulated formats. 

The Sunshine Ordinance does not require a department to program or reprogram a 
computer to respond to a public records request. Admin. Code§ 67.21(1). But as explained 
below, the Public Records Act does. In this respect, the rule that a department has no duty 
to create a record has evolved in the electronic age: where information exists in electronic 
form, a department must engage in data compilation, extraction, or programming to produce 
the electronic record, provided the requester is willing to pay for the cost of production 
which includes the programming or reprogramming of the computer. Cal. Govt. Code § 
6253. 9(b) (2). In similar fashion, a department must produce an electronic copy of a record 
that it ordinarily produces at regularly scheduled intervals. Cal. Govt. Code § 62 53.9 (b) (1). 

ii. Portable Document Format, or PDF 

To facilitate accessibility and ease of use, many City departments provide their electronic 
records to the public as PDF files. PDF, which stands for "Portable Document Format/' is a 
file format created by Adobe Systems in the early 1990s to facilitate the exchange of 
electronic documents across multiple operating systems, and without requiring the 
purchase of specific software or hardware. PDF is now an open standard, meaning it is 
available without charge, is non-proprietary, and can be accommodated by different 
software. The advantages of providing records in this format are that: 

• PDF is a free, open format. 

• PDF records are viewable and printable on any computer platform. 

• PDF records typically look like the original records and thus preserve the integrity of 
the original information. 

• PDF records can enable full-text searches to locate words and terms features in PDF 
documents that are saved in electronic format. 

• PDF records work with assistive technologies to make the information available to 
persons with disabilities. 

iii. Metadata 

Sometimes a requester seeks a record in its original electronic format, which likely involves 
proprietary software, such as Microsoft Word or Excel. In such instances, the electronic 
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document will usually contain embedded, hidden information known as llmetadata." 
Metadata may include information such as when the document was originally created; the 
document's authors and editors; comments shared among co-authors and editors; and 
tracked changes in versions of the document before its completion. These meta data may not 
be readily apparent in the final document, but may nonetheless be fully available to the 
recipient were the document provided in its native file format. Depending on the nature of 
the record requested, some or all of the metadata it contains may be properly exempt from 
disclosure. In still other instances - including comments that may contain legal advice, 
medical, personnel or otherwise private information -the disclosure of metadata might be 
restricted or actually prohibited by law. 

While case law does not provide authoritative guidance on legal questions relating to puhlic 
disclosure of metadata, and while technologies continue to evolve, there is no evidence that 
either the Public Records Act or the Sunshine Ordinance was intended to require public 
entities to search, and then review and possibly redact, metadata in electronic records. 
Neither is there an apparent legislative intent to require government agencies to produce 
records in their electronic formats if their release would jeopardize or compromise the 
security or integrity of the original records, or of any proprietary software in which they are 
maintained. Cal. Govt. Code§ 6253.9(f) .. 

At the same time, department personnel should consider the usability. of public information 
provided to requesters in responding to public records requests. In asking for a public 
record in a native file format like Microsoft Excel, for example, a requester may simply be 
seeking a format that will enable searching, querying, manipulating and summarizing public 
information in a manner that is far easier than if the record were provided in a scanned PDF 
or on a printed page. In some instances, the very same technology innovations that can 
present difficult public records questions may help resolve these issues through conversion 
to file formats that both meet the requester's needs and avoid problems with unauthorized 
disclosure of meta data. Departments seeking further advice on these issues or other issues 
pertaining to metadata; including where a public records request specifically seeks 
metadata, should consult with their information technology staff and with the City Attorney's 
Office. 

A Board of Supervisors' policy directs its clerk to provide responsive records in the original 
format when the requester so requests. Other departments may wish to consider their own 
policy options in light of the possible risks of unintended or impermissible disclosure of 
metadata in documents specific to their own department's functions. 

iv. Information on personal communications 
devices 

Communications relating to the City's business that a public employee or official sends or 
receives on personal electronic devices .such as cell phones and personal computers are 
subject to disclosure as public records. The key criteria for determining whether such a 
communication is a public record are the content and context of the record, .including the 
purpose of the communication and the sender(s) ancj_ intended recipient(s); whether .it 
concerns City business; and whether a City official or employee has received or created it in 
the performance of work duties, even if not required or solicited. For more information on 
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A Cyberattack Hobbles Atlanta, and Security Experts Shudder- The New York Times 
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A Cyberattack Hobbles Atlanta, 
and Security Experts Shudder 
By Alan Blinder and Nicole Perlroth 

March 27, 2018 

Page 1 of 5 

ATLANTA- The City of Atlanta's 8,000 employees got the word on Tuesday that they had 

been waiting for: It was O.K. to turn their computers on. 

But as the city government's desktops, hard drives and printers flickered back to life for 

the first time in five days, residents still could not pay their traffic tickets or water bills 

.online, or report potholes or graffiti on a city website. Travelers at the world's busiest 

airport still could not use the free Wi-Fi. 

Atlanta's municipal government has been brought to its knees since Thursday morning by 

a ransomware attack - one of the most sustained and consequential cyberattacks ever 

mounted against a major American city. 

The digital extortion aimed at Atlanta, which security experts have linked to a shadowy 

hacking crew known for its careful selection of targets, laid bare once again the 

vulnerabilities of governments as they rely on computer networks for day-to-day 

operations. In a ransomware attack, malicious software cripples a victim's computer or 

network and blocks access to important data until a ransom is paid to unlock it. 

"We are dealing with a hostage situation," Mayor Keisha Lance Bottoms said this week. 

The assault on Atlanta, the core of a metropolitan area of about six million people, 

represented a serious escalation from other recent cyberattacks on American cities, like 

one last year in Dallas where hackers gained the ability to set off tornado sirens in the 

middle of the night. 
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that--locks-up its-victims-Lfiles with encryption; temporarily changes-their -file names to ~'Pm 

sorry" and gives the victims a week to pay up before the files are made permanently 

inaccessible. 

You have 3 free articles remaining. 
Subscribe to The Times 

Threat researchers at Dell Secure Works, the Atlanta-based security firm helping the city 

respond to the ransomware attack, identified the assailants as the SamSam hacking crew, 

one of the more prevalent and meticulous of the dozens of active ransom ware attack 
' groups. The Sam Sam group is known for choosing targets that are the most likely to 

accede to its high ransom demands -typically the Bitcoin equivalent of about $50,000 -

and for finding and locking up the victims' most valuable data. 

In Atlanta, where officials said the ransom demand amounted to about $51,000, the group 

left parts of the city's network tied in knots. Some major systems were not affected, 

including those for 911 calls and control of wastewater treatment. But other arms of city 

government have been scrambled for days. 

The Atlanta Municipal Court has been unable to validate warrants. Police officers have 

been writing reports by hand. The city has stopped taking employment applications. 

Atlanta officials have disclosed few details about the episode or how it happened. They 

have urged vigilance and tried to reassure employees and residents that their personal 

information was not believed to have been compromised. 

Dell Secure Works and Cisco Security, which are still working to restore the city's systems, 

declined to comment on the attacks, citing client confidentiality. 

Ms. Bottoms, the mayor, has not said whether the city would pay the ransom. 

The SamSam group has been one of the more successful ransom ware rings, experts said. It 

is believed to have extorted more than $1 million from some 30 target organizations in 2018 

-alone. 
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rt is not ideal to pay uru.J?¥t.miDk\~1tfA-6bEt~~s~:t\Wta,<1ill'SieYJ<tt9t%'eRfls~trd%Wd that they can more 
easi}y afford the $-58 ;888 or so in-ransomthanthetime and cost of-restoring their locked 

data and compromised systems. In the past year, the group has taken to attacking 

hospitals, police departments and universities - targets with money but without the 

luxury of going off-line for days or weeks for restoration work. 

Investigators are not certain who the SamSam hackers are. Judging from the poor English 

in the group's ransom notes, security researchers believe they are probably not native 

English speakers. But they cannot say for sure whether SamSam is a single group of 

cybercriminals or a loose hacking collective. 

Ransomware emerged in Eastern Europe in 2009, when cybercriminals started using 

malicious code to lock up unsuspecting users' machines and then demanding 100 euros or 

similar sums to unlock them again. Over the past decade, dozens of online cybercriminal 

outfits - and even some nation states, including North Korea and Russia- have taken up 

similar tactics on a larger scale, inflicting digital paralysis on victims and demanding 

increasing amounts of money. 

Cybersecurity experts estimate that criminals made more than $1 billion from ransom ware, 

in 2016, according to the F.B.I. Then, last May, came the largest ransomware assault 

recorded so far: North Korean hackers went after tens of thousands of victims in more 

than 70 countries around the world, forcing Britain's public health system to reject 

patients, paralyzing computers at Russia's Interior Ministry, at FedEx in the United 

States, and at shipping lines and telecommunications companies across Europe. 

A month later, Russian state hackers deployed similar ransomware to paralyze computers 

in Ukraine on the eve of the country's independence day. That attack shut down automated 

teller machines in Kiev, froze government agencies and even forced workers at the 

Chernobyl nuclear power plant to monitor radiation levels manually. Collateral damage 

from that attack affected computers at Maersk, the Danish shipping conglomerate; at 

Merck, the American-based pharmaceutical giant; and even at businesses in Russia . 

. Attempted ransomware attacks against local governments in the United States have 

become unnervingly common. A 2016 survey of chief information officers for jurisdictions 

across the country found that obtaining ransom was the most common purpose of 

cyberattacks on a city or county government, accounting for nearly one-third of all attacks. 
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University of lVIaryland-;-Baltimore·eounty-, -also found that·aboutone'"quarter·of-loeal--- - · 

governments reported that they were experiencing attacks of one kind or another, 

successful or not, at least as often as once an hour. 

Yet less than half of the local governments surveyed said they had developed a formal 

cybersecurity policy, and only 34 percent said they had a written strategy to recover from 

breaches. 

Experts said government officials needed to be more aggressive about preventive 

measures, like training employees to spot and sidestep "phishing" attempts meant to trick 

them into opening the digital door for ransom ware. 

"It's going to be even more important that local governments look for the no-cost/low-cost, 

but start considering cybersecurity on the same level as public safety," said David Jordan, 

the chief information security officer for Arlington County, Va. "A smart local government 

will have fire, police and cybersecurity at the same level." 

Ms. Bottoms, who took office as mayor of Atlanta in January, acknowledged that shoring 

·up the city's digital defenses had not been a high priority before, but that now "it certainly 

has gone to the front of the line." 

"As elected officials; it's often quite easy for us to focus on the things that people see, 

because at the end of the day, our residents are our customers," Ms.· Bottoms said. "But we 

have to really make sure that we continue to focus on the things that people can't see, and 

digital infrastructure is very important." 

During the ransomware attack, local leaders have sometimes been able to do little but 

chuckle at a predicament that was forcing the city to turn the clock back decades. 

Asked on Monday how long the city might be able to get by doing its business striCtly with 

ink and paper, Ms. Bottoms replied: "It was a sustainable model until we got computer 

systems. It worked for many years. And for some of our younger employees, it will be a 

nice exercise in good penmanship." 

. Security researchers trying .to_ CQll1_batransOJilW_qrel)ay_e notic~d _a P<:ttt~r!lin $C!illSaJ11'S 

attacks this year: Some of the biggest have occurred around the 20th of the month. 
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group; saidin aninterviewthathe··believedthatSamSamgains access to·itsvictimsi .... 

systems and then waits for weeks before encrypting the victims' data. That delay, Mr. 

Liska said, makes it harder for responders to figure out how the group was able to break in 

-and easier for SamSam's hackers to strike twice. 

The Colorado Department of Transportation was able to restore its systems on its own 

after a SamSam attack, without paying SamSam a dime. But a week later, the hackers 

struck the department again, with new, more potent ransomware. 

"They are constantly learning from their mistakes, modifying their code and then 

launching the next round of attacks," Mr. Liska said. 

Alan Blinder reported from Atlanta, and Nicole Perlroth from Boulder, Colo. 

A version of this article appears in print on March 27, 2018, on Page A14 of the New York edition with the headline: Atlanta Hobbled by Major 

Cyberattack That Mayor Calls 'a Hostage Situation' 

READ 244 COMMENTS 
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The Washington Post 

National 

8'days after cyberattack, Baltimore's network still hobbled 
----------

By David McFadden I AP 

May 15 at 7:38 PM 

---------~ 

Page 1 of 3 

BALTIMORE- More than a week after a cyberattack hobbled Baltimore's computer network, city officials 

said Wednesday they can't predict when its overall system will be up and running and continued to give only 

the broadest outlines of the problem. 

Baltimore's government rushed to take down most computer servers on May 7 after its network was hit by 

ransomware. Functions like 911 and EMS dispatch systems weren't affected, officials say, but after eight days, 

online payments, billing systems and email are still down. Finance department employees can only accept 

checks or money orders. 

No property transactions have been conducted since the attack, exasperating home sellers and real estate 

professionals in the city of over 6oo,ooo. Most major title insurance companies have even prohibited their 

agents from issuing policies for prop.erties in Baltimore, according to the Greater Baltimore Board of 

Realtors. 

Citing an ongoing criminal investigation, Baltimore's information technology boss Frank Johnson and other 

city leaders said Wednesday they could provide no specifics about the attack from the ransomware variant 

RobbinHood or realistically forecast when the various hobbled layers of the city's network would be back up. 

"Anybody that's in this business will tell you that as you learn more those plans change by the minute. They 

are incredibly fluid," said Johnson, stressing that city employees, expert consultants and others were working 

"round the dock" to mend the breached network. 

The FBI's cyber squad agents have been helping employees in Maryland's biggest city try to.determine the 

source and extent of the latest attack. 

Johnson's tenure has now included two major breaches to the city's computer systems. This month's 

problems come just over a year since another ransomware attack slammed Baltimore's 911 dispatch system, 

prompting a worrisome 17-hour shutdown of automated emergency dispatching. The March 2018 attack 

required operating the critical 911 service in manual mode. 

Johnson is one ofthe city's highest paid employee~, earning $250,000 a year. That's more than the mayor, 

the city's top prosecutor and the health commissioner are paid. This latest attack came about a week after the 

firing of a city employee who, the inspector general said, had downloaded thousands of sexually explicit 

images onto his work computer during working hours . 

. While alfmunicipalities are menaced by mal ware, cybersecurit:y experts say organizations that fall victim to 

such attacks often haven't done a thoroughjob of patching_ systems regularly. 
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Asher DeMetz, lead security consultant for technology company Sungard Availability Services, suggested that 

eight days was a long time for a network to remain down. 

"The City of Baltimore should have been prepared with a recovery strategy and been able to recover within 

much less time. That time would be dictated by a risk assessment guiding how long they can afford to be 

down," DeMetz said in an email. "They should have been ready, especially after the previous attack, to recover 

from ransomware." 

City Solicitor Andre Davis said Baltimore was worldng "hand in glove" with the FBI, Microsoft officials, and 

expert contractors that he and other officials declined to identify. Before TV news crews, Davis likened the 

cyberattack to a brutal assault, a comparison that many residents can clearly understand in a city struggling 

to bring down one of urban America's highest rates of violent crime. 

"My preferred way of thinking about it is: The city network was viciously assaulted by a culprit and seriously 

injured," Davis said. Baltimore's top lawyer portrayed the city network as an injured patient who has emerged 

from the ICU and faces a "long course of physical therapy." 

Baltimore authorities, who hope to prosecute the culprit behind the latest attack, said they were in close 

contact with counterparts in Atlanta. Last year, a ransomware attack significantly disrupted city operations 

there and caused millions of dollars in losses. In December, two Iranian men already indicted in New Jersey 

in connection with a broad cybercrime and extortion scheme were indicted on federal charges in Georgia 

related to that ransomware attack demanding payment for a decryption key. 

It's not clear what culprits are demanding from Baltimore's City Hall. 

"We're not going to address or discuss in any way the ransom demand," Davis said. 

Follow McFadden on Twitter: https:/ /twitter. com/ dmcfadd 

Copyright 2019 The Associated Press. All rights reserved. This material may not be published, broadcast, 

rewritten or redistributed. 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

SOTF, (BOS) 
Monday, August 5, 2019 12:14 PM 
'72056"97339218@ requests. muckrock.com'; '72902 -4663 7773@ requests.muckrock.co m' 
SOTF- Complaint Committee hearing of August 20, 2019 

Dear Anonymous: 

I write to you today to confirm your audio appearance at the August 20, 2019, Complaint Committee hearing. This is 
because you will need to provide your telephone number for a telephone appearance in hearing room 408 at City Hall in 
San Francisco. I will forward instructions for your appearance before that date. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

II 
llf.f!J Click here to complete a Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center provides 24-hour access to Board of Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure under the California 
Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will not be redacted. Members of the public are 
not required to provide personal identifying information when they communicate with the Board of Supervisors and its committees. All written 
or oral communications that members of the public submit to the Clerk's Office regarding pending legislation or hearings will be made available 
to all members of the public for inspection and copying. The Clerk's Office does not redact' any information from these submissions. This means 
that personal information-including names, phone numbers, addresses and similar information that a member of the public elects to submit to 
the Board and its committees-may appear on the Board of Supervisors website or in other public documents that members of the public may 
inspect or copy. 



Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Cc: 

Subject: 

SOTF, (BOS) 
Monday, July 1, 2019 4:48PM 
72056-97339218@requests.muckrock.com 
COTE, JOHN (CAT) 
SOTF -Complaint Committee Appearance of July 23, 2019; File No. 19044 

Dear Anonymous: 

I just received word from the Respondent regarding the complaint below, that they will be on vacation during 
the time of the Complaint Committee hearing of July 23, 2019, and therefore unavailable. Please let me know 
as soon as possible if you agree to this change in scheduling. I would like to schedule this matter for the August 
Complaint Committee hearing. Thank you. 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office of the City Attorney for 
allegedly violating Administrative Code (Sunshine Ordinance), Sections 67.21, by failing to respond to a public 
records requestin a timely and/or complete manner. 

Thank you for your consideration. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 

Tel: 415-554-7724 

• ~(!}. Click here to complete a Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center provides 24-hour access to Board of Supervisors. legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure under the California 
Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will not be redacted. Members of the public are 
not required to provide personal identifying information when they communicate with the Board of Supervisors and its committees. All written 
or oral communications that members of the public submit to the Clerk's Office regarding pending legislation or hearings will be made available 
to all members of the public for inspection and copying. The Clerk's Office does nat redact any information from these submissions. This means 
that personal information-including names, phone numbers, addresses and similar information that a member of the public elects to submit to 
the Board and its committees-may appear an the Board of Supervisors website or in other public documents that members of the public may 
inspect or copy. 
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Leger, Cheryl (BOS) 

From: 
Sent: 

Cote, John (CAT) <John.Cote@sfcityatty.org> 
Monday, June 17,2019 3:12PM 

To: SOTF, (BOS) 
Cc: 
-subject: 

'72056-97339218@requests.muckrock.com'; GUZMAN, ANDREA (CAT) 
Request for Continuance > RE: SOTF - Notice of Hearing - Complaint Committee; June 
25 

Dear Ms. Leger, 

I would like to request a continuance for File No. 19044, currently scheduled for the June 25 hearing of the 

Complaint Committee. I'd like to reschedule this item to the committee's next hearing date. The records 

request in this matter raises unusual security questions, and we are continuing to review the matter with our 

IT staffto see ifthere is a way to safely provide the requester more ofthe information that they 

have requested. We expect to know one way or another by the next hearing date. 

Thank you for your consideration, 

John Cote 
Communications Director 
Office of City Attorney Dennis Herrera 
(415) 554-4662 Direct 
www.sfcityattorney.org 
Find us on: Facebook Twitter lnstagram 

From: SOTF, (BOS) <sotf@sfgov.org> 
Sent: Friday, June 14, 2019 10:40 AM 
To: Ray Hartz Jr <rwhartzjr@comcast.net>; Yee, Norman (BOS) <norman.yee@sfgov.org>; Calvillo, Angela (BOS) 
<angela.calvillo@sfgov.org>; 72056-97339218@requests.muckrock.com; Liz Arbus <liz.arbus@aol.com>; Patterson, Kate 
(ART) <kate.patterson@sfgov.org> 
Cc: Ng, Wilson (BOS) <wilson.l.ng@sfgov.org>; Lee, Ivy (BOS) <ivy.lee@sfgov.org>; Low, Jen (BOS) <jen.low@sfgov.org>; 
Maybaum, Erica (BOS) <erica.maybaum@sfgov.org>; Mchugh, Eileen (BOS) <eileen.e.mchugh@sfgov.org>; Cote, John 
(CAT) <John.Cote@sfcityatty.org>; Guzman, Andrea (CAT) <Andrea.Guzman@sfcityatty.org> 
Subject: SOTF- Notice of Hearing- Complaint Committee; June 15, 2019 5:30p.m. 

Good Morning: 

You are receiving this notice because you are named as a Complainant or Respondent in one of the following 
complaints scheduled before the Complaint Committee to: 1) hear the merits of the complaint; 2) issue a 
determination; and/or 3) consider referrals from a Task Force Committee. 

Date: June 25, 2019 

Location: City Hall, Room 408 

Time: 5:30p.m. 
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Complainants: Your attendance is required for this meeting/hearing. 

Respondents/Departments: Pursuant to Section 67.21 (e) of the Ordinance, the custodian of records or a 
representative of your department, who can speak to the matter, is required at the meeting/hearing. 

Complaints: 

File :No. 19042: Complaint filed by Ray Hartz against Norman Yee, President of the Board of Supervisors, for 
allegedly violating Administrative Code (Sunshine Ordinance), Sections 67.16, by failing to place his 150-word 
summaries in the meeting minutes (Board of Supervisors April30, 2019 meeting). 

File No. 19043: Complaint filed by Ray Hartz against Angela Calvillo, Clerk of the Board of Supervisors, for 
allegedly violating Administrative Code (Sunshine Ordinance), Sections 67.15(d), by failing to place his 150-
word summaries as submitted to the Board of Supervisors "in the minutes. " 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office of the City Attorney for 
allegedly violating Administrative Code (SillJ.shine Ordinance), Sections 67.21, by failing to respond to a public 
records request in a timely and/or complete manner. 

File No. 19049: Complaint filed by Liz Arbus against the Arts Commission for allegedly violating 
Administrative Code (Sunshine Ordinance), Section 67.25, by failing to respond to an Immediate Disclosure · 
Request in a timely and/or complete manner. 

Documentation (evidence supporting/disputing complaint) 

For a document to be considered, it must be received at least five (5) working days before the hearing (see 
attached Public Complaint Procedure). For inclusion into the agenda packet, supplemental/supporting 
documents must be received by 5:00pm, June 18, 2019. · 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

• fZ![j Click here to complete a Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center provides 24-hour access to Board of Supervisors legislation, 
and archived matters since August 1998. · 

Disclosures: Personal information that is provided in communications to the Board of 
Supervisors is subject to disclosure under the California Public Records Act and the San 
Francisco Sunshine Ordinance. Personal information provided will not be redacted. Members 
of the public are not required to provide personal identifYing information when they 
communicate vvith the Board of Supervisors and its committees. All written or oral 
communications that members of the public submit to the Clerk's Office regarding pending 
legislation o7- hearings will be made available to all members of the public for inspection and 
copying. The Clerk's Office does not redact any information from these submissions. This means 
that personal information-including names, phone numbers, addresses and similar information 
that a membe.r oftlzepu!Jhc ejects to submit to. the Boarda7Jd its committees-may appear on the 
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Board of Supervisors website or in other public docum,ents that members of the public may 
inspect or copy. 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 

Subject: 

Attachments: 

Good Afternoon: 

SOTF, (BOS) 

Thursday, September 19, 2019 2:21 PM 
Marc Bruno; lonin, Jonas (CPC); Madjus, Lily (OBI); Strawn, William (OBI); 'Celaya, 
Caroline'; 'Boomer, Roberta'; Sallaberry, Mike (MTA); 'page364@earthlink.net'; 
'72056-97339218@requests.niuckrock.com'; 'Cote, John (CAT)'; '72902-46637773 
@requests.muckrock.com'; Heckel, Hank (MYR); Breed, Mayor London (MYR); Breed, 
London (MYR); 'Liz Arbus'; 'Liz Arbus'; Patterson, Kate (ART); carlos petri; 
BAUMGARTNER, MARGARET (CAT); 'Mark Zukerberg'; 
'lucindapagedesignss@gmail.com' 

SOTF- Notice of Appearance- Sunshine Ordinance Task Force: October 2, 2019, 4:00 
p.m., Room 408 
SOTF- Complaint Procedure 2019-06-05 FINAL.pdf 

You are receiving this notice because you are named as a Complainant or Respondent in one ofthe following 
complaints scheduled before the Sunshine Ordinance Task Force to: 1) hear the merits of the complaint; 2) issue 

. a determination; and/or 3) consider referrals from a Task Force Committee. 

Date: October 2, 2019 

Location: City Hall, Room 408 

Time: 4:00p.m. 

Complainants: Your attendance is required for this meeting/hearing. 

Respondents/Departments: Pursuant to Section 67.21 (e) ofthe Ordinance, the custodian ofrecords or a 
representative of your department, who can speak to the matter, is required at the meeting/hearing. 

Complaints: 

File No. 17097: Complaint filed by Marc Bruno against the Planning Department, Board of appeals and the 
Department of Building Inspection for allegedly violating Administrative Code (Sunshine Ordinance), Sections 
67.21 and 67.25, by failing to respond to a public records request in a timely and/or complete manner. . 

File No. 17114: Complaint filed by Marc Bruno against the Department of Building Inspection for allegedly 
violating Administrative. Code (Sunshine Ordinance), Sections 67.21 and 67.25, by failing to respond to a 
public records request in a timely and/or complete manner. 

File No. 17115: Complaint filed by Marc Bruno against the Board of Appeals for allegedly violating 
Administrative Code (Sunshine Ordinance), Sections 67.21 and 67.25, by failing to respond to a public records 
request in a timely and/or complete manner. 

File No. 17079: Complaint filed by Ma:ry Miles against Mike Sallaberry, San Francisco Municipal 
... TransportationAg~n~y,foral}egedly viQla!ing Administrative Code (Sunshine Ordinance), Section 67.25, by 

failing to respond to an Immediate Disclosure Request in a tim~ly and/or complete mailller. . 
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File No. 17080: Complaint filed by Mary Miles against Will Tabajonda, San Francisco Municipal 
Transportation Agency, for allegedly violating Administrative Code (Sunshine Ordinance), Section 67.25, by 
failing to respond to an Immediate Disclosure Request in a timely and/or complete manner. 

File No. 17081: Complaint filed by Mary Miles against Luis Montoya, San Francisco Municipal Transportation 
Agency, for allegedly violating Administrative Code (Sunshine Ordinance), Section 67.25, by failing to respond 
to an Immediate Disclosure Request in a timely and/or complete manner. 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office of the City Attorney for 
allegedly violating Administrative Code (Sunshine Ordinance), Sections 67.21, by failing to respond to a public 
records request in a timely and/or complete manner. 

File No. 1904 7: Complaint filed by Anonymous against Mayor London Breed, Hank Heckel and the Office of 
the Mayor for allegedly violating Administrative Code, (Sunshine Ordinance) Sections 67.25 and 67.29-5, by 
failing to respond to a request for public records in a timely and/or complete manner. 

File No. 19010: Hearing to consider action to close Sunshine Ordinance Task Force complaints due inactivity 
and other violations of the SOTF Complaint Procedures for the following files: 

17102 Liz Arbus vs Arts Commission 
18071 Liz Arbus vs Alis Corrimission 
18085 Liz Arbus vs Arts Commission 
18090 Carlos Petri vs Office ofthe City Attorney 
18091 Mark Zuckerberg vs Arts Commission 
19009 Lucinda Page vs Arts Commission. 

Documentation (evidence supporting/disputing complaint) 

For a document to be considered, it must be received at least five (5) working days before the hearing (see 
attached Public Complaint Procedure). For inclusion into the agenda packet, supplemental/supporting 
documents must be received by 5:00pm, September 25, 2019. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

Click here to complete a Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center provides 24-hom access to Board of Supervisors legislation, 
and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of 
Supervisors is subject to disClosure under the California Public Records Act and the San 
Francisco Sunshine Ordinance. Personal information provided will not be redacted. Members 
of the public are not required to provide personal identijj;ing information when they 
communicate with the Board of Supervisors and its committees. Al-l written or oral 
communications that 1nembers of the public submit to the Clerk's Office regarding pending 
legislation or hearings will be made available to all members of the public for inspection and 
copying. The Clerk's Office does not redact any information from these submissions. This means 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 
Subject: 

SOTF, (BOS) 
Thursday, August 15, 2019 1:30 PM 
'7 2902-46637773@ req uests.muckrock.com '; '72056-97339218@ requests.muckrock.com' 
SOTF- Complaint Committee Hearing of August 20, 2019; 5:30PM 

Dear Anonymous: 

By now you should have received the Agenda packet sent to you this morning regarding the upcoming hearing on your 
complaints. Since your matters will be heard at the end of the hearing, I am asking that you be named Callers No. 1 
(72056, File No. 19044) and No. 2 (72902, File No. 19047); items 7 and 8, respectively. You need to call in to 415-554-
9632 before the hearing begins to make certain that both of you are on line and can hear the proceeding. You will be 
able to he.ar the audio from the room on the phone line. Please note that this is a conference line so both parties will 
be on the line at the same time. If you have further questions regarding calling in, please let me know. Thank you. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 

. Tel: 415-554-7724 

• If.{) Click here to complete a Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center provides 24-hour access to Board of Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Boord of Supervisors is subject to disclosure under the California 
Public Records Act and the Son Francisco Sunshine Ordinance. Personal information provided will not be redacted. Members of the public ore 
not required to provide personal identifying information when they communicate with the Boord of Supervisors and its committees. All written 
or oro/ communications that members of the public submit to the Clerk's Office regarding pending legislation or hearings will be mode ovoilob/e 
to oil members of the public for inspection and copying. The Clerk's Office does not red oct any information from th~;se submissions. This means 
that personal information-including names, phone numbers, addresses and similar informOtion that a member of the public elects to submit to 
the Board and its committees-may appear on the Board of Supervisors website or in other public documents that members of the public may 
inspect or copy. 
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Leger, Cheryl (BOS) 

From: 
Sent: 
To: 

Subject: 

Good Afternoon: 

SOTF, (80S) 
Monday, July 29, 2019 2:06 PM 

Juan DeAnda; Rudakov, Vladimir (HSA); Pang, Ken (HSA); JOHN HOOPER; Corgas, 

Christopher (ECN); Thompson, Marianne (ECN); Nuru, Mohammed (DPW); Steinberg, 

· David (DPW); Goldberg, Jonathan (DPW); 72056-97339218@requests.muckrock.com; 

Cote, John (CAT); 72902-46637773@requests.muckrock.com; Heckel, Hank (MYR) 

SOTF- Notice of Appearance- Complaint Committee; August 20, 2019 5:30 p.m. 

You are receiving this notice because you are named as a Complainant or Respondent in one of the following 
complaints scheduled before the Complaint Committee to: 1) hear the merits of the complaint; 2) issue a 
determination; and/or 3) consider referrals from a Task Force Committee. 

Date·: August 20,2019 

Location: City Hall, Room 408 

Time: 5:30p.m. 

Complainants: Your attendance is required for this meeting/hearing. 

Respondents/Departments: Pursuant to Section 67.21 (e) of the Ordinance, the custodian of records or a 
representative of your department, who can speak to the matter, is required at the meeting/hearing. 

Complaints: 

File No. 19068: Complaint filed by Sophia DeAnda against the Human Services Agency for allegedly violating 
Administrative Code (Sunshine Ordinance), Section 67.21, by failing to respond to a public records request in a 
timely and/or complete manner. 

File No. 19061: Complaint filed by John Hooper against the Office of Economic and Workforce Development 
for allegedly violating Administrative Code (Sunshine Ordinance), Section 67.21, by failing to respond to a 
public records request in a timely and/or complete manner. 

File No. 19062: Complaint filed by John Hooper against Public Works for allegedly violating Administrative 
Code (Sunshine Ordinance), Section 67.21, by failing to respond to a public records request in a timely and/or 
complete manner. 

File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the Office ofthe City Attorney for 
allegedly violating Administrative Code (Sunshine Ordinance), Sections 67.21, by failing to respond to a public 
records request in a timely and/or complete manner. 

File No. 19047: Complaint filed by Anonymous against Mayor London Breed, Hank Heckel and the Office of 
the Mayor for allegedly violating Administrative Code, (Sunshine Ordinance) Sections 67.25 and 67.29-5, by 
failing to respond to a requestfor public records in a timely and/or complete manner. 
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Documentation (evidence supporting/disputing complaint) 

For a document to be considered, it must be received at least five (5) working days before the hearing (see 
attached Public Complaint Procedure). For inclusion into tlie agenda packet, supplemental/supporting 
documents must be received by 5:00pm, August 13, 2019. 

Cheryl Leger 
Assistant Clerk, Board of Supervisors 
Tel: 415-554-7724 

• l{(t) Click here to complete a Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center provides 24-hour access to Board of Supervisors legislation, 
and archived matters since August 1998. 

Disclosures: Personal information that is p1;,avided in communications to the Board of 
Supervisors is subject to disclosure under the California Public Records Act and the San 
Francisco Sunshine Ordinance. Personal information provided will not be redacted. Members 
of the public are not required to provide personal identifying information when they 
communicate with the Board of Supervisors and its committees. All written or oral 
communications that members of the public submit to the Clerk's Office regarding pe:nding 
legislation or hearings will be made available to all members of the public for inspection and 
copying. The Clerk's Office does not redact any information from. these submissions. This means 
that personal information-,-including names, phone numbers, addresses and sim.ilar information 
that a member of the public elects to submit to the Board and its committees-may appear on the 
Board of Supervisors website or in other public documents that members of the public may 
inspect or copy, 
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le er, Cheryl (BOS) 

From: 
Sent: 
To: 
Cc: 
Subject: 

SOTF, (BOS) 

Friday, May 10, 2019 3:54 PM 
COTE, JOHN (CAT); GUZMAN, ANDREA (CAT) 

72056-97339218@requests.muckrock.com 

Attachments: 
SOTF- Complaint Filed with the Sunshine Ordinance Task Force- File No. 19044 

SOTF- Complaint Procedure 2018-12-05 FINAL.pdf; 19044.pdf 

Good Aftemoon: 

Dennis Herrera, Elizabeth Coolbrith and the Office of the City Attomey have been named as Respondents in the 
attached complaint filed with the Sunshine Ordinance Task Force. Please respond to the following 
complaint/request within five business days. 

The Respondent is required to submit a written response to the allegations including any and all 
supporting documents, recordings, electronic media, etc., to the Task Force within five (5) business days 
of receipt of this notice. This is your opportunity to provide a full explanation to allow the Task Force to be 
fully informed in considering your response prior its meeting. 

Please include the following information in your response if applicable: 

1. List all relevant records with descriptions that have been provided pursuant to the Complainant 
request. 

2. Date the relevant records were provided to the Complainant. 
3. Description ofthe method used, along with any relevant search terms used, to search for the relevant 

records. 
4. Statement/declaration that all relevant documents have been provided, does not exist, or has been 

excluded. 
5. Copy of the original request for records (if applicable). 

Please refer to the File Number when submitting any new information and/or supporting documents 
pertaining to this complaint. 

The Complainant alleges: 
Complaint Attached. 

Cheryl Leger 

Assistant Clerk, Board of Supervisors 

Tel: 415-554-7724 

• IJ!O Click here to complete a Board of Supervisors Customer Service Satisfaction form. 

The Legislative Research Center provides 24-hour access to Board of Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure under the California 
Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will not be redacted. Members of the public are 
not required to provide personal identifying information when they communicate with the Board of Supervisors and its committees. All written 
or oral communications that members of the public submit to the Clerk's Office regarding pending legislation or hearings will be made available 
to all members of the public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This means 
that personal information-including names, phone numbers, addresses and similar information that a member of the public elects to submit to 
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Le er, Cheryl (BOS) 

From: 
Sent: 
To: 
Cc: 
Subject: 

SOTF, (BOS) 

Friday, May 10, 2019 3:54 PM 

COTE, JOHN (CAT); GUZMAN, ANDREA (CAT) 

72056-97339218@ requests.muckrock.com 

Attachments: 
SOTF- Complaint Filed with the Sunshine Ordinance Task Force - File No. 19044 

SOTF- Complaint Procedure 2018-12-05 FINAL.pdf; 19044.pdf 

Good Afternoon: 

Dennis Herrera, Elizabeth Coolbrith and the Office of the City Attorney have been named as Respondents in the 
attached complaint filed with the Sunshine Ordinance Task Force. Please respond to the following 
complaint/request within five business days. 

The Respondent is required to submit a written response to the allegations including any and all 
supporting documents, recordings, electronic media, etc., to the Task Force within five (5) business days 
of receipt of this notice. This is your opportunity to provide a full explanation to allow the Task Force to be 
fully informed in considering your response prior its meeting. 

Please include the following information in your response if applicable: 

1. List all relevant records with descriptions that have been provided pursuant to the Complainant 
request. 

2. Date the relevant records were provided to the Complainant. 
3. Description of the method used, along with any relevant search terms used, to search for the relevant 

records. 
4. Statement/declaration that all relevant documents have been provided, does not exist, or has been 

excluded. 
5. Copy of the original request for records (if applicable). 

Please refer to the File Number when submitting any new information and/or supporting documents 
pertaining to this complaint. 

The Complainant alleges: 
Complaint Attached. 

Cheryl Leger 

Assistant Clerk, Board of Supervisors 

Tel: 415-554-7724 

• Iii(<) Click here to complete a Board of Supervis~rs Customer Service Satisfaction form .. 

The Legislative Research Center provides 24-hour access to Board of Supervisors legislation, and archived matters since August 1998. 

Disclosures: Personal information that is provided in communications to the Board of Supervisors is subject to disclosure under the California 
Public Records Act and the San Francisco Sunshine Ordinance. Personal information provided will not be redacted. Members of the public are 
not required to provide personal identifying information when they communicate with the Board of Supervisors and its committees. All written 
or oral communications that members of the public submit to the Clerk's Office regarding pending legislation or hearings will be made available 
to all members of the public for inspection and copying. The Clerk's Office does not redact any information from these submissions. This means 

-tliat personal infi:irm-ritio-n=inctt:iCJiilffiiiTmes, ph-one n-iimoefs, aiidresses-anilsimitar7nformafion that a memb-eToftheputJticetects to submit to--


